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CLI 3

y CLI 3
1.1 alias
y CYE N I I VR A 06  alias 3 A
G 3 ho JWY il 7T Y3 10)
) i) A
alias
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CLI

(]

wR O

Ruijie(config)# alias ?

aaa-gs AAA server group mode

acl acl configure mode

bgp Configure bgp Protocol

config globle configure mode

3 ) ko -~ Jm Ya A" ¥ 3 JUtO

*command-alias=original-command

R ° EXEC 1O 2117 show'@ At @s?
J flJ \/{ 181 ’T‘Q E ,I lfa_ t

Ruijie# s?
*s=show show start-chat start-terminal-service

Y 3a Ya T f, G N 3" AR
N EXEC O i) "sv™3 3 "show version™ I

Ruijie# s?
*s=show *sv=""show version” show start-chat
start-terminal-service

| y oo 3 Y3 “moa A 3
R~ 33m e * a Y i)

Ruijie# s?
show start-chat start-terminal-service

31 4 #4TU i 3 A ko ~R A e}

R i 1 7ia”3 ”ip address’™ f A o

Ruijie(config-if)# ia ?
A_B.C.D IP address
dhcp IP Address via DHCP
Ruijie(config-if)# ip address

“ @ ”ip address” 3 A A g 3 i
3 A
3iJ © ® 1 ta P A
G show aliases 3 4 Ju e i A
JUIOR  ~ & o 6 3§
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CLI 3

Ruijie# configure terminal

Ruijie(config)# alias config def-route ip route 0.0.0.0
0.0.0.0 192.168.1.1

Ruijie(config)# def-route?

*def-route=""ip route 0.0.0.0 0.0.0.0 192.168.1.1"
Ruijie(config)# def-route?

% Unrecognized command.

Ruijie(config)# end

Ruijie# show aliases config

globle configure mode alias:

def-route ip route 0.0.0.0 0.0.0.0
192.168.1.1
d 0 30
3
show aliases P
1.2 privilege
Yy 3 cYa 3 {i7dJu @ KOG
privilege 3 AG 3 no Ly 3
n h A
privilege mode [all] {level level | reset} command-string
no privilege mode [all] [level level ] command-string
oA 0
mode 3 CLI 3 A
[all] * 3 3 RV P A
level level ' 3 3 P 0-15A
reset ' 3 7 P A
command-string ' 3 s A
o) al
0 3 o
o
36 0
0o y 1 privilege 3 & 4 CLI 3 KON
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CLI 3

ad " 3 N N R A ) O
dJUG  privilege ?° m 4 CLI 3 A
config @
exec
interface A
ip-dhcp-pool DHCP
keychain KeyChain
keychain-key KeyChain-key
time-range Time-Range
dwRO
JUIOR  ~ CLI i 1 A3 ntest” reload =3
I & A
Ruijie(config)# enable secret level 1 0 test
Ruijie(config)# privilege exec level 1 reload
TG i 1  CLl “d4 4 UG reload
Ruijie> reload ?
<Cr>
reload @ 3 Pl T i Jde all
privilege exec level 1 reload
-G Pl w
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CLI

1.3 show aliases

i 3 O i )7 JdJu EXEC
OO 6 show aliases 3 A
show aliases [mode]
o 0
mode ' i 1 3} 3
o al
0 3 ¢}
EXEC
o e
® 3 T f 3 i A
dwR O
JUIOR  ~ EXEC o 3l
Ruijie# show aliases exec
exec mode alias:
h help
P ping
s show
u undebug
un undebug
d ' 30
'1
alias 3 i
5 http://www.ruijie.com.cn




LINE 3

(]

(]

(]

2.1 T 3

disable

enable

enable password
enable secret
password

login

login local

username
lock
lockable
telnet

enable service

2.1.1 disable

y I
3 disableA

disable [ privilege-level ]

o)
privilege-level
3 o}
e
¢ 3y
m el

login authentication

A~ CcLrr T

>

JUKO

eef

>
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LINE 3

& HEA:
disable 3 41 y m A
dwRrR O
to R m @
Ruijie# disable 10
d 0 30
‘1
y wl i
enable ; A
2.1.2 enable
o - 3 enableA
3 a Noé B 34 1A
2.1.3 enable password
a A POART @ 3 enable passwordA
3 noj i A3 A
enable password [level level] {password | [0 | 7] encrypted-password}
no enable password
oA 0
Password ' &) EXEC A3 A
Level ' i A
07" A3 7 'Oﬂ“7'ﬂA
encrypted-password ' A 3 A
d 3 o)
o
56 ~ 0
w3 Ay QO A 8 1
1 3 A3 w3 A
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LINE 3

ANy R KO
. "0 11 269 n A
.o A3Im JJUom "N Ae A TomAg
Yy 1 A
~ 7%
@ 5 Tl oY A3” ta ()
EXEC  Aa ' ] x A3 Ad
N3 A

dwRO

O R A3 n pwlQ

Ruijie(config)# enable password pwlO
d 0 30

’1
enable secret O A3A
2.1.4 enable secret
a A O N3 [A) 3 enable secretA
3 nofj i A3 A

enable secret [level level] {secret | [0 | 5] encrypted-secret}

no enable secret
5 A 0

Secret @ EXEC AR A
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LINE 3

(@]
2
(o)

N

3 a A 15 password A 3 © | }
I n securityA 3 15 password A 3 security A
3 0 A7 %, h Y Jug q password
N3 G " 7 securityA 3 © wg A
o R WA R 1 pwll
Ruijie(config)# enable secret 0 pwlO
0
'.‘
enable password a A i A3 A
2.1.5 password
line N3” line 3 passwordA 3
no i line N3 A
password {password | [0|7] encrypted-password}
no password
o}
password * line N3 A
7" A3 3 Y0 3 7 3 A
encrypted-password ' A 3 A
6
line
6
3 ¥ line A3 A
O R line A3 n red

Ruijie(config)# line vty O
Ruijie(config-line)# password
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LINE 3

2.1.6 login
AAATQ a o N3 ’ A3 il
A 3 loginA 3 no N A3
login
no login
5 A 0
AA
0 3 o)
line
d6G o)
0 AAA & Lkt 3y 0 A3
A N3 VTY console A & N3 A
dwRO
e} R VTY 3 A3 A
Ruijie(config)# no aaa new-model
Ruijie(config)# line vty O
Ruijie(config-line)# password O normatest
Ruijie(config-l1ine)# login
d 0 30
‘i
password line A3 A
2.1.7 login local
AAAQ a o N3 l
3 login localA 3 no N A
login local
no login local
oA 0
NA
n ?‘ 6
line
10 http://www.ruijie.com.cn




LINE 3

(]

(o]

(]

wR O

Q

wR O

0 AAA & Ef 3y 20
username 3 9 A

)

0] R VTY 3 A

Ruijie(config)# no aaa new-model
Ruijie(config)# username test password O test
Ruijie(config)# line vty O
Ruijie(config-1ine)# login local

'1

username 9 A

2.1.8 login authentication

(@}

O

AAA a O AAA k v G

3 Q A 3 no i "

>

login authentication {default | list-name}

no login authentication {default | list-name}

default * " J

list-name ' d " p|
line

6 AAA O k% 3y G 8 .
A

O R VTY 3 Q " radius A

Ruijie(config)# aaa new-model

Ruijie(config)# aaa authentication login default radius
Ruijie(config)# line vty O

Ruijie(config-line)# login authentication default

11
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’.‘

aaa new-model G AAA & k

aaa authentication login

2.1.9 username

i ) 3 usernameA

username name {nopassword | password { password | [0]7]
encrypted-password }}

username name privilege privilege-level

no username name

0A O
name 1A
password A3 A
07 " A3 7 “0ﬂ“7'ﬂA
encrypted-password ‘' A 3 A
privilege-level ' A
wn 'i O
o
w G ’ 6
1y ke A
~ E&:
7 n7i:i o A mr A
ol m7AY oo A 8 7
Ny T 7 n 7A
dwRrRO
O R Ya J o A3T in 15

Ruijie(config)# username test privilege 15 password O
pwils
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(]

(]

(]

30
'.‘
login local A
2.1.10 lock
3 Ys N3~ EXEC 3 lockA
lock
0
0
o)
o) T A3 R | A7 B U
A JUO '
1. w lock 37 WA 3’
2. WA 3" 4 U sA wit” \ w A3

e

[ Locked: 5 ' O

13
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LINE 3

2.1.11 lockable

26 lock 37 J4Ju line o lockable
3 a Hoa lock 3 A6 no 3 A
lockable
no lockable
5 A 0
0 3 o)
line
d6G o)
3 Y 3 B i B 4 JU
EXEC to lock 3 A
dwRO
O R 8 A D B 1 B 84
Ruijie(config)# line console 0O
Ruijie(config-l1ine)# lockable
Ruijie(config-line)# end
Ruijie# lock
Password: <password>
Again: <password>
Locked
Password: <password>
Ruijie#
d 0 30
‘q'
lock B A
2.1.12 telnet
P yd telnet E - EXEC - o
G  telnet 3 A
telnet host [port] [keyword]
A 0
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LINE 3

Host y IP y 1’
Port’ G TCP AN~ hin 23
Keyword 4 T "yl
ko)
/source-interface y 93 A d  telnet ’
Ivrf VRF
5 1 A
56 e
3 ¥ T Y4 telnet E A
~ 7%
NrfQ T ©® RSR e
dwRrR O
0] R 3 telnet] 192.168.1.11 A G h~ A
vlan I VRF n vpnl
Ruijie# telnet 192.168.1.11 /soource-interface vlan 1
/vrf vpnl
d 0 30
3
Show session mTTY .
Exit m '

2.1.13 enable service

6 Q k' SSH Server/Telnet Server/Web Server/Snmp
Agent™ KO d JuG 3 enable service 3

enable service { ssh-sesrver | telnet-server | web-server |
snmp-agent}

oA o
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LINE 3

(]

(]

(]

(@}

(@}

2.2

Q

ssh-sesrver

6 Q

SSH Server

telnet-server

6 Q

Telnet Server

web-server

6 Q

Http Server

snmp-agent

6 Q

Snmp Agent

R Y 6Q
LA

LAG no enable service 3 Q

O R 3’ enable service ssh-sesrver,
Ruijie(Config™ # enable service ssh-sesrver

SSH Server

‘;'

show service

Q

Too QR
clock set

hostname

show clock

show running-config
show startup-config

reload

show reload

prompt

banner motd

banner login

speed

show line

write

?I

16
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LINE 3

2.2.1 clock set

1 e

17
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LINE 3

oA o)

minutes f ’

seconds” 41 A 7 ’
0 o)

n 10 minA

5 1 A

LINE
N e

a” I w 8 € N
LINE i J A

dwRO

O R line vty O n 5r 30 !

Ruijie(config-line)# exec-timeout 5 30

2.2.3 hostname

9 y o o1- ) 3 hostnameA
hostname name
A 0
name' y 1~ A G s a JuA A
n 633 A
o) 0
Yy 1 n RuijieA
d 3 o)
&
d6G o)
y o1y v Ju4 N CHAP eom
1A
dwRO
0] R y 1 n BeiJdingAgenda

Ruijie(config)# hostname BeiJingAgenda
BeiJingAgenda(config)#
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LINE 3

2.2.4 session-timeout

m LINE 2 T N
session-timeout 3 A no session-timeout 3~ ¥  LINEKO

I ., a A

session-timeout minutes [seconds]

no session-timeout

5 A (o)

minutes I '

seconds”™ 4 A 7 ’
0 0

n 0 minA

5 1 A

LINE
5 G A

0°y mLINED 1 L
I ® 9 ~ e - LINE i1 d A

dwR O

10 R linevty 0 mn 5f 30

Ruijie(config-line)# exec-timeout 5 30

2.2.5 show clock
v 3 show clockA

show clock [detail]
oA 0

detail A
5 1 A
S G A

G 34U m * detail A
dwRO
19 http://www.ruijie.com.cn



LINE 3

(]

(]

O R show clock 3 Y3

Ruijie# show clock detail
clock: 2003-3-17 10:27:21
Clock read from calendar when system boot.

T 30

clock set

2.2.6 show running-config

m =Y 3 show
running-configA

show running-config

-~
(@}

2.2.7 show startup-config

q y  NVRAM Jd oy "9
3 show startup-configA

show startup-config

3 o)
o)
y  NVRAM Ay "9
startup-config i o | A
2.2.8 reload
- 3 reloadA

reload [text|in [
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LINE 3

text ' MV~ 1-2553 A
in [ hh: ] mm* N n 24
at hh:mm 2
month ) - 3 © Mar
day Ty 1t 31
cancel © ,
d 3 o)
o6 0
G 3 4 JU 20 b f A
dwR O
O R 107 JuA
Ruijie# reload in 10
Router will reload in 600 seconds.
2.2.9 show reload
o F to 3 show
reloadA
show reload
oA o)
= ‘1 O
= G O
© a4 ok A
dwrR O
o R 0 |
Ruijie# show reload
Reload scheduled in 595 seconds.
At 2003-12-29 11:37:42
Reload reason: test.
21 http://www.ruijie.com.cn



LINE 3

2.2.10 prompt

oA o)
~ ’1 O
\\G ,O
owrR O

3 o tO
3 G noprompt 3 A

prompt string
string 3 s’ NIV 323
&

a0 3 N J mn

) Jyv JVA d  EXEC

O R 3 n rgnos

Ruijie(config)# prompt rgnos
Ruijie(config)# end
rgnos

2.2.11 banner motd

3 promptA

)

aq [4) o 3 banner motdA
N 8 ~ 6 nobannermotd 3 A
banner motd ¢ message ¢
A 0
c' Y i 7 3 €& ai
message a a
5 1 A
o
56 0
G A ) a B =2
A W f 1y w o€
A
dwRO
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LINE 3

O R =Y '

Ruijie(config)
Ruijie(config)# banner motd $ hello,world $

2.2.12 banner login

a [4) o 3 banner loginA
N a * G nobannerlogin 3 A

AUBOQR Q. 9 C 3 T d 9 B 516 4302¢C3841C B (
b ! £ L E 7 - !

ui jie(config)
uil jie(config)# banner motd 40E/TT5 Q@O 1 Tf-0.EQ [
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LINE 3

(]

(@]

(@]

o)
9600
G e)
G 3 A
wrR O
O R s A n 57600 bps
Ruijie(config)#

Ruijie(config)# line console O
Ruijie(config-l1ine)# speed 57600
Ruijie(config-line)#

2.2.14 show line

8 Ho 3 show lineA

show line [console line-num | aux line-num | vty line-num | line-num]

oA 0
console 8 U =Y
aux aux =Y
vty vty =Y
line-num line
= 'i O
Y O
8 G - O
G 3 a A
dwRO
O R console A a
Ruijie# show line console O
CON Type speed Overruns
*0 CON 9600 45927
Line O, Location: "', Type: "vt100"
Length: 24 lines, Width: 79 columns
24 http://www.ruijie.com.cn



LINE 3

Special Chars: Escape Disconnect Activation

AN none M
Timeouts: Idle EXEC Idle Session
never never

History is enabled, history size is 10.
Total input: 53564 bytes

Total output: 395756 bytes

Data overflow: 27697 bytes

stop rx interrupt: O times

2.2.15 write

3 writeA

write [ memory | network | terminal |

oA 0]
memory * running-config” f © NVRAM Ay copy
running-config startup-configA
network ° d 1 TFTP L 3~ Ay copy
running-config tftpA
terminal N Ay show running-configA
= ’1 O
= G , O
3 R 3N y¢ G AT g
o - ¢ G A
3aq Ay 5 memory A
dwRO
o R '
Ruijie# write
Building configuration. ..
[OK]
d 0 30
“
show running-config
copy 8

25 http://www.ruijie.com.cn



3.1

<

26
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3.1.2 copy tftp

titp ~ N 3"
A
copy flash: filename tftp://location/filename

copy tftp://location/filename flash: filename

titp CE O

27
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4.1 Q 3

A U0 R
interface aggregateport
interface fastEthernet
interface vlan
medium-type
descriptioin
shutdown
speed
duplex
flowcontrol
mtu
clear counters
clear interface

switchport

4.1.1 interface aggregateport

3 37 .. Ya A AN~ w A
Ac 3 no i A A

interface aggregateport port-number
oA 0]

r

port-number

28 http://www.ruijie.com.cn



O0wR O
Ruijie(config)# interface aggregateport 3
Ruijie(config-if)#
5 Q 30
'.‘
show interfaces A a A
5 0
4.1.2 interface fastEthernet
3 3 Ju N~ W A A
interface fastEthernet mod-num/port-num
oA 0
mod-num/port-num’ N 2 ANNT a
A
d 3 o)
&
= G O
3 no - Na T AG show interfaces
show interfaces fastEthernet 3 A
dwRO
Ruijie(config)# interface fastEthernet 1/2
Ruijie(config-if)#
6 0 30
‘1
show interfaces A a A
o J 0
4.1.3 interface vlan
3 37 .. Ya | H A" switch
virtual interface’” SVI™ w A AG 3 no i
29 http://www.ruijie.com.cn




SVI.

interface vlan vlan-id

30
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AY AU | A Ny Y 4 6 ge3YA
y y 31 A "R a+ a 8
) m A U A 1
A ne oA A
dwrR O
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-ift)# medium-type copper
6 0 360
'1
show interfaces A a A
o J o)
24SFP/12GT ~ 123 SFP A 125 10/100/1000M BASE-T
N A
a A m o SFP A 10/100/1000M
BASE-T A A
4.1.5 descriptioin
N i) AG 3 no h .
description string
no description
5 A (o)
sting A i J A
o) 0
l A
d 3 o)
A
d6G 0
G show interfaces 3 Ng -1 t 1A
dwRO
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# description GBIC-1
31 http://www.ruijie.com.cn



N3
5 0 360
'.‘
show interfaces A a A
4.1.6 shutdown
A e~ G 3 Q AAG 3 no
A
shutdown
no shutdown
w 'i O
A
e 06
v A" JU NaAp ANaSVI A™T 3 Q AT A
& bl y N a o9 AG show interfaces 3
A A
OwR O
T Ap?l
Ruijie(config)# interface aggregateport 1
Ruijie(config-if)# shutdown
Ap 1
Ruijie(config)# interface aggregateport 1
Ruijie(config-if)# no shutdown
d 0 30
’1
clear interface A &A
show interfaces A aq A
& HEA:
G m no shutdown A 27 J J A
a A

32
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(]

(]

(]

(]

4.1.7 speed

(@}

(@}

(@}

(@}

A AG 3 no
10 A n 10MbpsA
100" A n 100MbpsA
1000 A 1 1000MbpsA
10G' A n 10GbpsA
auto' A " A
A
A
A Ap ° Tt A Ap
A “n a o A A Ap G
show interfaces 3 A A ad”
$ . adA ~ SFP A A

33
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auto' AR T A A
full w4 A
half * TN A
0 6
(AR A A
5 3 5
A
. s
N 6 A 'OAl UG show interfaces 3
A A A
dwrR O
Ruijie(config-if)# duplex full
d 0 30
3
show interfaces A a A
4.1.9 flowcontrol
3 Ko) 8 AG 3 no "
h
flowcontrol {auto | off | on}
no flowcontrol
oA 0
auto' i 8 A
off ' Q 8 A
on ' 8 A
0 6
jo! 8 A
d 13 o)
A
06 o)
G show interfaces A 8 s A
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OwR O
B IV A 11 8 *

Ruijie(config)# interface gigabitethernet 1/1

Ruijie(config-ift)# Tlowcontrol on
d 0 30

'1
show interfaces A a A
4.1.10 mtu
A mtu

Mtu num
oA 0

num' 64 9216( 65536 H ad ad)
0 o}

i 1500A

w ’1 O

A
w G , 6

A mtu’ : A om A A

dwRrRO

Ruijie(config)# interface gigabitethernet 1/1

Ruijie(config-if)# mtu 9216
d 0 30

‘i
show interfaces A a A
4.1.11 carrier-delay
A HOG 3 carrier-delay A G

3 no h A
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carrier-delay [ seconds ]

no carrier-delay

oA 0
seconds ' N | VA A - 1" 60
o) 0
h 2
0 3 o)
A
o6 o)
A A g N DCDy Down T Up
) DCD 3a4d Jy© o=
Jy a y2 - A
DCD e TR A € dJu 9
T Jus A A {” DCD e
Y R '3 A € Juo
A
dwRO
JUlO R A ns '
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(coinfig)# carrier-delay 5
4.1.12 clear counters
A
clear counters [interface-id]
oA 0
interface-id A ANA
= ‘1 O
= G O
A h U 3 show interfaces -
lOG  clear counters 3~ 4JU A h A a
AT F A A
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N3
dwRO
Ruijie# clear counters gigabitethernet 1/1
5 0 360
'.‘
show interfaces A a A
4.1.13 clear interface
N A
clear interface interface-id
5 A 0
interface-id A ANA
d 3 o)
ol o)
3 A4 Switch Port,L2 Aggregrate port © A ,Routed port,L3
Aggregate port A A 3 v A
shutdown no shutdown 3 A
0
Ruijie# clear interface gigabitethernet 1/1
d 0 30

shutdown

4.1.14 switchport

A IOG  a I A switchport 3~ Ya A
m o2 AG a | no switchport 3 A
n 3
switchport

no switchport

37
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ato A 2 FHOA
= ?‘ O
A
w G 0
34 Q A A Aswitchport 3 2 1
A - 3 e J A
Ny 2 ro1 3 T A 2 A
dwRO
Ruijie(config-if)# switchport
5 0 30
3
show interfaces A a A
5 (o)
2K3 IP
4.1.15 switchport mode
G 3 Yay A" switch port” TAdNU An
access port n trunk port, n 802.1Q AG 2 no
A n h A
switchport mode {access | trunk}
no switchport mode
oA 0
A
access Y 3 switch port n access portA
trunk Y 3 switch port 1 trunk portA
o) 0
switch port M access
d 3 o)
A
o6 o)
Y 3 switch port access t AAd nYa VLAN
38 http://www.ruijie.com.cn



“ AJd JUG  switchport access vlan 3 A Y 3 VLAN
° A
Y 3 switch port trunk ANdJU 3 VLAN % A
AdJu y € VLAN A 4 VLAN®" & 7 trunk port
4 VLAN" e VLAN ° AJJUG  switchport trunk
3 R A 4 VLAN®
dwRrR O
Ruijie(config-if)# switchport mode trunk
d 0 30
’.‘
SWitchDort acCess Ya A n statics accessport
P mYs VLAN  ° AA
switchport trunk n Y a trunkport Y 3 native VLAN
P s TrunkA 4 VLAN®" A
4.1.16 switchport access
G 2 Ya A n access porf nys VLAN
° AAG 3 no A 1 VLAN & A
switchport access vlan vlan-id
no switchport access vian
5 A 0
vianid A g & VLAN IDA
o) 0
switch port n access VLAN® VLAN 1
o 3 o)
A
d6G 0
®Y 3 VLAN IDA w Y3 VLAN ID" % y
3 VLAN A m  VLAN  ° A @
VLANID ¥ 3 VLAN ° AA
A Y 3 trunkporf £ 2 10
dwRrR O
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# switchport access vlan 2
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N3
d 3 o)
A
o) o)
vy A° U NAaAp AaSVvl A~T 3 [
A LinkTrap® q : A Link J VT SNMP
4  LinkTrapN 3t ad A
OwRO
O Ana-  Linktrap:
Ruijie(config)# interface gigabitEthernet 1/1
Ruijie(config-if)# no snmp trap link-status
O And  Link trap:
Ruijie(config)# interface gigabitEthernet 1/1
Ruijie(conftig-if)# snmp trap link-status
d 0 30
3 b
Ruijie(config-if)# snmp trap N A link trap
link-status
Ruijie(config-if)# no snmp trap KORIN A link trap
link-status T
i/
4.2 Q 3

(]

4.2.1 show interfaces

O

A a

show interfaces [interface-id] [counters | description | status |
switchport | trunk ]

interface-id * AT A a aggregateport A a SVl A a
loopback A~

counters' A a A

description’ A a - ' link A

status' v N A aq - " a A
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Aggregate Port 3

Y Aggregate Port

5.1 0 3

5.1.1 port-group

Y 3 A "

i A Aggregate Port ° A

Aggregate Port

port-group port-group-number

no port-group

'."

0 0
A a Yy | Aggregate Port
0 A o
A
port-group-number ﬁggigiz FI)D(;): N A ne
0 3 o}
A
o6 o)
AP % A AY3 VLANE~ trunk portA
y a A native VLAN A a AP
owRO
o R U N 173 AP3 °
Ruijie(config)# interface gigabitethernet 1/3
Ruijie(config-if)# port-group 3
5 o)
5.1.2 aggregateport load-balance
Ya AP AG 3 no
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n h A

aggregateport load-balance {dst-mac | src-mac | src-dst-mac |

dst-ip | src-ip | ip }

no aggregateport load-balance

O A o)
) MAC
dst-mac I A APA e MAC
A rod N~ MAC
a A I1 ad A
&) MAC I
sre.mac A AP A e a A MAC
I1 ad N~ A
MAC G A A
IP 6 IP I Aad
IP— IP a A
ip N7 dY  IP— P
A JA b e
A
&) IP f
dst.i A AP/ e IP A
P 14 AT IPad
I1 ad A
) IP I A
sroi AP A e adIP
P I 1ad A" AP
G A A
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(]

(]

oA

Q

30
'1
show aggregateport A
load-balance JIreaEER aggregateport a A
0
I/
5.2 Q 3
5.2.1 show aggregateport
aggregateport aq A
show aggregateport {[aggregate-port-number] summary |
load-balance}
0

A

aggregate-port-number

load-balance

summary

Aggregate Port A A A
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Aggregate Port

‘?‘

'.‘

aggregateport load-balance

Ya AP

>
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VLAN 3

Q VLAN 3
6.1 Q 3
6.1.1 vlan
3 & VLAN 3 AG
VLANA
vlan vlan-id

no vlan vlan-id

oA (0]
A
Vlan-id VLAN ID A A
‘ VLAN VLAN1  ai 1 A
d 3 o)
o
o6 0
1 © wend 3° wCtr+C 4 A
T @ N w exit 3
dwR O
Ruijie(config)# vlan 1
Ruijie(config-vian)#
d 0 30
'1
show vlan VLAN ° A g A
5 0
6.1.2 name
VLAN | AG 3 no h A
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name vlan-name
no name
5 A 0
A
vlan-name VLAN |
o) 0
VLAN ]
d 3 o)
VLAN
o6 e
G showvlan =3 vlan
dwrRO
Ruijie(config)# vlan 10
Ruijie(config-vlan)# name vlanlO
d 0 30
’1
sho vian VLAN % A A
6.1.3 switchport mode
G 3 Yay A" switch port™ T AU An
access port n trunk port, n 802.1Q Ac 3 ho
A n h A
sitchport mode {access | trunk}
no sitchport mode
5 A 0
A
access Y3
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A
de 0
Y 3 switch port access ANAd nyYs VLAN
° AJJUG switchport access vlan 3 A Y 3 VLAN
° A
Y 3 switch port trunk 1 ANJdJU 8 VLAN ° A
AdJu y € VLAN A 4 VLAN" & 7 trunk port
4 VLAN" e VLAN ° AJd UG switchport trunk
3 R A 4 VLAN®
dwR O
Ruijie(config-if)# switchport mode trunk
0 30
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A Y3 trunkporf f 2 10
dwRrR O
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# switchport access vlan 2
d 0 30
3
switchport mode Yay A" switch port™ A

n Y s trunkport Y 3 native VLAN

switchport trunk 5 Trunk A 1 VLAN® A

6.1.5 switchport trunk

n Y a trunkport Y 3 native VLAN 3 TrunkA 4 VLAN
AG 3 no AN trunk " h A

switchport trunk {allowed vlan { all | [add | remove | except]
vlan-list }| native vlan vlan-id}

no switchport trunk {allowed vlan | native vlian }

0 A o)
A
3 Trunk A 4 VLAN" AA
vian-listd JU Y3 VLAN #JdJLU Y °©
VLAN JU VLAN ID “JU VLAN
ID ) SN A ' 10-20A
3 N VR N - ‘
1-10,20-25,30,33
lowed Vi | I.tallt‘)lﬁ« 4 VLAN® T
allowed vian vian-lIs VLAN
add VLAN" 0 < VLAN
remove VLAN® y 4 VLAN
1] éT 1
except " VLAN "
VLANF @ J VLAN®
native vlan vlan-id Native VLANA
o' 6
4 VLAN® all Native VLAN+  VLAN 1
= ’1 O
A
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(]

(@}

Native VLAN'

on Trunk 3 A y Y 3 native VLANA native VLAN

3 A3 J UNTAG ~ m y 3 VLAN A
N 3 A VLANID . IEEE 802.1Q¢é PVID™ native
VLAN VLANIDAJ ~ Trunk 2 y native VLAN T f
UNTAG A
4 VLAN®" f
Y 3 TrunkA NI VLAN 1 4094~ A
n "~ #JdMU Trunk A {4 VLAN*© 8 € VLAN
a 3 TrunkA A
G show interfaces switchport 3 A
IO Yoa VLAN2Yy A 1/15¢@ R

Ruijie(config)# interface fastethernet 1/15
Ruijie(config-if)# switchport trunk allowed vlan remove

N

Ruijie(config-if)# end

Ruijie# show interfaces fastethernetl/15 switchport
Switchport is enabled

Mode is trunk port

Acsess vlan is 1,Native vlan is 1

Protected is disabled

Vlan lists is

1,3-4094
‘.‘
show interfaces Ng A
switchport access Ya A n statics accessport
P MY VLAN ° AA
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show vlan [id vlan-id]

vlan-id VLANID A .

o
O

o
-~
O

1 © wend 3° ©Ctrl+C 4 A

T ® N w exit 3

IO na 9 VLANg Wl '~ show 3 41993
esw Q wl ~  show esw vlanA

OwRO

Ruijie# show vlan id 1

VLAN[1] "VLANOOOZ1"
GigabitEthernet 3/1
GigabitEthernet 3/2
GigabitEthernet 3/3
GigabitEthernet 3/4
GigabitEthernet 3/5
GigabitEthernet 3/6
GigabitEthernet 3/7
GigabitEthernet 3/8
GigabitEthernet 3/9
GigabitEthernet 3/10
GigabitEthernet 3/11
GigabitEthernet 3/12
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name

VLAN | A

switchport access

A3 0Ya VianA
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MAC 3

7.1

MAC 3

’E'Q ‘%‘

"0 U0 3

mac-address-table aging-time
clear mac-address-table dynamic
clear mac-address-table filtering
clear mac-address-table static
mac-address-table static
mac-address-table filtering
mac-address-table notification
nmp trap mac-notification

address-bind

mac-manage-learning uniform

mac-manage-learning uniform learning-synchronization
mac-manage-learning dispersive

7.1.1 mac-address-table aging-time

IF Y Ac 3 no h A

mac-address-table aging-time seconds

no mac-address-table aging-time

5 A 0

seconds ‘|t v T Ju n” £Ah a A
o) 0

h 300 A

d 3 o)

o
d6G o)

G show mac-address-table aging-time 3 A

G show mac-address-table dynamic 3 Ik A
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dwRO
Ruijie(config)# mac-address-table aging-time 150
5 0 360
’.‘
show mac-address-table aging-time A ”- Y
show mac-address-table dynamic F a A
7.1.2 clear mac-address-table dynamic
I A
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MAC

7.1.3 clear mac-address-table filtering

A

clear mac-address-table filtering [address mac-addr ][ vlan vlan-id]

oA 0]
A
filtering A
address mac-addr A
vlan vlan-id VLAN
= ?' O
de 0
4 JUG  show mac-address-table filtering 3 3
&
dwRO
7 00d0.f800.0c0c
Ruijie# clear mac-address-table filtering address
00d0.¥800.0c0c
o 0 30
'1
mac-address-table filtering A
show mac-address-table A
filtering 2
o J o)
7.1.4 clear mac-address-table static
A
clear mac-address-table static [address mac-addr] [interface
interface-id] [vlan vlan-id ]
5 A 0
57 http://www.ruijie.com.cn






MAC

I A
= ?‘ 6
&
w G (")
SRR 7 AA | ”
a, VoA i . © &
$#a, x A a " A G show
mac-address-table static 3 © G clear
mac-address-table static 3
dwrR O
o R e | Ya 00d0.f800.073c VLAN 4
e T moa - Jd7 A
gigabitethernet 1/1 3*
Ruijie(config)# mac-address-table static
00d0.¥800.073c vlan 4 interface gigabitethernet 1/1
5 0 30
'.‘
show mac-address-table static A
clear mac-address-table static A
5 0
7.1.6 mac-address-table filtering
AG 3 no i A
mac-address-table filtering mac-address vlan vlan-id
no mac-address-table filtering mac-address vlan vlan-id
oA o}
A
mac-address A
vlan vlan-id VLAN ID a A
o} o}
| A
d 3 o)
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&
e 6
a u AG  show mac-address-table filtering
3 A
dwrR O
Rui jie(config)# mac-address-table filtering 00d0Of8000
000 vlan 1
d 0 30
3
clear mac-address-table filtering A
show mac-address-table filtering a A

7.1.7 mac-address-table notification

MAC 7 AG 3 no Q 4 A
mac-address-table notification [interval value | history-size value]

no mac-address-table notification [interval | history-size]

oA 0]

A

MAC Trap i

N
interval value N -
mil A

60 http://www.ruijie.com.cn



MAC

7.1.8

Ruijie(config)# mac-address-table notification interv

al 40

Ruijie(config)# mac-address-table notification histor

y-size 100

’1

snmp-server enable traps trap A
show mac-address-table MAC T
notification A
snmp trap A MAC o A
mac-notification
snmp trap mac-notification

A MAC 1 Aec 3 no
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MAC 3
show mac-address-table MAC i T
notification a A
7.1.9 address-bind
Yaip mac
address-bind ip-address mac-address
no address-bind ip-address
A o
A
Ip-address IP A
mac-address mac A
d 3 o)
&
(ol 0
o Yo IP Y3 MAC T f T IP
n a9 IP ) MAC an 3 IP
MAC ~ 3 X
dwR O
IO R ip n 3.3.3.3 mac 00d0.f811.1112
Ruijie(config)# address-bind 3.3.3.3 00d0.¥f811.1112
5 @ 360
3
show address-bind
5 o
7.1.10 address-bind ip-address
Yaip mac
address-bind ip-address mac-address
no address-bind ip-address
A ¢
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A
ip-address IP A
mac-address mac A
5 1 5
&
S s
o Y3 IP Y3 MAC = s |
IP n alpP N MAC an 3 lP
MAC ~ 3 H ~ x
dwR O
IO R ip n 3.3.3.3 mac 00d0.f811.1112
Ruijie(config)# address-bind 3.3.3.3 00d0.f811.1112
5 0 30
3
show address-bind
5 o)
7.1.11 address-bind uplink
Yaip mac
address-bind uplink intf-id
no address-bind uplink intf-id
d A o
A
intf-id nRoA A
d 3 o)
&
(ol e
o Ya IP Y3 MAC I s |
IP n alpP i MAC an 3 IP
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MAC ~ 23 H “~x ~ AnR A 3
@ ( address-bind instally a A

dwR O

IO R fa0/l A n

Ruijie(config)#address-bind uplink fa0/1
d 0 360

‘1

show address-bind uplink ROA
5 0

RGOS10.1 JL3

7.1.12 address-bind install
1 R A

address-bind install

no address-bind install
oA o)
wn ?‘ O

&
w G , 0

R A~ 3 4 A

dwrR O

IO R fa0/l A n

Ruijie(config)# address-bind uplink fa0/1

Ruijie(config)# address-bind install
d 0 30

'.‘

show address-bind uplink ROA

o J 0
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(]

(]

RGOS10.1 Ju3

7.1.13 mac-manage-learning uniform

I MAC - i uniform
0
o)
o
o)
(e } i uniform
H T MAC - Y

A7 Juy
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s 0
uniform KO ¢ || MAC AoduYy Y
H " dJ/U no 3vd | MAC A
dwRO
n ‘i’Q ,i (")
’.‘
show mac—address_—table MAC -
mac-manage-learning
5 o)

S8600a S9600 3

7.1.15 mac-manage-learning dispersive

I ™MAC " n dispersive
oA o)
0 13 o)
o
06 o)
I MAC - n dispersive 47 dJU 7T
MAC ’
dwR O
d 0 30
‘q‘
show mac—address'—table MAC -
mac-manage-learning
o o)

S8600a S9600 3
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MAC

7.2

'i‘Q ?'

"0 /U0 3

show mac-address-table address

show mac-address-table count

show mac-address-table dynamic
show mac-address-table filtering

show mac-address-table interface
show mac-address-table notification
show mac-address-table static
show mac-address-table vlan

show address-bind

show mac-address-table aging-time

7.2.1 show mac-address-table address

MAC

a

ok

show mac-address-table mac-manage-learning

“A

show mac-address-table [address mac-addr] [interface interface-id]

[vlan vlan-id]
d ¢}
A
address mac-addr MAC A
interface interface-id AN
vlan vlan-id VLAN 7
o 3 (o]
dwR O
Ruijie# show mac-address-table address 00d0O.f800.1001
Vian MAC Address Type Interface
————————————————————— aaaaaaaaaaaaa ---—---—--
1 00d0.¥800.1001 STATIC Gil/1
d 0 360
'1
show mac-address-table static A
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show mac-address-table filtering A

show mac-address-table dynamic IF A

show mac-address-table interface o A A

show mac-address-table vlan 5 VLAN
show mac-address-table count A e °
show mac-address-table static A

show mac-address-table filtering A

7.2.2 show mac-address-table aging-time

I y A

show mac-address-table aging-time

d 3 o)
dwRO
Ruijie# show mac-address-table aging-time
Aging time : 300
5 0 30
'1
mac-address-table aging-time F v A

7.2.3 show mac-address-table count

e 3 A

show mac-address-table count

dwR O
Ruijie# show mac-address-table count

Dynamic Address Count : 51
Static Address Count : O
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Filter Address Count : O
Total Mac Addresses : b1
Total Mac Address Space Available: 8139

d 0 360
'.‘

show mac-address-table static A
show mac-address-table filtering A
show mac-address-table dynamic Ik A
show mac-address-table address 5 A
show mac-address-table interface 5 A A
show mac-address-table vian 5 V;AN

7.2.4 show mac-address-table dynamic

Ik a A

show mac-address-table dynamic [address mac-addr] [interface
interface-id] [vlan vlan-id]

oA 0]
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1 0007 .95c7.dff9 DYNAMIC gigabitethernet 1/1
1 0007 .95cf.eeel DYNAMIC gigabitethernet 1/1
1 0007 .95cf.Ff41f DYNAMIC gigabitethernet 1/1
1 0009.b715.d400 DYNAMIC gigabitethernet 1/1
1 0050.bade.63c4 DYNAMIC gigabitethernet 1/1
d 0 30
’1
clear mac-address-table dynamic Ik A

7.2.5 show mac-address-table filtering

=Y

show mac-address-table static [addr mac-addr] [vlan vlan-id]

oA (0]
A
mac-addr MAC A
vlan-id VLANA
0 13 o)
dwR O
Rui jie#

70 http://www.ruijie.com.cn



MAC

o) 0
A
interface-id N HTU A AggregatePort)A
vlan-id VLANA
= ?' O
dwrR O
Ruijie# show mac-address-table interface
gigabitethernet 1/1
Vlan MAC Address Type Interface
1 00d0.f800.1001 STATIC gigabitethernet 1/1
1 00d0.f800.1002 STATIC gigabitethernet 1/1
1 00d0.f800.1003 STATIC gigabitethernet 1/1
1 00d0.f800.1004 STATIC gigabitethernet 1/1
d 0 30
’1
show mac-address-table static A
show mac-address-table filtering A
show mac-address-table dynamic IF A
show mac-address-table address o A
show mac-address-table vlan VIZAN
9 A
show mac-address-table count
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MAC

(]

(@]

04

Q

(@}

interface interface-id A gA N3  MAC 1
history MAC I d a A
MAC T a

Ruijie# show mac-address-table notification interface
Interface MAC Added Trap MAC Removed Trap

GigabitEthernetl/14 Disabled Disabled

Ruijie# show mac-address-table notification

MAC Notification Feature : Disabled

Interval between Notification Traps : 1 secs

Maximum Number of entries configured in History Table :1
Current History Table Length : 0O

Ruijie# show mac-address-table notification history
History Index : O

MAC Changed Message :

Operation:ADD Vlan : 1 MAC Addr: 00f8.d012.3456
GigabitEthernet 3/1

’.‘
ma(_:—_add_ress—table MAC . A
notification
snmp trap mac-notification A MAC T A

7.2.8 show mac-address-table static

A
show mac-address-table static [addr mac-addr] [interface
interface-id] [vlan vlan-id ]
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MAC

mac-addr MAC A
vlan-id VLANA
+
. - N N (U A
interface-id AggregatePort)
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o
o)

-~
O

'.‘

>

show mac-address-table static

p>)

show mac-address-table filtering

p>)

show mac-address-table dynamic Ik

show mac-address-table address

>’2 >

show mac-address-table interface

show mac-address-table count -

7.2.10 show address-bind

show address-bind

o
-~
O

wR O

(]

Ruijie# show address-bind

IP Address Binding MAC Addr
3.3.3.3 00d0.¥811.1112
3.3.3.4 00d0.¥811.1117

>

address-bind

7.2.11 show mac-address-table mac-manage-learning

I ™MAC -

3¢ 0
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OwR O
Ruijie# show mac-address-table mac-manage-learning
#HHHAHMAC manage-learning
running mode: uniform
configuration mode: uniform
dynamic address learning-synchronization: off.
d 0 30
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& MSTP 3

8.1 Q 3

8.1.1 spanning-tree

MSTP Ad MSTP 1 ~ MSTP &
AG 3 ho Q spanning-treeq no 3
A A A 8 N a’Q spanning treeA

spanning-tree [ forward-time seconds | hello-time seconds |
max-age seconds ]

no spanning-tree [forward-time | hello-time | max-age]

o]
forward-time seconds ' A N A
hello-time seconds 4  BPDU A
max-age seconds * BPDU A
o]
spanning-tree T A
3 6
[4) A
o)
forward-timea hello-timea max-age b 3 h T "9 @
geYa, it &¢Blua h A bah3 Yas Q

2*(Hello Time+1.0snd) <= Max-Age Time <= 2*(Forward-Delay ™

1.0snd)
a 4 3 = h#, a qA
dwRrR O
spanning-treeq
Ruijie(config)# spanning-tree
BridgeForwardDelay
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Ruijie(config)# spanning-tree forward-time 10

d 0 30
show spanning-tree STP ® a A
spanning-tree mst cost STP A  PathCostA
spanning-tree tx-hold-count STP & TxHoldCount A
8.1.2 spanning-tree bpdufilter
3 A BPDU filter QA iU 3 enabled
disabled Q A BPDUfilter QA
spanning-tree bpdufilter [enabled | disabled]
54 o)
enabled A BPDU filter QA
Disabled ' @ A  BPDUfilter QA
0 0
A
5 1 6
A A
dowrRO
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# spanning-tree bpdufilter enable
6 © 30
show spanning-tree interface
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(]

(]

(]

(@}

(@}

spanning-tree max-hops hop-count

no spanning-tree max-hops

hop-count * BPDU X 3mdu

hop-count hn 20

Region & * Root Bridge BPDU' 0 ¥ » Hot Count

Bridge N Ya “ Hop Count
BPDU g - T Hopshn O

J max-hops

N n 1 40

"y Root
I 1 nof

BPDU X A
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d 3 o)
o
OwR O
Ruijie(config)# spanning-tree mode stp
d 0 360
show spanning-tree
8.1.7 spanning-tree mst configure
) tOG 34U ® MST MSTP RegionAG
no JJu 3 O A "~ namea revisiona vlan map”
h A
spanning-tree mst configuration
no spanning-tree mst configuration
0 0
instance  vlan Q Vian Instance 0 & A
name i s A
revision n 0A
d 3 o)
o
de 0
1 © wend 3° ®» Ctrl+C 21 A
T & Y o exit 3 A
@ MST IR I VICHR 1 U7, © A
instance instance-id vlan vlan-range' Vlan 37 MST Instance
& A instance-id m 0 64Avlan m 1 4095Avlan-range
JJU Y€ vlan A~ VLANID n “ VLAN ID d Ju
G | L 4y 3 VLANID " R " instance 10 vlan 2,3,6-9
e VLANZ 3 6 7 8 9 31 Instance 10& A
VLAN Instance 0@ A VLANY Instance &7
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OwWRO

name name' MSTJ ~ 4 Jud Jub 32 sAl
no name ¢ h A

revision version MST - 0 65535A1 JU no revision
& h A

show' m MST regiong, A

O wR I w MST - VLAN 3, 5-10 T MST

Instance 1A

Ruijie(config)# spanning-tree mst configuration
Ruijie(config-mst)# instance 1 vlan 37 5-10
Ruijie(config-mst)# name region 1
Ruijie(config-mst)# revision 1
Ruijie(config-mst)# show

MST configuration

Name [regionl]

Revision 1

Instance V0lans Mapped

0 1-2,4,11-4094

1 3,5-10

Ruijie(config-mst)# exit

Ruijie(config)#

VLAN 3y Instance 1 &7 - %  MST A°
O

Ruijie(config-mst)# no instance 1 vlan 3

3 Instance 17 ~ 10)

Ruijie(config-mst)# no instance 1

17U MST 3 & show 3 A
d 0 30
show spanning-tree mst ' MST region
instance instance-id vlan vlan-range * Vlan 57 MST Instancee
name ' MST J
revision MST N
show * MST O MST
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(]

8.1.8 spanning-tree mst cost

A0S

3 3 Instance
Ju 3 h A

spanning-tree [mst instance-id] cost cost

no spanning-tree [mst instance-id] cost

(@}

instance-id * Instance N~ n 0O 64
cost h~ m 1 200 000 000
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0A

(@]

(@}

O

AG  no 17U 3 h A

spanning-tree [mst instance-id] port-priority priority

no spanning-tree [mst instance-id] port-priority

Instance-id * Instance A~ n 0 64

priority * AT T A 0 16" 32 48 64 80 96 117 128
144 160 176 192 208 224 240 "Q 163 Tooni1e 7

Instance-id hn O

priority hn 128

Region & T 7 VAN A
A T ) A

FOR Instance 20&  Gigabitethernet1/1 A "I hh i
10

Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# spanning-tree mst 20 port-priority
0]

4 JU ® show spanning-tree mst instance interface interface-id
3 3

show spanning-tree mst ' N MSTPg A
spanning-tree mst cost '

spanning-tree mst priority * a A Instance 2

8.1.10 spanning-tree mst priority

@ HOG 3 4 JU Instance "1 AS  no
41U 3 h A
spanning-tree [mst instance-id] priority priority

no spanning-tree [mst instance-id] priority
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oA o)
instance-id * Instance N ~ n o 64
priority A N 0, 4096,8192, 12288, 16384, 20480,
24576, 28672, 32768, 36864, 40960, 45056, 49152,53248, 57344
61440A Q 16 3 T n 4096
0 0
instance-id hn O
priority h n 32768
Y q‘ (")
o
dwrRO
OR  Instance 20 'l h n 8192
Ruijie(config-if)# spanning-tree mst 20 priority 8192
4 JU w show spanning-tree mst instance interface interface-id
3 3
n ’i’Q 'i (")
show spanning-tree mst ' N MSTPg A

spanning-tree mst cost

spanning-tree mst port-priority a A Instance A

8.1.11 spanning-tree reset

b

3 spanning-tree " h A 3 no

spanning-tree reset

5 A o
3 h A
d 3 o)
® A
dwRO
Ruijie(config)# spanning-tree reset
d 0 30
show spanning-tree * STP & aq A
show spanning-tree interface ° STP A A

84 http://www.ruijie.com.cn



MSTP 3

8.1.12 spanning-tree tx-hold-count

STP & TxHoldCount - J BPDU3 AG
3 no h A

spanning-tree tx-hold-count tx-hold-count

no spanning-tree tx-hold-count

oA 0

tx-hold-count * TxHoldCount Ah y 11 10A
o) 0

h 3A

0 3 o)

® A
dwRO

Ruijie(config)# spanning-tree tx-hold-count 5
d 0 30

show spanning-tree MSTP® a A

8.1.13 spanning-tree pathcost method

AG 3 no

h A

spanning-tree pathcost method [long | short]

no spanning-tree pathcost method

oA 0
long ' 802.1t path-cost h A
short * 802.1d A path-cost h A
. 5
802.1T #f Path-cost h A
5 4 5
&) A
dwrRO

Ruijie(config-if)# spanning-tree pathcost method 1long
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show spanning-tree interface ° STP A A

8.1.14 spanning-tree portfast

3 A Portfast QA 1/u 3 disabled 0
AN Portfast QA

spanning-tree portfast [disabled]

54 o)
disabled™ @ A Portfast QA
o) 0
© A
d 3 o)
A A
dwR O
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# spanning-tree portfast
d 0 30

show spanning-tree interface * ANSTP g A

8.1.15 spanning-tree portfast bpduguard default
) BPDU guardA 17U 3 no [4) Q
BPDU guardA

spanning-tree portfast bpduguard default

no spanning-tree portfast bpduguard default

oA o)
3 NA
o o}
'Q BPDU Guard.
5 1 6
A A
o6 o)
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BPDU guard

AIRC)

I

BPDU
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no spanning-tree portfast default

0A o
3 NA
0 0
o) A Portfast QA
3 1 6
® A
dwRO
Ruijie(config)# spanning-tree portfast default
5 0 30
show spanning-tree interface STP® A
8.1.18 spanning-tree tc- protection
) tc- protection QAG 3 no O Q te-
protection QA
spanning-tree tc- protection
no spanning-tree tc- protection
A 0
3 NA
o) 0
tc- protection QA
d 3 o}
® A
dwRO
Ruijie(config)# spanning-tree tc- protection
8.1.19 spanning-tree tc-protection tc-guard
) tc- guard QA G 3 no ® O tc- guard
QAL tcguardq tc A
spanning-tree tc- protection tc-guard
no spanning-tree tc- protection tc-guard
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oA o)
3 N A
ol 6
Q tc-guard QA
d 13 o)
@ A
dwrRO

Ruijie(config)# spanning-tree tc- protection tc-guard

8.1.20 spanning-tree tc-guard
A tc- guard QA G 3 no Q  tc- guard QA
0 tcguardq tc A

spanning-tree tc-guard

no spanning-tree tc-guard

A o
3 NA
0 o}
0 tc-guard QA
5 1 6
A A
owrRO

Ruijie(config-if)# spanning-tree tc-guard

8.1.21 spanning-tree autoedge

3 A Autoedge QA {1Ju 3 disabled ko]
A Autoedge QA

spanning-tree autoedge [disabled]

(@]
=
(@}

disabled @ A  Autoedge QA

(@]
(@}
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ko)

O

>

Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# spanning-tree autoedge disabled

show spanning-tree interface * A STP a A

8.1.22 bpdu src-mac-check

3 A  bpdu mac A 17U 3 no 0

A bpdu mac 1 A

bpdu src-mac-check H.H.H

no bpdu src-mac-check

A o)
H.H.H A mac " bpdu A
no A "1 bpdu A
0 0
T A
d 3 o)
A A
OwR O
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# bpdu src-mac-check 00d0.f800.1le2f
5 0 30
8.1.23 clear spanning-tree detected-protocols
¢ AJ RSTPBPDU  BPDU 8 A
clear spanning-tree detected-protocols [interface interface-id]
5 A o)
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O

interface-id
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spanning-tree forward-time ° BridgeForwardDelayA
spanning-tree hello-time BridgeHelloTimeA
spanning-tree max-age ' BridgeMaxAgeA
spanning-tree max-hops ' instance

spanning-tree tx-hold-count * TxHoldCountA

8.2.2 show spanning-tree interface

STP A At U A

show spanning-tree interface interface-id [{bpdufilter | portfast |
bpduguard | link-type } ]

oA 0]
interface-id * AN
bpdufilter * bpdufilter A
portfast ' portfast A
bpduguard ° bpduguard A
link-type * A linktype
wn ‘i O
A
dwrR O
Ruijie# show spanning-tree interface gigabitethernet
1/5
d M 30
spanning-tree bpdufilter ° 3 A BPDU filter
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instance-id * Instance N

interface-id * AN
o) 0
InstanceA
d 3 o)
dwRO
Ruijie# show spanning-tree mst configuration
d 0 30
spanning-tree mst configuration ' @ MST region
spanning-tree mst cost * instance
spanning-tree mst max-hops ' instance
spanning-tree mst priority : instance 2
spanning-tree mst port-priority ' instance AT
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SPAN 3

9

SPAN 1

9.1 monitor session

Y 3 SPAN,
G 3 no i

i A A A

monitor session session_number {source interface interface-id
[both | rx | tx] | destination interface interface-id { encapsulation |

switch }

| tx]} [acl name]

| mac {source mac-addr| destination mac-addr } [both | rx

no monitor session session_number [source interface interface-id
[both | rx | tx] | destination interface interface-id { encapsulation |
switch }] | mac {source mac-addr| destination mac-addr } [both | rx |

tx] [acl name]

no monitor session all

oA O
A
session_number SPAN, A A
A Ay interface-id
source interface interface-id ANNT A4 n
A” adJun AP SVIA
o A Ay interface-id

destination interface . N
; ) ANNT A 1
interface-id . . R

A" adJun AP SVIA
mac source mac-addr e MAC
mac destination mac-addr e MAC
both A w A
acl name acl namel/id
rx A w» A
tx A A
all )

e A T Y
encapsulation 8 Q e tag na
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SPAN 3

d 3 o)
o6 e
dwR O
O 3R @ | show monitor 3 SPAN, 1
m
Ruijie# show monitor session 1
sess-num: 1
src-intf:
GigabitEthernet 3/1 frame-type Both
dest-intf:
GigabitEthernet 3/8
d 0 30
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IP 3
- IP 3
10.1 A 3
A oo 3!
. ip address
. ipunnumbered
10.1.1 ip address
3 A IP " dJuU no T A IP
A 3 o}
ip address ip-address network-mask [ secondary ]
no ip address ip-address network-mask [ secondary |
oA 0
A‘
i0-address 323 £ IP T 8&Y T JU 8
p . 3 A
323 /E T £ "0
network-mask y A 8&Y ~JG 8 v 3
A
secondary IP A
= g O
A IP A
= ’1 O
A
o6 e
Yo A e IP - 4 JU J IP N N
@ IP ~ AT P~ A
# Yo 3% h~ IP 02 0
I A e hnl 1k IP 0
I~ hnl Ok IP .3 ny I A
A m I 255.0.0.0LA a0+ JU~ y
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3 s T o f Ya § o ye
E+OWN T y g "
0 A
RGOS {1 J/u Ya A 3 IP “eeYany IP 7
EM®O n IP A P 3 8~ JJU
YN dey IP A IP A IP d
L6y IP yAdYos adA e, G 1
IP “ JUKO q 1O IP '
. Y3 ¥ A Y Ya C
T 41 2544y An % 2544 T~ Y3 C
a I 7 I 4¥Ya C A
ua T Ju 3 IP A
- v v ” T A
IP G /e 1y IP A
vy 9 - Ya IP A
. Y3 ya 1 Y3 T ad Ju... Yo
. P .
AYs a 43 Y3 JUD A A
dwrR O
JUIOR N @ ANy IP n 10.10.10.1° n
255.255.255.0A
ip address 10.10.10.1 255.255.255.0
w ’i’Q ,i (")
’.‘
show interface A =Y
5 0
% 24 b A IP 3 a % o
secondary
10.1.2 ip unnumbered
3 N A" ¥Ya A n N AL
ECH P~ - ANdTL 94 IP "AJL no v
A
ip unnumbered interface-type interface-number
no ip unnumbered interface-type interface-number
oA 0
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IP 3
A
interface-type T A
interface-number Q AN A
d al
a o NoOAA
d 3 o)
A
) o)
NA N A FIPT " n af IP v A
A N Yaé IP AN A A AH P T
' IP mQ A IP A / - # Q
AP T a i A AN A
NN JulO 8"
.U A a N AA
. s A SLIPa HDLCa PPPa LAPBa Frame-relay ~ 4 JU
A ANAN e YA f AT
A A AX25 afl AN A
. a ping 3 NAT 9o Toom A
A IP An SNMP {4 JU | nNoA
. a NooA o |FA
OwRO
Julo A " A AT Q A n FastEthernet 0/0A
0 A P A
ip unnumbered fastEthernet 0/0
d 0 30
’1
show interface A =Y
o 6
3y da A
10.2 3
~ ?\‘f t
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IP 3
. arp
. arpretry
. arp trusted
. arpunresolved
. arp gratuitous-send
. arptimeout
. ip proxy-arp
. service trustedarp
~ 7%
y IO e 3 arp wi arpQ m
3 eswQ wi ~ _ eswarp[keyword ...JA
10.2.1 arp
G 374U ARP G e 3 KA IP MAC
A 3 no 14 MAC A
arp ip-address MAC-address type [ alias ]
no arp ip-address MAC-address type [ alias ]
oA 0
A
. 6 MAC IP Tnm - 8
ip-address f - 3 A
MAC-address - 483 3
woe ARP A y U AT Q "
yp arpaA
. . e A A7 RGOS IP
alias A
arp A
ol ad
ARP & & T A
d 3 o)
o
ol o)
RGOSG ARP a4 ° 323 £ IP 48 3 £
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MAC A
Y y F ARP - L a ARP
A~ cleararp-cache 34/ || ~1 ARP A
dwRO
JUlO T L 3 Y @ ARP A
arp 1.1.1.1 4e54.3800.0002 arpa
d 0 30
3
clear arp-cache ARP &
10.2.2 arp retry interval
G 37 4 JU N arp o AYa IP
v 4 2 ARP Ac 3 no 17U
1 ARP A
arp retry interval seconds
no arp retry interval
5 A o
A
seconds '<l’-3600>,ARP . : 4 Ju ni
I I 3600 ~ hn il
ol ad
ARP : mi1 A
d 3 o)
&
ol o)
J J 4  ARP v €
“ dJ/L ARP : Y ©Y a I ARrRP
v A
dwRO
JUKO N ARP : n 30s

arp retry interval 30
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10.2.4 arp trusted

arp trusted number

no arp trusted

A 0
A
number 1L 4’ ARP 3 Mh
<10-4096>A
o) a1 0
adH hadA
d 3 o)
&
ol 0
G 3 10 da ARPy Ad g’ ARP ¢
oM 1a’ ’ Tl I ARP a
Ay " a A
OwR O
Julo 17U 10003 4 9 ARPA
arp trusted 1000
5 0 360
3
service trustedarp 0 J4a ARPq
10.2.5 arp unresolve
G 37 4L ARP @ 3 A 3
no 17U h 8192A
arp unresolve number
no arp unresolve
oA 0
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IP 3
n- F 4 A 4 0 ARP T
QA
dwR O
Julo  ~ J svi1 J Y 6 ARP A
Ruijie(config)# interface vlan 1
Ruijie(config-if)# arp gratuitous-send interval 1
JUWW " m J SVI1ld o ARP
Ruijie(config)# interface vlan 1
Ruijie(config-if)# no arp gratuitous-send
d 0 360
10.2.7 arp timeout
ARP G weé ARP “dJU 3 A
3 no 17U A
arp timeout seconds
no arp timeout
5 A 0
A
seconds T Juonm e 0-2147483
o) a1 0
n 3600 A
d 3 o)
o
ol 0
ARP S MAC > A
“ ARP & é( N ARP
# T Ju - A "1 fY a
ARP A
dwRO
Julo Ty U FastEthernet0/0 1 || ARP
m 120 A
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interface fastEthernet 0/0
arp timeout 120

clear arp-cache ARP &

show interface A =Y

10.2.8 ip proxy-arp
A30 3 ARPq T HJUL ip proxy-arp 3 A 3
no J/UQ 3 ARPq A

ip proxy-arp
no ip proxy-arp

o} ad
0 3 ARPA
d 13 o)
A
06 o)
R ARPq JJU |t a ¥ - €
P MAC A I Ya ARP * ARP
J P 6 P a yAdY - A
P - .4 ARP - MAC "
U MAC  AJU3 3 ARP 4 A
owrR O
o U FastEthernet00 3 ARPq A
interface fastEthernet O
ip proxy-arp
o 4 o)

3 Y Ja A

10.2.9 service trustedarp

)

0 49 ARPq “dJU service trustedarp 3 A 3
no
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IP 3
service trustedarp
no service trustedarp
d ad
0 {19 ARPA
d 13 o)
&
w G ’ (")
{9  ARPq y ARP 7 ~ 9un GSN
y 1° GSN y 6 A
dwrRO
Juo T @ kO 0 service trustedarpy A
config
service trustedarp
5 0
3V JU4 s3239a A
103 IP 3
6 IP o '
. Clear arp-cache
. show arp
. show arp counter
. show arp timeout
. Clearip route
. showip arp
. show ip interface
~ 7%
y IO e 3 apag Wl arpQ m T
3 eswQ Wi ~ . showesw[ip]arp [ keyword ...]JA
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10.3.1 clear arp-cache

y ARP & e7 || ARP © UM P
[4) 3 clear arp-cacheA

Qc

clear arp-cache [A.B.C.D ] | interface interface-name]
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JutOn show arp

Ruijie# show arp
Total Numbers of Arp: 7

Protocol Address Age(min) Hardware

Type Interface

Internet 192.168.195.68 O 0013.20a5.7a5fF
arpa VLAN 1

Internet 192.168.195.67 O 00la.a0b5.378d
arpa VLAN 1

Internet 192.168.195.65 O 0018.8b7b.713e
arpa VLAN 1

Internet 192.168.195.64 O 0018.8b7b.9106
arpa VLAN 1

Internet 192.168.195.63 O 00la.a0b5.3990
arpa VLAN 1

Internet 192.168.195.62 O 00la.a0b5.0b25
arpa VLAN 1

Internet 192.168.195.5 - 00d0.¥822.33b1

arpa VLAN 1

ARP & & 0 R e}
Protocol T n InternetA
Address 6 IP A
: ARP @ T U A
Age (min) . A A
Hardware 6 IP A
Type U n ARPAA
Interface 6 IP o) AN A
JUKO show arp 192.168.195.68
Ruijie# show arp 192.168.195.68
Protocol Address Age(min) Hardware Type
Interface
Internet 192.168.195.68 1 0013.20a5.7a5F arpa
VLAN 1

JUKO show arp 192.168.195.0 255.255.255.0
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(]
=

(]
-

wR O

(]

(@}

Ruijie# show arp 192.168.195.0 255.255.255.0

Protocol Address Age(min) Hardware
Interface

Internet 192.168.195.64 0] 0018.8b7b.9106
VLAN 1

Internet 192.168.195.2 1 00d0.f8fF.f00e
VLAN 1

Internet 192.168.195.5 -- 00d0.f822.33bl
VLAN 1

Internet 192.168.195.1 0 00d0.f8a6.5af7
VLAN 1

Internet 192.168.195.51 1 0018.8b82.8691
VLAN 1

JUKO  show arp 001a.a0b5.378d

Ruijie# show arp 00la.aOb5.378d

Protocol Address Age(min) Hardware
Interface

Internet 192.168.195.67 4 00la.a0b5.378d
VLAN 1

10.3.3 show arp counter

(@}

(@}

ARP eQ 3 arp

show arp counter

JLKOn show arp counter

Ruijie# show arp counter
The Arp Entry counter:0
The Unresolve Arp Entry:0

ARP & & A 0 K% o'

Type

arpa

arpa

arpa

arpa

arpa

Type

arpa
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IP 3
5 0
3y da A
10.3.4 show arp timeout
Y A | ArRpP v
show arp timeout
5 A 0
d 3 o)
dwRO
JLUKOn show arp timeout '
Ruijie# show arp timeout
Interface arp timeout(sec)
VLAN 1 3600
ARP & es= shoARP
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06 e
J e R VR 1 An
i 3 - 3 a A

dwRrR O

JUIOR  ~ df  192.168.12.0 A

clear ip route 192.168.12.0
d 0 30

'.‘
show ip route IP
5 0
3y da A
10.3.6 show ip arp
" " ARPT & e 3 A

show ip arp
5 A 0
d 3 o)
dwrR O

JLKOn show ip arp '

Ruijie# show ip arp

Protocol Address Age(min)Hardware Type

Interface

Internet 192.

FastEthernet

Internet 192.

168.7.233 23
0/0
168.7.112 10

0007 .e9d9.0488 ARPA

0050.eb08.6617 ARPA

FastEthernet 0/0
Internet 192.168.7.79 12 00d0.¥808.3d5c ARPA
FastEthernet 0/0
Internet 192.168.7.1 50 00d0.f84e.1c7f ARPA
FastEthernet 0/0
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Internet 192.168.7.215 36 00d0.¥80d.1090 ARPA
FastEthernet 0/0
Internet 192.168.7.127 O 0060.97bd.ebee ARPA
FastEthernet 0/0
Internet 192.168.7.195 57 0060.97bd.ef2d ARPA
FastEthernet 0/0
Internet 192.168.7.183 -- 00d0.f8fb.108b ARPA
FastEthernet 0/0

ARP & &4 0 M to'
Protocol o " InternetA
Address 6 IP A
. ARP & v U A

Age (min) . A e A
Hardware 6 IP : A

Type U n ARPAA
Interface 6 IP 0 A A

o o)
3V da A

10.3.7 show ip redirects

3 QA 3 KO

show ip redirects

oA o}
A
d 3 o)
o6 ge)
360 vy 3 A
dwR O

>

KO n show ip redirects

Ruijie# show ip redirects
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Default Gateway: 192.168.195.1
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RMON 3

y RMON 3

11.1 0 3

RMON U0 R

rmon collection stats index [owner owner-string]

rmon collection history index [owner owner-string] [buckets
bucket-number] [interval seconds]

rmon alarm number variable interval {absolute | delta }
rising-threshold value [event-number] falling-threshold value
[event-number] [owner ownername]

rmon event number [log] [trap community] [description-string]
show rmon statistics

show rmon history

show rmon events

show rmon alarms

11.1.1 rmon collection stats

3 Ju A G 3 AG  no v

>

rmon collection stats index [owner owner-string]

no rmon collection stats index

d ad
0 3 o)
A
d6G o)
dwRO
JUOR ~ G JJu JU A1 a A
Ruijie(config)# interface fast-Ethernet 0/1
Ruijie(config-if)# rmon collection stats 1 zhansan
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o
o)

-~
O

'.‘

rmon collection history
index [owner owner-name]
buckets bucket-number
interval seconds

JYald 8

11.1.2 rmon collection history

3 Ju A 149 C 3 A6 no v

b~

rmon collection history index [owner ownername] [buckets
bucket-number] [interval seconds]

no rmon collection history index

0 aO
0 3 o)
A
d6G o)
RGOS e~ i Ju Y d g g -1
ownera buckets Ju4 interval 3 N e
) a . ) Y Yda A"
Y W R o
JUOR ~ 6 JJu Ju ANl Ydg A
Ruijie(config)# interface fast-Ethernet 0/1
Ruijie(config-if)# rmon collection history 1 zhansan
buckets 10 interval 10
Y ‘i’Q gl O

’i

rmon collection stats index

[owner owner-name] JYo9
11.1.3 rmon alarm
3 MIBJ G 2 AS o " A

rmon alarm number variable interval {absolute | delta}
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JUIOR WY o Y ad trap A

Ruijie(config)# rmon event 1 log trap rmon description
"ifInNUcastPkts is too much " owner zhangsan

a

d 0 30

’.‘

rmon alarm number variable interval

{absolute | delta } rising-threshold value -
[event-number] falling-threshold value L
[event-number] [owner ownername]
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RMON 3

Fragments :- O
Jabbers - 0
Collisions : O
Pkts640ctets : 128
Pkts65t01270ctets : 336
Pkts128to2550ctets : 229
Pkts256to5110ctets : 3
Pkts512t010230ctets : O
Pkts1024t015180ctets : 1200
Owner : zhangsan

T 30

(]

3

rmon collection stats index
[owner owner-string]

11.2.2 show rmon history

9 A

show rmon history

o} ad
d 3 o)
G - 6
dwrRO

JUIOR  ~ a

Ruijie# show rmon history
Entry - 1

Data source : Gil/1
Buckets requested : 65535
Buckets granted : 10
Interval : 1

Owner : zhangsan

Sample : 198

Interval start : 0d:0h:15m:0s
DropEvents :© O

Octets :© 67988
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RMON 3

(]

Q

Pkts : 726
BroadcastPkts : 502
MulticastPkts : 189
CRCAlignErrors - 0O
UndersizePkts : O
OversizePkts : O
Fragments - O
Jabbers - 0
Collisions : O
Utilization : O

'.‘

rmon collection history index
[owner ownername] [buckets
bucket-number] [interval
seconds]

FYald 8

11.2.3 show rmon alarm

a A
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RMON 3

'.‘

rmon event number [log] [trap
community] [description-string]

ﬂYSY':
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12.1 0 3

strom-control

switchport protected

switchport port-security

switchport port-security aging
switchport port-security mac-address

port-security arp-check

12.1.1 strom-control

A 8 "QAG 3 Nno Q 8
T A
storm-control {broadcast | multicast | unicast} [{level percent |
pps packets | rate-bps}]

no storm-control {broadcast | multicast | unicast} [ {level percent |
pps packets | rate-bps}]

0A 0]
broadcast ’ &
multicast A & q
unicast 17 8 q
percent * JU i 20 20%
packets * Juppsn & . packets per second
Rate-bps * 1
64k-2M * JuU 64k n = &
2-100M " JuU IM n "~ &
100MJU3 " Ju8M n’ &
0 0
a O a ’ 8 T TQ
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¥ 5 3
d 3 o)
A A
o) 0
Ya A3 1 R - '
. H \J ﬂA
eye d H A
U a s A I a
. t - + NI
- * J A
G show storm-control A
OwR O
O R @ A GigabitEthernet 1/1 32
8 T - 3 T n 4M
Ruijie# configure terminal
Ruijie(config)# interface GigabitEthernet 1/1
Ruijie(config-if)# storm-control multicast 4096
Ruijie(config-if)# end
5 30
’1
show storm-control 8 g A
o J o)
86 A ppsn’ &
12.1.2 switchport protected
3 | 3 Nno T q AN A
switchport protected
no switchport protected
o) 0
T q A
d 3 o)
A
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06 o)
e A nd A3 atod A d A3 a
v H 4/ 3 T d A6 d A3 dU A
G show interfaces 3
dwR O
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# switchport protected
d 0 360
'1
show interfaces A 8 A
o J o)
S32 S37397 a d A" d AlO a
acl # a d A nJd A7 nd A, UIRCK

() G A

12.1.3 protected-ports route-deny

alod A3 U 3 - 3 Q d A3
3 A

protected-ports route-deny

no protected-ports route-deny

ol 0
d Ab 8
d 3 o)
o
oe¢ ~ 0
e A nd A3A4d A3 JdNU 3 il
3317 A3 a 3 a8 A6 show running-config
3
dwR O

Ruijie(config)# protected-ports route-deny
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5 0 360
'.‘
o 3 4 JU i @
show running-config qd A3 3
5 o)
10.2¢° A S32/S37 S25  S57 1 A
12.1.4 switchport port-security
Ny T A B R AG 3 no ko]
A - ® R h A

switchport port-security [violation {protect | restrict | shutdown}]

no switchport port-security [violation]

oA 0
A
port-security A G Q
violation protect J R™ 1 x R A
o no , o R™ fx R 3 4
violation restrict A
trapA
Rv Y i/
violation shutdown " ~ tx ad  Trap 3 Q
N A
o} 6
A ® QA
0 13 o)
N
o6 o)
N N QO 9 “JdJu 8 9 3 A MAC
U4 IPH ) w 8 A WA n O A
@ A @ A) eY€e © 17 @ n €
A ' 3 A a d&¢ 1 AT dJL 8Yos
I ) ’a - 3 ml 3nm
A Ya @ T f T 9N 2 " & "
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w M - M N ® A
dwRO
o R A Gigabitethernet 1/1 3 L
R n shutdown'
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# switchport port-security
Ruijie(config-if)# switchport port-security
violation shutdown
d 0 30
'1
. A ) =Y w
show port-security A
12.1.5 switchport port-security aging
INY3a A3 A v A 37
& ’ A F o5 7
N3 & AG 3 no v A v |
- - 0 AY) i A
switchport port-security aging {static | time time }
no switchport port-security aging {static | time }
5 A (o)
A
Y A Y W
Static F - R vy |
- A
3 A ® v - 0
time time C 1440 T &£ A m ot vy
1 2 Q A
0 0
a v 1 @
d 3 o)
A
de 0
4 U A KOG 3 nho switchport port-security aging
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v A 3
time Q Ya A ® vq ~6C 3 no switchport
port-security aging static Y e viIF 1 &)
A
G show port-security 3
dwRrRO
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# switchport port-security aging time
8
Ruijie(config-if)# switchport port-security aging
static
d 0 30
'.‘
show port-security A a ) A
12.1.6 switchport port-security mac-address
A Ac 3 no i A -
h A
switchport port-security [mac-address mac-address [ip-address
ip-address]] | [maximum value]
no switchport port-security [ mac-address mac-address ]| |
[maximum]
oA o)
A
mac-address mac-address A @ A
ip-address ip-address nm 3 ® P A
maximum value A A
o) 0
I ®
d 3 o)
A
o6 e
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v A IP MAC & ’ 6
¢ ACL I A3 ’ oM~ Y3
N3 @ ACL 802.1x e @ IP T %

N3 IP &) 3 L

OwRO

O R @ | n A gigabitethernet 1/1 Ya ® ‘
00d0.f800.073c ne Y3 IP *192.168.12.202

Ruijie# configure terminal

Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config-if)# switchport mode access
Ruijie(config-if)# switchport port-security
Ruijie(config-if)# switchport port-security
mac-address 00d0.f800.073c ip-address 192.168.12.202

'.‘

show port-security N

(@]
~
(@}

S8600 ¢ a P &2® 1K P
An 843

S2900 a P ®2® 1K IP @
500

12.1.7 switchport port-security arp-check

ARP Ac 3 no Qg

[no] switchport port-security arp-check [cpu]

cpu '’ 7 CPU

o
O

o
-~
O
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OwR O
Ruijie(config-if)#switchport port-security arp-check
d 0 360
'1
show port-security N B A
o 6
S8600
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Gil/1 Disabled Disabled Disabled

storm-control A & QA

12.2.2 show port-security

A a ) A

show port-security [address] [interface interface-id]

(@]
=
(@}

address

>

interface interface-id A N D 3

Ruijie# show port-security

Secure Port MaxSecureAddr(count) CurrentAddr(count)
Security Action

Gil/1 128 1 Restrict

Gil/2 128 O Restrict

Gil/3 8 1 Protect

‘i

switchport port-security

switchport port-security nyas

aging Y A
A

switchport port-security A
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802.1X 13

" b 802.1X 13
13.1 dotixy | 3
dotixy |f 37 Julo

dotlx auto-req
dotlx auto-req packet-num
dotlx auto-req reg-interval

dotlx auto-req user-detect

13.1.1 dotlx auto-req

802.1X V| g ° A 3 dotlx auto-reqA
3 no by 4 A
[no] dotlx auto-req
oA o)
o} ad
a ¥
0 3 o]
) A
o6 o)
vy |4 802.1x * 1 JuG  show dotlx auto-req
3
dwrRO
0 vy |4 802.1x R

Ruijie# configure terminal
Ruijie(config)# dotlx auto-req
Ruijie(config)# end

Ruijie# show dotlx auto-req
Ruijie(config)# dotlx auto-req
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Auto-Req: Enabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 30 Second

’1

show dotlx auto-req v a

13.1.2 dotlx auto-req packet-num

v " no m h
dotlx auto-req packet-num num

no dotlx auto-req packet-num

(@]
=
(@}

num' v o

(@]
Q
(@}

num =0; _ J

(@]
-~
(@}

(@]
(q]
N
(@}

v * 4 JUG  show dotlx
auto-req 3 1

wR O

(]

to vy |+ 802.1x R

Ruijie# configure terminal

Ruijie(config)# dotlx auto-req packet-num O
Ruijie(config)# end

Ruijie# show dotlx auto-req

Auto-Req: Enabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 30 Second
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'1

show dotlx auto-req v a
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13.1.4 dotlx auto-req user-detect

~

v no n h

dotlx auto-req user-detect

no dotlx auto-req user-detect

5 A (o)
3 NA
d ad
d 3 o)
® A
d6G o)
v ok * 4 JUG  show dotlx
auto-req 3 T
dwRO
t0 i 3 Im J A '
Ruijie# configure terminal
Ruijie(config)# dotlx auto-req user-detect
Ruijie(config)# end
Ruijie# show dotlx auto-req
Auto-Req: Enabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 60 Second
d 0 360
y E
showw dotlx auto-req
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dotlx timeout server-timeout
dotlx timeout supp-timeout

dotlx timeout tx-period

13.2.1 dotlx timeout quiet-period
G 3 "R AR AT
- ~AG 3 no " h

dotlx timeout quiet-period seconds

no dotlx timeout quiet-period

0A O

seconds' H1 A1 Ah

07 65535A° & s
o} al
h 10 A

d 3 o)

) A
o6 -0

17 afi o v y Al

JUG  showdotlx 3 A

dwrRO

0] n 1000s

Ruijie# configure terminal

Ruijie(config)# dotlx timeout quiet-period 1000
Ruijie(config)# end

Ruijie# show dotlx

802.1X Status: Enabled
Authentication Mode: EAP-MD5
Authed User Number: O

Re-authen Enabled: Disabled
Re-authen Period: 3600 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 3 sec
Supplicant Timeout: 3 sec
Server Timeout: 5 sec
Re-authen Max: 3 times
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Maximum Request: 3 times
Filter Non-RG Supp: Disabled
Client Oline Probe: Disabled
Eapol Tag Enable: Disabled
Authorization Mode: Group Server

d © 30

show dotlx 802.1x =Y

13.2.2 dotlx timeout re-authperiod

h A
dotlx timeout re-authperiod seconds

no dotlx timeout re-authperiod

5 A (o)

seconds' Ah 07 65535A° & sA
d ad

3600
0 3 o)

® A
oG e

d /UG  showdotlx 3 802.1x A
dwRO

O n 1000s

Ruijie# configure terminal

Ruijie(config)# dotlx timeout re-authperiod 1000
Ruijie(config)# end

Ruijie# show dotlx

802.1X Status: Enabled
Authentication Mode: EAP-MD5
Authed User Number: 0
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802.1X Status:

Authentication Mode:

Authed User Number:
Re-authen Enabled:
Re-authen Period:
Quiet Timer Period:
Tx Timer Period:
Supplicant Timeout:
Server Timeout:
Re-authen Max:
Maximum Request:
Filter Non-RG Supp:
Client Oline Probe:
Eapol Tag Enable:
Authorization Mode:

Enabled

EAP-MD5
0
Disabled
1000 sec
1000 sec
3 sec

3 sec

10 sec

3 times

3 times
Disabled
Disabled
Disabled
Group Server

’1

show dotlx

802.1x =Y

13.2.4 dotlx timeout supp-timeout

3 3 B AG no
7 h A
dotlx timeout supp-timeout seconds
no dotlx timeout supp-timeout
oA 0
seconds' 3 H1 " h 0f
65535A
o) ad
h 3 A
d 3 o)
® A
d6C o)
1 JUG  show dotlx 802.1x A
dwRO
o H1 n 10s
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(]

T 30

Ruijie# configure terminal
Ruijie(config)# dotlx timeout supp-timeout 10

Ruijie(config)# end
Ruijie# show dotlx

802.1X Status:
Authentication Mode:
Authed User Number:
Re-authen Enabled:
Re-authen Period:
Quiet Timer Period:
Tx Timer Period:
Supplicant Timeout:
Server Timeout:
Re-authen Max:
Maximum Request:
Filter Non-RG Supp:
Client Oline Probe:
Eapol Tag Enable:
Authorization Mode:

Enabled
EAP-MD5
0]
Disabled
1000 sec
1000 sec
3 sec

10 sec
10 sec

3 times
3 times
Disabled
Disabled
Disabled

Group Server

show dotlx

3
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/UG  showdotlx 3 802.1x A
O . n 10s
Ruijie# configure terminal
Ruijie(config)# dotlx timeout tx-period 10
Ruijie(config)# end
Ruijie# show dotlx
802.1X Status: Enabled
Authentication Mode: EAP-MD5
Authed User Number: O
Re-authen Enabled: Disabled
Re-authen Period: 1000 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 10 sec
Supplicant Timeout: 10 sec
Server Timeout: 10 sec
Re-authen Max: 3 times
Maximum Request: 3 times
Filter Non-RG Supp: Disabled
Client Oline Probe: Disabled
Eapol Tag Enable: Disabled
Authorization Mode: Group Server
30
3
show dotlx 802.1x =Y
13.3 dotlx 3
JUKO 3

dotlx re-authentication

-

dotlx reauth-max

13.3.1 dotlx re-authentication

h A

[no] dotlx re-authentication
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5 0 360
3
show dotlx 802.1x =Y
13.4 dotlx T 3
1 1 Julo
. dotlx probe-timer
. dotlx client-probe enable
13.4.1 dotlx probe-timer
dotlx probe-timer{interval | alive}interval
no dotlx probe-timer
A o)
no' h
interval hello
alive
interval h
“ a0
Hello n 20
hn 250
d 13 o)
@ A
S G e
© d UG show dotlx 3 802.1x
A
dwrRO
hello n 30 n 120 °
Ruijie# configure terminal
Ruijie(config)# dotlx probe-timer interval 30
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Ruijie(config)# dotlx probe-timer alive 120
Ruijie(config)# end
Ruijie# show dotlx probe-timer

Hello Interval: 30 Seconds
Hello Alive: 120 Seconds

'1

Show dotlx probe-timer

13.4.2 dotlx client-probe enable

1

[no] dotlx client-probe enable

oA 0
A
X a0
Ko)
5 1 5
) A
. _
1@
dwRO
.

Ruijie# configure terminal
Ruijie(config)# dotlx client-probe enable
Ruijie(config)# end

Ruijie# show dotlx

802.1X Status: Enabled
Authentication Mode: EAP-MD5
Authed User Number: O
Re-authen Enabled: Enabled

Re-authen Period: 1000 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 10 sec
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(o]

0A

ko)

Supplicant Timeout: 10 sec

Server Timeout: 10 sec
Re-authen Max: 5 times
Maximum Request: 3 times

Filter Non-RG Supp: Disabled
Client Oline Probe: Enabled
Eapol Tag Enable: Disabled
Authorization Mode: Group Server

show dotlx dotlx

13.5

13.5.1

dotlx & 3

dotlx TOJul0 R

dotlx authentication

dotlx auth-address-table
dotlx auth-mode

dotlx default

dotlx dynamic-vlan enable
dotlx eapol-tag

dotlx max-req

dotlx private-supplicant-only
dotlx port-control auto
dotlx port-control-mode

dotlx stationarity enable

dotlx authentication

AAA a ko AAA

)
oy

3 Q . no

A

dotlx authentication {default | list-name}

no dotlx authentication {default | list-name}

default' " J
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list-name’ " J
Y g O
AAA T & G AAA EA
w ’1 (")
A A
w G ’ 0
0 AAA & Lkt 3y dotlx G 8 "
A
dwR O
t0 R N30 . group radius A
Ruijie# configure terminal
Ruijie(config)# aaa new-model
Ruijie(config)# aaa authentication dotlx default group
radius
Ruijie(config)# interface fastEthernet0/1
Ruijie(config-if)# dotlx authentication default
Ruijie(config-if)# end
Ruijie#
d © 360
'.‘
aaa new-model G AAA & k
aaa authentication dotlx "
13.5.2 dotlx auth-address-table
3 802.1X | AG 3 no T
A
dotlx auth-address-table address mac-addr interface interface
no dotlx auth-address-table address mac-addr interface interface
oA o)
mac-addr’ A
Interface A N A
d ad
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h [ A
= ?' O
® A
se 0
A e i G 8021X AG  show dotlx
auth-address table 3 A
dwrR O
to R ARCIEE A
Ruijie# configure terminal
Ruijie(config)# dotlx auth-address-table address
00d0f8000000 interface ehternet 1/1
Ruijie(config)# end
Ruijie#
d 0 36
‘i
show dotlx auth-address-table A 802.1X 1
13.5.3 dotlx auth-mode
802.1x A
dotlx auth-mode {eap-md5 | chap | pap}
no dotlx auth-mode
oA 0
eap-md5 802.1x EAP-MD5
epdb
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4 JUG  show dotlx 3 802.1x
dowRO
0] 802.1x RO
Ruijie# configure terminal
Ruijie(config)# dotlx auth-mode chap
Ruijie(config)# end
Ruijie#
d 0 30
3
show dotlx 802.1x 8 A
13.5.4 dotlx default
802.1x rA h A
dotlx default
A o)
3 NA
d ad
o 3 o)
@ A
ol e
{ /UG showdotlx 3 802.1x A
dwR O
O 802.1x A R
Ruijie# configure terminal
Ruijie(config)# dotlx default
Ruijie(config)# end
Ruijie# end
d 0 30
3
show dotlx 802.1x a A
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an Q
5 1 A
® A
S G A
d /LG showdotlx 3 802.1x A
dwRO
tO 802.1X tag R
Ruijie# configure terminal
Ruijie(config)# dotlx eapol-tag
Ruijie(config)# end
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0] 802.1x -7 R !

Ruijie# configure terminal
Ruijie(config)# dotlx max-req 7
Ruijie(config)# end

Ruijie#
0 360
’.‘
show dotlx 802.1x a A
13.5.8 dotlx private-supplicant-only
(3] e’ T A " no
h A
dotlx private-supplicant-only
no dotlx private-supplicant-only
oA 0
3 NA
0 a O
a A
d 3 o)
) A
o6 0
4 UG show dotlx private-supplicant-only 3 802.1x
A
dwrR O
O 4 G R *
Ruijie# configure t
Ruijie(config)# dotlx private-supplicant-only
Ruijie(config)# end
Ruijie#
d 0 30
‘i
show dotlx private-supplicant-only 8 A
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(]
=

(]

(]

(]
@®

13.5.9 dotlx port-control auto

h A
dotlx port-control auto

no dotlx port-control

(@}

A a A5 802.1x A

-~
(@}

4 JU6  showdotlx 3 802.1x

O A 802.1xA 6 R

Ruijie# configure terminal
Ruijie(config)# interface g0/1

A

Ruijie(config-if)# dotlx port-control auto

Ruijie(config-if)# end
Ruijie#

show dotlx

802.1x

>

=Y

13.5.10 dotlx port-control-mode

802.1x 8 a o y

dotlx port-control-mode {mac-based | port-based}

no dotlx port-control-mode
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0

(]
=

mac-based y mac 802.1X 8

port-based' y A 802.1X 8

n y mac-based 8

4 JUG  show dotlx port-control 3 A 802.1x A

H ~ 39 y A 8021X @ a J
NT® & a0 y A 802.1X

O A 802.1xAN 6 R

Ruijie(config)# interface g 0/1
Ruijie(config-if)# dotlx port-control auto
Ruijie(config-if)# dotlx port-control-mode
port-based

Ruijie(config-if)# end

Ruijie#

3

show dotlx port-control A 802.1x g A

13.5.11 dotlx stationarity enable

802.1x y A 8 o ato | JJL A A
) a0 na a Vv 802.1X A f

EB AT JTU JLlo 3 T A

dotlx stationarity enable

no dotlx stationarity enable

O
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(]

d

0

A

o

>

A 802.1xA 6 R T

Ruijie# configure terminal
Ruijie(config)# dotlx stationarity enable
Ruijie(config)# end

Ruijie#

13.6

13.6.1

dotlx 3

show dotlx

show dotlx auth-address-table
show dotlx auto-req

show dotlx private-supplicant-only
show dotlx max-req

show dotlx port-control

show dotlx probe-timer

show dotlx re-authentication
show dotlx reauth-max

show dotlx summary

show dotlx timeout

show dotlx user id

show dotlx

802.1x 9 A

show dotlx

>
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3 A A
Y g O
A
= ’1 (")
A
= G ’ 0
A
dwR O
O R
Ruijie# show dotlx
802.1X Status: Enabled
Authentication Mode: EAP-MD5
Authed User Number: O
Re-authen Enabled: Disabled
Re-authen Period: 3600 sec
Quiet Timer Period: 10 sec
Tx Timer Period: 3 sec
Supplicant Timeout: 3 sec
Server Timeout: 5 sec
Re-authen Max: 3 times
Maximum Request: 3 times
Filter Non-RG Supp: Disabled
Client Oline Probe: Disabled
Eapol Tag Enable: Disabled
Authorization Mode: Group Server
Ruijie#
d 0 36
‘i
dotlx auth-mode 802.1x
dotlx max-req
dotlx port-control auto AT Aq
dotlx reauth-max
dotlx re-authentication A !
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>

dotlx max-req i

dotlx port-control auto AT Ay A

dotlx reauth-max

—_I3

dotlx re-authentication

>

dotlx timeout quiet-period N

dotlx timeout re-authperiod

dotlx timeout server-timeout "

dotlx timeout supp-timeout N

dotlx timeout tx-period . A

13.6.3 show dotlx auto-req

p>)

vy |4 802.1x =Y

show dotlx auto-req

5 A 0

A
d ad

A
d 3 o)

A

d6¢ e

A
dwrR O

O R

Ruijie# show dotlx auto-req

Auto-Req: Disabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 30 Seconds
Ruijie#
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(]

T 30
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private-supplicant-only:: disabled

Ruijie#
0 360
3
dotlx auth-mode 802.1x A
dotlx max-req i : A
dotlx port-control auto AT Ay A

dotlx reauth-max

dotlx re-authentication ~

A
. . . A7
dotlx timeout quiet-period A
dotlx timeout re-authperiod A
L
dotlx timeout server-timeout A 3 i
dotlx timeout supp-timeout A 3 Ho
dotlx timeout tx-period A

13.6.5 show dotlx max-req

P! : A

show dotlx max-req

oA O
A
X a0
A
5 1 5
A
. _
A
dwRrR O
1S R
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Ruijie# show dotlx max-req
max-req: 2 times

Rui jie#
d 0 30
’1
dotlx auth-mode 802.1x A
dotlx max-req i : A
dotlx port-control auto AT Ay A

dotlx reauth-max

dotlx re-authentication ~

A
. . . A7
dotlx timeout quiet-period A
dotlx timeout re-authperiod A
L
dotlx timeout server-timeout A 3 HT
dotlx timeout supp-timeout A 3 i
dotlx timeout tx-period A

13.6.6 show dotlx port-control

A6 A A

show dotlx port-control [interface interface]

oA o)
interface A

d ad

A
d 13 o)

A

o6¢ "0

A
dwrRO
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O R

Ruijie# show dotlx port-control

interface
ctrl-mode

Gi10/1

dyn-user
status

0

mac-base Authed

Ruijie#

static-user

max-user qos
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(]

ko

O

>

>

>

tOo R

Ruijie# show dotlx probe-timer

Hello Interval: 20 Seconds

Hello Alive: 250 Seconds
Ruijie#

3

dotlx auth-mode

dotlx max-req

dotlx port-control auto

dotlx reauth-max

dotlx re-authentication

dotlx timeout quiet-period

dotlx timeout re-authperiod

dotlx timeout server-timeout

>

dotlx timeout supp-timeout

)

dotlx timeout tx-period

>

13.6.8 show dotlx re-authentication
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0A

(o]

(]

wR O

ko

(@}

show dotlx re-authentication

>

>

>

to R T

Ruijie# show dotlx re-authentication

reauth-enabled: disabled
Ruijie#

3

dotlx auth-mode

802.1x A

dotlx max-req

dotlx port-control auto

dotlx reauth-max

dotlx re-authentication

dotlx timeout quiet-period

dotlx timeout re-authperiod

dotlx timeout server-timeout

>

dotlx timeout supp-timeout

)

dotlx timeout tx-period

>
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oA

(]

o]

13.6.9 show dotlx reauth-max

O

show dotlx reauth-max

o R ¢

Ruijie# show dotlx reauth-max
reauth-max: 2 times
Ruijie#

‘i

dotlx auth-mode

dotlx max-req i

dotlx port-control auto

dotlx reauth-max

dotlx re-authentication ~

dotlx timeout quiet-period

A1

dotlx timeout re-authperiod

dotlx timeout server-timeout

>

g
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dotlx timeout supp-timeout

>

dotlx timeout tx-period N

13.6.10 show dotlx summary

3 802.1X =Y

show dotlx summary

oA 0
A
“ a6
A
5 1 A
A
oG o)
dwRO
to R ¢
Ruijie# show dotlx summary
ID MAC Interface VLAN Auth-State
Backend-State Port-Status Type
1 00dOf8000000 Gi0/1 1 Authenticated Idle
Authed Static
Ruijie#
d 0 30
3
dotlx auth-mode 802.1x A
dotlx max-req i : A
dotlx port-control auto AT Ay A
dotlx reauth-max
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dotlx re-authentication A !
. . . AT 10
dotlx timeout quiet-period A
dotlx timeout re-authperiod A

+ dotlx timeoutserver-ttimeouX :

>
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Up-bandwidth is 1024 kbps

Down-bandwidth is 1024 kbps

Authorization vlan is dep7

Authorization seesion time is 1000000 seconds
Authorization ip address is 192.168.217.64
Start accounting

Permit proxy user

Permit dial user

IP privilige is 2

Ruijie#

T 30

(o]

’1

p>)

dotlx auth-mode 802.1x

dotlx max-req i : A

dotlx port-control auto AT Aq A

dotlx reauth-max

dotlx re-authentication ~

dotlx timeout quiet-period N

dotlx timeout re-authperiod

dotlx timeout server-timeout

)

dotlx timeout supp-timeout

>

dotlx timeout tx-period

>

13.6.12 show dotlx timeout

3 802.1X AN g

show dotlx timeout quiet-period

show dotlx timeout re-authperiod
show dotlx timeout server-timeout
show dotlx timeout supp-timeout

show dotlx timeout tx-period

(@]
=
(@}
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A
N a6
A
5 3 5
A
. s
A
dwRO
O R
Ruijie# show dotlx timeout quiet-period
quiet-period: 60 sec
Ruijie#
d 0 30
3
dotlx auth-mode 802.1x A
dotlx max-req i : A
dotlx port-control auto AT Ay A

dotlx reauth-max

dotlx re-authentication ~

A
. . . A7
dotlx timeout quiet-period A
dotlx timeout re-authperiod A
L
dotlx timeout server-timeout A 3 i
dotlx timeout supp-timeout A 3 Ho
dotlx timeout tx-period A
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AAA 3

14.1 0 3

aaa authentication

-

14.1.1 aaa authentication

G AAA - @ 3 aaa authentication

A 3 no 7 A

aaa authentication {dotlx | enable | ppp | login} {default |
list-name} methodl [method?2...]

no aaa authentication {dotlx | enable | ppp | login} {default |

list-name}
oA 0
default * G - L “oom
A
list-name *  KRY 3 ) S TR s A
dotlx * Dotlx
enable ' Enable
ppp * PPP
login * Login
method m 1 “Q 3y VYos . 43 A
1 AAA
ko)
local G J
none a
G E ) - m
group RADIUS
ol a0l
default T Ay
aaa authentication {dotlx | enable | ppp | login} default group
radius
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d 3 o)
&) A
d6C o)
0 AAA & & G AAA Y\
G aaa authentication N " Y
A
Am T G | A
dwRO
O R MY a3l n RDS DIX AAA ° “ A
R IS RADIUS & E ) N RADIUS
o k i T t6 ' A
Ruijie(config)# aaa authentication dotlx rds_dl1x group
radius local
> 0 30
3
aaa new-model G AAA & k
dotlx authentication DOTIx A 327 .
ppp authentication PPPQ "
login authentication Login 'Q
username R
14.2 0 3
RGOS m ) Y | T To B O REE N

aaa authorization network

14.2.1 aaa authorization network

G AAA L~ ' ppPPasLIP " ~
N @ 3 aaa authorization networkA 3 nho
Q  AAA 7 A
aaa authorization network {default | list-name} methodl
[method?2...]

no aaa authorization network {default | list-name}
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oA 0
method1 o 7 3y
Q
local G
none a
G k - m
group RADIUS L
R a0
T AAA A
5 A &
&
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14.3 T 3

RGOS m & RADIUS U0 Q3

aaa accounting network

aaa accounting update

aaa accounting update periodic
show aaa method-list

debug aaa
14.3.1 aaa accounting network

v I IF "
(i) 3 aaa accounting networkA X nho v
. A

aaa accounting network {default | list-name} start-stop group
radius

no aaa accounting network {default | list-name}

oA (0]
network ° Q L ~ " DOT1IX PPP A
resource Q A
list-name * “ ) A
start-stop Ik J v
it 760 g A
group ' G E
radius ' 6 RADIUS E
= Q o
TQ -"
w 'i O
) A
w G ’ o
RGOS AR N I Ac Q
start-stop” 8 A
dwR O
o R G  RADIUS L v
\-I t
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Ruijie(config)#aaaaccounting network start-stop group

radius
d 0 30
3
aaa new-model G AAA & k
aaa authorization network A AAA
aaa authentication R AAA
username R

14.3.2 aaa accounting update

0 T @ 3 aaa accounting update

3 3 Y& o AG 3 no ko]

aaa accounting update

no aaa accounting update

5 A o
A
d ad
T A
d 3 o)
® A
5 0
0 AAA & E ta o© A 0 AAA
0 kot 3 A
dwRO
to R G A
Ruijie(config)# aaa new-model
Ruijie(config)#
d 0 30
3
aaa new-model AAA & k
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oA 0
Q N A
d 3 o)
EXEC A
dwRrRO
Ruijie# show aaa method-list
144 AAA Ek 3
. show aaagroup
. aaagroup server
. server ip-addr authen-port portl acct-port port2
. ipvrfforwarding
14.4.1 show aaa group
AAA E A
show aaa group
oA 0
3 A T A
0 a O
w ’1 O
A
w G 6
3 AAA 8 L A
dwrRO
o RA
Ruijie# show aaa group
Group Name: ss
Group Type: radius
Referred: 2
Server List:
IP Address: 192.168.217.64
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Authentication Port: 1812
Accounting Port: 1813
Referred: 1

Ruijie#

’1

aaa group server AAA k

14.4.2 aaagroup server

o AAA k A 3 no E A

r31474 0 Td[<1536 [LCradius4 1 Tf50.0004 Tc 0.251 0Tw 1085 0 OTm3()TETnameT4 1 T
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14.4.3 server ip-addr authen-port portl acct-port
port2

3 AAA E L' " no 7 A

server ip-addr [authen-port portl] [ acct-port port2]

no server ip-addr [authen-port portl] [acct-port port2]

5 A 0
ip-addr L ip
portl E A
port2 ' E A
d ad
L
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aaa group server aaa E

show aaa group aaa E

14.4.4 ip vrf forwarding

n AAA k vrif no i A

ip vrf forwarding vrf_name

no ip vrf forwarding

ol 0
vrf_name * wvrf)
ol ad
d 3 o)
E A
ol o)
7 E vrfA
dwRO
o RA
Ruijie(config)# aaa group server radius ss
Ruijie(config-gs-radius)# server 192.168.4.12
Ruijie(config-gs-radius)# server 192.168.4.13
Ruijie(config-gs-radius)# ip vrf forwarding vrf_name
Ruijie(config-gs-radius)# end
Ruijie#
d 0 30
‘;'
aaa group server aaa k
show aaa group aaa E

145 AAAE Bl 3

aaa new-model
debug aaa

show aaa method-list
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14.5.1 aaa new-model
G RGOS AAA & kg ~ IA) 3 aaa
new-model 6 AAAA 3 no N AAA O EA

aaa new-model

no aaa new-model

5 A 0
3 A T A
d ad
N AAA Bk
0 3 o)
® A
d6G o)
3 AAA G 3" G AAA Q@ E° G
aaanew-model&  AAA & EA 0 AAA £ AAA
3 a A
dwRO
t0 RG  AAA ¢ EA
Ruijie(config)# aaa new-model
d 0 30
3
aaa authentication A

145.2 debug aaa

AAA L QA 3 no 0 QA

debug aaa

no debug aaa

o
-~
O

EXEC A
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14.5.3 show aaa method-list

AAA A

show aaa method-list

oA 6
3 A T A
wn g O
w ’1 O
A
w G , 6
3 AAA © A
dwR O
0 R AAA “ A
Ruijie# show aaa method-list
Authentication method-list
aaa authentication login default group radius
aaa authentication ppp default group radius
aaa authentication dotlx default group radius
aaa authentication dotlx san-f local group angel group
rain none
aaa authe