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1 配置 CLI 授权命令 

1.1 配置相关命令 

1.1.1 alias 

㽕䜡㕂ϔᴵੑҸⱘ߿ৡˈৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼ alias ੑҸ䖯㸠䜡㕂ǄՓ⫼䆹ੑҸⱘ no 䗝

乍ৃҹߴ䰸ϔᴵᣛᅮⱘੑҸ߿ৡ៪ߴ䰸ϔϾ῵ᓣϟⱘܼ䚼ੑҸ߿ৡǄ 

alias mode command-alias original-command  

no alias mode [original-command] 

 খ᭄ ᦣ䗄 

 mode ߿ৡ᠔ҷ㸼ⱘੑҸ᠔໘ⱘੑҸ῵ᓣǄ 

 command-alias ੑҸ߿ৡǄ 
খ᭄䇈ᯢ 

 original-command ߿ৡ᠔ҷ㸼ⱘᅲ䰙ੑҸ䇁⊩Ǆ 

 

㔎ⳕ䜡㕂  ೼ EXEC ῵ᓣϟˈ䚼ੑߚҸᄬ೼咬䅸ⱘ߿ৡǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 EXEC ῵ᓣϟ咬䅸ⱘੑҸ߿ৡЎ hǃpǃsǃuǃun ⱘᅲ䰙ੑৡ߿ߚЎ helpǃpingǃshowǃ

undebugǃundebugǄ 
咬䅸ⱘੑҸ߿ৡϡ㛑䗮䖛 no alias exec ੑҸߴ䰸Ǆ 
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Ruijie# s? 

*s=show  show  start-chat  start-terminal-service 

བᵰ߿ৡ᠔ҷ㸼ⱘੑҸϡℶϔϾऩ䆡ˈ߭ӮՓ⫼ᓩোᇚੑҸࣙᣀ䍋ᴹǄ՟བˈ೼ EXEC
῵ᓣϟ䜡㕂߿ৡ”sv”ҷ᳓ੑҸ”show version”ˈ߭˖ 
Ruijie# s? 

*s=show  *sv=”show version” show  start-chat 

start-terminal-service 

ৡᖙ乏Ң䕧ܹⱘੑҸ㸠ⱘ㄀ϔϾᄫヺᓔྟˈࠡ䴶ϡ㛑᳝ぎḐǄབϞ䴶ⱘ՟ᄤˈབᵰ೼߿

ੑҸПࠡ䕧ܹњぎḐˈህϡ㛑㸼⼎ড়⊩ⱘ߿ৡ˖ 
Ruijie# s? 

show  start-chat  start-terminal-service 

ੑҸ߿ৡгৃҹᬃᣕ㦋পੑҸⱘখ᭄ⱘᐂֵࡽᙃˈ՟བ䜡㕂᥹ষ῵ᓣϟⱘੑҸ߿ৡ”ia”ҷ
㸼”ip address”ˈ߭೼᥹ষ῵ᓣϟ˖ 
Ruijie(config-if)# ia ? 

A.B.C.D  IP address 

dhcp     IP Address via DHCP 

Ruijie(config-if)# ip address 

䖭䞠߫ߎњ”ip address”ੑҸৢ䴶ⱘখ᭄ֵᙃˈᑊϨᇚ߿ৡ᳓ᤶ៤ᅲ䰙ⱘੑҸǄ 

ੑҸ߿ৡ೼Փ⫼ᯊᖙ乏ᅠᭈ䕧ܹˈ৺߭ϡ㛑㹿䆚߿Ǆ 

Փ⫼ show aliases ੑҸৃҹᶹⳟ㋏㒳Ёⱘ߿ৡ䆒㕂Ǆ 

 

䜡㕂В՟ 

 ҹϟ՟ᄤˈ䆒㕂ܼሔ䜡㕂῵ᓣϟˈՓ⫼ੑҸ߿ৡ”def-route”ҷ㸼咬䅸䏃⬅䆒㕂”ip route 
0.0.0.0 0.0.0.0 192.168.1.1”˖ 
Ruijie# configure terminal 

Ruijie(config)# alias config def-route ip route 0.0.0.0 0.0.0.0 

192.168.1.1 

Ruijie(config)# def-route? 

*def-route="ip route 0.0.0.0 0.0.0.0 192.168.1.1" 

Ruijie(config)# def-route? 

% Unrecognized command. 

Ruijie(config)# end 

Ruijie# show aliases config 

globle configure mode alias: 

def-route            ip route 0.0.0.0 0.0.0.0 192.168.1.1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show aliases ᶹⳟ߿ৡ䆒㕂 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

1.1.2 privilege 

㽕ᇚϔᴵੑҸⱘᠻ㸠ᴗ䰤ᥜќϔϾੑҸ㑻߿ˈৃҹ೼ܼሔ䜡㕂῵ᓣϟՓ⫼ privilege ੑҸǄՓ⫼

䆹ੑҸⱘ no 䗝乍ৃҹᇚϔᴵੑҸⱘᠻ㸠ᴗ䰤ᘶ໡Ў咬䅸ؐǄ 

privilege mode [all] {level level | reset} command-string 

no privilege mode [all] [level level ] command-string 

 খ᭄ ᦣ䗄 

 mode 㽕ᥜᴗⱘੑҸ᠔ሲⱘ CLI ੑҸ῵ᓣǄ 

 [all] ᇚᣛᅮੑҸⱘ᠔᳝ᄤੑҸⱘᴗ䰤ˈবЎⳌৠⱘᴗ䰤㑻

 Ǆ߿

 level level ᣛᅮੑҸ៪ᄤੑҸⱘ䖤㸠ᴗ䰤㑻߿ˈ㑻߿ⱘ㣗ೈ

0-15Ǆ 

 reset ᇚੑҸⱘᠻ㸠ᴗ䰤ᘶ໡Ў咬䅸㑻߿Ǆ 

খ᭄䇈ᯢ 

 command-string 㽕ᥜᴗⱘੑҸᄫヺІǄ 

 

㔎ⳕ䜡㕂  ≵᳝㔎ⳕ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ϟ㸼ᰒ⼎ϔ䚼ߚ೼ privilege ੑҸЁৃ䖯㸠ᥜᴗⱘ CLI ੑҸ῵ᓣ݇䬂ᄫˈϡৠⱘ䆒໛ˈৃ

ᥜᴗⱘੑҸ῵ᓣ᭄䞣ৃ㛑Ӯথ⫳ব࣪ˈ೼ܼሔ䜡㕂῵ᓣϟˈৃҹՓ⫼ privilege ?߫ߎᔧ

ࠡ᠔᳝ৃᥜᴗⱘ CLI ੑҸ῵ᓣǄ 

῵ᓣ 䇈ᯢ 

config ܼሔ䜡㕂῵ᓣ 

exec ⡍ᴗ῵ᓣ 

interface ᥹ষ䜡㕂῵ᓣ 
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Ruijie(config)# enable secret level 1 0 test 

Ruijie(config)# privilege exec level 1 reload 

ℸᯊˈՓ⫼㑻߿ 1 䖯ܹ CLI ⬠䴶ˈথ⦄ৃҹՓ⫼ reload ੑҸ˖ 
Ruijie> reload ? 

<cr>   

བᵰ㽕ᇚ reload ⱘܼ䚼ᄤੑҸ䛑ᥜᴗ㒭㑻߿ 1 ⱘ⫼᠋ˈ߭ৃҹՓ⫼ all ݇䬂ᄫ˖ 
Ruijie(config)# privilege exec all level 1 reload 

ℸᯊˈՓ⫼㑻߿ 1 䖯ܹ CLI ⬠䴶ˈথ⦄ৃҹՓ⫼ reload ⱘܼ䚼ᄤੑҸ˖ 
Ruijie> reload ? 

at                      reload at a specific time/date 

cancel                 cancel pending reload scheme 

in                      reload after a time interval 

<cr> 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 enable secret 䆒㕂 CLI 㑻߿ⱘষҸ 

 

ᑇৄ䇈ᯢ  ᮴ 
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䜡㕂В՟ 

 ҹϟ՟ᄤˈᰒ⼎ EXEC ῵ᓣϟⱘੑҸ߿ৡ˖ 
Ruijie# show aliases exec 

exec mode alias: 

h                    help 

p                    ping 

s                    show 

u                    undebug 

un                   undebug 

 

 



෎⸔䜡㕂ㅵ⧚ੑҸ 

2-1 

2 基础配置管理命令 

2.1 配置用户管理相关命令 

⫼᠋⬠䴶ेЎ⫼᠋ੑҸ㸠᥹ষ˄CLI˅ࣙᣀҹϟⳌ݇ੑҸ˖ 

2.1.1 disable 

೼⡍ᴗ῵ᓣϟˈ㽕䰡Ԣᔧࠡ⫼᠋᠔೼ⱘ㑻߿ˈ䇋ᠻ㸠⡍ᴗ⫼᠋ੑҸ disableǄ 

disable [ privilege-level ] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 privilege-level ᴗ䰤ㄝ㑻 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 

 Փ⫼䆹ੑҸҢ⡍ᴗ⫼᠋῵ᓣ䗔ࠄ᱂䗮⫼᠋῵ᓣǄབᵰࡴϞᴗ䰤ㄝ㑻ˈ߭ᇚᔧࠡᴗ䰤ㄝ㑻

䰡Ԣࠄᣛᅮⱘᴗ䰤ㄝ㑻Ǆ 

& 䇈ᯢ disable ੑҸৢ䴶᠔䎳ᴗ䰤ㄝ㑻ᖙ乏ᇣѢᔧࠡᴗ䰤ㄝ㑻Ǆ 
 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟䜡㕂䆒໛ᇚᔧࠡᴗ䰤ㄝ㑻䰡Ԣࠄ㄀क㑻˖ 
Ruijie# disable 10 

ᄫ↉ 䇈ᯢ 

enable 
Ң᱂䗮⫼᠋῵ᓣ䖯ܹࠄ⡍ᴗ⫼᠋῵ᓣˈ៪㗙ⱏᔩࠄ

᳈催㑻߿ᴗ䰤Ǆ 
 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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2.1.2 enable 

㽕䖯ܹ⡍ᴗ⫼᠋῵ᓣˈ䇋ᠻ㸠᱂䗮⫼᠋䜡㕂ੑҸ enableǄ 

䆹ੑҸⱘ䆺㒚ֵᙃ䇋খ㗗ǉᅝܼ䜡㕂ੑҸখ㗗ǊǄ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  䆺㒚ֵᙃ䇋খ㗗ǉᅝܼ䜡㕂ੑҸখ㗗ǊǄ 

 

ੑҸ῵ᓣ  䆺㒚ֵᙃ䇋খ㗗ǉᅝܼ䜡㕂ੑҸখ㗗ǊǄ 

 

Փ⫼ᣛᇐ  䆺㒚ֵᙃ䇋খ㗗ǉᅝܼ䜡㕂ੑҸখ㗗ǊǄ 

 

䜡㕂В՟  䆺㒚ֵᙃ䇋খ㗗ǉᅝܼ䜡㕂ੑҸখ㗗ǊǄ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  䆺㒚ֵᙃ䇋খ㗗ǉᅝܼ䜡㕂ੑҸখ㗗ǊǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.3 enable password 

㽕䜡㕂ϡৠᴗ䰤㑻߿ⱘষҸˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ enable passwordǄ䆹ੑҸⱘ no 䰸ᣛᅮߴ

㑻߿ⱘষҸǄ 

enable password [level level] {password | [0 | 7] encrypted-password}no enable password 

 খ᭄ ᦣ䗄 

 Password ⫼᠋䖯ܹ⡍ᴗ EXEC 䜡㕂ሖⱘষҸǄ 

 Level ⫼᠋ⱘ㑻߿Ǆ 

 0|7 ষҸⱘࡴᆚ㉏ൟˈ0 ᮴ࡴᆚˈ7 ㅔऩࡴᆚǄ 

খ᭄䇈ᯢ 

 encrypted-password ষҸ᭛ᴀǄ 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 䗮ᐌ᮴乏䕧ܹࡴᆚ㉏ൟǄϔ㠀ᚙމϟˈা᳝ᔧ໡ࠊᑊ㉬䌈⬅䆒໛ࡴᆚ䖛ⱘষҸᯊˈᠡ䳔

㽕䕧ܹࡴᆚ㉏ൟǄ 

᳝ᬜষҸᅮНབϟ˖ 

Â ᖙ乏ࣙ৿ 1 ࠄ 26 Ͼ໻ᇣݭᄫ↡੠᭄ᄫᄫヺǄ 

Â ষҸࠡ䴶ৃҹ᳝ࠡᇐぎḐˈԚ㹿ᗑ⬹ǄЁ䯈ঞ㒧ሒⱘぎḐ߭԰ЎষҸⱘϔ䚼ߚǄ 

~ ⊼ᛣ 
བᵰᣛᅮњࡴᆚ㉏ൟˈ✊ৢ䕧ܹϔᴵᯢ᭛ষҸˈ߭ϡ㛑䞡ᮄ䖯ܹ⡍ᴗ

EXEC ῵ᓣǄϡ㛑ᘶ໡⫼ӏᛣᮍ⊩ࡴᆚⱘᏆ϶༅ষҸǄা㛑䞡ᮄ䜡㕂

䆒໛ষҸǄ 
 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟䆒㕂ষҸЎ pw10˖ 
Ruijie(config)# enable password pw10 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 enable secret 䆒㕂ᅝܼⱘষҸǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.4 enable secret 

㽕䜡㕂ϡৠᴗ䰤㑻߿ⱘᅝܼⱘষҸˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ enable secretǄ䆹ੑҸⱘ no 䰸ᣛߴ

ᅮ㑻߿ⱘষҸǄ 

enable secret  [level level] {secret | [0 | 5] encrypted-secret}  
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

ষҸߚЎ password ੠ security ষҸϸ⾡Ǆpassword ЎㅔऩࡴᆚⱘষҸˈা㛑䆒㕂Ў 15
㑻ষҸǄsecurity ষҸЎᅝܼࡴᆚষҸˈৃҹЎ 0̚15 㑻䆒㕂ষҸǄབᵰ㋏㒳Ёˈৠ㑻߿

ৠᯊᄬ೼ҹϞϸ⾡ষҸˈ߭ password ষҸϡ⫳ᬜǄབᵰ䆒㕂䴲 15 㑻ⱘ password ষҸˈ

߭Ӯ㒭ߎ䄺ਞᦤ⼎ ᑊ̍㞾ࡼ䕀Ў security ষҸ བ̠ᵰ䆒㕂 15 㑻ⱘ password ষҸ੠ security
ষҸᅠܼⳌৠˈ߭Ӯ㒭ߎ䄺ਞᦤ⼎˗ষҸᖙ乏ҹࡴᆚᔶᓣֱᄬˈpassword ষҸՓ⫼ㅔऩ

ᆚˈsecurityࡴ ষҸՓ⫼ᅝܼࡴᆚǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟䆒㕂ᅝܼষҸЎ pw10˖ 
Ruijie(config)# enable secret 0 pw10 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 enable password 䆒㕂ϡৠᴗ䰤㑻߿ⱘষҸǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.5 enable service 

㽕ᠧᓔϢ݇䯁ᣛᅮⱘ᳡ࡵ˄SSH Server/Telnet Server/Web Server/Snmp Agent˅ˈ೼䜡㕂῵

ᓣϟˈৃҹՓ⫼ੑҸ enable service ੑҸ˖ 

enable service { ssh-sesrver | telnet-server | web-server | snmp-agent} 

 খ᭄ ᦣ䗄 

 ssh-sesrver 
ᠧᓔϢ݇䯁 SSH Serverˈ䆹ੑҸৠᯊᠧᓔ IPv4 ੠

IPv6 ᳡ࡵ˗  

 telnet-server 
ᠧᓔϢ݇䯁 Telnet Serverˈ䆹ੑҸৠᯊᠧᓔ IPv4 ੠

IPv6 ᳡ࡵ˗ 

 web-server 
ᠧᓔϢ݇䯁 Http Serverˈ䆹ੑҸৠᯊᠧᓔ IPv4 ੠

IPv6 ᳡ࡵ˗ 

খ᭄䇈ᯢ 

 snmp-agent 
ᠧᓔϢ݇䯁 Snmp Agentˈ䆹ੑҸৠᯊᠧᓔ IPv4 ੠

IPv6 ᳡ࡵ˗ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ  䆹ੑҸ⫼ѢᠧᓔϢ݇䯁ᣛᅮⱘ᳡ࡵǄՓ⫼ no enable service ੑҸ݇䯁ᣛᅮⱘ᳡ࡵǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ੑҸ˗enable service ssh-sesrver, ᠧᓔ SSH Server  ˖㛑ࡳ

Ruijie(Config˅# enable service ssh-sesrver 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show service ᶹⳟ㋏㒳ᔧࠡⱘ᳡ࡵ⢊ᗕ˗ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.6 execute 

㽕ᠻ㸠ᡍ໘⧚᭛ӊЁⱘੑҸˈ䇋ᠻ㸠⡍ᴗ⫼᠋῵ᓣੑҸ execute ੑҸǄ 

execute {[flash:] filename} 

 খ᭄ ᦣ䗄 

 flash: ᡍ໘⧚᭛ӊⱘϞ㑻Ⳃᔩ খ᭄䇈ᯢ 

 filename ᡍ໘⧚᭛ӊৡ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 

 䆹ੑҸ⫼Ѣᠻ㸠ᡍ໘⧚᭛ӊЁⱘੑҸǄ 

ᡍ໘⧚᭛ӊⱘ᭛ӊৡ੠᭛ӊЁⱘݙᆍৃҹ㞾㸠ᣛᅮ ϔ̍㠀ᰃ೼⫼᠋ⱘ PC Ϟ㓪䕥ᅠ↩䗮䖛

TFTP ᮍᓣӴ䕧ࠄ䆒໛ⱘ Flash ЁǄᡍ໘⧚ⱘݙᆍᅠܼᰃ῵ӓ⫼᠋ⱘ䕧ܹˈ಴ℸˈᖙ乏ᣝ

✻ CLI ੑҸⱘ䜡㕂乎ᑣᴹ㓪䕥ᡍ໘⧚᭛ӊⱘݙᆍǄ঺໪ˈᇍѢϔѯѸѦᓣੑҸˈ߭䳔㽕

೼ᡍ໘⧚᭛ӊЁ乘ܹݭܜⳌᑨⱘᑨㄨֵᙃˈֱ䆕ੑҸ㛑໳ℷᐌᠻ㸠Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᠻ㸠ᡍ໘⧚᭛ӊ line_rcms_script.textˈ䖭Ͼ᭛ӊ⫼Ѣᠧᓔ᠔᳝ᓖℹষϞⱘড

৥ Telnet  ˖ᆍབϟݙ㛑ˈ᭛ӊࡳ
configure terminal 

line tty 1 16 

transport input all 
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no exec 

end 

ᠻ㸠㒧ᵰ˖ 
Ruijie# execute flash:line_rcms_script.text  

executing script file line_rcms_script.text ...... 

executing done 

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with  CNTL/Z. 

Ruijie(config)# line vty 1 16 

Ruijie(config-line)# transport input all 

Ruijie(config-line)# no exec 

Ruijie(config-line)# end 

 

 ੑҸ 
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Փ⫼ᣛᇐ 
 䆹ੑҸ⫼Ѣ䆒㕂 Web ⱏᔩ䅸䆕ᮍᓣǄՓ⫼ no ip http authentication ੑҸᇚ䆒㕂ᘶ໡

Ў咬䅸ؐǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ੑҸˈ䆒㕂 Web ⱏᔩᯊ䞛⫼ local 䅸䆕ᮍᓣ˖ 
Ruijie(config)# ip http authentication local 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 enable service ᠧᓔϢ݇䯁ᣛᅮⱘ᳡ࡵǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.8 ip http port 

㽕䆒㕂 HTTP ᳡ࡵⱘッষˈ೼䜡㕂῵ᓣϟˈৃҹՓ⫼ ip http port ੑҸ˖ 

ip http port number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number 䆒㕂 HTTP Server ッষˈ咬䅸ؐЎ 80Ǆ 

 

㔎ⳕ䜡㕂  咬䅸ؐЎ 80Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ੑҸ⫼Ѣ䆒㕂 HTTP ᳡ࡵⱘッষǄՓ⫼ no ip http port ੑҸᇚッষ䆒㕂ᘶ໡Ў咬䅸ؐǄ

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ੑҸˈ䆒㕂 HTTP ᳡ࡵッষЎ 8080˖ 
Ruijie(config)# ip http port 8080 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 enable service  
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 - - 

2.1.9 ip telnet source-interface 

㽕ᣛᅮ᥹ষϞⱘ IP ഄഔ԰Ў Telnet 䖲᥹ⱘ⑤ഄഔ ೼̍䜡㕂῵ᓣϟˈৃ ҹՓ⫼ ip telnet 
source-interface ੑҸ˖ 

ip telnet source-interface interface-name 

 খ᭄ ᦣ䗄 
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㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 

 Դ䗮䖛䆒㕂ЈᯊষҸⱘᮍᓣˈ೼ֱᣕ䖲᥹ಲ䆱ⱘৠᯊˈ䫕ԣ㒜ッ⬠䴶ҹ䰆ℶ䆓䯂Ǆ䗮䖛

ҹϟℹ偸䫕ԣ㒜ッ⬠䴶˖ 

Â ㄀ϔ⚍˖䕧ܹ lock ੑҸˈ㋏㒳Ӯᦤ⼎䕧ܹষҸ˗ 

Â ㄀Ѡ⚍˖䕧ܹষҸˈৃҹᰃӏᛣᄫヺІǄ䕧ܹৢˈ㋏㒳Ӯᦤ⼎⹂䅸䕧ܹⱘষҸˈ✊

ৢˈ㋏㒳Ӯ⏙䰸ሣᐩˈᑊᰒ⼎ĀLockedāֵᙃ˗ 

Â 㽕ᛇ䞡ᮄ䖯ܹ㒜ッˈ䳔㽕䕧ܹ䆒㕂ⱘЈᯊষҸǄ 

㽕೼㒜ッϞՓ⫼䫕ԣ㒜ッⱘࡳ㛑ˈԴ䳔㽕䗮䖛೼ line 䜡㕂῵ᓣϟᠻ㸠 lockable ੑҸˈ೼

Ⳍᑨⱘ line Ϟᠧᓔᬃᣕ䫕ԣ㒜ッⱘ⡍ᗻǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟Ў䫕ԣϔϾ㒜ッ⬠䴶˖ 
Ruijie(config-line)# lockable 

Ruijie(config-line)# end 

Ruijie# lock 

Password: <password> 

Again: <password> 

Locked 

Password: <password> 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 lockable ೼㒓䏃Ϟ䆒㕂ᬃᣕ䫕ԣ㒜ッⱘ⡍ᗻǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.11 lockable 

㽕ᬃᣕ೼㒜ッϞՓ⫼ lock ੑҸˈৃҹ೼ line 䜡㕂῵ᓣϟᠻ㸠 lockable ੑҸˈ㒜ッ೼㔎ⳕᚙމ

ϟϡᬃᣕ lock ੑҸǄՓ⫼ no ੑҸপ⍜䆒㕂Ǆ 

lockable 

no lockable 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 
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 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  line 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䆹ੑҸ⫼Ѣ೼Ⳍᑨ㒓䏃Ϟᬃᣕ䫕ԣ㒜ッⱘ⡍ᗻˈ㽕䫕ԣ㒜ッৃҹ䗮䖛೼ EXEC ῵ᓣϟᠻ

㸠 lock ੑҸǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟೼᥻ৄࠊষϞᠧᓔ䫕ԣ㒜ッⱘࡳ㛑ˈᑊ䫕ԣ᥻ৄࠊ˖ 
Ruijie(config)# line console 0 

Ruijie(config-line)# lockable 

Ruijie(config-line)# end 

Ruijie# lock 

Password: <password> 

Again: <password> 

Locked 

Password: <password> 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 lock 䫕ԣ㒜ッǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.12 login 
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ੑҸ῵ᓣ  line 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
བᵰ≵᳝ਃ⫼ AAA ᅝܼ᳡ࡵˈ߭䆹ੑҸ⫼Ѣⱏᔩ䅸䆕ᯊ԰ㅔऩⱘষҸ᷵偠Ǆ䖭䞠ⱘষҸ

ᰃᰃᣛ VTY ៪ console ᥹ষЁ䜡㕂ⱘষҸǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ⓨ⼎೼ VTY Ϟ䆒㕂ⱏᔩষҸ᷵偠Ǆ 
Ruijie(config)# no aaa new-model 

Ruijie(config)# line vty 0 

Ruijie(config-line)# password 0  normatest  

Ruijie(config-line)# login 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 password 䜡㕂 line 㒓䏃ⱏᔩষҸǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.13 login authentication 

೼ AAA ᠧᓔⱘᚙމϟˈⱏᔩ䅸䆕ᖙ乏䞛⫼ AAA ᳡ࡵᴹ䖯㸠䅸䆕ˈՓ⫼䆹ੑҸ݇㘨ⱏᔩ䅸䆕ᮍ

⊩߫㸼Ǆ䆹ੑҸⱘ no ᔶᓣߴ䰸ⱏᔩ䅸䆕ᮍ⊩߫㸼Ǆ 

login authentication {default | list-name} 

no login authentication {default | list-name} 

 খ᭄ ᦣ䗄 

 default 咬䅸ⱘ䅸䆕ᮍ⊩߫㸼ৡ খ᭄䇈ᯢ 

 list-name ৃ䗝ⱘᮍ⊩߫㸼ৡ 
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Ruijie(config)# aaa new-model 

Ruijie(config)# aaa authentication login default radius 

Ruijie(config)# line vty 0 

Ruijie(config-line)# login authentication default 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ Ⳍ݇ੑҸ 

 aaa authentication login 䜡㕂ⱏᔩ䅸䆕ᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.14 login local 

೼ AAA
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 username 䆒㕂ᴀഄ⫼᠋ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.15 privilege mode 

খ㾕ǉ䜡㕂 CLI ᥜᴗੑҸゴ㡖ǊǄ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 
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 খ᭄ ᦣ䗄 

 password 䖰⿟⫼᠋ line 㒓䏃ⱘষҸǄ 

 0|7  ষҸⱘࡴᆚ㉏ൟˈ0 ᮴ࡴᆚˈ7 ㅔऩࡴᆚǄ 
খ᭄䇈ᯢ 

 encrypted-password ষҸ᭛ᴀǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  line 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ੑҸ⫼Ѣ䜡㕂ᇍ䖰⿟⫼᠋䆩೒ⱏᔩ line 㒓䏃䖯㸠䅸䆕ⱘষҸǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᣛᅮ line ⱏᔩষҸЎ red˖ 
Ruijie(config)# line  vty 0 

Ruijie(config-line)# password red 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 login 
೼᥹ষϞ䜡㕂ⱏᔩ偠䆕ᮍᓣЎㅔऩষ

Ҹ偠䆕ᮍᓣ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.17 service password-encryption 

㽕ᇍষҸ䖯㸠ࡴᆚˈ䇋ᠻ㸠 service password-encryption ੑҸˈ䆹ੑҸⱘ no ᘶ໡ࠄ㔎ⳕ⢊ᗕˈ

ԚᰃᏆ㒣ব៤ᆚ᭛ⱘϡӮᘶ໡Ўᯢ᭛Ǆ�

service password-encryption 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ 

 Փ⫼ service password-encryption ੑҸ䖯㸠᥻ࠊˈ䆹ੑҸ咬䅸ᰃ݇䯁ⱘˈ಴ℸ৘⾡

password ഛҹᯢ᭛ᰒ⼎ 䰸̍䴲ᰃⳈ᥹Փ⫼ᆚ᭛䜡㕂ⱘ ᠧ̠ᓔ service password-encryption
ੑҸҹৢˈ䖯㸠 show running ៪ write ֱᄬҹৢˈⳌ݇ password ব៤ᆚ᭛˗བᵰݡ⃵݇

䯁 service password-encryptionˈᏆ㒣বЎᆚ᭛ⱘϡӮᘶ໡Ўᯢ᭛Ǆ 
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~ ⊼ᛣ 
/vrf ݇䬂ᄫˈҙ೼ RSR ㋏㒳䏃⬅఼Ё䗖⫼ʽ 

/ipv6 ݇䬂ᄫˈҙ೼ᬃᣕ IPV6 ⱘ䆒໛Ё䗖⫼ˈབ S̟3760ǃS57ǃS86ʽ 
 

䜡㕂В՟  

՟ 1˖ϟ䴶ⱘ՟ᄤ t̍elnet ⱘⳂⱘ䆒໛ IPV4 ഄഔЎ 192.168.1.1ˈッষՓ⫼咬䅸ؐˈᣛᅮ

⑤᥹ষЎ vlan 1ˈᣛᅮᶹ䆶ⱘ VRF 䏃⬅㸼Ў vpn1˗ 
Ruijie# telnet 192.168.1.1 /source interface vlan 1 /vrf vpn1 

՟ 2˖ϟ䴶ⱘ՟ᄤˈtelnet ⱘⳂⱘ䆒໛ IPV6 ഄഔЎ 2AAA:BBBB::CCCC˗ 
Ruijie# telnet 2AAA:BBBB::CCCC 

 

 ੑҸ ᦣ䗄 

 ip telnet source-interface 
ᣛᅮ᥹ষϞⱘ IP ഄഔ԰Ў Telnet 䖲᥹

ⱘ⑤ഄഔ˗ 

 show session ᶹⳟ䗮䖛ᔧࠡ TTY ᓎゟⱘӮ䆱˗ 

Ⳍ݇ੑҸ 

 exit 䗔ߎᔧࠡ䖲᥹˗ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.1.19 username 

㽕䆒㕂ᴀഄ⫼᠋ৡˈ䇋ᠻ㸠ܼሔ䜡㕂῵ᓣੑҸ usernameǄ 

username name{nopassword|password{password | [0|7]encrypted-password }}  

username name privilege privilege-level 

no username name 

 খ᭄ ᦣ䗄 

 name ⫼᠋ৡǄ 

 password ⫼᠋ষҸǄ 

 0|7 ষҸⱘࡴᆚ㉏ൟˈ0 ᮴ࡴᆚˈ7 ㅔऩࡴᆚǄ 

 encrypted-password ষҸ᭛ᴀǄ 

খ᭄䇈ᯢ 

 privilege-level  ⫼᠋㒥ᅮᴗ䰤ㄝ㑻Ǆ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ 

 䆹ੑҸ⫼Ѣᓎゟᴀഄ⫼᠋᭄᥂ᑧˈկ䅸䆕Փ⫼Ǆ 

~ ⊼ᛣ 
བᵰᣛᅮࡴᆚ㉏ൟЎ 7ˈ߭䕧ܹⱘড়⊩ᆚ᭛䭓ᑺᖙ乏Ўي᭄Ǆ 

䗮ᐌ᮴乏ᣛᅮࡴᆚ㉏ൟЎ 7Ǆϔ㠀ᚙމϟ া᳝̍ᔧ໡ࠊᑊ㉬䌈Ꮖ㒣ࡴᆚ

䖛ⱘষҸᯊˈᠡ䳔㽕ᣛᅮࡴᆚ㉏ൟЎ 7Ǆ  
 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟䜡㕂ϔϾ⫼᠋ৡ੠ষҸˈᑊ㒥ᅮ⫼᠋㑻߿Ў 15 㑻˖ 
Ruijie(config)# username test privilege 15 password 0 pw15 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 login local 䖯㸠ᴀഄ䅸䆕Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.2 配置基本系统管理相关命令 

㋏㒳ㅵ⧚ࣙᣀҹϟⳌ݇ੑҸ˖ 

2.2.1 banner login 

㽕䜡㕂ⱏᔩᷛ乬ֵᙃˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ੑҸ banner loginǄ㽕প⍜ⱏᔩᷛ乬ֵᙃⱘ䜡

㕂ˈՓ⫼ no banner login ੑҸǄ 

banner login c message c 

 খ᭄ ᦣ䗄 

 c 
ⱏᔩᷛ乬ֵᙃⱘߚ䱨ヺˈ↣᮹䗮ֵЁ䯈ϡܕ䆌ߎ⦄䯈

䱨ヺ 
খ᭄䇈ᯢ 

 message  䜡㕂ⱏᔩᷛ乬ֵᙃݙᆍ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
Փ⫼䆹ੑҸৃҹ䜡㕂ⱏᔩᷛ乬ֵᙃˈᔧ⫼᠋ⱏᔩ㋏㒳ᯊˈ䖭ѯֵᙃӮ㹿ᰒ⼎ߎᴹǄབᵰ

䬂ܹ㒧ᴳⱘߚ䱨ヺৢҡ✊䕧ܹᄫヺˈ߭䖭ѯᄫヺᇚ㹿㋏㒳϶ᓗǄ 
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䜡㕂В՟  

ϟ䴶ⱘ⼎՟䖯㸠ⱏᔩᷛ乬ֵᙃⱘ䆒㕂˖ 
Ruijie(config) 

Ruijie(config)# banner login $ enter your password $ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.2.2 banner motd 

㽕䜡㕂↣᮹䗮ⶹֵᙃˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ੑҸ banner motdǄ㽕প⍜↣᮹䗮ⶹⱘ䜡㕂ֵ

ᙃˈՓ⫼ no banner motd ੑҸǄ 

banner motd c message c 

 খ᭄ ᦣ䗄 

 
c 

↣᮹䗮ⶹֵᙃⱘߚ䱨ヺˈ↣᮹䗮ⶹֵᙃЁ䯈ϡܕ䆌ߎ

⦄䯈䱨ヺ 
খ᭄䇈ᯢ 

 message 䜡㕂ⱘ↣᮹䗮ⶹֵᙃݙᆍ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.2.3 clock set 

㽕᠟Ꮉ䜡㕂㋏㒳ᯊ䩳ˈৃҹՓ⫼⡍ᴗ⫼᠋ੑҸ
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2.2.4 clock update-calendar 

ᇚ㋏㒳ⱘ⹀ӊᯊ䩳᳈ᮄЎᔧࠡ䕃ӊᯊ䩳ؐǄ 

clock update-calendar 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 

 ϔѯᑇৄ䰸䕃ӊᯊ䩳໪䖬݋໛⹀ӊᯊ䩳˄calendar˅Ǆ⹀ӊᯊ䩳⬅⬉∴偅ࡼˈेՓ೼䆒໛

݇䯁៪䞡ਃⱘᚙމϟг㛑ᣕ㓁䍄ᯊǄ 

བᵰ㋏㒳ⱘ䕃ӊᯊ䩳੠⹀ӊᯊ䩳ϡৠℹˈ⬅Ѣ䕃ӊᯊ䩳᳈Ў㊒ޚⱘ㓬ᬙˈ䳔㽕䗮䖛䆹ੑ

Ҹᇚ䕃ӊᯊ䩳Ёޚ⹂ⱘᯊ䯈੠᮹ᳳ໡ࠄࠊ⹀ӊᯊ䩳এǄ 

 

䜡㕂В՟  
Փ⫼བϟੑҸৃҹᇚᔧࠡ䕃ӊᯊ䩳ⱘᯊ䯈੠᮹ᳳ໡ࠄࠊ⹀ӊᯊ䩳Ǆ 

Ruijie# clock update-calendar 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.2.5 exec-timeout 

㽕䜡㕂 LINE ϟⱘࠄℸ䆒໛ⱘ䖲᥹䍙ᯊᯊ䯈ˈՓ⫼ exec-timeout ੑҸǄ䗮䖛 no exec-timeout
ੑҸˈপ⍜ LINE ϟⱘ䖲᥹䍙ᯊˈ䖲᥹∌ϡ䍙ᯊǄ 

exec-timeout minutes [seconds] 

no exec-timeout 

 খ᭄ ᦣ䗄 খ᭄䇈ᯢ 

 minutes ᣛᅮⱘ䍙ᯊᯊ䯈ⱘߚ䩳᭄˗ 
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 seconds ˄ৃ䗝খ᭄˅ᣛᅮⱘ䍙ᯊᯊ䯈ⱘ⾦᭄˗ 

 

㔎ⳕ䜡㕂  㔎ⳕⱘ䍙ᯊᯊ䯈Ў 10 minǄ 

 

ੑҸ῵ᓣ  LINE 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
བᵰ೼ᣛᅮⱘᯊ䯈ݙˈℸ䖲᥹≵᳝ӏԩ䕧ܹ䕧ֵߎᙃˈᇚЁᮁℸ䖲᥹ˈᑊᘶ໡ℸ LINE Ў

ぎ䯆ৃ⫼⢊ᗕǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮ line vty 0 ⱘ䖲᥹䍙ᯊᯊ䯈Ў 5 ߚ 30 ⾦˖ 
Ruijie(config-line)# exec-timeout 5  30 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.2.6 hostname 

㽕ᣛᅮ៪ׂᬍ䆒໛ⱘЏᴎৡˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ hostnameǄ 

hostname name 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ  

name 
䆒໛ⱘЏᴎৡˈা㛑Փ⫼ᄫヺІǃ᭄ᄫҹঞ䖲᥹ヺǄ

᳔໻䭓ᑺЎ 63 ϾᄫヺǄ 

 � G 	 Ä A È � â . 0 3 5 1 . 2 C D 5 0  1  T f 
 1 2 . 9 7  0 . 7 5 4  T d 
 [ - 1 . 5 0 9  T D 
 [ < 1 C D 4 0 E F B 4 B 5 9 E 4 5 8 0 0 3 9 1 B 1 C 8 1 B E 2 R u i j i 
 - 0 . 0 0 0 2  T c  2 2 . 2 5 1  0  T d 
 [ ( n a m ) 7 ( m e ) T j 
 / C 2 _ 0  1  T f 
 0  T c  4 . 7 2  0  T d 
 > ] T J 
 / T T 0 9 4 1  0 . 2 4  2 0  0  T d 
 (  ) T j 
 E T 
 6 0 9 4 1  0 . . 0 6  0 . 2 4  2 0 . 3 4  r e 
 f 
 6 1 . 2  4 7 6 . 0 6  6 3 . 1 2  0 . 2 4  r e 
 f 
 B T 2  T c 7 8 0  T c  1 0 . 5  0  0  1 0 . 5  1 3 6 . 6 8  5 0 0 . 2 4 0 3  T m 
 (  ) T j 
 / C 2 _ 0  1 . 2  2 2  T r  1 0 . 0 2  0  0  1 0 . 0 2  1 F F 5 1 4 E 3 2 . 6 6 0 3  T m 
 [ < 1 4 4 7 > - 6 < 0 9 C 4 4 1 C 8 1 B E 2 > ] T J 
 / T T 2  1  T f 
 0  T r  4 . 0 1 2  0  T d 
 (  ) T j 
 / T T 0  1  T f 
 1 . 6 7 7  0 . 0 1 2  T d 
 ( . 0 2 C 5 8 0 4 0 F 1 D 0 E 0 9 E 1 2 . 9 7 F F 5 1 4 E 3 2 . 6 6 0 3  T 0  1  T f 
 
 E T 9 5 . 8 4 . 7 2  0  T d 
 > ] T J 
 / T T 1 8 6 4  . 2 4  2 0  0  T d 
 (  ) T j 
 E T 
 6 1 8 6 4  . . 0 6  0 . 2 4  2 0 . 3 4  r e 
 f 
 6 1 . 2  4 7 6 . 0 6  6 3 . 1 2  0 . 2 4  r e 
 f 
 B T 1 7 7  1  T f 
 1 0 . 0 2  0  0   1 0 . 5  1 3 6 . 6 8  5 0 0 . 2 4 0 3  T m 
 (  ) T j 
 / C 2 _ 0  1  2 . 7 4  T r  1 0 . 0 2 8 0 4 0 - F > 6 < 1 D 0 0  0  1 D 0 2 . 6 6 0 3  T m 
 [ < 1 4 4 7 > - 6 < 0 9 C 4 4 1 C 8 1 B E 2 > ] T J 
 / T T 2  1  T f 
 0  T r  4 . 0 1 6 0  T d 
 (  ) T j 
 / T T 0  1  T f 
 1 . 6 7 7  0 . 0 1 2  T d 
 ( . 0 2 8 D B 1 1 6 E 1 7 E A 0 f 
 1 2 . 9 1 0 . 5 6 < 1 D T d 
 [ - 6 2 ) T j A 0 7 F F ) T j 
 T d 
 [ C 2 _ F C 1 1 2 B > 6 < 3 0 0 C 1 D 0 0 B C 2  4 0  1  0 A 6 0 5 0 9  T D 
 [ < 1 C D 4 0 E F B 4 B 5 1 4 7 A > 1 . 2 2 6 . 6 6 / T T 1  1 C H
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no session-timeout 

 খ᭄ ᦣ䗄 

 minutes ᣛᅮⱘ䍙ᯊᯊ䯈ⱘߚ䩳᭄˗ খ᭄䇈ᯢ 

 output ᰃ৺ᇚ䕧ߎ᭄᥂г԰Ў䕧ܹˈᴹ߸ᮁᰃ৺䍙ᯊ˗ 

 

㔎ⳕ䜡㕂  㔎ⳕⱘ䍙ᯊᯊ䯈Ў 0 minǄ 

 

ੑҸ῵ᓣ  LINE 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
བᵰ೼ᣛᅮⱘᯊ䯈ݙ Ң̍ᔧࠡ LINE ϞᏆ㒣ᓎゟⱘࠄ䖰⿟㒜ッⱘӮ䆱ˈ≵᳝ӏԩ䕧ܹ䕧ߎ

ֵᙃˈᇚЁᮁℸ䖲᥹ˈᑊᘶ໡ℸ LINE Ўぎ䯆ৃ⫼⢊ᗕǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮ line vty 0 ⱘӮ䆱䍙ᯊᯊ䯈Ў 5 ߚ 30 ⾦˖ 
Ruijie(config-line)# exec-timeout 5  30 
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Փ⫼ᣛᇐ  Փ⫼䆹ੑҸ䆒㕂㒜ッ䆒໛ⱘ䗮䆃䗳⥛Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᇚІষ䗳⥛䆒㕂Ў 57600 bps˖ 
Ruijie(config)# line console 0 

Ruijie(config-line)# speed 57600 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.2.11 write 

ᇚ㋏㒳䜡㕂˄running-config˅ֱᄬࠄᣛᅮԡ㕂Ǆ 

write [ memory | network | terminal ] 

 খ᭄ ᦣ䗄 

 
memory 

ᇚ㋏㒳䜡㕂ܹݭ NVRAMˈㄝৠѢ copy 
running-config startup-configǄ 

 
network 

ᇚ㋏㒳䜡㕂ֱᄬࠄ TFTP ᳡఼ࡵϞˈㄝৠѢ copy 
running-config tftpǄ 

খ᭄䇈ᯢ 

 terminal ᰒ⼎㋏㒳䜡㕂ˈㄝৠѢ show running-configǄ 

 

㔎ⳕ䜡㕂   

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 
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 ੑҸ ᦣ䗄 

 copy ᇍ䆒໛䜡㕂᭛ӊ䖯㸠໡ࠊ Ⳍ݇ੑҸ 

 show running-config ᶹⳟ㋏㒳䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

2.3 显示相关命令 

2.3.1 show clock 

㽕ᶹⳟ㋏㒳ᯊ䯈ˈ䇋ᠻ㸠⡍ᴗ⫼᠋῵ᓣੑҸ show clockǄ 

show clock 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼䆹ੑҸৃҹᶹⳟᔧࠡ㋏㒳ᯊ䩳ˈdetail 䗝乍ᇚᰒ⼎㋏㒳ᯊ䩳ᴹ⑤Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᰃᠻ㸠 show clock ੑҸⱘϔϾ⼎՟˖ 
Ruijie# show clock 

clock: 2003-3-17 10:27:21 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 clock set 䆒㕂㋏㒳ᯊ䩳 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 - - 

2.3.2 show line 

㽕ᶹⳟ㒓䏃ⱘ䜡㕂ֵᙃˈ೼⡍ᴗ῵ᓣϟˈᠻ㸠ੑҸ show lineǄ 

show line [console line-num | aux line-num | vty line-num | line-num] 

 খ᭄ ᦣ䗄 

 console ᶹⳟ᥻ৄࠊ㒓䏃ⱘ䜡㕂ֵᙃ 

 aux ᶹⳟ aux 㒓䏃ⱘ䜡㕂ֵᙃ 

 vty ᶹⳟ vty 㒓䏃ⱘ䜡㕂ֵᙃ 

খ᭄䇈ᯢ 

 line-num ᶹⳟⱘ line 㒓䏃 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼䆹ੑҸˈᶹⳟ↣ᴵ㒓䏃ⱘ䜡㕂ֵᙃǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᇚᶹⳟ console ষⱘ䜡㕂ֵᙃ˖ 
Ruijie# show line console 0 

CON     Type    speed   Overruns 

* 0     CON     9600    45927 

Line 0, Location: "", Type: "vt100" 

Length: 24 lines, Width: 79 columns 

Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 

Timeouts:      Idle EXEC    Idle Session 

               never        never 

History is enabled, history size is 10. 

Total input: 53564 bytes 

Total output:  395756 bytes 

Data overflow:  27697 bytes 

stop rx interrupt:  0 times 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

2.3.3 show reload 

㽕ᶹⳟ㋏㒳ⱘ䞡ᮄਃࡼ䆒㕂ˈ䇋೼⡍ᴗ⫼᠋῵ᓣϟᠻ㸠ੑҸ show  reloadǄ 

show reload 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼䆹ੑҸৃҹᶹⳟ㋏㒳ⱘ䞡ᮄਃࡼ䆒㕂Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᶹⳟ㋏㒳䞡ᮄਃࡼⱘ䆒㕂˖ 
Ruijie# show reload 

Reload scheduled in 595 seconds. 

At 2003-12-29 11:37:42 

Reload reason: test. 

 

 



෎⸔䜡㕂ㅵ⧚ੑҸ 

2-29 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 





䜡㕂 LINE ੑҸ 
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3 配置 LINE 命令 

3.1 LINE 配置相关命令 

3.1.1 access-class 

䆒㕂 Line ϟᑨ⫼ⱘ ACL˄䆓䯂᥻߫ࠊ㸼˅ǄՓ⫼ access-class  acl-no { in | out } ੑҸ䜡

㕂 Line ϟⱘ䆓䯂᥻߫ࠊ㸼ǄՓ⫼ no access-class access-list-number  {in | out} ੑҸপ⍜

LINE ϟⱘ ACL 䜡㕂Ǆ 

[no] access-class access-list-number {in | out} 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

3.1.2 line 

䖯ܹࠄᣛᅮⱘ LINE ῵ᓣˈՓ⫼ҹϟੑҸ˖ 

line [aux | console | tty | vty] first-line [last-line] 

 খ᭄ ᦣ䗄 

 aux 䕙ষˈϔ㠀ҙᄬ೼䏃⬅఼㋏߫ѻકϞ 

 console ᥻ࠊষ 

 tty ᓖℹষˈϔ㠀ҙᄬ೼䏃⬅఼㋏߫ѻકϞ 

 vty 㰮㒜ッ㒓䏃ˈ䗖⫼Ѣ telnet/ssh 䖲᥹ 

 First-line 㽕䖯ܹⱘ first-line 㓪ো 

খ᭄䇈ᯢ 

 Last-line 㽕䖯ܹⱘ last-line 㓪ো 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䖯ܹⱘᣛᅮⱘ LINE ῵ᓣǄ 

 

䜡㕂В՟  
䖯ܹࠄ LINE VTY 1 ࠄ 3 ⱘ LINE ῵ᓣ˖ 

Ruijie(config)# line vty 1 3 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

3.1.3 line vty 
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䆹ੑҸৃҹ๲ࡴᔧࠡৃҹՓ⫼ⱘ VTY 䖲᥹᭄ⳂǄ䗮䖛䆹ੑҸⱘ no খ᭄ৃҹޣᇥᔧࠡৃҹՓ

⫼ⱘ VTY 䖲᥹᭄ⳂǄ 

line vty line-number 

no line vty line-number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈৃ⫼ⱘ VTY 䖲᥹᭄ⳂЎ 5ˈ㓪োЎ 0--4Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᔧ䳔㽕๲ࡴ៪㗙ޣᇥৃ⫼ⱘ VTY 䖲᥹᭄ⳂᯊˈৃҹՓ⫼Ϟ䗄ੑҸᅲ⦄Ǆ 

 

䜡㕂В՟  

՟ 1˖ᇚৃ⫼ⱘ VTY 䖲᥹᭄Ⳃ๲ࠄࡴ 20ˈৃ⫼ VTY 㓪ো㣗ೈЎ 0--19Ǆ 

Ruijie(config)# line vty 19 

՟ 2˖ᇚৃ⫼ⱘ VTY 䖲᥹᭄Ⳃޣᇥࠄ 10ˈৃ⫼ VTY 㓪ো㣗ೈЎ 0—9Ǆ 

Ruijie(config)# line vty 10 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

3.1.4 transport input 

䆒㕂 Line ϟৃҹ䗮䆃ⱘᣛᅮण䆂ˈՓ⫼ transport input ੑҸ䆒㕂 Line ϟৃҹ䗮䆃ⱘण䆂Ǆ

Փ⫼ default  transport  input ᘶ໡Ў LINE ϟܕ䆌䗮䆃ⱘण䆂Ў㔎ⳕؐǄ 

transport input {all | ssh | telnet | none} 

default transport input 

 খ᭄ ᦣ䗄 

 all 䜡㕂䆹 Line ϟˈܕ䆌᠔᳝ⱘण䆂䗮䆃Ǆ 

খ᭄䇈ᯢ 

 ssh 䜡㕂䆹 Line ϟˈাܕ䆌 SSH ण䆂䗮䆃Ǆ 
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 telnet 䜡㕂䆹 Line ϟˈাܕ䆌 Telnet ण䆂䗮䆃Ǆ 

 none 䜡㕂䆹 Line ϟˈϡܕ䆌ӏԩण䆂䗮䆃Ǆ 

 

㔎ⳕ䜡㕂  
㔎ⳕ䆒㕂ᯊ V̍TY 䆌᠔᳝ⱘण䆂䗮䆃Ǆ㗠݊ᅗ㉏ൟⱘܕ TTY ⱘ咬䅸ؐЎ NONEˈϡܕ䆌

ӏԩण䆂䗮䆃Ǆᔧ䆒㕂њⳌᑨⱘण䆂ৃҹ䗮䆃ৢˈৃҹՓ⫼ default transport input ੑ

Ҹᇚ䆒㕂ᘶ໡Ў咬䅸ؐǄ 

 

ੑҸ῵ᓣ  Line 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

䆹ੑҸ䜡㕂 Line ῵ᓣϟܕ䆌䗮䆃ⱘण䆂ǄVTY ೼咬䅸ᚙމϟˈܕ䆌᠔᳝ण䆂䗮ֵǄᔧ䜡

㕂њܕ䆌䗮䆃ⱘण䆂ৢˈা᳝䜡㕂ⱘण䆂ᠡৃҹ೼ᇍᑨⱘ VTY Ϟ䖲᥹៤ࡳǄՓ⫼ show 
running ੑҸᶹⳟ Line ϟⱘ䜡㕂ֵᙃǄ 

& 䇈ᯢ 
ᘶ໡咬䅸䜡㕂Փ⫼ default  transport  input ੑҸǄno transport 
input ੑҸˈᇚ⽕ℶᇍᑨ LINE ῵ᓣϟ᠔᳝ⱘ䗮ֵण䆂Ǆ䆒㕂㒧ᵰϢ

transport input none ⳌৠǄ  
 

䜡㕂В՟  

䆒㕂೼ line vty 0 4 ϟˈাܕ䆌 telnet ण䆂ⱏᔩ˖ 

Ruijie# configure terminal  

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# transport input telnet 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show running ᶹⳟⱘ⢊ᗕֵᙃǄ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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4 配置网络连通性测试工具命令 

4.1 配置相关命令 

4.1.1 ping 

䆹ੑҸ⫼ᴹ⌟䆩㔥㒰ⱘ䖲䗮ᗻˈৃҹ᳝ᬜⱘᐂࡽ⫼᠋䆞ᮁǃᅮԡ㔥㒰Ёⱘ䖲䗮ᗻ䯂乬ǄੑҸ

Ḑᓣབϟ˖ 

ping [vrf vrf-name] [ip] [ip-address [length length ] [ntimes times] [timeout seconds] [data 
data] [source source] [df-bit] [validate]] 

 খ᭄ ᦣ䗄 
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 length ᣛᅮথ䗕᭄᥂ࣙⱘ䭓ᑺ 

 times ᣛᅮথ䗕᭄᥂ࣙⱘϾ᭄ 

 seconds ᣛᅮ䍙ᯊⱘᯊ䯈 

 data ᣛᅮ฿ܙ᧖᥂ 

 

 
source 

ᣛᅮ⑤ IPv6 ഄഔ៪⑤᥹ষǄ݊ Ё ⦃̍ಲ᥹ষഄഔ˄ ՟

བ::1˅ϡܕ䆌԰Ў⑤ഄഔǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ೼ᣛᅮⱘᯊ䯈˄ 㔎ⳕЎ 2 ⾦ ݙ˅ 䗕̍ 5 Ͼ䭓ᑺЎ 100Byte ⱘ᭄᥂ࣙࠄᣛᅮⱘ IP ഄഔǄ

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 

 Ping ipv6 ੑҸ䖤㸠೼᱂䗮⫼᠋῵ᓣ੠⡍ᴗ⫼᠋῵ᓣϟˈ೼᱂䗮⫼᠋῵ᓣϟˈা㛑䖤㸠෎

ᴀⱘ ping ipv6 㛑ˈ㗠೼⡍ᴗ⫼᠋῵ᓣϟˈ߭䖬ৃҹ䖤㸠ࡳ ping ipv6 ⱘᠽሩࡳ㛑Ǆ᱂䗮

ⱘ ping ipv6 㛑ˈৃҹ೼᱂䗮⫼᠋῵ᓣ੠⡍ᴗ⫼᠋῵ᓣϟᠻ㸠ˈ㔎ⳕ೼ᣛᅮⱘᯊ䯈˄㔎ࡳ

ⳕЎ 2 䗕ˈݙ˅⾦ 5 Ͼ䭓ᑺЎ 100Byte ⱘ᭄᥂ࣙࠄᣛᅮⱘ IP ഄഔˈབᵰ᳝ᑨㄨˈ߭ᰒ⼎

ϔϾ‘!’ˈབᵰ≵᳝ᑨㄨˈ߭ᰒ⼎ϔϾ‘.’ˈབᵰᑨㄨⱘ᭄᥂ݙᆍϢ䇋∖ⱘ᭄᥂ݙᆍϡऍ䜡ˈ

߭ᰒϡ ϔϾ‘C’ˈ᳔ৢ䕧ߎϔϾ㒳䅵ֵᙃǄᠽሩ ping ipv6 㛑ˈা㛑೼⡍ᴗ⫼᠋῵ᓣϟࡳ

ᠻ㸠ˈ೼ᠽሩ ping Ёˈৃҹᣛᅮথ䗕᭄᥂ࣙⱘϾ᭄ǃ䭓ᑺˈ䍙ᯊⱘᯊ䯈ㄝㄝˈ੠᱂䗮ⱘ

ping ipv6 ϔϾ㒳䅵ֵᙃǄ㌀㛜堀ߎ㛑ϔḋˈ᳔ৢг䕧ࡳ
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 - - 

 

ᑇৄ䇈ᯢ  䆹ੑҸ೼᠔᳝ᬃᣕ ipv6 䆒໛ϞഛᬃᣕǄ 

 
 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

4.1.3 traceroute 

ᠻ㸠 traceroute ੑҸˈৃҹᰒ⼎⫼Ѣ⌟䆩ⱘ᭄᥂ࣙҢ⑤ഄഔࠄⳂⱘഄഔ᠔㒣䖛ⱘ᠔᳝㔥݇. 

traceroute [vrf] [vrf-name] [ip ip-address][ip-adress [probe number ] [source source] 
[timeout seconds] [ttl minimum maximum]] 

 খ᭄ ᦣ䗄 

 vrf-name VRF ৡᄫ 

 Ip-address ᣛᅮ IPv4 ഄഔǄ 

 number ᣛᅮথ䗕ⱘ᥶⌟ⱘ᭄䞣 

 source 
ᣛᅮ⑤ IPv4 ഄഔ៪⑤᥹ষǄ݊ Ё ⦃̍ಲ᥹ষഄഔ˄ ՟

བ 127.0.0.1˅ϡܕ䆌԰Ў⑤ഄഔǄ 

 seconds ᣛᅮ䍙ᯊᯊ䯈 

খ᭄䇈ᯢ 

 minimum maximum 
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2      192.168.9.2      4 msec  4 msec 4 msec 

3      192.168.9.1      8 msec  8 msec  4 msec 

4      192.168.0.10     4 msec  28 msec  12 msec 

5      202.101.143.130     4 msec  16 msec  8 msec 

6      202.101.143.154    12 msec  8 msec  24 msec 

7      61.154.22.36     12 msec  8 msec  22 msec 

ҢϞ䴶ⱘ㒧ᵰˈৃҹ⏙ἮഄⳟࠄˈҢ⑤ഄഔ㽕䆓䯂 IP ഄഔЎ 61.154.22.36 ⱘЏᴎˈ㔥㒰

᭄᥂ࣙ䛑㒣䖛њાѯ㔥݇˄1ˉ6˅ˈৠᯊ㒭ߎњࠄ䖒䆹㔥݇᠔㢅䌍ⱘᯊ䯈ˈ䖭ᇍѢ㔥㒰

 ᵤˈᰃ䴲ᐌ᳝⫼ⱘǄߚ

՟ 2˖㔥㒰Ёᶤѯ㔥݇ϡ䗮ⱘ traceroute ՟ᄤ˖ 

Ruijie# traceroute 202.108.37.42 

< press Ctrl+C to break > 

Tracing the route to 202.108.37.42 

1      192.168.12.1     0 msec  0 msec  0 msec 

2      192.168.9.2        0 msec  4 msec 4 msec 

3      192.168.110.1     16 msec  12 msec  16 msec 

4      *  *  * 

5      61.154.8.129      12 msec  28 msec  12 msec 

6      61.154.8.17        8 msec  12 msec  16 msec 

7      61.154.8.250      12 msec  12 msec  12 msec 

8      218.85.157.222    12 msec  12 msec  12 msec 

9      218.85.157.130    16 msec  16 msec  16 msec 

10      218.85.157.77    16 msec  48 msec  16 msec 

11      202.97.40.65     76 msec  24 msec  24 msec 

12      202.97.37.65     32 msec  24 msec  24 msec 

13      202.97.38.162    52 msec  52 msec  224 msec 

14      202.96.12.38      84 msec  52 msec  52 msec 

15      202.106.192.226    88 msec  52 msec  52 msec 

16      202.106.192.174    52 msec  52 msec  88 msec 

17      210.74.176.158    100 msec  52 msec  84 msec 

18      202.108.37.42     48 msec  48 msec  52 msec 

ҢϞ䴶ⱘ㒧ᵰˈৃҹ⏙ἮഄⳟࠄˈҢ⑤ഄഔ㽕䆓䯂 IP ഄഔЎ 202.108.37.42 ⱘЏᴎˈ㔥

㒰᭄᥂ࣙ䛑㒣䖛њાѯ㔥݇˄1ˉ17˅ˈᑊϨ㔥݇ 4  њᬙ䱰Ǆ⦃ߎ

Ruijie# traceroute www.ietf.org 

Translating " www.ietf.org "...[OK] 

< press Ctrl+C to break > 

Tracing the route to 64.170.98.32 

1      192.168.217.1   0 msec  0 msec  0 msec 

2      10.10.25.1         0 msec  0 msec  0 msec 
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3      10.10.24.1         0 msec  0 msec  0 msec 

4      10.10.30.1         10 msec 0 msec  0 msec 

5      218.5.3.254        0 msec  0 msec  0 msec 

6      61.154.8.49        10 msec 0 msec  0 msec 

7      202.109.204.210    0 msec  0 msec  0 msec 

8      202.97.41.69       20 msec 10 msec 20 msec 

9      202.97.34.65       40 msec 40 msec 50 msec 

10     202.97.57.222      50 msec 40 msec 40 msec 

11     219.141.130.122    40 msec 50 msec 40 msec 

12     219.142.11.10      40 msec 50 msec 30 msec 

13     211.157.37.14      50 msec 40 msec 50 msec 

14     222.35.65.1        40 msec 50 msec 40 msec 

15     222.35.65.18       40 msec 40 msec 40 msec 

16     222.35.15.109      50 msec 50 msec 50 msec 

17     *       *       * 

18    64.170.98.32      40 msec 40 msec 40 msec 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  - 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

4.1.4 traceroute ipv6 

ᠻ㸠 traceroute ipv6 ੑҸˈৃҹᰒ⼎⫼Ѣ⌟䆩ⱘ᭄᥂ࣙҢ⑤ഄഔࠄⳂⱘഄഔ᠔㒣䖛ⱘ᠔᳝㔥

݇Ǆ 

traceroute [ipv6 ip-address][ [probe number ] [timeout seconds] [ttl minimum maximum]] 

 খ᭄ ᦣ䗄 

 Ip-address ᣛᅮ IPv6 ഄഔ៪ඳৡǄ 

 number ᣛᅮথ䗕ⱘ᥶⌟ⱘ᭄䞣 

 seconds ᣛᅮ䍙ᯊᯊ䯈 

খ᭄䇈ᯢ 

 minimum maximum ᣛᅮ᳔ᇣ੠᳔໻ TTL ؐ 
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㔎ⳕ䜡㕂  ᮴  

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  
Traceroute ipv6 ੑҸЏ㽕⫼ѢẔᶹ㔥㒰ⱘ䖲䗮ᗻˈᑊ೼㔥㒰ᬙ䱰থ⫳ᯊˈޚ⹂ⱘᅮԡᬙ

䱰থ⫳ⱘԡ㕂Ǆ㽕Փ⫼ඳৡࡳ㛑ˈ߭㽕ܜ䜡㕂ඳৡ᳡݋ˈ఼ࡵԧ䜡㕂䇋খ㗗 DNS 䜡㕂䚼

 Ǆߚ

 

䜡㕂В՟ 

 ҹϟЎᑨ⫼ traceroute ipv6 ⱘϸϾ՟ᄤˈϔϾЎ㔥㒰䖲᥹⬙䗮ˈϔϾЎ㔥㒰䖲᥹ᄬ೼ᶤ

ѯ㔥݇ϡ䗮ⱘᚙމǄ 

՟ 1˖㔥㒰⬙䗮ⱘ traceroute ipv6 ՟ᄤ˖ 

Ruijie# traceroute ipv6 3004::1 

  < press Ctrl+C to break > 

Tracing the route to 3004::1 

1      3000::1         0 msec  0 msec  0 msec 

2      3001::1         4 msec  4 msec 4 msec 

3      3002::1         8 msec  8 msec  4 msec 

4      3004::1         4 msec  28 msec  12 msec 

ҢϞ䴶ⱘ㒧ᵰৃҹ⏙ἮഄⳟࠄˈҢ⑤ഄഔ㽕䆓䯂 IP ഄഔЎ 3004::1 ⱘЏᴎˈ㔥㒰᭄᥂

ࣙ䛑㒣䖛њાѯ㔥݇˄1ˉ4˅ˈৠᯊ㒭ߎњࠄ䖒䆹㔥݇᠔㢅䌍ⱘᯊ䯈ˈ䖭ᇍѢ㔥㒰ߚᵤˈ

ᰃ䴲ᐌ᳝⫼ⱘǄ 

՟ 2˖㔥㒰Ёᶤѯ㔥݇ϡ䗮ⱘ traceroute ipv6 ՟ᄤ˖ 

Ruijie# traceroute ipv6 3004::1 

  < press Ctrl+C to break > 

Tracing the route to 3004::1 

1      3000::1         0 msec  0 msec  0 msec 

2      3001::1         4 msec  4 msec 4 msec 

3      3002::1         8 msec  8 msec  4 msec 

4      * * * 

5      3004::1         4 msec  28 msec  12 msec 

ҢϞ䴶ⱘ㒧ᵰৃҹ⏙ἮഄⳟࠄˈҢ⑤ഄഔ㽕䆓䯂 IP ഄഔЎ 3004::1 ⱘЏᴎˈ㔥㒰᭄᥂

ࣙ䛑㒣䖛њાѯ㔥݇˄1ˉ5˅ˈᑊϨ㔥݇ 4  њᬙ䱰Ǆ⦃ߎ

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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5 配置接口命令 

5.1 配置相关命令 

5.1.1 carrier-delay 

೼᥹ষ䜡㕂῵ᓣϟՓ⫼ੑҸ carrier-delay ೼᥹ষ䆒㕂䕑⊶ᯊᓊ Փ̍⫼ᴀੑҸⱘ no ᔶᓣ䖨ಲ

㔎ⳕؐǄ 

carrier-delay [ seconds ] 

no carrier-delay 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 seconds ৃ䗝খ᭄ˈҹ⾦Ўऩԡˈ㣗ೈ 1̚60 ⾦Ǆ 

 

㔎ⳕ䜡㕂  䕑⊶ᯊᓊ㔎ⳕؐᰃ 2 ⾦Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 䆹খ᭄ᰃᣛ᥹ষ䫒䏃ⱘ䕑⊶Ẕ⌟ֵো DCD Ң Down ⢊ᗕࠄ Up ⢊ᗕⱘᯊ䯈ᓊᯊˈབᵰ

DCD ೼ᓊᯊПݙথ⫳ব࣪ˈ䙷М㋏㒳ᇚᗑ⬹䖭⾡ⱘ⢊ᗕⱘব࣪㗠ϡ㟇ѢϞሖⱘ᭄᥂䫒䏃

ሖ䞡ᮄणଚǄ 

བᵰ DCD 䕑⊶Ёᮁᯊ䯈↨䕗䭓ˈ䙷Мᇚ䆹খ᭄䆒䭓ѯˈৃҹሑᖿࡴ䗳䏃⬅∛㘮ˈҹ֓䏃

⬅㸼ৃҹ䕗ᖿⱘᬊᬯǄབᵰⳌডˈDCD 䕑⊶Ёᮁᯊ䯈ᇣѢ䏃⬅∛㘮᠔㢅ⱘᯊ䯈ˈ䙷Мᑨ

䆹ᇚ䆹খ᭄䆒㕂Ⳍᇍⱘ໻ѯˈҹܡ䗴៤≵᳝ᖙ㽕ⱘ䏃⬅ᤃ㤵Ǆ 

 

䜡㕂В՟  
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 - - 

5.1.2 clear counters 

⏙䰸᥹ষ䅵఼᭄ 

clear counters [interface-id] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interface-id ᥹ষ㉏ൟ੠᥹ষোǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  
᥹ষⱘ㒳䅵ؐৃҹ䗮䖛⡍ᴗ῵ᓣੑҸ show interfaces ᶹⳟˈ೼⡍ᴗ῵ᓣϟՓ⫼ clear 
counters ੑҸˈৃҹᇚ᥹ষⱘ㒳䅵ؐ⏙䳊Ǆབᵰϡᣛᅮ᥹ষˈ߭ᇚ᠔᳝ⱘ᥹ষ䅵఼᭄⏙

䳊Ǆ 

 

䜡㕂В՟  Ruijie# clear counters gigabitethernet 1/1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.3 clear interface 

᥹ষ⹀ӊ໡ԡ 

clear interface interface-id 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interface-id ᥹ষ㉏ൟ੠᥹ষোǄ 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ 
 䆹ੑҸাᇍ Switch Port,L2 Aggregrate port ⱘ៤ਬッষ,Routed port,L3 Aggregate port

ⱘ៤ਬッষ᳝ᬜǄᠻ㸠䆹ੑҸⳌᔧѢᇍ᥹ষ㒥ᅮᠻ㸠 shutdown ੠ no shutdown ੑҸǄ

 

䜡㕂В՟  Ruijie# clear interface gigabitethernet 1/1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 shutdown ݇䯁᥹ষ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.4 descriptioin 

䆒㕂᥹ষⱘ߿ৡǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕؐǄ 

description string 

no description 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 string  ᥹ষⱘ߿ৡǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ≵᳝߿ৡǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼ show interfaces ੑҸᶹⳟ᥹ষֵᙃˈࣙᣀ߿ৡǄ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# description GBIC-1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.5 duplex 

೼᥹ষ䜡㕂῵ᓣϟˈՓ⫼䆹ੑҸ䖯㸠᥹ষⱘঠᎹ䆒㕂ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡

Ў㔎ⳕؐǄ 

duplex {auto | full | half} 

no duplex 

 খ᭄ ᦣ䗄 

 auto 㸼⼎ܼঠᎹ੠ञঠᎹ㞾䗖ᑨǄ 

 full 㸼⼎ܼঠᎹǄ 
খ᭄䇈ᯢ 

 half  㸼⼎ञঠᎹǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃܼঠᎹ੠ञঠᎹ㞾䗖ᑨǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
᥹ষⱘঠᎹሲᗻϢ᥹ষⱘ㉏ൟ᳝݇ǄৃҹՓ⫼ show interfaces ੑҸᶹⳟ᥹ষঠᎹⱘ䆒

㕂Ǆ 

 

䜡㕂В՟  Ruijie(config-if)# duplex full 

 

 ੑҸ ᦣ䗄 
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䆹ੑҸᠧᓔ៪݇䯁⌕䞣᥻ࠊǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡Ў㔎ⳕؐǄ 

flowcontrol {auto | off | on} 

no flowcontrol 

 খ᭄ ᦣ䗄 

 auto 㞾णଚ⌕䞣᥻ࠊǄ 

 off ݇䯁⌕䞣᥻ࠊǄ 
খ᭄䇈ᯢ 

 on ᠧᓔ⌕䞣᥻ࠊǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃ݇䯁⌕䞣᥻ࠊǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼ show interfaces ᶹⳟ᥹ষ⌕䞣᥻ࠊ੠ᅲ䰙ⱘ⌕䞣᥻ࠊǄ 

 

䜡㕂В՟  

ᠧᓔगܚҹ໾㔥᥹ষ 1/1 ⱘ⌕䞣᥻ࠊ˖ 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# flowcontrol on 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.7 interface aggregateport 

䆹ੑҸᰃ῵ᓣᇐ㟾ੑҸˈ߯ᓎ៪䆓䯂ϔϾ㘮ড়䫒䏃᥹ষˈᑊ䖯ܹ᥹ষ䜡㕂῵ᓣǄՓ⫼䆹ੑҸ

ⱘ no 䗝乍ߴ䰸䆹᥹ষǄ 

interface aggregateport port-number  

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 port-number Aggregate port োˈ㣗ೈ⬅䆒໛੠ᠽሩ῵ഫއᅮǄ 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ   

 

 
 a g g r e g a t e  p o r tЁ Ǆa g g r e g a t e  p o r tⱘ ᠔ ᳝ ៤ a g g r e g a t e  p o r t
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 

 

ᑇৄ䇈ᯢ  S2900 ㋏߫䆒໛᮴ᖿ䗳ҹ໾ষǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.9 interface giagbitEthernet 

䆹ੑҸᰃ῵ᓣᇐ㟾ੑҸˈ䗝ᢽगܚҹ໾㔥᥹ষˈᑊ䖯ܹ᥹ষ䜡㕂῵ᓣǄ 

interface gigabitEthernet  mod-num/port-num 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ  

mod-num/port-num 
῵ഫো/῵ഫϞⱘッষোˈ㣗ೈ⬅䆒໛੠ᠽሩ῵ഫއ

ᅮǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 䆹ੑҸ≵᳝ no 䗝乍ˈ䆹㉏ൟ᥹ষϡ㛑ߴ䰸ǄՓ⫼ show interfaces ៪ show interfaces 

gigabitEthernet ੑҸᶹⳟ᥹ষ䆒㕂Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitEthernet 1/2 

Ruijie(config-if)# 

 

 ੑҸ 



䜡㕂᥹ষੑҸ 

5-8 

5.1.10 interface vlan 

䆹ੑҸᰃ῵ᓣᇐ㟾ੑҸˈ߯ ᓎ៪䆓䯂ϔϾࡼᗕѸᤶ㰮ᢳ᥹ষ˄ switch virtual interface S̍VI˅̍
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䱰থ⫳ⱘԡ㕂Ǆ 

 

䜡㕂В՟  

Ruijie(config)#interface gigabitEthernet 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#line-detect 

Interface : GigabitEthernet 0/1 

start cable-diagnoses,please wait... 

cable-daignoses end!this is result: 

4 pairs 

pair state      length(meters) 

---- ---------- -------------- 

A    Ok         1              

pair state      length(meters) 

---- ---------- -------------- 

B    Ok         2              

pair state      length(meters) 

---- ---------- -------------- 

C    Short      1              

pair state      length(meters) 

---- ---------- -------------- 

D    Short      1              

ᰒ⼎乍 㾷䞞 

pairs ᰃᣛ㒓㓚䞠䴶ࣙ৿ⱘ㒓ᇍ᭄Ⳃˈབঠ㒲㒓ᰃ⬅ಯᇍ㒓㒘ড়㗠៤Ǆ 

state 
ᔧࠡ㒓ᇍⱘ⢊ᗕˈ᳝݅ϝϾؐ˖OK˄ℷᐌ˅ˈShort˄ⷁ䏃˅ˈOpen
˄ᮁ䏃˅Ǆℷᐌᚙމϟˈⱒܚঠ㒲㒓 AǃB ϸᇍЎ OKˈCǃD ϸᇍЎ

ShortǄगܚঠ   㒲㒓 AǃBǃCǃD ಯᇍഛЎ OKǄ 

length 

㒓㓚ⱘ䭓ᑺ ऩ̍ԡЎ㉇Ǆা᳝ state Ў OK ⱘ㒓ᇍⱘ䭓ᑺᠡ᳝ᬜǄ঺໪ˈ

⬅Ѣ㒓㓚䭓ᑺᰃḍ᥂ֵোⱘӴ䗦ᯊ䯈ᴹ䅵ㅫⱘˈ᠔ҹৃ㛑ᄬ೼ϔᅮⱘ

䇃ᏂǄ⢊ᗕЎ Short ៪㗙 Open ᇍᑨⱘ length ᰃᣛッষࠄ㒓㓚ᬙ䱰⚍

ⱘ䭓ᑺǄ 
 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ   

5.1.12 medium-type 

䗝ᢽ᥹ষⱘ㉏ൟǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕؐǄ 

medium-type { fiber | copper } 
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no medium-type 

 খ᭄ ᦣ䗄 

 fiber 㸼⼎䗝ᢽܝষ খ᭄䇈ᯢ 

 copper  㸼⼎䗝ᢽ⬉ষ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃ⬉ষǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ˄⠽⧚᥹ষˈϡࣙᣀ Ap ੠ SVI˅ 

 

Փ⫼ᣛᇐ  

བᵰৠϔッষৃҹ䗝ᢽܝষ੠⬉ষϸ⾡ҟ䋼㉏ൟˈᙼা㛑Փ⫼݊ЁПϔǄϔᮺ⹂ᅮҟ䋼

㉏ൟПৢˈ೼䜡㕂ッষⱘሲᗻˈ՟བ⢊ᗕǃঠᎹǃ⌕䞣᥻ࠊ੠䗳ᑺㄝˈ䛑ᰃᣛッষᔧࠡ

䗝ᢽ㉏ൟⱘሲᗻǄᬍবッষ㉏ൟৢˈᮄ㉏ൟᇍᑨⱘッষⱘሲᗻЎ݊咬䅸ሲᗻˈᙼৃҹḍ

᥂䳔㽕䞡ᮄ䜡㕂Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# medium-type copper 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 

 

ᑇৄ䇈ᯢ  
24SFP/12GT 㒓वⱘ 12 Ͼ SFP ᥹ষ੠ 12 Ͼ 10/100/1000M BASE-T ᥹ষܕ䆌ࡼᗕߛᤶǄ

ϡᬃᣕ໡⫼᥹ষ㞾ࡼ߸ᮁᔧࠡᎹ԰೼ SFP ᥹ষ䖬ᰃ 10/100/1000M BASE-T ᥹ষǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.13 mtu 

䆒㕂᥹ষ᠔ᬃᣕⱘ mtu 

Mtu num 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 num 64ˉ9216(៪㗙 65536 ḍ᥂ѻકϡৠ㗠ϡৠ) 

 

㔎ⳕ䜡㕂  㔎ⳕЎ 1500Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ  䆒㕂᥹ষ᠔ᬃᣕⱘ mtu˄᳔໻Ӵ䕧ᏻ䭓˅ǄⳂࠡᴀ䆒໛াᬃᣕᇍ⠽⧚᥹ষⱘ䆒㕂Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# mtu 9216 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.14 shutdown 

೼᥹ষ䜡㕂῵ᓣЁˈՓ⫼䆹ੑҸ݇䯁᥹ষǄՓ⫼䆹ੑҸⱘ no 䗝乍ᠧᓔ᥹ষǄ 

shutdown 

no shutdown 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

ᇍѢ᥹ষ˄ҹ໾㔥᥹ষǃAp ᥹ষǃSVI ᥹ষ˅ˈ䆹ੑҸ݇䯁᥹ষˈ᥹ষⱘ݊Ҫ䜡㕂ҡ✊

ᄬ೼ˈԚᰃϡ䍋԰⫼ǄՓ⫼ show interfaces ੑҸᶹⳟ᥹ষ⢊ᗕǄ 

& 䇈ᯢ 
㢹Փ⫼㛮ᴀ乥㐕ᖿ䗳خ no shutdown ᥹ষ᪡԰ˈৃ 㛑Ӯথ⫳᥹ষ⢊ᗕ

㗏䕀ᦤ⼎ֵᙃǄ 
 

 

䜡㕂В՟  

՟ 1˖݇䯁 Ap 1˖ 

Ruijie(config)# interface aggregateport 1 

Ruijie(config-if)# shutdown 

՟ 2˖ᠧᓔ Ap 1˖ 

Ruijie(config)# interface aggregateport 1 
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Ruijie(config-if)# no shutdown 

 

 ੑҸ ᦣ䗄 

 clear interface ᥹ষ⹀ӊ໡ԡǄ Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.15 snmp trap link-status 

೼䆒໛Ёৃҹ෎Ѣ᥹ষ䜡㕂ᰃ৺থ䗕䆹᥹ষⱘ LinkTrapˈᔧࡳ㛑ᠧᓔᯊˈབᵰ᥹ষথ⫳ Link
⢊ᗕব࣪ˈSNMP ᇚথߎ LinkTrap,ডП߭ϡথǄՓ⫼䆹ੑҸⱘ no 䗝乍 SNMP ᇚϡথߎ

LinkTrapǄ 

snmp trap link-status 

no snmp trap link-status 

 খ᭄ ᦣ䗄 

   খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈ䆹ࡳ㛑ᠧᓔˈབᵰ᥹ষথ⫳ Link ⢊ᗕব࣪ˈSNMP ᇚথߎ LinkTrapǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
ᇍѢ᥹ষ˄ҹ໾㔥᥹ষǃAp ᥹ষǃSVI ᥹ষ˅ˈ䆹ੑҸ䜡㕂ᰃ৺থ䗕䆹᥹ষⱘ LinkTrapˈ

ᔧࡳ㛑ᠧᓔᯊˈབᵰ᥹ষথ⫳ Link ⢊ᗕব࣪ˈSNMP ᇚথߎ LinkTrap,ডП߭ϡথǄ 

 

䜡㕂В՟  

՟ 1˖ϟ䴶䜡㕂ᇚ䜡㕂᥹ষЎϡথ䗕 Link trap˖ 

Ruijie(config)# interface gigabitEthernet 1/1 

Ruijie(config-if)# no snmp trap link-status 

՟ 2˖ϟ䴶䜡㕂ᇚ䜡㕂᥹ষЎথ䗕 Link trap˖ 

Ruijie(config)# interface gigabitEthernet 1/1 

Ruijie(config-if)# snmp trap link-status 
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 ੑҸ ᦣ䗄 

 Ruijie(config-if)# snmp trap link-status ᠧᓔথ䗕䆹᥹ষ link trap ⱘࡳ㛑Ǆ Ⳍ݇ੑҸ 

 Ruijie(config-if)# no snmp trap link-status ݇䯁থ䗕䆹᥹ষ link trap ⱘࡳ㛑Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.1.16 speed 

䆒㕂᥹ষⱘ䗳⥛ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕؐ 

 খ᭄ ᦣ䗄 

 10 㸼⼎᥹ষⱘ䕧⥛Ў 10MbpsǄ 

 100  㸼⼎᥹ষⱘ䕧⥛Ў 100MbpsǄ 

 1000 㸼⼎᥹ষⱘ䕧⥛Ў 1000MbpsǄ 

 10G  㸼⼎᥹ষⱘ䕧⥛Ў 10GbpsǄ 

খ᭄䇈ᯢ 

 auto 㸼⼎᥹ষⱘ䕧⥛Ў㞾䗖ᑨⱘǄ 

 

㔎ⳕ䜡㕂  䗳⥛㔎ⳕᰃ㞾䗖ᑨⱘǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 བᵰ᥹ষᰃ Ap ⱘ៤ਬˈ߭䆹᥹ষⱘ䗳⥛⬅ Ap ⱘ䗳⥛އᅮˈৃҹ䆒㕂䆹᥹ষⱘ䗳⥛ˈԚ

ᰃϡ䍋԰⫼Ǆ᥹ষ䗔ߎ Ap ᯊՓ⫼㞾Ꮕⱘ䗳⥛䆒㕂ǄՓ⫼ show interfaces ੑҸᶹⳟ䆒㕂Ǆ

᥹ষ㉏ൟϡৠˈܕ䆌䆒㕂ⱘ䗳ᑺ㉏ൟгӮ᳝᠔ϡৠǄབˈSFP ㉏ൟⱘ᥹ষህϡܕ䆌ᡞ䗳

ᑺ䆒Ў  
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Փ⫼䆹ੑҸᣛᅮϔϾѠሖ᥹ষ˄switch port˅ⱘ῵ᓣˈৃҹᣛᅮ䆹᥹ষЎ access port ៪㗙Ў

trunk port,៪㗙䆒Ў 802.1Q 䱻䘧ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹᥹ষⱘ῵ᓣᘶ໡Ў㔎ⳕؐǄ 

switchport mode {access | trunk} 

no switchport mode 

 খ᭄ ᦣ䗄 

 access 䆒㕂ϔϾ switch port Ў access portǄ খ᭄䇈ᯢ 

 trunk 䆒㕂ϔϾ switch port Ў trunk portǄ 

 

㔎ⳕ䜡㕂  switch port 㔎ⳕ῵ᓣЎ access 
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switchport trunk {allowed vlan {all | [add | remove | except] vlan-list }| native vlan 
vlan-id} 

no switchport trunk {allowed vlan | native vlan} 

 খ᭄ ᦣ䗄 

 

allowed vlan vlan-list 

䜡㕂䖭Ͼ Trunk ষⱘ䆌ৃ VLAN ߫㸼Ǆখ᭄ vlan-list
ৃҹᰃϔϾ VLANˈгৃҹᰃϔ㋏߫ VLANˈҹᇣⱘ

VLAN ID ᓔ༈ˈҹ໻ⱘ VLAN ID 㒧ሒˈЁ䯈⫼˄-˅
ヺো䖲᥹Ǆབ  ̟ 10-20Ǆ↉П䯈ৃҹ⫼˄ , ヺ˅ো䱨ᓔˈ

བ˖1-10,20-25,30,33 

all ⱘ৿Нᰃ䆌ৃ VLAN ߫㸼ࣙ৿᠔᳝ᬃᣕⱘ VLAN˗

add 㸼⼎ᇚᣛᅮ VLAN ߫㸼ܹࡴ䆌ৃ VLAN ߫㸼˗

remove 㸼⼎ᇚᣛᅮ VLAN ߫㸼Ң䆌ৃ VLAN ߫㸼Ё

 ˗䰸ߴ

except 㸼⼎ᇚ䰸߫ߎⱘ VLAN ߫㸼໪ⱘ᠔᳝ VLAN
䆌ৃܹࡴ VLAN ߫㸼˗ 

খ᭄䇈ᯢ 

 native vlan vlan-id 䜡㕂 Native VLANǄ 

 

㔎ⳕ䜡㕂  㔎ⳕⱘ䆌ৃ VLAN ߫㸼䆒㕂ᰃ allˈ㔎ⳕⱘ Native VLAN ߭ᰃ VLAN 1 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
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Acsess vlan is 1,Native vlan is 1 

Protected is disabled 

Vlan lists is 

1,3-4094 

 

 ੑҸ ᦣ䗄 

 show interfaces ᰒ⼎᥹ষֵᙃǄ 
Ⳍ݇ੑҸ 

 switchport access 
ᇚ ϔ Ͼ ッ ষ 䆒 㕂 Ў statics 
accessport ᑊ̍ᇚᅗᣛ⌒ЎϔϾ VLAN
ⱘ៤ਬッষǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.2 显示相关命令 

5.2.1 show interfaces 

ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃˈҹঞܝ῵ഫֵᙃǄ 

show interfaces [interface-id] [counters | description | status | switchport | trunk | 
transceiver [alarm | diagnosis]] 

 খ᭄ ᦣ䗄 

 interface-id  
᥹ষ˄ࣙᣀҹ໾㔥᥹ষǃaggregateport ᥹ষǃSVI
᥹ষǃloopback ᥹ষ˅Ǆ 

 counters ᥹ষⱘ㒳䅵ֵᙃǄ 

 description ᥹ষⱘᦣ䗄ֵᙃˈࣙᣀ link ⢊ᗕǄ 

 status ᶹⳟѠሖ᥹ষⱘ৘⾡⢊ᗕֵᙃˈࣙᣀ䕧⥛ǃঠᎹㄝǄ

 switchport Ѡሖ᥹ষֵᙃˈাᇍѠሖ᥹ষ᳝ᬜǄ 

 trunk 
trunking port ֵᙃˈᇍ⠽⧚ッষǃAggregate port ᳝

ᬜǄ 

 transceiver ᶹⳟܝ῵ഫ෎ᴀֵᙃǄ 

খ᭄䇈ᯢ 

 alarm 
ᶹⳟܝ῵ഫⱘᔧࠡᬙ䱰ਞ䄺ֵᙃˈᔧ≵᳝ᬙ䱰ᯊᰒ⼎

ĀNoneāǄ 
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 diagnosis ᶹⳟܝ῵ഫⱘ䆞ᮁখ᭄ⱘᔧࠡ⌟䞣ؐǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᰒ⼎᠔᳝᥹ষֵᙃǄ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  བᵰϡࡴখ᭄ˈ߭ᰒ⼎᥹ষⱘ෎ᴀֵᙃǄ 

 

䜡㕂В՟  

S2900 ㋏߫䆒໛ 

Ruijie# show interfacesgigabitEthernet 0/1 switchport  

Interface Switchport ModeAccess Native Protected VLAN lists 

--------- ---------- --------- ------ ------ ---------  

GigabitEthernet 0/1 enabled Access 11  Disabled  ALL 

 

 ੑҸ ᦣ䗄 

 duplex 䖯㸠᥹ষⱘঠᎹ䆒㕂Ǆ 

 flowcontrol ᠧᓔ៪݇䯁⌕䞣᥻ࠊǄ 

 interface gigabitEthernet 
䗝ᢽҹ໾㔥᥹ষ˄ࣙᣀगܚҹ໾㔥᥹

ষ˅ˈᑊ䖯ܹ᥹ষ䜡㕂῵ᓣǄ 

 interface aggregateport 
߯ᓎ៪䆓䯂ϔϾ㘮ড়䫒䏃᥹ষˈᑊ䖯

ܹ᥹ষ䜡㕂῵ᓣǄ 

 interface vlan 
߯ᓎ៪䆓䯂ϔϾࡼᗕѸᤶ㰮ᢳ᥹ষ

˄switch virtual interfaceˈ 8
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6 配置 Aggregate Port 命令 

6.1 配置相关命令 

6.1.1 aggregateport load-balance 

䜡㕂ϔϾ AP ⱘ⌕䞣ᑇ㸵ㅫ⊩ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ⌕䞣ᑇ㸵䆒㕂ᘶ໡Ў㔎ⳕؐǄ 

aggregateport load-balance {dst-mac | src-mac | src-dst-mac | dst-ip | src-ip | 
src-dst-ip } 

no aggregateport load-balance 

 খ᭄ ᦣ䗄 

 
dst-mac 

ḍ᥂䕧ܹ᡹᭛ⱘⳂⱘ MAC ഄഔ䖯㸠⌕䞣ߚ䜡Ǆ೼ AP
৘䫒䏃ЁˈⳂⱘ MAC ഄഔⳌৠⱘ᡹᭛㹿䗕ࠄⳌৠⱘ

ッষˈⳂⱘ MAC ϡৠⱘ᡹᭛ߚ䜡ࠄϡৠⱘッষǄ 

 
src-mac 

ḍ᥂䕧ܹ᡹᭛ⱘ⑤ MAC ഄഔ䖯㸠⌕䞣ߚ䜡Ǆ೼ AP
৘䫒䏃Ёˈᴹ㞾ϡৠ MAC ഄഔⱘ᡹᭛ߚ䜡ࠄϡৠⱘ

ッষˈM 㞾Ⳍৠⱘ MAC ഄഔⱘ᡹᭛Փ⫼ⳌৠⱘッষǄ

 

src-dst-ip 

ḍ᥂⑤ IP ϢⳂⱘ IP 䖯㸠⌕䞣ߚ䜡Ǆϡৠⱘ⑤ IP——
Ⳃⱘ IP ᇍⱘ⌕䞣䗮䖛ϡৠⱘッষ䕀থ ৠ̍ϔ⑤ IP——
Ⳃⱘ IP ᇍ䗮䖛Ⳍৠⱘ䫒䏃䕀থǄ೼ϝሖᴵӊϟˈᓎ

䆂䞛⫼ℸ⌕䞣ᑇ㸵ⱘᮍᓣǄ 

 
dst-ip 

ḍ᥂䕧ܹ᡹᭛ⱘⳂⱘ IP ഄഔ䖯㸠⌕䞣ߚ䜡Ǆ೼ AP ৘

䫒䏃ЁˈⳂⱘ IP ഄഔⳌৠⱘ᡹᭛㹿䗕ࠄⳌৠⱘッষˈ

Ⳃⱘ IP ϡৠⱘ᡹᭛ߚ䜡ࠄϡৠⱘッষǄ 

 
src-ip 

ḍ᥂䕧ܹ᡹᭛ⱘ⑤ IP ഄഔ䖯㸠⌕䞣ߚ䜡Ǆ೼ AP ৘䫒

䏃Ёˈᴹ㞾ϡৠ IP ഄഔⱘ᡹᭛ߚ䜡ࠄϡৠⱘッষˈ

ᴹ㞾Ⳍৠⱘ IP ഄഔⱘ᡹᭛Փ⫼ⳌৠⱘッষǄ 

খ᭄䇈ᯢ 

 
src-dst-mac 

ḍ᥂⑤ MAC ϢⳂⱘ MAC 䖯㸠⌕䞣ߚ䜡Ǆϡৠⱘ⑤

MAC——Ⳃⱘ MAC ᇍⱘ⌕䞣䗮䖛ϡৠⱘッষ䕀থˈ

ৠϔ⑤ MAC——Ⳃⱘ MAC ᇍ䗮䖛Ⳍৠⱘ䫒䏃䕀থǄ

 

㔎ⳕ䜡㕂  ḍ᥂䕧ܹ᡹᭛ⱘⳂⱘ੠⑤ MAC ഄഔ䖯㸠⌕䞣ߚ䜡Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 



䜡㕂 Aggregate Port ੑҸ



䜡㕂 Aggregate Port ੑҸ 

6-3 

ᑇৄ䇈ᯢ 

 S2900 ㋏߫䆒໛˖ 

Â ៤ਬষϾ᳔᭄໮ᬃᣕ 8 Ͼ˗ 

Â ܼሔ᳔໮߯ᓎ 31 Ͼ APǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

6.2 显示相关命令 

6.2.1 show aggregateport 

ᰒ⼎ aggregateport 䆒㕂ֵᙃǄ 

 খ᭄ ᦣ䗄 

 aggregate-port-number Aggregate Port ᥹ষোǄ 
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7 配置 VLAN 命令 

7.1 配置相关命令 

7.1.1 name 

䆒㕂 VLAN ⱘৡᄫǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕؐǄ 

name vlan-name 

no name 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vlan-name VLAN ⱘৡᄫ 

 

㔎ⳕ䜡㕂  VLAN 㔎ⳕৡᄫЎ VLANˇVLAN IDˈབ VLAN 2 㔎ⳕৡᄫЎ”VLAN0002” 

 

ੑҸ῵ᓣ  VLAN 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼ show vlan ੑҸᶹⳟ vlan 䜡㕂 

 

䜡㕂В՟  
Ruijie(config)# vlan 10 

Ruijie(config-vlan)# name vlan10 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show vlan ᰒ⼎ VLAN ⱘ៤ਬッষㄝֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.2 switchport access 

Փ⫼䆹ੑҸᇚϔϾッষ䆒㕂Ў access port ᑊ̍ᇚᅗᣛ⌒ЎϔϾ VLAN ⱘ៤ਬッষǄՓ⫼䆹ੑ

Ҹⱘ no 䗝乍ᇚ䆹ッষᣛ⌒ࠄ㔎ⳕⱘ VLAN ЁǄ 
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switchport access vlan vlan-id 

no switchport access vlan 
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 খ᭄ ᦣ䗄 

 access 䆒㕂ϔϾ switch port Ў access portǄ 

 trunk 䆒㕂ϔϾ switch port Ў trunk portǄ 

 hybrid 䆒㕂ϔϾ switch port Ў hybrid portǄ 
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no switchport trunk {allowed vlan | native vlan } 

 খ᭄ ᦣ䗄 

 allowed vlan vlan-list 

䜡㕂䖭Ͼ Trunk ষⱘ䆌ৃ VLAN ߫㸼Ǆখ᭄ vlan-list
ৃҹᰃϔϾ VLANˈгৃҹᰃϔ㋏߫ VLANˈҹᇣⱘ

VLAN ID ᓔ༈ˈҹ໻ⱘ VLAN ID 㒧ሒˈЁ䯈⫼˄-˅
ヺো䖲᥹Ǆབ  ̟ 10-20Ǆ↉П䯈ৃҹ⫼˄ , ヺ˅ো䱨ᓔˈ

བ˖1-10,20-25,30,33 

all ⱘ৿Нᰃ䆌ৃ VLAN ߫㸼ࣙ৿᠔᳝ᬃᣕⱘ VLAN˗

add 㸼⼎ᇚᣛᅮ VLAN ߫㸼ܹࡴ䆌ৃ VLAN ߫㸼˗ 

remove 㸼⼎ᇚᣛᅮ VLAN ߫㸼Ң䆌ৃ VLAN ߫㸼Ё

 ˗䰸ߴ

except 㸼⼎ᇚ䰸߫ߎⱘ VLAN ߫㸼໪ⱘ᠔᳝ VLAN
䆌ৃܹࡴ VLAN ߫㸼˗ 

খ᭄䇈ᯢ 

 native vlan vlan-id 䜡㕂 Native VLANǄ 

 

㔎ⳕ䜡㕂  㔎ⳕⱘ䆌ৃ VLAN ߫㸼䆒㕂ᰃ allˈ㔎ⳕⱘ Native VLAN ߭ᰃ VLAN 1 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

Native VLAN˖ 

԰Ў Trunkˈ䖭Ͼষ㽕ሲѢϔϾ native VLANǄ᠔䇧 native VLANˈህᰃᣛ೼䖭Ͼ᥹ষϞ

ᬊথⱘ UNTAG ᡹᭛ˈ䛑㹿䅸ЎᰃሲѢ䖭Ͼ VLAN ⱘǄᰒ✊ˈ䖭Ͼ᥹ষⱘ㔎ⳕ VLAN ID
˄े IEEE 802.1Q Ёⱘ PVID˅ህᰃ native VLAN ⱘ VLAN IDǄৠᯊˈ೼ Trunk Ϟথ䗕

ሲѢ native VLAN ⱘᏻˈ߭ᖙ✊䞛⫼ UNTAG ⱘᮍᓣǄ 

䆌ৃ VLAN ߫㸼˖ 

ϔϾ Trunk ষ㔎ⳕৃҹӴ䕧ᴀ䆒໛ᬃᣕⱘ᠔᳝ VLAN˄1ˉ4094˅ⱘ⌕䞣ǄԚᰃˈгৃҹ

䗮䖛䆒㕂 Trunk ষⱘ䆌ৃ VLAN ߫㸼ᴹ䰤ࠊᶤѯ VLAN ⱘ⌕䞣ϡ㛑䗮䖛䖭Ͼ Trunk ষǄ

Փ⫼ show interfaces switchport ੑҸᶹⳟ䆒㕂Ǆ 

 

䜡㕂В՟  

ϟ䴶ᰃϔϾᡞ VLAN 2 Ңッষ 1/15 Ё⿏ߎⱘ՟ᄤ˖ 

Ruijie(config)# interface fastethernet 1/15 

Ruijie(config-if)# switchport trunk allowed vlan remove 2 

Ruijie(config-if)# end 

Ruijie# show interfaces fastethernet1/15 switchport    

Interface  Switchport Mode  Access Native Protected VLAN lists 

--------- --------- --------- --------- --------- -------- 

FigabitEthernet 1/15  enabled  TRUNK  1   1   Disabled  1,3-4094 
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 ੑҸ ᦣ䗄 
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 - - 

7.2 显示相关命令 

7.2.1 show vlan 

ᰒ⼎ VLAN ⱘ៤ਬッষㄝֵᙃǄ 

show vlan [id vlan-id] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vlan-id VLAN ID োǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᰒ⼎ܼ䚼ֵᙃ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  
㽕䖨ಲࠄ⡍ᴗ῵ᓣˈ䕧ܹ end ੑҸˈ៪䬂ܹ Ctrl+C 㒘ড়䬂Ǆ 

㽕䖨ಲܼࠄሔ䜡㕂῵ᓣˈ䕧ܹ exit ੑҸ 

 

䜡㕂В՟ 

 Ruijie# show vlan id 1 

VLAN Name                             Status    Ports      

----------- ------------- ------------ ---------- ---------- 

   1 VLAN0001                         STATIC    Fa0/1, Fa0/2 

 

 ੑҸ ᦣ䗄 

 name 䆒㕂 VLAN ⱘৡᄫǄ Ⳍ݇ੑҸ 

 switchport access ᇚ᥹ষܹࡴϔϾ VlanǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# protocol-vlan  profile 1 frame-type ETHERII

ether-type aarp 

 

 ੑҸ ᦣ䗄 

 show protocol-vlan profile - 

 show protocol-vlan profile num - 

 no protocol-vlan profile - 

Ⳍ݇ੑҸ 

 no protocol-vlan profile num - 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.3 protocol-vlan profile num vlan id 

ᑨ⫼ᶤ profile  䆹᥹ষࠄ

 খ᭄ ᦣ䗄 

 num  profile ㋶ᓩ খ᭄䇈ᯢ 

 id VLAN IDˈ1-ѻકᬃᣕⱘ᳔໻ VLAN 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config-if)# protocol-vlan profile 1 vlan 101 
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 ੑҸ ᦣ䗄 

 show protocol-vlan profile - 

 show protocol-vlan profile num - 

 no protocol-vlan profile - 

Ⳍ݇ੑҸ 

 no protocol-vlan profile num - 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 
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 - - 



䜡㕂 Private VLAN ੑҸ 

9-1 

9 配置 Private VLAN 命令 

9.1 配置相关命令 

9.1.1 private-vlan association 

݇㘨 secondary VLAN Ϣ primary VLAN 䜡㕂ੑҸ 

private-vlan association {svlist | add svlist | remove svlist} 

no private-vlan association 

 



䜡㕂 Private VLAN ੑҸ 

9-2 

private-vlan mapping {svlist | add svlist | remove svlist} 

no private-vlan mapping 

 খ᭄ ᦣ䗄 

 svlist secondary VLAN list খ᭄䇈ᯢ 

 no ߴ䰸᯴ᇘ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  Primary VLAN ᇍᑨⱘ᥹ষ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface vlan 22 

Ruijie(config-if)# private-vlan mapping add 24-26 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show vlan private-vlan - 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

9.1.3 private-vlan type 

䜡㕂 VLAN Ў⾕᳝ VLAN 

private-vlan {community | isolated | primary} 

no private-vlan {community | isolated | primary} 

 খ᭄ ᦣ䗄 

 community 䜡㕂Ў community VLAN 

 isolated 䜡㕂Ў isolated VLAN 

 primary 䜡㕂Ў primary VLAN 

খ᭄䇈ᯢ 

 no ߴ䰸Ⳍᑨⱘ⾕᳝ VLAN 䜡㕂 
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㔎ⳕ䜡㕂  ᮴⾕᳝ VLAN 

 

ੑҸ῵ᓣ  VLAN 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# vlan 22 

Ruijie(config-vlan)# private-vlan primary 

 

 ੑҸ 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show vlan private-vlan - 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

9.1.5 switchport private-vlan host-association 

݇㘨 private VLAN ῵ᓣЏᴎ᥹ষ᠔݇㘨ⱘ primary VLAN ঞ᠔೼ⱘ secondary VLAN 

switchport private-vlan host-association p_vid s_vid 

no switchport private-vlan host-association 

 খ᭄ ᦣ䗄 

 p_vid Ꮖ㒣߯ᓎⱘ primary VID 

 s_vid Ꮖ㒣߯ᓎⱘ secondary VID 
খ᭄䇈ᯢ 

 no Ң⾕᳝ VLAN Ёߴ䰸Џᴎッষ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# switchport mode private-vlan host 

Ruijie(config-if)# switchport private-vlan host-association 22 23

 

 ੑҸ ᦣ䗄 
Ⳍ݇ᴎッƄ⫼ᣛᇐ 
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 - - 
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show vlan private-vlan [community | primary | isolated] 

 খ᭄ ᦣ䗄 

 primary ᰒ⼎ primary VLAN ֵᙃ 

 community ᰒ⼎ community VLAN ֵᙃ 
খ᭄䇈ᯢ 

 isolated ᰒ⼎ isolated VLAN ֵᙃ 

 

㔎ⳕ䜡㕂  ᮴ private VLAN 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show vlan private-vlan 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

9.3 Hybrid 命令 

9.3.1 switchport hybrid allowed vlan 

switchport hybrid allowed vlan[[add][tagged | untagged] | remove] vlist 

no switchport hybrid allowed vlan 

䜡㕂 hybrid ッষⱘ䕧ߎ㾘߭ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 no ᘶ໡ hybrid 咬䅸䕧ߎ㾘߭ 

 

㔎ⳕ䜡㕂  ᳾䜡㕂 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

9.3.3 switchport mode hybrid 
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10 配置 Share VLAN 命令 

10.1 配置相关命令 

10.1.1 share 

Փ⫼䆹ੑҸ䆒㕂 share vlanǄ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  vlan 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 㽕প⍜ share vlan ⫼ no share ੑҸǄ 

㽕䖨ಲࠄ⡍ᴗ῵ᓣˈ䕧ܹ end ੑҸˈ៪䬂ܹ Ctrl+C 㒘ড়䬂Ǆ 

㽕䖨ಲܼࠄሔ䜡㕂῵ᓣˈ䕧ܹ exit ੑҸǄ 

 

䜡㕂В՟  
Ruijie(config)#vlan 2 

Ruijie(config-vlan)#share 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

10.2 显示相关命令 

10.2.1 show mac-address-table share 
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Փ⫼䆹ੑҸᶹⳟഄഔ⢊ᗕˈབᵰഄഔ㸼ⱘ Status 乍ᰃ originalˈ߭㸼⼎䆹ഄഔᰃॳྟഄഔ˗

བᵰഄഔ㸼ⱘ Status 乍ᰃ duplicatedˈ߭ 㸼⼎䆹ഄഔᰃ໡ߎࠊᴹⱘഄഔ བ̠ᵰഄഔ㸼ⱘ Status
乍Ўぎˈ߭㸼⼎≵᳝䜡㕂 share vlanǄ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ӏᛣ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
㽕䖨ಲࠄ⡍ᴗ῵ᓣˈ䕧ܹ end ੑҸˈ៪䬂ܹ Ctrl+C 㒘ড়䬂Ǆ 

㽕䖨ಲܼࠄሔ䜡㕂῵ᓣˈ䕧ܹ exit ੑҸ 

 

䜡㕂В՟  

Ruijie# show mac-address-table share 

Vlan  MAC Address      Type    Interface   Status 

----  -------------- ------- ----------- ---------- 

   1   0040.4650.1e1e DYNAMIC Gigabit 0/1 original 

   2   0040.4650.1e1e DYNAMIC Gigabit 0/1 duplicated 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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11 配置 MAC 地址命令 

11.1 配置相关命令 

11.1.1 address-bind 

䆒㕂ᇚϔϾ ip ഄഔ੠ mac ഄഔⱘ㒥ᅮǄ 

address-bind ip-address mac-address 

no address-bind ip-address 

 খ᭄ ᦣ䗄 
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ᅝ㺙/ौ䕑՟໪ষㄪ⬹ 

address-bind install 

no address-bind install 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  བᵰᙼ䆒ᅮ՟໪ষˈᠻ㸠䆹ੑҸᅝ㺙ㄪ⬹᮶ৃ⫳ᬜǄ 

 

䜡㕂В՟  

ϟ䴶՟ᄤᰃᇚ fa 0/1 ッষ䆒㕂Ўഄഔⱘ㒥ᅮ 

Ruijie(config)# address-bind uplink fa0/1 

Ruijie(config)# address-bind install 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show address-bind uplink ᰒ⼎㒥ᅮഄഔ՟໪ষ 

 

ᑇৄ䇈ᯢ  RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.1.3 address-bind ip-address 

䆒㕂ᇚϔϾ ip ഄഔ੠ mac ഄഔⱘ㒥ᅮ. 

address-bind ip-address mac-address 

no address-bind ip-address 

 খ᭄ ᦣ䗄 

 ip-address 㽕㒥ᅮⱘ IP ഄഔǄ খ᭄䇈ᯢ 

 mac-address 㽕㒥ᅮⱘ mac ഄഔǄ 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
བᵰԴᇚϔϾ IP ഄഔ੠ϔϾᣛᅮⱘ MAC ഄഔ㒥ᅮˈ߭ ᔧѸᤶᴎᬊࠄ⑤ IP ഄഔЎ䖭Ͼ IP
ഄഔⱘᏻᯊ ᔧ̍ᏻⱘ⑤ MAC ഄഔϡЎ䖭Ͼ IP ഄഔ㒥ᅮⱘ MAC ᯊ 䖭̍ϾᏻᇚӮ㹿Ѹᤶᴎ

϶ᓗǄ 

 

䜡㕂В՟  
ϟ䴶՟ᄤᰃ ip ഄഔЎ 3.3.3.3 ੠ mac ഄഔ 00d0.f811.1112 ⱘ㒥ᅮ 

Ruijie(config)# address-bind 3.3.3.3 00d0.f811.1112 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show address-bind ᰒ⼎㒥ᅮഄഔ㸼 

 

ᑇৄ䇈ᯢ  S2900 ㋏߫Ѹᤶᴎ IPv4+MAC ᳔໻ᬃᣕⱘϾ᭄Ў 1K. 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.1.4 address-bind ipv6-mode 

䆒㕂 ip ഄഔ㒥ᅮⱘ IP ῵ᓣ 

䆒㕂ݐᆍ῵ᓣ 

address-bind ipv6-mode compatible 

䆒㕂ᆑᵒ῵ᓣ 

address-bind ipv6-mode loose 

䆒㕂ϹḐ῵ᓣ 

address-bind ipv6-mode strict 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ϹḐ῵ᓣǄ
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῵ᓣ Ipv4 䕀থ㾘߭ 

ϹḐ াܕ䆌ヺড় IPV4+MAC ᴵӊⱘ᡹᭛䕀থǄ 

ᆑᵒ াܕ䆌ヺড় IPV4+MAC ᴵӊⱘ᡹᭛䕀থǄ 

䆌ヺড়ܕᆍ াݐ IPV4+MAC ᴵӊⱘ᡹᭛䕀থǄ 

 

῵ᓣ IPV6 䕀থ㾘߭ 

ϹḐ ϡܕ䆌ӏԩ ipv6 ᡹᭛䕀থ˄咬䅸῵ᓣ˅Ǆ  

ᆑᵒ ܕ䆌᠔᳝ⱘ IPV6 ᡹᭛䕀থǄ  

 ᆍݐ
াܕ䆌⑤ MAC Ў㒥ᅮഄഔⱘ MAC ഄഔⱘ IPV6
᡹᭛䕀থǄ 

 
 

 

䜡㕂В՟  

՟བˈ㒥ᅮ IP ഄഔЎ 192.168.5.2 ⫼᠋ⱘഄഔЎ 00d0.f822.33aaˈᑊܕ䆌䆹⫼᠋Ⳍᑨⱘ

IPV6 ᡹᭛䕀থǄ 

Ruijie# configure t 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# address-bind 00d0.f822.33aa ip 192.168.5.2 

Ruijie(config)# address-bind ipv6-mode compatible 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.1.5 address-bind uplink 

䆒㕂ᇚϔϾ ip ഄഔ੠ mac ഄഔⱘ㒥ᅮ. 

address-bind uplink intf-id 

no address-bind uplink intf-id 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 intf-id 㽕䆒ᅮЎ՟໪ষⱘ᥹ষ 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 བᵰԴᇚϔϾ IP ഄഔ੠ϔϾᣛᅮⱘ MAC ഄഔ㒥ᅮˈ߭ ᔧѸᤶᴎᬊࠄ⑤ IP ഄഔЎ䖭Ͼ IP
ഄഔⱘᏻᯊ ᏻ̍ⱘ⑤ MAC ഄഔϡЎ䖭Ͼ IP ഄഔ㒥ᅮⱘ MAC ᯊ 䖭̍ϾᏻᇚӮ㹿Ѹᤶᴎ϶

ᓗˈ 㗠བᵰ䆹᥹ষЎ՟໪ষˈᑊϨᏆ㒣ᅝ㺙њ(㾕 address-bind install)ˈ䆹䙺ᅮഄഔㄪ

⬹ϡ⫳ᬜǄ 

 

䜡㕂В՟  
ϟ䴶՟ᄤᰃᇚ fa 0/1 ッষ䆒㕂Ўഄഔⱘ㒥ᅮ 

Ruijie(config)#address-bind uplink fa0/1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show address-bind uplink ᰒ⼎㒥ᅮഄഔ՟໪ষ 

 

ᑇৄ䇈ᯢ  RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.1.6 clear mac-address-table dynamic 

⏙䰸ࡼᗕഄഔǄ 

clear mac-address-table dynamic[address mac-addr] [interface interface-id] [vlan 
vlan-id] 

 খ᭄ ᦣ䗄 

 dynamic ⏙䰸᠔᳝ࡼᗕഄഔǄ 

 address mac-addr ⏙䰸ᣛᅮⱘࡼᗕഄഔǄ 

 interface interface-id ⏙䰸ᣛᅮ᥹ষⱘ᠔᳝ࡼᗕഄഔǄ 

খ᭄䇈ᯢ 

 vlan vlan-id ⏙䰸ᣛᅮ VLAN ⱘ᠔᳝ࡼᗕഄഔǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show mac-address-table dynamic ੑҸᶹⳟᭈϾࡼᗕഄഔ㸼ݙᆍǄ 
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䜡㕂В՟  
 ᗕഄഔࡼ䰸᠔᳝ߴ

Ruijie# clear mac-address-table dynamic 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show mac-address-table dynamic ᰒ⼎ࡼᗕഄഔ㸼ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.1.7 clear mac-address-table filtering 

⏙䰸䖛ⒸഄഔǄ 

clear mac-address-table filtering [address mac-addr ][ vlan vlan-id] 

 খ᭄ ᦣ䗄 

 filtering ⏙䰸᠔᳝䖛ⒸഄഔǄ 

 address mac-addr ⏙䰸ᣛᅮⱘ䖛ⒸഄഔǄ 
খ᭄䇈ᯢ 

 vlan vlan-id ⏙䰸ᣛᅮ VLAN ⱘ᠔᳝䖛Ⓒഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show mac-address-table filtering ੑҸᶹⳟᭈϾ䖛Ⓒഄഔ㸼ݙᆍǄ 

 

䜡㕂В՟  
䰸䖛Ⓒഄഔߴ 00d0.f800.0c0c˖ 

Ruijie# clear mac-address-table filtering address 00d0.f800.0c0c

 

 ੑҸ ᦣ䗄 

 mac-address-table filtering 䆒㕂䖛ⒸഄഔǄ Ⳍ݇ੑҸ 

 show mac-address-table filtering ᰒ⼎䖛Ⓒഄഔ㸼ⱘֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
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no mac-address-table aging-time 

 খ᭄ ᦣ䗄 
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Փ⫼ᣛᇐ  
䖛Ⓒഄഔϡ㛑Ў㒘᪁ഄഔǄՓ⫼ show mac-address-table filtering ੑҸᶹⳟ䖛Ⓒഄഔ

䆒㕂Ǆ 

 

䜡㕂В՟  Ruijie(config)# mac-address-table filtering 00d0f8000000 vlan 1 

 

 ੑҸ ᦣ䗄 

 clear mac-address-table filtering ⏙䰸䖛Ⓒഄഔ㸼Ǆ Ⳍ݇ੑҸ 

 show mac-address-table filtering ᰒ⼎䖛Ⓒഄഔ㸼ⱘֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.1.11 mac-address-table notification 

ᠧᓔ MAC ഄഔ䗮ⶹࡳ㛑ǄՓ⫼䆹ੑҸⱘ no 䗝乍݇䯁䆹ࡳ㛑Ǆ 

mac-address-table notification [interval value | history-size value] 

no mac-address-table notification [interval | history-size] 

 খ᭄ ᦣ䗄 

 interval value 䆒㕂থ䗕 MAC ഄഔ Trap ⱘᯊ䯈䯈䱨ˈ㔎ⳕЎ 1 ⾦Ǆখ᭄䇈ᯢ 

 history-size value MAC 䗮ⶹग़৆䆄ᔩ㸼Ё㸼乍ⱘ᳔໻Ͼ᭄ 㔎̍ⳕЎ 50Ǆ

 

㔎ⳕ䜡㕂  ᯊ䯈䯈䱨㔎ⳕЎ 1 ⾦ˈ㸼乍ⱘ᳔໻Ͼ᭄㔎ⳕЎ 50Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 MAC ഄഔ䗮ⶹࡳ㛑ҙ䩜ᇍࡼᗕഄഔ੠ᅝܼഄഔ 㗠̍ᇍѢ䴭ᗕഄഔⱘব࣪ᇚϡӮѻ⫳ Trap

䗮ⶹǄৃҹ೼ܼሔ䜡㕂῵ᓣϟ䗮䖛ੑҸ snmp-server enable traps mac-notification
ᴹᠧᓔ៪݇䯁䆒໛থ䗕 MAC ഄഔ Trap ⱘࡳ㛑Ǆ 

 

䜡㕂В՟  

Ruijie(config)# mac-address-table notification 

Ruijie(config)# mac-address-table notification interval 40 

Ruijie(config)# mac-address-table notification history-size 100 
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 ੑҸ ᦣ䗄 
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 ੑҸ ᦣ䗄 

 show mac-address-table static ᰒ⼎䴭ᗕഄഔǄ Ⳍ݇ੑҸ 

 clear mac-address-table static ⏙䰸䴭ᗕഄഔǄ 

 

ᑇৄ䇈ᯢ 

 S2900 ㋏߫䆒໛  

Â MAC ഄഔ㸼ܼሔ㸼乍᭄Ў 16K 

Â ܼሔ䴭ᗕ MAC ഄഔ᭄ⳂЎ 1K 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.1.13 snmp trap mac-notification 

ᠧᓔ᥹ষⱘ MAC ഄഔ䗮ⶹࡳ㛑ǄՓ⫼䆹ੑҸⱘ no 䗝乍݇䯁䆹ࡳ㛑Ǆ 

snmp trap mac-notification {added | removed} 

no snmp trap mac-notification {added | removed} 

 খ᭄ ᦣ䗄 

 added ᔧഄഔ๲ࡴᯊ䗮ⶹǄ খ᭄䇈ᯢ 

 removed ᔧഄഔ㹿ߴ䰸ᯊ䗮ⶹǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁䆹ࡳ㛑Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼ show mac-address-table notification interface ੑҸᶹⳟ䆒㕂Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# snmp trap mac-notification added 

 

 ੑҸ ᦣ䗄 

 mac-address-table notification ᠧᓔ MAC ഄഔ䗮ⶹࡳ㛑Ǆ 
Ⳍ݇ੑҸ 

 show mac-address-table notification 
ᰒ⼎ MAC ഄഔ䗮ⶹࡳ㛑䆒㕂੠䗮ⶹ

㸼ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie# show address-bind  

IP Address      Binding MAC Addr 

-----------     ----------------- 

3.3.3.3         00d0.f811.1112 

3.3.3.4         00d0.f811.1117 

 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 address-bind 䆒㕂㒥ᅮഄഔǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 show mac-address-table dynamic ᰒ⼎ࡼᗕഄഔǄ 

 show mac-address-table interface 
ᰒ⼎ᣛᅮ᥹ষⱘ᠔᳝㉏ൟⱘഄഔֵ

ᙃǄ 

 show mac-address-table vlan 
ᰒ⼎ᣛᅮ VLAN ⱘ᠔᳝㉏ൟⱘഄഔֵ

ᙃ 

 show mac-address-table count ᰒ⼎ᇍഄഔ㸼ЁഄഔϾ᭄ⱘ㒳䅵Ǆ 

 show mac-address-table static ᰒ⼎䴭ᗕഄഔǄ 

 show mac-address-table filtering ᰒ⼎䖛ⒸഄഔǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.2.4 show mac-address-table aging-time 

ᰒ⼎ࡼᗕഄഔ㗕࣪ᯊ䯈Ǆ 

show mac-address-table aging-time 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 
 Ruijie# show mac-address-table aging-time 

Aging time    : 300 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 mac-address-table aging-time 䆒㕂ࡼᗕഄഔ㗕࣪ᯊ䯈Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.2.5 show mac-address-table count 

ᰒ⼎ᇍഄഔ㸼ЁഄഔϾ᭄ⱘ㒳䅵Ǆ 

show mac-address-table count 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie# 
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 - - 

11.2.6 show mac-address-table dynamic 

ᰒ⼎ࡼᗕഄഔ㸼ֵᙃǄ 

show mac-address-table dynamic [address mac-addr] [interface interface-id] [vlan 
vlan-id] 

 খ᭄ ᦣ䗄 

 mac-addr ᣛᅮ㸼乍ᇍᑨⱘⳂⱘ MAC ഄഔǄ 

 vlan-id ᣛᅮ㸼乍ᇍᑨⱘ VLANǄ খ᭄䇈ᯢ 

 interface-id 
ࣙᇚ䕀থࠄⱘ᥹ষ(ৃҹᰃ⠽⧚ッষ៪

AggregatePort) 

 

㔎ⳕ䜡㕂  㔎ⳕᰒ⼎ܼ䚼ֵᙃ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie# show mac-address-table dynamic 

Vlan     MAC Address       Type        Interface 

----    ------------     ------    ------------------ 

1     0000.0000.0001      DYNAMIC  gigabitethernet 1/1 

1     0001.960c.a740      DYNAMIC  gigabitethernet 1/1 

1     0007.95c7.dff9      DYNAMIC  gigabitethernet 1/1 

1     0007.95cf.eee0      DYNAMIC  gigabitethernet 1/1 

1     0007.95cf.f41f      DYNAMIC  gigabitethernet 1/1 

1     0009.b715.d400      DYNAMIC  gigabitethernet 1/1 

1     0050.bade.63c4      DYNAMIC  gigabitethernet 1/1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 clear mac-address-table dynamic ⏙䰸ࡼᗕഄഔǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 - - 

11.2.7 show mac-address-table filtering 

ᰒ⼎䖛Ⓒഄഔ㸼ֵᙃ 

show mac-address-table static [addr mac-addr] [vlan vlan-id] 

 খ᭄ ᦣ䗄 

 mac-addr ᣛᅮ㸼乍ᇍᑨⱘⳂⱘ MAC ഄഔǄ খ᭄䇈ᯢ 

 vlan-id ᣛᅮ㸼乍ᇍᑨⱘ VLANǄ 
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 interface-id ᣛᅮⱘ᥹ষ(ৃҹᰃ⠽⧚ッষ៪ AggregatePort)Ǆ 

 vlan-id ᣛᅮ㸼乍ᇍᑨⱘ VLANǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie# show mac-address-table 100  Tz 02 Td
<1BB81t  Ruijie#  
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 খ᭄ ᦣ䗄 

 interface interface-id ᥹ষোǄᰒ⼎᥹ষϞⱘ MAC 䗮ⶹࡳ㛑䆒㕂Ǆ খ᭄䇈ᯢ 

 history ᰒ⼎ MAC 䗮ⶹग़৆䆄ᔩ㸼ֵᙃǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᰒ⼎᠔᳝ MAC ഄഔ䗮ⶹࡳ㛑䆒㕂ֵᙃǄ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie# show mac-address-table notification interface 

Interface         MAC Added Trap  MAC Removed Trap 

---------          --------------       -------------- 

GigabitEthernet1/14   Disabled         Disabled 

Ruijie# show mac-address-table notification 

MAC Notification Feature :  Disabled  

Interval between Notification Traps : 1 secs 

Maximum Number of entries configured in History Table :1 

Current History Table Length : 0 

Ruijie# show mac-address-table notification history 

History Index : 0 

MAC Changed Message : 

Operation:ADD Vlan : 1 MAC Addr: 00f8.d012.3456 GigabitEthernet 3/1

 

 ੑҸ ᦣ䗄 

 mac-address-table notification ᠧᓔ MAC ഄഔ䗮ⶹࡳ㛑Ǆ Ⳍ݇ੑҸ 

 snmp trap mac-notification ᠧᓔ᥹ষⱘ MAC ഄഔ䗮ⶹࡳ㛑Ǆ 

G!5B#>  ᮴ 
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show mac-address-table static [addr mac-addr] [interface interface-id] [vlan vlan-id
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 vlan-id ᣛᅮⱘ VLAN IDǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie# show mac-address-table vlan 1 

Vlan    MAC Address       Type        Interface 

-----  -------------   -------  ------------------ 

1     00d0.f800.1001    STATIC   gigabitethernet 1/1 

1     00d0.f800.1002    STATIC   gigabitethernet 1/1 

1     00d0.f800.1003    STATIC   gigabitethernet 1/1 

 

 ੑҸ ᦣ䗄 

 show mac-address-table static ᰒ⼎䴭ᗕഄഔǄ 

 show mac-address-table filtering ᰒ⼎䖛ⒸഄഔǄ 

 show mac-address-table dynamic ᰒ⼎ࡼᗕഄഔǄ 

 show mac-address-table address 
ᰒ⼎ᣛᅮഄഔⱘ᠔᳝㉏ൟⱘഄഔֵ

ᙃǄ 

 show mac-address-table interface 
ᰒ⼎ᣛᅮ᥹ষⱘ᠔᳝㉏ൟⱘഄഔֵ

ᙃǄ 

Ⳍ݇ੑҸ 

 show mac-address-table count ᰒ⼎ᇍഄഔ㸼ЁഄഔϾ᭄ⱘ㒳䅵Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

11.2.12 show mac-address-learning 

ᶹⳟッষഄഔᄺд㛑࡯ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴  

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

Փ⫼ᣛᇐ  ᮴ 

䜡㕂В՟ 
 ՟ 1˖ᰒ⼎ッষഄഔᄺд㛑࡯˖ 

Ruijie# show  mac-address-learning 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

   

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 
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12 配置 DHCP Snooping 命令 

12.1 DHCP snooping 全局命令 

12.1.1 ip dhcp snooping 

㽕ᠧᓔ DHCP Snooping ܼሔࡳ㛑ˈ䳔㽕೼ܼሔ䜡㕂῵ᓣϟ䜡㕂䆹ੑҸǄᠻ㸠䆹ੑҸⱘ no
ᔶᓣˈᇚܼሔ݇䯁 DHCP Snooping  㛑Ǆࡳ

[no] ip dhcp snooping 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  䆹ࡳ㛑㔎ⳕ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ᠧᓔ DHCP Snooping ܼሔࡳ㛑ৢˈৃҹՓ⫼ show ip dhcp snooping ੑҸᶹⳟ DHCP 
snooping  㛑ᰃ৺ᠧᓔǄࡳ

~ ⊼ᛣ DHCP Snooping Ϣ Private VLAN  㛑ϡᬃᣕ݅⫼Ǆࡳ
 

 

䜡㕂В՟  

ϟ䴶ᰃᠧᓔ DHCP snooping ܼሔࡳ㛑ᓔ݇ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping 

Ruijie(config)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 



䜡㕂 DHCP Snooping ੑҸ 

12-2 

 show ip dhcp snooping ᶹⳟ DHCP snooping ⱘ䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

12.1.2 ip dhcp snooping bootp-bind 

㽕ᠧᓔ DHCP Snooping ᬃᣕ Bootp 㒥ᅮࡳ㛑ˈ䳔㽕೼ܼሔ䜡㕂῵ᓣϟ䜡㕂䆹ੑҸǄᠻ㸠䆹

ੑҸⱘ no ᔶᓣˈᇚ݇䯁 DHCP snooping ᬃᣕ Bootp 㒥ᅮࡳ㛑Ǆ 

[no] ip dhcp snooping bootp-bind 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  䆹ࡳ㛑㔎ⳕ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 㔎ⳕᚙމϟˈDHCP Snooping 㛑ҙᇍࡳ Bootp ᡹᭛䖯㸠䕀থǄᠧᓔ䆹ࡳ㛑ৢˈDHCP 

Snooping 㛑ᇍࡳ Bootp ण䆂᡹᭛䖯㸠べ᥶Ǆᔧ Bootp ᅶ᠋ッ៤ࡳ⬇䇋ഄഔৢˈDHCP 
Snooping ᇚ Bootp  䴭ᗕ㒥ᅮ᭄᥂ᑧЁǄࠄࡴ⏏᠋⫼

 

䜡㕂В՟  

ϟ䴶ᰃᠧᓔ DHCP Snooping ᬃᣕ Bootp 㒥ᅮⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping bootp-bind 

Ruijie(config)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface            Trusted        Rate limit (pps)  

------------------------  -------    ------------ 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip dhcp snooping ᶹⳟ DHCP snooping ⱘ䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

12.1.3 ip dhcp snooping database write-delay 

㽕䜡㕂Ѹᤶᴎᅮᯊᇚ DHCP Snooping ᭄᥂ᑧЁ᠔᳝ࡼᗕ⫼᠋ֵᙃܹݭ FLASH 㛑ˈ䳔㽕ࡳ

೼ܼሔ䜡㕂῵ᓣϟᠻ㸠ℸੑҸǄᠻ㸠䆹ੑҸⱘ no ᔶᓣˈᇚ݇䯁ᅮᯊܹݭ FLASH  㛑Ǆࡳ

ip dhcp snooping database write-delay time 

[no] ip dhcp snooping database write-delay 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 time 
ϸ⃵ᇚDHCP snooping ᭄᥂ᑧܹݭFLASH ⱘᯊ䯈䯈

䱨Ǆ 

 

㔎ⳕ䜡㕂  䆹ࡳ㛑㔎ⳕᚙމϟ݇䯁ˈϡݭ FLASHǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
䗮䖛䜡㕂䆹ੑҸˈৃҹᇚ DHCP Snooping ᭄᥂ᑧܹݭ FLASH ᭛ӊǄৃҹ䰆ℶ䆒໛䞡ᮄ

ਃৢࡼˈ⫼᠋ֵᙃ϶༅ˈᇐ㟈⫼᠋ᖙ乏䞡ᮄ㦋প IP ഄഔˈᠡৃҹℷᐌ䗮䆃Ǆ 

 

䜡㕂В՟  

ϟ䴶ᰃ䜡㕂Ѹᤶᴎᅮᯊݭ flash ᯊ䯈䯈䱨Ў 3600 ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping database write-delay 3600 

Ruijie(config)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ DISABLE 

DHCP snooping database write-delay time: 3600seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  
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------------------------  -------    ------------ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip dhcp snooping ᶹⳟ DHCP snooping ⱘ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

12.1.4 ip dhcp snooping database write-to-flash 

㽕䜡㕂Ѹᤶᴎᅲᯊᇚ DHCP Snooping ᭄᥂ᑧⱘࡼᗕ⫼᠋ֵᙃܹݭ FLASH ᭛ӊˈ䳔㽕೼ܼ

ሔ䜡㕂῵ᓣϟᠻ㸠ℸੑҸǄ 

ip dhcp snooping database write-to-flash 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䗮䖛ᠻ㸠ℸੑҸˈৃ ҹᅲᯊᇚ
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 - - 

12.1.5 ip dhcp snooping information option 

㽕ᠧᓔ೼ DHCP 䇋∖᡹᭛Ёܹࡴ option82 䗝乍ࡳ㛑ˈ䳔㽕೼ܼሔ䜡㕂῵ᓣϟ䜡㕂䆹ੑҸǄ

ᠻ㸠䆹ੑҸⱘ no ᔶᓣˈᇚ݇䯁ℸࡳ㛑Ǆ 

[no] ip dhcp snooping information option 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  䆹ࡳ㛑㔎ⳕ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 䗮䖛䜡㕂䆹ੑҸ ᇚ̍೼ DHCP 䇋∖᡹᭛Ё⏏ࡴ option82 ֵᙃ D̍HCP ᳡఼ࡵḍ᥂ option82

䗝乍ֵᙃ䖯㸠ഄഔߚ䜡Ǆ 

 

䜡㕂В՟  

ϟ䴶ᰃ䜡㕂೼ DHCP 䇋∖᡹᭛Ёܹࡴ option82 䗝乍ࡳ㛑ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping information option 

Ruijie(config)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip dhcp snooping ᶹⳟ DHCP snooping ⱘ䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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[no] ip dhcp snooping verify mac-address 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  䆹ࡳ㛑㔎ⳕ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
⑤ MAC ഄഔẔ偠ࡳ㛑ˈᰃᇍ DHCP CLIENT থߎⱘ䇋∖᡹᭛ˈẔᶹ䫒䏃ሖ༈䚼 MAC ഄ

ഔ੠ DHCP ᡹᭛Ёⱘ CLIENT MAC ᄫ↉ᰃ৺ⳌৠǄ⑤ MAC ഄഔẔ偠༅䋹ᯊˈ᡹᭛ᇚ㹿

϶ᓗǄ 

 

䜡㕂В՟  

ϟ䴶ᰃᠧᓔ DHCP ᡹᭛⑤ MAC Ẕᶹⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping verify mac-address 

Ruijie(config)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ ENABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip dhcp snooping ᶹⳟ DHCP snooping ⱘ䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

12.2 DHCP snooping 接口模式命令 

12.2.1 ip dhcp snooping limit rate 
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㽕䜡㕂䆹ッষ᥹ᬊ DHCP ᡹᭛ⱘ䗳⥛ˈ䳔㽕೼᥹ষ䜡㕂῵ᓣϟᠻ㸠ℸੑҸǄᠻ㸠䆹ੑҸⱘ

no ᔶᓣˈপ⍜䆹ッষⱘ䗳⥛䰤ࠊǄ 

[no] ip dhcp snooping limit rate rate-value 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 rate-value 䆒ᅮ᡹᭛᥹ᬊ䗳⥛ˈPPS[Packet Per Second] 

 

㔎ⳕ䜡㕂  ≵᳝䗳⥛䰤ࠊ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 䆹ੑҸЎ䱤㮣ੑҸǄ 

䆹ࡳ㛑ᇍ DHCP Snooping ᥻ࠊ VLAN  ⱘ᠔᳝᥹ষ⫳ᬜˈֵࣙӏষǄݙ

䚼ߚѻકϞˈᅲ⦄њ CPP[CPU Protect Protocol]ࡳ㛑ǄCPP Ӯ䗮䖛⹀ӊᇍ DHCP ᡹᭛

䗳⥛䖯㸠䰤ࠊˈ෎Ѣ CPP ⱘ᡹᭛䰤䗳Ӭܜ㑻催Ѣ DHCP Snooping ⱘ䗳⥛䰤ࡳࠊ㛑Ǆ݇

Ѣ CPP 䚼ߚˈ䇋ᶹⳟ݋ԧゴ㡖Ǆ 

ৃҹ䗮䖛 show ip dhcp snooping ੑҸˈᴹᶹⳟᇍᑨ᥹ষϞ䜡㕂ⱘ䗳⥛䰤ࠊǄ 

 

 

䜡㕂В՟  

ϟ䴶ᰃ䆒㕂ッষ 1 ⱘ䗳⥛䰤ࠊЎ 100pps˖ 

Ruijie# configure terminal  

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ip dhcp snooping limit rate 100 

Ruijie(config-if)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

FastEthernet0/1            NO         100 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip dhcp snooping ᶹⳟ DHCP snooping ⱘ䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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㽕䜡㕂ッষⱘ DHCP snooping ֵӏ⢊ᗕЎ TRUST ষˈ䳔㽕೼᥹ষ䜡㕂῵ᓣϟᠻ㸠ℸੑҸǄ

ᠻ㸠䆹ੑҸⱘ no ᔶᓣˈ䆹ッষᇚ៤Ў UNTRUST ষǄ 

[no] ip dhcp snooping trust 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈ᠔᳝ッষЎ UNTRUST ষǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
䗮䖛䜡㕂䆹ੑҸ ᇚ̍䖲᥹ড়⊩ DHCP ᳡఼ࡵⱘッষ䜡㕂Ў TRUST ষǄTRUST ッষᬊࠄ

ⱘ DHCP ડᑨ᡹᭛㹿ℷᐌ䕀থˈUNTRUST ッষᬊࠄⱘ DHCP ડᑨ᡹᭛ᇚ㹿϶ᓗǄ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䜡㕂ッষ fastethernet 0/1 Ў TRUST ষⱘ՟ᄤ˖ 

Ruijie# configure terminal  

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ip dhcp snooping trust 

Ruijie(config-if)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

FastEthernet0/1            YES         unlimited 

 

 



䜡㕂 DHCP Snooping ੑҸ 

12-11 

12.3 DHCP snooping 显示命令 

12.3.1 show ip dhcp snooping 

㽕ᶹⳟ DHCP Snooping ᔧࠡⱘ䜡㕂ᚙމˈ䳔㽕೼⡍ᴗ῵ᓣϟᠻ㸠ℸੑҸǄ 

show ip dhcp snooping 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᠻ㸠ℸੑҸˈৃҹᶹⳟᔧࠡ DHCP Snooping ⱘ䜡㕂ᚙމǄ 

 

䜡㕂В՟  

ϟ䴶ᰃᶹⳟᔧࠡ DHCP Snooping 䜡㕂ᚙމⱘ՟ᄤ˖ 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̟ ENABLE 

Verification of hwaddr field status ̟ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

 

 ੑҸ ᦣ䗄 

 ip dhcp snooping DHCP snooping ܼሔ䜡㕂ᓔ݇Ǆ 

 ip dhcp snooping verify mac-address 
DHCP snooping ᡹᭛⑤ mac Ẕᶹᓔ

݇Ǆ 

 ip dhcp snooping write-delay 䜡㕂ᅮᯊݭ flash ⱘᯊ䯈䯈䱨Ǆ 

 Ip dhcp snooping information option 
೼ DHCP 䇋∖᡹᭛Ёܹࡴ option82 䗝

乍Ǆ 

 ip dhcp snooping bootp-bind 
ᠧᓔ DHCP Snooping ᬃᣕ Bootp 㒥

ᅮࡳ㛑Ǆ 

Ⳍ݇ੑҸ 

 ip dhcp snooping trust 䆒㕂ッষЎ DHCP snooping trust ষǄ
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

12.3.2 show ip dhcp snooping binding 

㽕ᶹⳟ DHCP Snooping ᭄᥂ᑧЁⱘ⫼᠋ֵᙃˈ೼⡍ᴗ῵ᓣϟᠻ㸠ℸੑҸǄ 

show ip dhcp snooping binding 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᠻ㸠ℸੑҸˈৃҹᶹⳟᔧࠡ DHCP Snooping ᭄᥂ᑧЁ᠔᳝ⱘ⫼᠋ֵᙃǄ 

 

䜡㕂В՟  

ϟ䴶ᰃᰒ⼎՟ᄤ˖ 

	–�D  
খ
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12.4 DHCP snooping 其它配置命令 

12.4.1 clear ip dhcp snooping binding 

㽕ߴ䰸 DHCP Snooping ᭄᥂ᑧЁⱘ᠔᳝ࡼᗕ⫼᠋ˈ䳔㽕೼⡍ᴗ῵ᓣϟᠻ㸠ℸੑҸǄ 

clear ip dhcp snooping binding 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᠻ㸠䆹ੑҸˈৃҹߴ䰸 DHCP snooping ᭄᥂ᑧЁⱘ᠔᳝ࡼᗕ⫼᠋Ǆ 

 

䜡㕂В՟  

ϟ䴶ߴ䰸 DHCP snooping ᭄᥂ᑧЁ᠔᳝ࡼᗕ⫼᠋ⱘ՟ᄤ˖ 

Ruijie# clear ip dhcp snooping binding 

Ruijie# show ip dhcp snooping binding 

Total number of bindings: 0 

MacAddress IpAddress Lease(sec) Type VLAN Interface 

-------  ---  ----------  ---------  ----  --------- 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip dhcp snooping binding 
ᰒ⼎ DHCP snooping 㒥ᅮ᭄᥂ᑧֵ

ᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

12.4.2 debug ip dhcp snooping 

㽕೼ѸᤶᴎϞᠧᓔ DHCP Snooping  㛑ⱘ䇗䆩ᓔ݇ˈ䳔㽕೼⡍ᴗ῵ᓣϟᠻ㸠ℸੑҸǄࡳ
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debug ip dhcp snooping {event | packet} 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᠻ㸠䆹ੑҸˈᶹⳟ DHCP snooping  㛑ⱘ䇗䆩ֵᙃǄࡳ

 

䜡㕂В՟  

ϟ䴶ᰃᠧᓔ DHCP snooping 䇗䆩ᓔ݇ⱘ՟ᄤ˖ 

Ruijie# debug ip dhcp snooping event 

Ruijie# debug ip dhcp snooping packet 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 
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13 配置 IGMP Snooping 命令 

13.1 配置相关命令 

13.1.1 deny 

㽕⽕ℶ䕀থ profile ᣛᅮ㣗ೈⱘ㒘᪁⌕ˈ䇋ᠻ㸠 profile ῵ᓣϟⱘ䜡㕂ੑҸ denyǄ 

deny 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 deny ⽕ℶ䕀থ profile ᣛᅮ㣗ೈⱘ㒘᪁ഄഔ 

 

㔎ⳕ䜡㕂  profile 㔎ⳕᠻ㸠 deny ᪡԰Ǆ 

 

ੑҸ῵ᓣ  profile 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䇋ܜ೼ profile ῵ᓣϟՓ⫼ range ੑҸ䜡㕂ད㒘᪁㣗ೈǄ঺໪ Ў̍њՓ profile 䜡㕂䍋԰⫼ˈ

䳔㽕ᇚ䆹 profile ᑨ⫼ࠄ᥹ষ䆚܀Ҹ῵ᓣ 
/U!6E@	profile
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㽕䰤ᅮ profile 㒘᪁⌕ⱘ㣗ೈˈ䇋ᠻ㸠 profile ῵ᓣϟⱘ䜡㕂ੑҸ permitˈ䖭ḋ䆹 profile ݇㘨

ⱘ᥹ষᇚা䕀থᣛᅮⱘ㒘᪁⌕Ǆ 

permit 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 permit ܕ䆌䕀থ profile ᣛᅮ㣗ೈⱘ㒘᪁ഄഔǄ 

 

㔎ⳕ䜡㕂  profile 㔎ⳕᠻ㸠 deny ᪡԰Ǆ 

 

ੑҸ῵ᓣ  profile 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
䇋ܜ೼ profile ῵ᓣϟՓ⫼ range ੑҸ䜡㕂ད㒘᪁㣗ೈǄ঺໪ Ў̍њՓ profile 䜡㕂䍋԰⫼ˈ

䳔㽕ᇚ䆹 profile ݇㘨ࠄⳌ݇ⱘੑҸϞǄ 

 

䜡㕂В՟  

ϟ䴶ᰃ߯ᓎϔϾাܕ䆌䕀থ 224.2.2.2 㒘᪁⌕ profile ⱘ՟ᄤ˖ 

Ruijie(config)# ip igmp profile 1 

Ruijie(config-profile)# range 224.2.2.2 

Ruijie(config-profile)# permit 

 

 ੑҸ ᦣ䗄 

 ip igmp profile ߯ᓎϔϾ profile Ⳍ݇ੑҸ 

 range 䜡㕂㒘᪁ഄഔ㣗ೈ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.3 range  

㽕ᣛᅮ profile 㒘᪁⌕ⱘ㣗ೈˈ䇋ᠻ㸠 profile ῵ᓣϟⱘ䜡㕂ੑҸ rangeˈৃҹᣛᅮऩϾ㒘᪁ഄ

ഔˈгৃҹᣛᅮᶤϾ㣗ೈݙⱘ㒘᪁ഄഔǄՓ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸ᣛᅮⱘ㒘᪁ഄഔǄ 

range low-ip-address [high-ip-address] 

no range low-ip-address [high-ip-address] 

 খ᭄ ᦣ䗄 খ᭄䇈ᯢ 

 low-ip-address ᣛᅮ㣗ೈⱘ䍋ྟഄഔ 
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 high-ip-address ᣛᅮ㣗ೈⱘ㒧ᴳഄഔ 

 

㔎ⳕ䜡㕂  ᮴㔎ⳕؐǄ 

 

ੑҸ῵ᓣ  profile 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䜡㕂དഄഔ㣗ೈৢˈḍ᥂ᅲ䰙䳔㽕ᣛᅮϔϾ㸠Ўˈ㔎ⳕ䆹 profile ⱘ㸠Ўᰃ denyǄ঺໪ˈ

ЎњՓ profile 䜡㕂䍋԰⫼ˈ䳔㽕ᇚ䆹 profile ᑨ⫼ࠄ᥹ষϞǄ 

 

䜡㕂В՟  

ϟ䴶ᰃ߯ᓎϔϾ㣗ೈЎ 224.2.2.2~224.2.2.244 㒘᪁⌕ profile ⱘ՟ᄤ˖ 

Ruijie(config)# ip igmp profile 1 

Ruijie(config-profile)# range 224.2.2.2 224.2.2.244 

 

 ੑҸ ᦣ䗄 

 ip igmp profile ߯ᓎϔϾ profile 

 deny ᣛᅮ profile ⱘ㸠ЎЎ deny 
Ⳍ݇ੑҸ 

 permit ᣛᅮ profile ⱘ㸠ЎЎ permit 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.4 ip igmp profile 

IGMP ⱘ profile ⫼Ѣᅮࠊϔ㋏߫ⱘ㒘䖛Ⓒ఼Ǆ㽕䖯ܹ profile ῵ᓣˈ㽕佪ܜ೼ܼሔ῵ᓣϟ䜡㕂

ϔϾ profileǄ䆹ੑҸᰃ῵ᓣᇐ㟾ੑҸˈ䗝ᢽ profile-numberˈᑊ䖯ܹ igmp profile 䜡㕂῵ᓣǄ 

ip igmp profile profile-number 
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Փ⫼ᣛᇐ  
IGMP Profiles ᅲ䰙Ϟᰃϔѯ㒘䖛Ⓒ఼ˈկĀSVGL ῵ᓣᑨ⫼ⱘ㒘᪁ഄഔ㣗ೈāǃĀ䏃⬅

䖲᥹ষ䖛Ⓒ㒘᪁᭄᥂㣗ೈāǃĀIGMP Filtering 㣗ೈā৘乍ࡳ㛑Փ⫼Ǆ಴ℸ Ў̍њՓ profile
䍋԰⫼ˈ䳔㽕ᇚ profile ੠⡍ᅮⱘࡳ㛑݇㘨Փ⫼Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟߯ᓎњϔϾ㓪োЎ 1 ⱘ profile ᑊ䖯ܹ profile 䜡㕂῵ᓣǄ 

Ruijie(config)# ip igmp profile 1 

Ruijie(config-profile)# 

 

 ੑҸ ᦣ䗄 

 range 䜡㕂 profile 㒘᪁ഄഔ㣗ೈǄ 

 permit ᣛᅮ profile ⱘ㸠ЎЎ permit 
Ⳍ݇ੑҸ 

 deny ᣛᅮ profile ⱘ㸠ЎЎ deny 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.5 ip igmp snooping ivgl 

㽕ᠧᓔ igmp snooping ᑊᣛᅮ䖤㸠 ivgl ῵ᓣˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ip igmp snooping ivglǄ
䆹ੑҸⱘ no ᔶᓣ݇䯁 igmp snoopingǄ 

ip igmp snooping ivgl 

no ip igmp snooping 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  disable ῵ᓣǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
೼䆹῵ᓣϟˈ৘ VLAN 䯈ⱘ㒘᪁⌕ᰃⳌѦ⣀ゟⱘǄЏᴎা㛑ᳱϢ㞾Ꮕ໘ѢৠϔϾ VLAN
ⱘ䏃⬅䖲᥹ষ䇋∖᥹ᬊ㒘᪁⌕˗Ѹᤶᴎ೼᥹ᬊࠄӏԩϔϾ VLAN ⱘ㒘᪁⌕ᯊˈা㛑ᕔⳌ

ৠ VLAN  ⱘ៤ਬッষ䕀থǄݙ
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~ ⊼ᛣ 

pim snooping ᖙ乏ձ䌪Ѣ igmp snooping ⱘ IVGL ៪㗙 IVGL-SVGL ῵

ᓣᎹ԰ˈ೼Փ⫼ no ip igmp snooping ݇䯁 igmp snooping 㛑ᯊˈབࡳ

ᵰ pim snooping ℷ೼Ꮉ԰߭Ӯᦤ⼎⫼᠋݇ܜ䯁 pim snooping ᑊ̍Ϩᴀ

⃵݇䯁ϡ៤ࡳǄ  
 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛Ϟᠧᓔ igmp snooping ᑊ䆒㕂 ivgl ῵ᓣ˖ 

Ruijie(config)# ip igmp snooping ivgl 

 

 ੑҸ ᦣ䗄 

 ip igmp snooping svgl ᠧᓔ igmp snooping ᑊ䜡㕂 svgl ῵ᓣǄⳌ݇ੑҸ 

 ip igmp snooping ivgl-svgl ᠧᓔ igmp snooping ᑊ䜡㕂⏋ড়῵ᓣǄ

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.6 ip igmp snooping vlan 

㽕೼⡍ᅮ vlan Ϟᠧᓔ igmp snooping ᑊᣛᅮ䖤㸠 ivgl ῵ᓣˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ip igmp 
snooping vlanǄ䆹ੑҸⱘ no ᔶᓣ݇䯁 igmp snoopingǄ 

ip igmp snooping vlan vid 

no ip igmp snooping vlan vid 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vid vlan id 

 

㔎ⳕ䜡㕂  disable ῵ᓣǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

೼ܼሔ῵ᓣϟ བ̍ᵰ䳔㽕೼⡍ᅮⱘ vlan Ϟਃࡼ៪㗙݇䯁 IGMP Snooping 㛑ࡳ 䞛̍⫼ℸੑ

ҸǄ 

~ ⊼ᛣ 

⡍ᅮ vlan Ϟⱘ pim snooping ᖙ乏ձ䌪Ѣ igmp snooping Ꮉ԰ ೼̍Փ⫼

no ip igmp snooping vlan ݇䯁 vlan Ϟⱘ igmp snooping 㛑ᯊˈབᵰࡳ

pim snooping ೼䆹 VLAN Ꮖ䜡㕂߭Ӯᦤ⼎⫼᠋݇ܜ䯁 pim snoopingˈ

ᑊϨᴀ⃵݇䯁ϡ៤ࡳǄ  
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䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛ vlan 2 Ϟᠧᓔ igmp snooping˖ 

Ruijie(config)# ip igmp snooping vlan 2 

 

 ੑҸ ᦣ䗄 

 ip igmp snooping ivgl ᠧᓔ igmp snooping ᑊ䜡㕂 ivgl ῵ᓣǄⳌ݇ੑҸ 

 ip igmp snooping ivgl-svgl ᠧᓔ igmp snooping ᑊ䜡㕂⏋ড়῵ᓣǄ

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.7 ip igmp snooping svgl profile 

㽕ᣛᅮ೼⡍ᅮ profile 㒘㣗ೈ䖤㸠 SVGL ῵ᓣ 䇋̍ᠻ㸠ܼሔ䜡㕂ੑҸ ip igmp snooping svgl 
profileǄ䆹ੑҸⱘ no ᔶᓣ প⍜䜡㕂Ǆ 

ip igmp snooping svgl profile profile-number 

no ip igmp snooping svgl profile 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 profile-number profile ⱘ㓪োˈপؐ㣗ೈ<1-65536> 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟ svgl ≵᳝݇㘨ⱘ profileǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸা᳝೼ SVGL ៪㗙 IVGL-SVGL ῵ᓣϟᠡ᳝ᬜǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛Ў igmp snooping svgl ῵ᓣ݇㘨 profile 2˖ 

Ruijie(config)# ip igmp snooping svgl profile 2 

 

 ੑҸ ᦣ䗄 

 ip igmp snooping svgl ᠧᓔ igmp snooping ᑊ䜡㕂 svgl ῵ᓣǄⳌ݇ੑҸ 

 ip igmp snooping ivgl-svgl ᠧᓔ igmp snooping ᑊ䜡㕂⏋ড়῵ᓣǄ

 

ᑇৄ䇈ᯢ  ᮴ 



䜡㕂
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ip igmp snooping fast-leave enable 

no ip igmp snooping fast-leave enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  disable ῵ᓣǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

ッষᖿ䗳⾏ᓔᰃᣛᔧѸᤶᴎҢᶤッষᬊࠄЏᴎথ䗕ⱘ⾏ᓔᶤ IP 㒘᪁㒘ⱘ IGMP ⾏ᓔ㒘

᡹᭛ᯊˈⳈ᥹ᡞ䆹ッষҢᇍᑨ䕀থ㸼乍ⱘߎッষ߫㸼Ёߴ䰸ǄℸৢˈᔧѸᤶᴎᬊࠄᇍ䆹

IP 㒘᪁㒘ⱘ IGMP ⡍ᅮ㒘ᶹ䆶᡹᭛ᯊˈѸᤶᴎᇚϡݡ৥䆹ッষ䕀থǄ೼ѸᤶᴎϞˈབᵰ

ッষϟা䖲᥹᳝ϔϾ᥹ᬊ㗙ˈ߭ৃҹ䗮䖛Փ㛑ッষᖿ䗳⾏ᓔࡳ㛑ҹ㡖㑺ᏺᆑ੠䌘⑤Ǆ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛Ϟᠧᓔ igmp snooping fast-leave˖ 

Ruijie(config)# ip igmp snooping fast-leave enable 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.10 ip igmp snooping query-max-response-time 

㽕䜡㕂Ѹᤶᴎ᥹ᬊࠄ query ᡹᭛ৢㄝᕙ៤ਬܹࡴ㒘⍜ᙃⱘᯊ䯈ˈᔧ䍙䖛ℸᯊ䯈≵᳝ᬊࠄ㒘៤

ਬⱘֵܹࡴᙃˈ߭䅸Ў㒘៤ਬᏆ㒣⾏ᓔˈߴ䰸ᇍᑨⱘ៤ਬǄ 

ip igmp snooping query-max-response-time time 

no ip igmp snooping query-max-response-time 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 time ࡼᗕᄺдⱘ䏃⬅ষⱘ㗕࣪ᯊ䯈Ǆ 

 

㔎ⳕ䜡㕂  10s 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

೼ᬊࠄ IGMP ⱘϔ㠀ᶹ䆶᡹᭛ৢˈ㒘᪁䆒໛Ӯ᳈ᮄ᠔᳝ⱘ៤ਬッষⱘ㗕࣪ᅮᯊ఼ˈᅮᯊ

఼ᯊ䯈Ў᳔䭓ડᑨᯊ䯈 ᔧ̍ᅮᯊ఼ⱘؐޣЎ 0 ᯊˈ߭ 䅸Ў䆹ッষϡ᳝ݡ៤ਬ᥹ᬊ㒘᪁⌕ˈ

Ѡሖ㒘᪁䆒໛ህӮᡞ䆹ッষҢ IGMP Snooping ⱘ䕀থ㸼Ёߴ䰸Ǆ 

೼ᬊࠄ IGMP ⱘ⡍ᅮ㒘ᶹ䆶᡹᭛ৢˈ㒘᪁䆒໛Ӯᇍ䆹⡍ᅮ㒘ⱘ᠔᳝៤ਬッষਃࡼ㗕࣪ᅮ

ᯊ఼ˈᅮᯊ఼ᯊ䯈Ў᳔䭓ડᑨᯊ䯈ˈᔧᅮᯊ఼ⱘؐޣЎ 0 ᯊˈ߭䅸Ў䆹ッষϡ᳝ݡ៤ਬ

᥹ᬊ㒘᪁⌕ˈ㒘᪁䆒໛ህӮᡞ䆹ッষҢ IGMP Snooping ⱘ䕀থ㸼Ёߴ䰸Ǆ 

ᇍѢ IGMPv3 ⱘ⡍ᅮ㒘⑤ᶹ䆶᡹᭛ˈϡخᅮᯊ఼ⱘ᳈ᮄ໘⧚Ǆ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛䜡㕂ࡼᗕᄺд䏃⬅ষ㗕࣪ᯊ䯈Ў 100s˖ 

Ruijie(config)# ip igmp snooping query-max-response-time 100 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

   

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.11 ip igmp snooping limit-ipmc 

㽕⏏ࡴ㒘᪁⑤ IP Ẕᶹ㸼乍ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ip igmp snooping limit-ipmc vlan ˈ䆹

ੑҸⱘ no 䗝乍ߴ䰸⑤ IP Ẕᶹ㸼乍Ǆ 

ip igmp snooping limit-ipmc vlan vid address gaddress server saddress 

no ip igmp snooping limit-ipmc vlan vid address gaddress server saddress 

 খ᭄ ᦣ䗄 

 vid ⑤ ip Ẕᶹ㸼乍ⱘ vlan idǄ 

 gaddress 㒘᪁ഄഔǄ 
খ᭄䇈ᯢ 

 saddress ໮᪁⑤ഄഔ(໮᪁᳡఼ࡵ)Ǆ 

 

㔎ⳕ䜡㕂  ᮴㔎ⳕؐǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 
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Փ⫼ᣛᇐ  ᖙ乏ܜᠧᓔ⑤ IP Ẕᶹࡳ㛑ᠡ㛑⏏ࡴ㸼乍Ǆ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟⏏ࡴњϔᴵ໮᪁⑤ ip 䖛Ⓒ㸼乍Ǆ 

Ruijie(config)# ip igmp snooping limit-ipmc vlan 1 address 224.0.0.1

server 192.168.4.243 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 
ip igmp snooping source-check 
default-server 

ᠧᓔ⑤ IP Ẕᶹᖙ乏ৠᯊ䜡㕂咬䅸ⱘ⑤

IPǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.12 ip igmp snooping suppression enable 

㽕ᠧᓔ igmp snooping Report ᡹᭛ⱘᡥࡳࠊ㛑ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ip igmp snooping 
suppression enableǄ䆹ੑҸⱘ no ᔶᓣ݇䯁 igmp snooping suppressionǄ 

ip igmp snooping suppression enable 

no ip igmp snooping suppression enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  disable ῵ᓣǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 ᔧՓ㛑њ IGMP ៤ਬ݇㋏᡹ਞ᡹᭛ᡥࡳࠊ㛑ৢˈ೼ϔϾᶹ䆶䯈䱨ݙ㒘᪁䆒໛াӮᡞᬊࠄ

ⱘ vlan ⱘ㄀ϔϾݙⱘᶤϾ㒘᪁㒘ഄഔࠄ᥹ᬊݙ IGMP Report ᡹᭛䕀থ㒭䏃⬅䖲᥹ষˈৢ

㒻ⱘ IGMP Report ᡹᭛ᇚϡ㒻㓁৥䏃⬅䖲᥹ষ䕀থˈ䖭ḋৃҹޣᇥ㔥㒰Ёⱘ᡹᭛᭄䞣Ǆ

䜡㕂њ䆹ੑҸৢˈsuppression ѸᤶᴎህӮᇍˈࡼ㛑ਃࡳ IGMPv1/v2 report ᡹᭛䖯㸠ᡥ

ԚᰃϡӮᇍˈࠊ IGMPv3 report ᡹᭛䖯㸠ᡥࠊǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛Ϟᠧᓔ igmp snooping suppression˖ 

Ruijie(config)# ip igmp snooping suppression 
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 ੑҸ 
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ip igmp snooping vlan mrouter learn 
pim-dvmrp 

䜡㕂 vlan Ϟᠧᓔ㒘᪁䏃⬅ষࡼᗕᄺд

 㛑ࡳ

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.14 ip igmp snooping vlan mrouter interface  

䏃⬅䖲᥹ষᰃ㒘᪁䆒໛Ϣ݊㒘᪁䚏ሙ䆒໛Ⳉ᥹Ⳍ䖲ⱘッষ,㽕䜡㕂㒘᪁䏃⬅ষ 䇋̍ᠻ㸠ܼሔ䜡

㕂ੑҸ ip igmp snooping vlan mrouter interfaceǄ䆹ੑҸⱘ no ᔶᓣߴ䰸ϔϾ䏃⬅ষǄ 

ip igmp snooping vlan vid mrouter interface interface-id 

no ip igmp snooping vlan vid mrouter interface interface-id 

 খ᭄ ᦣ䗄 

 vid 䜡㕂䏃⬅䖲᥹ষⱘ vlan idǄ খ᭄䇈ᯢ 

 interface-id ᥹ষ id 

 

㔎ⳕ䜡㕂  ᮴㔎ⳕؐǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 ৃҹ䗮䖛ᇚѸᤶᴎϞⱘッষ䜡㕂Ў䴭ᗕ䏃⬅఼ッষ Ң̍㗠ՓѸᤶᴎϞ᠔᳝ᬊࠄⱘ IP 㒘᪁

᭄᥂ৃҹ䗮䖛䆹ッষ㹿䕀থߎএǄ೼⑤ッষẔᶹᠧᓔⱘᚙᔶϟˈা᳝Ң䏃⬅䖲᥹ষ䖯ܹ

ⱘ㒘᪁⌕ᠡ㹿䕀থˈ݊ᅗⱘᇚ㹿϶ᓗǄ 

೼䏃⬅䖲᥹ষࡼᗕᄺдࡳ㛑݇䯁ⱘᚙމϟˈৃҹ䞛⫼䴭ᗕ䜡㕂Ⳍᑨⱘ᥹ষǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛䜡㕂ϔϾ໮᪁䏃⬅ষ˖ 
Ruijie(config)# ip igmp snooping vlan 1 mrouter interface 

fastEthernet 0/1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ip igmp snooping source-check port ໮᪁⑤ッষẔᶹ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.15 ip igmp snooping vlan mrouter learn pim-dvmrp  

㽕䜡㕂䅽Ѹᤶᴎࡼᗕⱘպ਀ IGMP Query/Dvmrp/PIM Hellp ᡹᭛ˈҹ㞾ࡼ䆚߿䏃⬅䖲᥹ষˈ

䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ip igmp snooping vlan mrouter learnǄ䆹ੑҸⱘ no ᔶᓣপ⍜ࡼᗕᄺ

дǄ 

ip igmp snooping vlan vid mrouter learn pim-dvmrp 

no ip igmp snooping vlan vid mrouter learn pim-dvmrp 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vid 䏃⬅䖲᥹ষⱘ vlan idǄ 

 

㔎ⳕ䜡㕂  䆹ࡳ㛑㔎ⳕ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 䏃⬅䖲᥹ষᰃ㒘᪁䆒໛Ϣ݊㒘᪁䚏ሙ䆒໛Ⳉ᥹Ⳍ䖲ⱘッষǄ㔎ⳕⱘᚙމϟˈᇍѢϔϾ

VLAN



䜡㕂
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no ip igmp snooping filter profile-number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 profile-number profile ⱘ㓪োˈপؐ㣗ೈ<1-65536> 

 

㔎ⳕ䜡㕂  ᮴㔎ⳕؐǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ᡞ IGMP Profile ᑨ⫼೼ϔϾッষϟˈབᵰ䆹ッষᬊࠄ IGMP Report ᡹᭛ˈ߭䆒໛ህӮᶹ

ᡒ䖭Ͼッষ᠔㽕ܹࡴⱘ㒘᪁ഄഔᰃ৺೼ IGMP Profile ˈܹࡴ䆌ܕ߭ˈǄ㢹ᰃݙ䆌㣗ೈПܕ

Пৢᠡ䖯㸠ৢ㓁໘⧚Ǆᖙ乏߯ܜᓎᣛᅮⱘ profileˈ✊ৢᠡ㛑ᠻ㸠 filter ݇㘨Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ⓨ⼎೼ⱒܚッষ 0/1 Ϟ݇㘨 profile 1˖ 

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ip igmp snooping filter 1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ip igmp profile ߯ᓎϔϾ profile 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.1.18 ip igmp snooping max-groups  

㽕䜡㕂᥹ষܕ䆌᳔໮޴Ͼ㒘ࡼᗕⱘܹࡴ䆹ッষ, 䇋ᠻ㸠᥹ষ䜡㕂ੑҸ ip igmp snooping 
max-groups ੑҸǄ䆹ੑҸⱘ no ᔶᓣপ⍜᳔໻㒘䰤ࠊǄ 

ip igmp snooping max-groups number 

no ip igmp snooping max-groups 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number খ᭄㣗ೈЎ<0 – 1024> 

 

㔎ⳕ䜡㕂  ᥹ষ㒘ᆍ䞣Ͼ᭄ϡফ䰤ࠊǄ 
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 བᵰ䜡㕂њܕ䆌ᄺдⱘ᳔໻㒘᭄䞣ˈ߭೼䆹᥹ষϞˈᔧ㒘ࡼᗕᄺдࠄⱘ㒘䆄ᔩϾ᭄䍙䖛

᳔໻ܕ䆌᭄䞣ᯊˈѸᤶᴎᇚϡݡᄺд IGMP Report ᡹᭛߯ᓎᮄⱘ䕀থ㸼乍Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟䜡㕂ⱒܚষ 0/1 Ϟা㛑໘⧚ 100 Ͼ໮᪁㒘˖ 

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ip igmp snooping max-group 100 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ip igmp snooping filter ッষ໮᪁㒘䖛ⒸǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.2 显示与监控命令 

13.2.1 show ip igmp snooping 

ᰒ⼎ igmp snooping ⱘⳌֵ݇ᙃǄ 

Show ip igmp snooping [gda-table | interfaces | mrouter| statistics [vlan vlan-id] ] 

 খ᭄ ᦣ䗄 

 ᮴ ᰒ⼎ igmp snooping ⱘࡳ㛑䜡㕂Ǆ 

 gda-table ᰒ⼎㒘᪁䕀থ㾘߭㸼Ǆ 

 interfaces ᰒ⼎ igmp snooping filtring ⱘ䜡㕂Ǆ 

 mrouter ᰒ⼎㒘᪁䏃⬅䖲᥹ষֵᙃǄ 

 statistics [vlan vlan-id] ᰒ⼎ snooping 㒳䅵ֵᙃǄ 

খ᭄䇈ᯢ 

 vlan ᰒ⼎⡍ᅮ vlan ϟⱘⳌ݇ snooping ֵᙃ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  ᮴ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

13.2.2 show ip igmp profile [ profile-number] 

 খ᭄ ᦣ䗄 

 ᮴ ᰒ⼎᠔᳝ profile ⱘ䜡㕂ֵᙃ খ᭄䇈ᯢ 

 profile-number ᰒ⼎ᣛᅮ profile ⱘ䜡㕂ֵᙃ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᶹⳟᔧࠡ㋏㒳᠔᳝ profile ⱘ䜡㕂ֵᙃ 

 

䜡㕂В՟  ᮴ 

 

 

 

EXEC

  �´
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ᠧᓔ IGMP Snooping Debug ֵᙃ䇗䆩ᓔ݇Ǆ䆹ੑҸⱘ no ᔶᓣ݇䯁䇗䆩ᓔ݇Ǆ 

debug igmp-snp  

debug igmp-snp event 

debug igmp-snp packet 

debug igmp-snp msf 

debug igmp-snp warning 

undebug igmp-snp 

undebug igmp-snp event 

undebug igmp-snp packet 

undebug igmp-snp msf 

undebug igmp-snp warning 

 খ᭄ ᦣ䗄 

 ᮴ ᠧᓔ IGMP Snooping ⱘ᠔᳝䇗䆩ֵᙃ 

 event ᠧᓔ IGMP Snooping Ⳍ݇џӊⱘ䇗䆩ֵᙃ 

 packet ᠧᓔ IGMP Snooping Ⳍ݇᡹᭛ⱘ䇗䆩ֵᙃ 

 msf ᠧᓔ IGMP Snooping Ϣ㒘᪁Ѹᤶⱘ䇗䆩ֵᙃ 

খ᭄䇈ᯢ 

 warning ᠧᓔ IGMP Snooping Ⳍ݇䄺ਞⱘ䇗䆩ֵᙃ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  ᮴ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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14 配置 MSTP 命令 

14.1 配置相关命令 

14.1.1 bpdu src-mac-check 

ᠧᓔᶤϾ᥹ষⱘ bpdu ⑤ mac ẔᶹǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍݇䯁᥹ষⱘ bpdu ⑤ mac
Ẕᶹࡳ㛑Ǆ 

bpdu src-mac-check H.H.H 

no bpdu src-mac-check 

 খ᭄ ᦣ䗄 

 H.H.H 㸼⼎া᥹ᬊ⑤ mac ഄഔЎ䆹ഄഔⱘ bpdu ᏻǄ খ᭄䇈ᯢ 

 no  䗝乍㸼⼎ッষ᥹ᬊӏԩⱘ bpdu ᏻǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃ݇䯁ⱘǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# bpdu src-mac-check 00d0.f800.1e2f 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.2 clear spanning-tree detected-protocols 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 forward-timeǃhello-timeǃmax-age ϝϾؐⱘ㣗ೈᰃⳌ݇ⱘˈׂᬍњ݊ЁϔϾӮᕅડ

 ˖㋏㑺݇ࠊҪϸϾⱘؐ㣗ೈǄ䖭ϝϾؐП䯈᳝ϔϾ݊ࠄ

2*(Hello Time+1.0snd) <= Max-Age Time <= 2*(Forward-Delay̢1.0snd) 

ϡヺড়䖭ϾᴵӊⱘؐгӮ䆒㕂ϡ៤ࡳǄ 

 

䜡㕂В՟  

՟ 1˖ᠧᓔ spanning-tree  ˖㛑ࡳ

Ruijie(config)# spanning-tree 

՟ 2˖䆒㕂 BridgeForwardDelay˖ 

Ruijie(config)# spanning-tree  forward-time 10 

 

 ੑҸ ᦣ䗄 

 show spanning-tree ᰒ⼎ STP ܼሔ䜡㕂ֵᙃǄ 

 spanning-tree mst cost 䆒㕂 STP ᥹ষⱘ PathCostǄ 
Ⳍ݇ੑҸ 

 spanning-tree tx-hold-count STP ܼሔⱘ TxHoldCount 䆒㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.4 spanning-tree autoedge 

ᠧᓔᶤϾ᥹ষⱘ Autoedge ᓔ݇Ǆ⫼᠋ৃҹ⫼䆹ੑҸⱘ disabled 䗝乍݇䯁᥹ষⱘ Autoedge
ᓔ݇Ǆ 

spanning-tree autoedge [disabled] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 disabled  ݇䯁᥹ষⱘ Autoedge ᓔ݇Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃᠧᓔⱘǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 
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䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# spanning-tree autoedge disabled 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show spanning-tree interface ᰒ⼎ッষ STP 䜡㕂ֵᙃǄ 

⧄䇈ᯢВ՟   
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 - - 

14.1.6 spanning-tree bpduguard 

ᠧᓔᶤϾ᥹ষⱘ BPDU Guard ᓔ݇Ǆ⫼᠋ৃҹ⫼䆹ੑҸⱘ enabled ៪ disabled 䗝乍ᠧᓔ៪

݇䯁᥹ষⱘ BPDU Guard ᓔ݇Ǆ 

spanning-tree bpduguard [enabled | disabled] 

 খ᭄ ᦣ䗄 

 enabled ᠧᓔ᥹ষⱘ BPDU Guard ᓔ݇Ǆ খ᭄䇈ᯢ 

 disabled ݇䯁᥹ষⱘ BPDU Guard ᓔ݇Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃ݇䯁ⱘǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

ՓĠ῵ᓣĀҸ῵ᓣconfig)#4.012TT3
-35 -8B740A51>-6<0interface gigabitethernet 4.012TT44E3>]TJ24 67213542>1/1 4.012TT2
-35 -1244. Tc 4761/TT1 Ruijie(config-if)# 4.012TT3
-35 -
/T3abled

	–�D

�£EÄ
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 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁 

 

ੑҸ῵ᓣ  ᥹ষ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config-if)#spanning-tree compatible enable 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# spanning-tree link-type point-to-point 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.13 spanning-tree max-hops 

೼ܼሔ䜡㕂῵ᓣϟՓ⫼ℸੑҸৃҹ䆒㕂 BPDU ᏻⱘ᳔໻䏇᭄˄Max-hops Count˅ˈᅗᣛᅮ

Ӆ 

[( ops-cou)-4pn]2(t)]TJ
/CT011 Tf
-0.00141Tc 0 80233Tw 715.6 060220857Td
([(nospanning)5(g-11(tree )ax-hops)-TJ
/CT0 1 Tf
0 Tc 0 Tw 10.11090 Td
(B)Tj
10.02 0 0 10.02 135.36 714E34 3 Tm
( )Tj
ET
q
296.7 752772 r155.1 -20.764re
141.6 752772 r
h
291.6 752774 -194.24 -19.62 re
W* n
0.852 g
141.6 750708 145.1 20.764re
f
Q
0.852 g
147.36 750702 r44.24 19.62 re
f
0 g
BT
/C2_0 1 Tf
0.006 Tc 2 Tr 10.02 0 0 10.02 204934 650.1803 Tm
<0C996B440Tj
/TT1 1 Tf
0 Tc 0 Tr 2.012 0 Td
( )Tj
ET
6
536.58 752772 r139.4 -20.764re
f97.18 752772 r
h
231.54 752774 -129.2 -19.62 re
W* n
0.852 g
297.18 750708 139.4 20.764re
f
Q
0.852 g
102.34 750702 r29.2 19.62 re
f
0 g
BT
/C2_0 1 Tf
0.006 Tc 2 Tr 10.02 0 0 10.02 406.86 750.1803 Tm
<019A345C0Tj
/TT1 1 Tf
0 Tc 0 Tr 2.012 0 Td
( )Tj
ET
66.84 652772 r.24 1.5 re
f
141.6 752772 r94.98 1.5 re
f
66.84 750708 1.24 20.164re
f
Q96.7 750708 1.28 20.164re
f
BT
/C2_0 1 Tf
2 Tr 10.02 0 0 10.02 78.36 746.7 03 Tm
[<0A996-6<0B4401C81BE2>]TJ
/TT1 1 Tf
0 Tr 40.5 0 0 10.5 118.56 746.7 03 Tm
[ )Tj
/TT0 1 Tf
1..02 0 0 10.02 135.36 74932263 Tm
[ 
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㔎ⳕ䜡㕂  

㔎ⳕ instance ੠ vlan ⱘᇍᑨ݇㋏ᰃ᠔᳝ⱘ Vlan 䛑೼ Instance 0 ЁǄ 

name ЎぎᄫヺІǄ 

revision Ў 0Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ. 

 

Փ⫼ᣛᇐ  㽕䖨ಲࠄ⡍ᴗ῵ᓣˈ䕧ܹ end ੑҸˈ៪䬂ܹ Ctrl+C 㒘ড়䬂Ǆ 

㽕䖨ಲܼࠄሔ䜡㕂῵ᓣˈ䕧ܹ exit ੑҸǄ 

䖯ܹ MST 䜡㕂῵ᓣৢˈৃҹՓ⫼ҹϟੑҸ䖯㸠䜡㕂খ᭄˖ 

instance instance-id vlan vlan-range˖ᇚ Vlan 㒘⏏ࠄࡴ MST Instance ЁǄ䖭䞠instance-idⱘ㣗ೈЎ 0ˉ64Ǆvlan ⱘ㣗ೈЎ 1ˉ4095Ǆvlan-range ৃҹᰃϔѯ vlan ⱘ䲚ড়ˈVLAN ID 㾕⫼䗫ো䱨ᓔˈ䖲㓁ⱘ VLAN ID ৃҹՓ⫼þˉÿ䖲᥹༈ሒϸϾ VLAN ID䖲᥹ ՟̍བ˖instance 10 vlan 2,3,6-9 ᅮНњᇚ VLAN 2 3̍ 6̍ 7̍ 8̍ 9̍ ࠄࡴ⏏ Instance 10ЁǄ㔎ⳕⱘ䜡㕂ᰃ᠔᳝ⱘ VLAN ഛ೼ Instance 0 ЁǄᇚ VLAN Ң Instance Ёߴ䰸ⱘ

ᮍ⊩ᰃՓ⫼ no ੑҸ˖no instance instance-id [vlan vlan-range]Ǆ(㽕⊼ᛣ no ੑҸЁ

Instance ⱘ㣗ೈЎ 1ˉ64) 

name name

˖ᣛᅮ MST ৡ⿄ˈ᳔໮ৃҹৃҹ৿ 32 ᄫヺⱘᄫヺІǄৃҹ⫼ no name ᇚ

݊ᘶ໡㟇㔎ⳕؐǄ 

revision version˖䆒㕂 MST ⠜ᴀ᭄ˈ㣗ೈ 0ˉ65535Ǆৃҹ⫼ no revision ᇚ݊ᘶ໡㟇㔎

ⳕؐǄ 

show˖ᰒ⼎ᔧࠡ MST region ֵᙃǄ 

 

䜡㕂В՟  

ϟ䴶В՟ᴹ䇈ᯢབԩ䖯ܹ MST ῵ᓣˈᇚ VLAN 3, 5-10 ᯴ᇘࠄ MST Instance 1. 

Ruijie(config)# spanning-tree mst configuration 

Ruijie(config-mst)# instance 1 vlan  3ˈ5-10 

Ruijie(config-mst)# name region 1 

Ruijie(config-mst)# revision  1 

Ruijie(config-mst)# show 

MST configuration 

Name [region1] 

Revision 1 

Instance  Vlans Mapped 

----------  --------------------- 

0        1-2,4,11-4094 

1        3,5-10 

----------------------------------- 

Ruijie(config-mst)# exit 

Ruijie(config)# 
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བᵰ㽕ᇚ VLAN 3 Ң Instance 1 Ёߴ䰸ˈ䙷М䖯ܹ MST 䜡㕂῵ᓣৢˈᠻ㸠བϟⱘ䖛⿟ 

Ruijie(config-mst)# no instance 1 vlan 3 

བᵰ㽕ᇚᭈϾ Instance 1  ˖䰸ˈᮍ⊩བϟߴ

Ruijie(config-mst)# no instance 1 

ᙼৃҹ䗮䖛 MST 䜡㕂ੑҸЁⱘ show 偠䆕Ϟ䗄䖛⿟Ǆ 

 

 ੑҸ ᦣ䗄 
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Փ⫼ᣛᇐ 
 ೼ Region 㑻Ⳍৠᯊˈҹ䗝ܜ㑻ⱘッষ໘Ѣথ䗕⢊ᗕǄӬܜ䗝ᢽ催Ӭܜᔶ៤⦃䏃ᯊˈӬݙ

⫼᥹ষো䕗ᇣⱘッষǄ 

 

䜡㕂В՟  

ϟ՟ᇚᡞ೼ Instance 20 Ёⱘ Gigabitethernet 1/1 ᥹ষⱘӬܜ㑻ؐؐ䆒Ў 10˖ 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# spanning-tree mst 20 port-priority 0 

ৃҹ䬂ܹ show spanning-tree mst instance interface interface-id ⡍ᴗੑҸ偠䆕Ϟ䗄

䜡㕂Ǆ 

 

 ੑҸ ᦣ䗄 

 show spanning-tree mst ᶹⳟ᥹ষⱘ MSTP ֵᙃǄ 

 spanning-tree mst cost 䆒㕂䏃ᕘ㢅䌍 
Ⳍ݇ੑҸ 

 spanning-tree mst priority 㒭ϡৠ Instance 䆒㕂䆒໛Ӭܜ㑻 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.18 spanning-tree mst priority 

೼ܼሔ䜡㕂῵ᓣϟՓ⫼ℸੑҸৃҹ㒭 Instance 䆒㕂䆒໛Ӭܜ㑻ǄՓ⫼ no 䗝乍ৃҹᇚ䆹ੑҸ

ᘶ໡㟇㔎ⳕؐǄ 

spanning-tree [mst instance-id] priority priority 

no spanning-tree [mst instance-id] priority 

 খ᭄ ᦣ䗄 

 instance-id Instance োˈ㣗ೈЎ 0ˉ64 

খ᭄䇈ᯢ 

 priority 

䆒໛Ӭܜ㑻ˈৃ䗝⫼ 0, 4096,8192, 12288, 16384, 
20480, 24576, 28672, 32768, 36864, 40960, 45056, 
49152,53248, 57344 ੠ 61440Ǆ݅ 16 Ͼᭈ᭄ˈഛЎ

4096 ⱘס᭄Ǆ 

 

㔎ⳕ䜡㕂  instance-id ⱘ㔎ⳕؐЎ 0 

 

ੑҸ῵ᓣ  priority ⱘ㔎ⳕؐЎ 32768 
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Փ⫼ᣛᇐ  ܼሔ䜡㕂῵ᓣ. 

 

䜡㕂В՟  

ϟ՟㒭 Instance 20 䆒㕂ⱘ䆒໛Ӭܜ㑻ؐ䆒Ў 8192˖ 

Ruijie(config-if)# spanning-tree mst 20 priority 8192 

ৃҹ䬂ܹ show spanning-tree mst instance interface interface-id ⡍ᴗੑҸ偠䆕Ϟ䗄

䜡㕂Ǆ 

 

 ੑҸ ᦣ䗄 

 show spanning-tree mst  ᶹⳟ᥹ষⱘ MSTP ֵᙃǄ 

 spanning-tree mst cost 䆒㕂䏃ᕘ㢅䌍Ǆ 
Ⳍ݇ੑҸ 

 spanning-tree mst port-priority 㒭ϡৠ Instance 䆒㕂ッষӬܜ㑻Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.19 spanning-tree pathcost method 

䜡㕂ッষ䏃ᕘ㢅䌍ⱘ㔎ⳕ䅵ㅫᮍ⊩ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕؐǄ 

spanning-tree pathcost method [long | short] 

no spanning-tree pathcost method 

 খ᭄ ᦣ䗄 

 long 䞛⫼ 802.1t 䆒ᅮޚᷛ path-cost ⱘؐǄ খ᭄䇈ᯢ 

 short 䞛⫼ 802.1d 䆒ᅮޚᷛ path-cost ⱘؐǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ䞛⫼ 802.1T 䆒ᅮޚᷛ Path-cost ⱘؐǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config-if)# spanning-tree pathcost method  long 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 
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 show spanning-tree interface  ᰒ⼎ STP ᥹ষ䜡㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.20 spanning-tree portfast 

ᠧᓔᶤϾ᥹ষⱘ Portfast ᓔ݇Ǆ⫼᠋ৃҹ⫼䆹ੑҸⱘ disabled 䗝乍݇䯁᥹ষⱘ Portfast ᓔ݇Ǆ 

spanning-tree portfast [disabled] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 disabled ݇䯁᥹ষⱘ Portfast ᓔ݇Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃ݇䯁ⱘǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  - 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# spanning-tree portfast 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show spanning-tree interface ᰒ⼎ッষ STP 䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.21 spanning-tree portfast bpdufilter default 

ܼሔⱘᠧᓔ BPDU filterǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍ܼሔⱘ݇䯁 BPDU filterǄ 

spanning-tree portfast bpdufilter default 
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no spanning-tree portfast bpdufilter default 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁 BPDU filter 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
ᠧᓔ BPDU Filter ৢˈⳌᑨッষӮ᮶ϡথгϡᬊ BPDUǄՓ⫼ show spanning-tree ੑ

Ҹᶹⳟ䆒㕂Ǆ 

 

䜡㕂В՟  Ruijie(config)# spanning-tree portfast bpdufilter default 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show spanning-tree interface  ᰒ⼎ STP ܼሔ䜡㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.22 spanning-tree portfast bpduguard default 

ܼሔⱘᠧᓔ BPDU guardǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍ܼሔⱘ݇䯁 BPDU guardǄ 

spanning-tree portfast bpduguard default 

no spanning-tree portfast bpduguard default 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁 BPDU Guard. 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ᠧᓔ BPDU guardˈབᵰ೼䆹ッষϞᬊࠄ BPDU
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䜡㕂В՟  Ruijie(config)# spanning-tree portfast bpduguard default 

 

 ੑҸ 
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14.1.24 spanning-tree reset 

ᇚᭈϾ spanning-tree 䆒㕂ᘶ໡Ў㔎ⳕؐǄ䆹ੑҸ≵᳝ no 䗝乍Ǆ 

spanning-tree reset 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config)# spanning-tree reset 

 

 ੑҸ ᦣ䗄 

 show spanning-tree ᰒ⼎ STP ܼሔ䜡㕂ֵᙃǄ Ⳍ݇ੑҸ 

 show spanning-tree interface ᰒ⼎ STP ᥹ষ䆒㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.25 spanning-tree tc-guard 

᥹ষᠧᓔ tc- guard ᓔ݇ǄՓ⫼䆹ੑҸⱘ no 䗝乍݇䯁 tc- guard ᓔ݇Ǆਃ⫼ tc-guard ˈ㛑ࡳ

㛑䰆ℶ tc ᡹᭛ⱘᠽᬷǄ 

spanning-tree tc-guard 

no spanning-tree tc-guard 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁 tc- guard ᓔ݇Ǆ 
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config-if)# spanning-tree tc-guard 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

14.1.26 spanning-tree tc-protection 

ܼሔᠧᓔ tc- protection ᓔ݇ǄՓ⫼䆹ੑҸⱘ no 䗝乍ܼሔ݇䯁 tc- protection ᓔ݇Ǆ 

spanning-tree tc- protection 

no spanning-tree tc- protection 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᠧᓔ tc- protection ᓔ݇Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config)# 
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 ⠜ᴀো 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 tx-hold-count TxHoldCount 䆒㕂Ǆؐ㣗ೈҢ 1 ࠄ 10Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕؐᰃ 3Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config)# spanning-tree tx-hold-count 5 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show spanning-tree ᰒ⼎ MSTP ܼሔ䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 tx-hold-count ᰒ⼎ TxHoldCountǄ 

 pathcost method ᰒ⼎䅵ㅫ䏃ᕘ㢅䌍ⱘᮍ⊩Ǆ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show spanning-tree hello-time 

 

 ੑҸ ᦣ䗄 

 spanningtree pathcost method 䆒㕂䏃ᕘ㢅䌍ⱘᮍ⊩ 

 spanning-tree forward-time 䆒㕂 BridgeForwardDelayǄ 

 spanning-tree hello-time 䆒㕂 BridgeHelloTimeǄ 

 spanning-tree max-age 䆒㕂 BridgeMaxAgeǄ 

 



䜡㕂 MSTP ੑҸ 

14-43 

 link-type ᰒ⼎ッষⱘ linktype 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie#  show spanning-tree interface gigabitethernet 1/5 

 

 ੑҸ ᦣ䗄 

 spanning-tree bpdufilter  ᠧᓔᶤϾ᥹ষⱘ BPDU filter ᓔ݇Ǆ 

 spanning-tree portfast ᠧᓔᶤϾ᥹ষⱘ portfast ᓔ݇Ǆ 

 spanning-tree bpduguard ᠧᓔᶤϾ᥹ষⱘ BPDU guard ᓔ݇Ǆ

Ⳍ݇ੑҸ 

 spanning-tree link-type 
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Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show spanning-tree mst configuration 

 

 ੑҸ ᦣ䗄 

 spanning-tree mst configuration 䖯ܹ MST region 䜡㕂 

 spanning-tree mst cost ᰒ⼎ instance ⱘ䏃ᕘ㢅䌍 

 spanning-tree mst max-hops ᰒ⼎ instance ⱘ᳔໻䏇᭄ 

 spanning-tree mst priority ᰒ⼎ instance ⱘ䆒໛Ӭܜᴗ 

Ⳍ݇ੑҸ 

 spanning-tree mst port-priority ᰒ⼎ instance ⱘッষӬܜᴗ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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15 配置 SPAN 命令 

15.1 配置相关命令 

15.1.1 monitor session 

߯ᓎϔϾ SPAN Ӯ䆱ᑊᣛᅮⳂⱘッষ˄ⲥ᥻ষ˅੠⑤ッষ˄㹿ⲥ᥻ষ˅.Փ⫼䆹ੑҸⱘ no 䗝

乍ߴ䰸Ӯ䆱៪㗙ऩ⣀ߴ䰸⑤ッষ៪ⳂⱘッষǄ 

monitor session session_number {source interface interface-id [both | rx | tx] | 
destination interface interface-id { encapsulation | switch }  | mac {source mac-addr| 
destination mac-addr } [both | rx | tx]} [acl  name] 

no monitor session session_number [source interface interface-id [both | rx | tx] | 
destination interface interface-id { encapsulation | switch }] | mac {source mac-addr| 
destination mac-addr } [both | rx | tx] [acl name] 

no monitor session all 

 খ᭄ ᦣ䗄 

 session_number SPAN Ӯ䆱োǄ 

 source interface interface-id 
ᣛᅮ⑤ッষǄᇍѢ interface-id 䇋̍ᣛᅮⳌᑨⱘ᥹ষোˈ

া㛑Ў⠽⧚ッষˈϡৃҹЎ SVIǄ 

 
destination interface 

interface-id 
ᣛᅮⳂⱘッষǄᇍѢ interface-idˈ䇋ᣛᅮⳌᑨⱘ᥹ষ

োˈা㛑Ў⠽⧚ッষˈϡৃҹЎ SVIǄ 

 mac source mac-addr 㹿䬰ڣ᡹᭛ⱘ⑤

source indr

 m a c  s o u r c e









䜡㕂 RSPAN ੑҸ 

16-2 

1/2                                                     //ϡᬃᣕডᇘষ䆒໛ 

Ruijie(config)# monitor session 2 destination remote vlan 7

interface gigabitEthernet 1/3 switch               //ᬃᣕডᇘষ䆒໛ 

Ruijie(config)# monitor session 2 destination remote vlan 7

reflector-port interface gigabitEthernet 1/1 switch 

՟ 2˖ⳂⱘѸᤶᴎ䜡㕂 

Ruijie(config)# monitor session 2 remote-destination 

Ruijie(config)# monitor session 2 destination remote vlan 7

interface gigabitEthernet 1/1 switch 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show monitor ᰒ⼎䬰ڣӮ䆱ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ϡᬃᣕডᇘষⱘѻક᮴䳔䕧ܹ reflector-port ݇䬂ᄫǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

16.1.2 remote-span 

Փ⫼䆹ੑҸ䆒㕂 RSPAN VLAN 

[no] remote-span 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  VLAN 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
㽕䖨ಲࠄ⡍ᴗ῵ᓣˈ䕧ܹ end ੑҸˈ៪䬂ܹ Ctrl+C 㒘ড়䬂Ǆ 

㽕䖨ಲܼࠄሔ䜡㕂῵ᓣˈ䕧ܹ exit ੑҸ 

 

䜡㕂В՟  
Ruijie(config)# vlan 5 

Ruijie(config)# remote-span 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 
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 show vlan ᰒ⼎ Vlan ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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17 配置 IP 地址命令 

17.1 接口地址配置命令 

17.1.1 ip address 

䆹ੑҸ⫼ᴹ䜡㕂᥹ষⱘ IP ഄഔˈৃҹ⫼ no ᔶᓣߴ䰸ᣛᅮ盈
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ϔϾ C ㉏㔥㒰ഄഔǄ䖭ḋ䆒໛ህ䳔㽕䖲᥹ϸϾ㔥㒰ˈ᠔ҹህ䳔㽕䜡㕂໮Ͼ IP ഄഔǄ 

Â 䆌໮ᮻⱘ㔥㒰ᰃ෎Ѣ㄀Ѡሖⱘḹ᥹㔥㒰 ≵᳝̍䖯㸠ᄤ㔥ⱘߚߦǄ⃵ IP ഄഔⱘՓ⫼ৃҹ

Փ䆹㔥㒰ᕜᆍᯧछ㑻ࠄ෎Ѣ IP ሖⱘ䏃⬅㔥㒰ǄᇍѢ↣Ͼᄤ㔥 䆒̍໛䛑䜡㕂ϔϾ IP ഄഔǄ

Â ϔϾ㔥㒰ⱘϸϾᄤ㔥㹿঺໪ϔϾ㔥㒰䱨⾏ᓔˈԴৃҹ߯ᓎϔϾ㹿䱨⾏㔥㒰ⱘᄤ㔥ˈ䗮

䖛䜡㕂⃵ IP ഄഔⱘᮍᓣˈᇚ䱨⾏ⱘᄤ㔥䖲᥹䍋ᴹǄϔϾᄤ㔥ϡ㛑೼䆒໛ⱘϸϾ៪ϸϾ

ҹϞ᥹ষߎ⦄Ǆ 

 

䜡㕂В՟  
ҹϟ՟ᄤˈ䜡㕂њ᥹ষЏ IP ഄഔЎ 10.10.10.1ˈ㔥㒰᥽ⷕЎ 255.255.255.0Ǆ 
ip address 10.10.10.1 255.255.255.0 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interface ᰒ⼎᥹ষⱘ䆺㒚ֵᙃǄ 

 

ᑇৄ䇈ᯢ 
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ᮄ᡹᭛Ǆᑨ⫼᮴㓪ো᥹ষˈ䳔㽕⊼ᛣҹϟ䰤ࠊ˖ 

Â ҹ໾㔥᥹ষϡ㛑䜡㕂៤᮴㓪ো᥹ষǄ 

Â ᔧІ㸠ষᇕ㺙 SLIPǃHDLCǃPPPǃLAPBǃFrame-relay ᯊˈৃ ҹ䜡㕂៤᮴㓪ো᥹ষǄ

Ԛᰃᇕ㺙ᏻЁ㒻ᯊˈা᳝⚍ࠄ⚍ᄤ᥹ষᠡܕ䆌䜡㕂᮴㓪ো᥹ষǄX.25 ᇕ㺙ᰃϡܕ䆌䜡

㕂᮴㓪ো᥹ষⱘǄ 

Â ϡ㛑⫼ ping ੑҸᴹẔ⌟᮴㓪ো᥹ষᰃ৺Ꮉ԰ℷᐌˈ಴Ў᮴㓪ো᥹ষ≵᳝ IP ഄഔǄԚ

ᰃ䗮䖛 SNMP ৃҹ䖰⿟ⲥ⌟ࠄ᮴㓪ো᥹ষ⢊ᗕǄ 

Â ϡ㛑䗮䖛᮴㓪ো᥹ষ䖯㸠㔥㒰ਃࡼǄ 

 

䜡㕂В՟  
ҹϟ䜡㕂ˈᇚᴀ᥹ষ䜡㕂Ў᮴㓪ো᥹ষˈ݇㘨᥹ষЎ FastEthernet 0/1Ǆ݇㘨ⱘ᥹ষᖙ乏

㽕䜡㕂 IP ഄഔǄ 
ip unnumbered fastEthernet 0/1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interface ᰒ⼎᥹ষⱘ䆺㒚ֵᙃǄ 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

17.2 地址解析协议配置命令 

17.2.1 arp 

Փ⫼䆹ੑҸˈৃ ҹ೼ ARP 㓧ކ㸼Ё๲ࡴ∌Йᗻⱘ IP ഄഔ੠ MAC ഄഔ᯴ᇘǄ䆹ੑҸⱘ no ᔶ

ᓣৃҹߴ䰸䴭ᗕ MAC ഄഔ᯴ᇘǄ
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㔎ⳕ䜡㕂  ARP 㓧ކ㸼Ё≵᳝ӏԩ䴭ᗕ᯴ᇘ䆄ᔩǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
RGOS Փ⫼ ARP 㓧ކ㸼ˈḍ᥂ 32 Ͼ↨⡍ԡ IP ഄഔᶹᡒ 48 Ͼ↨⡍ԡⱘ MAC ഄഔǄ 

⬅Ѣ໻໮᭄Џᴎᬃᣕࡼᗕ ARP 㾷ᵤˈ᠔ҹ䗮ᐌϡ䳔㽕䜡㕂䴭ᗕ ARP ᯴ᇘǄ߽⫼ clear r 

 

Փ⫼ᣛᇐ  ARPj
0. ܼሔ䜡㕂῵ᓣǄ

 Փ 
Qï,

+��<,±�� 
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䜡㕂В՟  

՟ 1˖ҹϟ䜡㕂ˈ䆒㕂৥ SVI 1 ↣⾦䩳থ䗕ϔ⃵ܡ䌍 ARP 䇋∖Ǆ 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# arp gratuitous-send interval 1 

՟ 2˖ҹϟ䜡㕂ˈذℶᅮᯊ৥ SVI 1 থ䗕ܡ䌍 ARP 䇋∖ 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# no arp gratuitous-send 

 

 ੑҸ ᦣ䗄 
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 Arp retry times number 䆒㕂 ARP 䇋∖ⱘ䞡Ӵ⃵᭄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

17.2.4 arp retry times 

Փ⫼䆹ੑҸˈৃ ҹ䆒㕂ᴀഄ䞡Ӵ arp 䇋∖᡹᭛ⱘ⃵᭄ˈे 㾷ᵤৠϔϾ IP ഄഔ 䖲̍㓁থ䗕 ARP
䇋∖ⱘ⃵᭄ǄՓ⫼ℸੑҸⱘ no ᔶᓣৃҹᘶ໡咬䅸ⱘ䞡Ӵ 5 ⃵ ARP 䇋∖Ǆ 

arp retry times number 

no arp retry times 
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Փ⫼䆹ੑҸˈৃҹ䜡㕂 ARP 㸼乍Ё᳾㾷ᵤ㸼乍ⱘ᳔໻Ͼ᭄Ǆ䆹ੑҸⱘ no ᔶᓣৃҹᘶ໡咬䅸

ؐ 8192Ǆ 

arp unresolve number 

no arp unresolve 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number 
᳾㾷ᵤ ARP 㸼乍ⱘ᳔໻Ͼ᭄ˈপؐ㣗ೈЎ< 1-8192 
>Ǆ咬䅸ؐЎ 8192 

 

㔎ⳕ䜡㕂  ARP 㓧ކ㸼Ё᳔໮ৃҹᆍ㒇 8192 Ͼ᳾㾷ᵤ㸼乍Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
ᔧথ⦄ ARP 㓧ᄬ㸼Ёߎ⦄໻䞣᳾㾷ᵤ㸼乍ˈᑊϨϔ↉ᯊ䯈ৢ䖬≵᳝⍜༅ᯊˈৃҹ⫼ℸੑ

Ҹ䰤ࠊ᳾㾷ᵤ㸼乍ⱘϾ᭄Ǆ 

 

䜡㕂В՟ 
 ҹϟ䜡㕂ˈ䆒㕂ᴀᴎⱘ᳾㾷ᵤ㸼乍ⱘ᳔໻Ͼ᭄Ў 500Ǆ 
arp unresolved 500 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

17.2.7 ip proxy-arp 

㽕೼᥹ষϞਃ⫼ҷ⧚ ARP ৃˈ㛑ࡳ ҹᠻ㸠 ip proxy-arp ੑҸǄ䆹ੑҸⱘ no ᔶᓣৃҹ݇䯁ҷ

⧚ ARP  㛑Ǆࡳ

ip proxy-arp 

no ip proxy-arp 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 
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㔎ⳕ䜡㕂  
10.2(3)Пৢ(ࣙᣀ 10.2(3))⠜ᴀˈϝሖѸᤶᴎ㔎ⳕ݇䯁ҷ⧚ ARPˈ㗠䏃⬅఼㔎ⳕᰃᠧᓔҷ

⧚ ARPǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

䆒໛ⱘҷ⧚ARPࡳ㛑ৃҹᐂࡽ≵᳝䏃⬅ֵᙃⱘЏᴎ 㦋̍ᕫ݊ᅗ㔥㒰៪ᄤ㔥 IPഄഔⱘMAC
ഄഔǄ↨བ䆒໛᥹ᬊࠄϔϾ ARP 䇋∖ A̍RP 䇋∖থ䗕㗙ⱘ IP ഄഔϢ᠔䇋∖ⱘ IP ഄഔϡ

ሲѢৠϔ㔥㒰ˈ㗠䆒໛জⶹ䘧᠔䇋∖ IP ഄഔⱘ䏃⬅ˈ䆒໛ህӮথ䗕 ARP ડᑨˈડᑨⱘ

MAC ഄഔЎ䆒໛㞾䑿ⱘҹ໾㔥 MAC ഄഔǄҹϞ䖛⿟ህᰃҷ⧚ ARP ⱘࡳ㛑Ǆ 

 

䜡㕂В՟  

ҹϟ䜡㕂ˈ೼ᖿ䗳ҹ໾㔥 FastEthernet 0/1 ਃ⫼ҷ⧚ ARP  㛑Ǆࡳ
interface fastEthernet 0/1 

no switchport 

ip proxy-arp 

 

 ੑҸ 
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 mask 

mask Ўᄤ㔥᥽ⷕখ᭄ˈे⏙䰸ᄤ㔥ݙⱘ ARP 㸼乍ˈ
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 vrf vrf_name VRF ᅲ՟ˈᰒ⼎ᣛᅮ VRF ⱘ ARP 㸼乍Ǆ 

 trusted 
ᰒ⼎ৃֵӏ ARP 㸼乍ˈᔧࠡা᳝ܼሔ VRF ᬃᣕৃֵ

ӏ ARPǄ 

 ip 
IP ഄഔˈᰒ⼎ᣛᅮ IP ഄഔⱘ ARP 㸼乍˗བᵰᣛᅮ

trusted ݇䬂ᄫˈ߭াᰒ⼎ৃֵӏ ARP 㸼乍ˈ৺߭ᰒ

⼎䴲ৃֵӏ ARP 㸼乍Ǆ 

 mask 
ᰒ⼎ IP ᄤ㔥ݙⱘ ARP 㸼乍; བᵰᣛᅮ trusted ݇䬂

ᄫˈ߭াᰒ⼎ৃֵӏ ARP 㸼乍ˈ৺߭ᰒ⼎䴲ৃֵӏ

ARP 㸼乍Ǆ 

 static ᰒ⼎᠔᳝䴭ᗕ arp 㸼乍Ǆ 

 mac-address ᰒ⼎ᣛᅮ mac ഄഔⱘ ARP 㸼乍Ǆ 

 complete ᰒ⼎᠔᳝Ꮖ㒣㾷ᵤⱘࡼǄ

 complete 
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Age (min) 
ARP 㓧ކ䆄ᔩᄬ೼ⱘᯊ䯈 ҹ̍ߚ䩳䅵Ǆབᵰᰃᴀഄ

ⱘ៪㗙䴭ᗕ䜡㕂ⱘˈ䆹ᄫ↉ؐህ⫼ⷁ㒓“-”㸼⼎Ǆ 

Hardware  Ϣ IP ഄഔᇍᑨⱘ⹀ӊഄഔǄ 

Type ⹀ӊഄഔ㉏ൟˈҹ໾㔥ഄഔഛЎ ARPAǄ 

Interface Ϣ IP ഄഔ݇㘨ⱘ᥹ষǄ 

՟ 2˖ҹϟᰃ show arp 192.168.195.68 ⱘ䕧ߎ㒧ᵰ 

Ruijie# show arp 192.168.195.68 

Protocol  Address    Age(min)  Hardware        Type   Interface 

Internet  192.168.195.68   1   0013.20a5.7a5f  arpa   VLAN 1 

՟ 3˖ҹϟᰃ show arp 192.168.195.0 255.255.255.0 ⱘ䕧ߎ㒧ᵰ 

Ruijie# show arp 192.168.195.0 255.255.255.0  

Protocol  Address    Age(min)  Hardware   Type   Interface 

Internet  192.168.195.64   0   0018.8b7b.9106  arpa   VLAN 1 

Internet  192.168.195.2    1   00d0.f8ff.f00e  arpa   VLAN 1 

Internet  192.168.195.5    --   00d0.f822.33b1  arpa   VLAN 1 

Internet  192.168.195.1    0   00d0.f8a6.5af7  arpa   VLAN 1 

Internet  192.168.195.51   1   0018.8b82.8691  arpa   VLAN 1 

՟ 4˖ҹϟᰃ show arp 001a.a0b5.378d ⱘ䕧ߎ㒧ᵰ 

Ruijie# show arp 001a.a0b5.378d 

Protocol  Address  Age(min)  Hardware  Type   Interface 

Internet  192.168.195.67   4   001a.a0b5.378d  arpa   VLAN 1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᮴㽕∖ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

ҹϟЎ show arp counter 䕧ߎ㒧ᵰ˖ 

Ruijie# show arp counter  

The Arp Entry counter:0 

The Unresolve Arp Entry:0 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

17.3.4 show arp detail 

ᰒ⼎ ARP 㓧ᄬ㸼ⱘ䆺㒚ֵᙃǄ 

show arp detail [interface-type interface-number| ip [mask] | mac-address | static | 
complete | incomplete] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interface-type interface-number ᰒ⼎ᣛᅮϝሖッষ៪㗙Ѡሖッষⱘ ARP 

  ip ip ഄഔˈᰒ⼎ᣛᅮ ip ഄഔⱘ ARP 㸼乍 
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㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  
ᔧ⫼᠋ᛇᶹⳟ ARP ⱘ䆺㒚ֵᙃˈ↨བ ARP ⱘ㉏ൟ˄ࡼᗕǃ䴭ᗕǃᴀഄǃৃֵӏ˅ǃ᠔

೼ⱘѠሖッষᯊˈৃҹՓ⫼ℸੑҸǄ 

 

䜡㕂В՟  

ҹϟЎ show arp detail 䕧ߎ㒧ᵰ˖ 

Ruijie# show arp detail  

IP Address       MAC Address       Type       Age(min)   Interface  Port   

20.1.1.1         000f.e200.0001    Static     --    --         --      

20.1.1.1         000f.e200.0001    Static     --    Vl3        --      

20.1.1.1         000f.e200.0001    Static     --    Vl3        Gi2/0/1 

193.1.1.70       00e0.fe50.6503    Dynamic    1     Vl3        Gi2/0/1 

192.168.0.1      0012.a990.2241    Dynamic    10    Gi2/0/3    Gi2/0/3 

192.168.0.1      0012.a990.2241    Dynamic    20    Ag1        Ag1     

192.168.0.1      0012.a990.2241    Dynamic    30    Vl2        Ag2     

192.168.0.39     0012.a990.2241    Local      --    Vl3        --      

192.168.0.39     0012.a990.2241    Local      --    Gi2/0/3    --      

192.168.0.1      0012.a990.2241    Local      --    Vl3        --      

192.168.0.1      0012.a990.2241    Local      --    Gi2/3/2    -- 

ARP 㓧ކ㸼Ё৘ᄫ↉ⱘ৿Нᦣ䗄བϟ˖ 

ᄫ↉ ᦣ䗄 

IP Address Ϣ⹀ӊഄഔᇍᑨⱘ IP ഄഔǄ 

MAC Address Ϣ IP ഄഔᇍᑨⱘ⹀ӊഄഔǄ 

Type 
ARP ㉏ൟˈࣙᣀ䴭ᗕǃࡼᗕǃৃֵӏǃᴀᴎಯ⾡㉏

ൟǄ 

Age  ARP ᄺдࠄ໮䭓ᯊ䯈ˈऩԡߚ䩳Ǆ 

Interface Ϣ IP ഄഔ݇㘨ⱘϝሖ᥹ষǄ 

Port Ϣ ARP ݇㘨ⱘѠሖッষǄ 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
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17.3.6 show ip arp 

㽕ᰒ⼎ഄഔ㾷ᵤण䆂˄ARP˅㓧ކ㸼ˈ೼⡍ᴗ⫼᠋῵ᓣЁᠻ㸠䆹ੑҸǄ 

show ip arp 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ   

 

䜡㕂В՟ 

 ҹϟЎ show ip arp 䕧ߎ㒧ᵰ˖ 

Ruijie# show ip arp  

Protocol Address       Age(min)Hardware        Type  

Interface 

Internet 192.168.7.233  23   0007.e9d9.0488  ARPA FastEthernet 0/0

Internet 192.168.7.112  10   0050.eb08.6617  ARPA FastEthernet 0/0

Internet 192.168.7.79   12   00d0.f808.3d5c  ARPA FastEthernet 0/0

Internet 192.168.7.1    50   00d0.f84e.1c7f  ARPA FastEthernet 0/0

Internet 192.168.7.215  36   00d0.f80d.1090  ARPA FastEthernet 0/0

Internet 192.168.7.127  0    0060.97bd.ebee  ARPA FastEthernet 0/0

Internet 192.168.7.195  57   0060.97bd.ef2d  ARPA FastEthernet 0/0

Internet 192.168.7.183  --   00d0.f8fb.108b  ARPA FastEthernet 0/0

ARP 㓧ކ㸼Ё৘ᄫ↉ⱘ৿Нᦣ䗄བϟ˖ 

ᄫ↉ 䇈ᯢ 

Protocol 㔥㒰ഄഔⱘण䆂ˈ䆹ᄫ↉ഛЎ InternetǄ 

Address Ϣ⹀ӊഄഔᇍᑨⱘ IP ഄഔǄ 

Age (min) 
ARP 㓧ކ䆄ᔩᄬ೼ⱘᯊ䯈 ҹ̍ߚ䩳䅵Ǆབᵰᰃᴀഄ

ⱘ៪㗙䴭ᗕ䜡㕂ⱘˈ䆹ᄫ↉ؐህ⫼ⷁ㒓“-”㸼⼎Ǆ 

Hardware  Ϣ IP ഄഔᇍᑨⱘ⹀ӊഄഔǄ 

Type ⹀ӊഄഔ㉏ൟˈҹ໾㔥ഄഔഛЎ ARPAǄ 

Interface Ϣ IP ഄഔ݇㘨ⱘ᥹ষǄ 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

17.3.7 show ip interface 

䆹ੑҸৃҹᰒ⼎᥹ষⱘ IP ⢊ᗕֵᙃǄੑҸḐᓣབϟ˖ 

show ip interface [ interface-type interface-number ] 

 খ᭄ ᦣ䗄 

 Interface-type ᣛᅮ᥹ষ㉏ൟ খ᭄䇈ᯢ 

 Interface-number ᣛᅮ᥹ষ㓪ো 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  

ϔϾ᥹ষ໘Ѣৃ⫼ⱘ⢊ᗕˈRGOS ᇚӮ೼䏃⬅㸼Ё߯ᓎϔᴵⳈ䖲䏃⬅Ǆৃ⫼ⱘ᥹ষᰃᣛ

RGOS 䕃ӊ䗮䖛䆹᥹ষৃҹᬊথ᭄᥂ࣙǄབᵰ᥹ষҢৃ⫼⢊ᗕবЎϡৃ⫼⢊ᗕˈRGOS
䕃ӊᇚӮҢ䏃⬅㸼Ёߴ䰸ⳌᑨⱘⳈ䖲䏃⬅Ǆ 

བᵰ᥹ষ໘Ѣৃ⫼⢊ᗕˈ᮶ܕ䆌ঠ৥䗮ֵ⢊ᗕˈ㒓䏃ण䆂⢊ᗕӮᰒ⼎ĀUPā˗བᵰҙ⠽

⧚㒓䏃໘Ѣৃ⫼⢊ᗕˈ᥹ষ⢊ᗕӮᰒ⼎ĀUPāǄ 

ϡৠⱘ᥹ষ㉏ൟˈᰒ⼎ⱘ㒧ᵰৃ㛑ϡϔḋˈ಴Ў᳝ѯݙᆍᰃᶤѯ׳ষ⡍᳝ⱘ䗝乍Ǆ 

 

䜡㕂В՟  

ҹϟЎ show ip interface ⱘ䕧ߎ㒧ᵰǄ 

Ruijie# show ip interface FastEthernet 0/1 

IP interface state is: UP 

IP interface type is: BROADCAST 

IP interface metric is: 0 

IP interface MTU is: 1500 

IP address is: 

192.168.5.133/24 (primary) 

IP address negotiate is: OFF 
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Forward direct-boardcast is: ON 

ICMP mask reply is: ON 

Send ICMP redirect is: ON 

Send ICMP unreachabled is: ON 

DHCP relay is: OFF 

Fast switch is: ON 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

17.3.8 show ip redirects 

䆹ੑҸ⫼ᴹᰒ⼎咬䅸㔥݇ǄੑҸḐᓣབϟ˖ 

show ip redirects 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ੑҸҙ೼Ѡሖ䆒໛ϞᬃᣕǄ 

 

䜡㕂В՟ 

 ϟ䴶Ў show ip redirects ⱘ䕧ߎ㒧ᵰǄ 

Ruijie# show ip redirects  

Default Gateway: 192.168.195.1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ip default-gateway 䜡㕂咬䅸㔥݇ˈҙ೼Ѡሖ䆒໛ᬃᣕǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

17.4 配置默认网关命令 

17.4.1 ip default-gateway 
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㽕೼Ѡሖ䆒໛Ϟ䜡㕂咬䅸㔥݇ˈ⫼ܼሔ䜡㕂ੑҸ ip default-gatewayǄ䆹ੑҸⱘ no ᔶᓣᰃ

 䰸咬䅸㔥݇Ǆߴ

ip default-gateway 

no ip default-gateway 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ᳾䜡㕂咬䅸㔥݇ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
བᵰ೼䆒໛Ёϡⶹ䘧ᇚ᭄᥂ࣙথ䗕ࠄાϔϾⳂᷛഄഔᯊˈᇚ䆹᭄᥂ࣙথ䗕ࠄ咬䅸㔥݇Ǆ

ৃՓ⫼ show ip redirects ੑҸᶹⳟ咬䅸㔥݇䆒㕂Ǆ 

 

䜡㕂В՟  
ҹϟ䜡㕂՟ᄤˈ䆒㕂咬䅸㔥݇Ў 192.168.1.1Ǆ 
ip default-gateway 192.168.1.1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip redirects ᰒ⼎咬䅸㔥݇ˈҙ೼Ѡሖ䆒໛ᬃᣕǄ 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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18 配置 DHCP Relay 命令 

18.1 配置相关命令 

18.1.1 ip dhcp relay check server-id 

㽕ᠧᓔ DHCP Relay ⱘ check server-id 㛑ˈৃҹՓ⫼䆹ੑҸᴹᅠ៤ǄՓ⫼䆹ੑҸⱘࡳ no ᔶ

ᓣ݇䯁 DHCP Relay ⱘ check server-id  㛑Ǆࡳ

[no] ip dhcp relay check server-id 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䗮䖛䜡㕂ℸੑҸ D̍HCP Relay ೼䕀থ DHCP 䇋∖᡹᭛ᯊӮḍ᥂ option server-id 䗝ᢽ䳔

㽕䕀থⱘ DHCP ᳡఼ࡵǄབᵰ≵᳝䜡㕂䆹ੑҸˈ߭ ৥᠔᳝䜡㕂ⱘ DHCP ᳡఼ࡵ䕀থ DHCP
䇋∖᡹᭛Ǆ 

 

䜡㕂В՟  

ҹϟ䜡㕂՟ᄤˈᠧᓔ DHCP relay ⱘ check server-id  㛑Ǆࡳ

Ruijie# configure terminal 

Ruijie(config)# ip dhcp relay check server-id 

 

 ੑҸ 
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䳔㽕ᠧᓔ DHCP Relay ⱘ option dot1x 㛑ᯊˈৃҹՓ⫼ℸੑҸᴹᅠ៤ǄՓ⫼䆹ੑҸⱘࡳ no
ᔶᓣ݇䯁䆹ࡳ㛑Ǆ 

[no] ip dhcp relay information option dot1x 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䜡㕂ℸੑҸ䳔㽕ܜ䜡㕂ᠧᓔ DHCP Ё㒻ࡳ㛑ˈ঺໪䳔㽕㒧ড় 802.1x Ⳍ݇ⱘ䜡㕂Ǆ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ࡳ㛑Ϣ option dot1x  㛑Ѧ᭹ˈϡৃৠᯊ䜡㕂Ǆࡳ

 

䜡㕂В՟  

ҹϟ䜡㕂՟ᄤˈ ೼ DHCP Ё㒻䆒໛Ϟˈਃ⫼ opion82 ࡳ㛑˖ 

Ruijie# configure terminal 

Ruijie(config)# Ip dhcp relay information option82 

 

 ੑҸ ᦣ䗄 

 Service dhcp ᠧᓔ DHCP Ё㒻ҷ⧚ Ⳍ݇ੑҸ 

 ip dhcp relay information option dot1x 䜡㕂ᠧᓔ DHCP option dot1x  㛑ࡳ

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

18.1.4 ip dhcp relay information option vpn 

䳔㽕ᠧᓔ DHCP Relay 䆒໛ⱘ DHCP Relay Aware VRF 㛑ᯊˈৃҹՓ⫼䆹ੑҸᴹᅠ៤Ǆࡳ

Փ⫼䆹ੑҸⱘ no ᔶᓣ݇䯁䆹ࡳ㛑Ǆ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ࡳ㛑੠ option82 ঞ option dot1x ϡކさǄ 

 

䜡㕂В՟ 

 ҹϟ䜡㕂՟ᄤˈ೼ DHCP Ё㒻䆒໛Ϟਃ⫼ DHCP Relay Aware VRF  ˖㛑ࡳ

Ruijie# configure terminal 

Ruijie(config)#Ip dhcp relay information option vpn 

 

 ੑҸ 
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 ip dhcp relay information option dot1x 䜡㕂ᠧᓔ DHCP option dot1x  㛑ࡳ

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

18.1.5 ip dhcp relay suppression 

㽕೼ᣛᅮッষϞᠧᓔ DHCP Relay
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18.1.6 ip helper-address 

㽕⏏ࡴϔϾ DHCP ᳡఼ࡵഄഔˈৃҹՓ⫼䆹ੑҸᴹᅠ៤Ǆᠻ㸠䆹ੑҸⱘ no ᔶᓣˈߴ䰸ϔϾ

᳡఼ࡵഄഔǄDHCP ᳡఼ࡵഄഔৃҹ೼ܼሔ䜡㕂῵ᓣ੠᥹ষ䜡㕂῵ᓣϟ䜡㕂Ǆ 

[no] ip helper-address [vrf vrf-name]A.B.C.D 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ≵᳝䜡㕂᳡఼ࡵഄഔǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ/᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

ܼሔ៪㗙↣Ͼϝሖ᥹ষϞ᳔໮ৃҹ䜡㕂 20 Ͼ DHCP ᳡఼ࡵഄഔǄ 

೼᥹ষ᳾䜡㕂 DHCP ᳡఼ࡵഄഔⱘᚙމϟˈDHCP Relay 䞛⫼ܼሔ DHCP ᳡఼ࡵഄഔ˗

བᵰ᥹ষ䜡㕂њ DHCP ᳡఼ࡵഄഔˈDHCP Relay Ⳉ᥹Փ⫼᥹ষϞ䜡㕂ⱘ᳡఼ࡵഄഔˈ

ϡ䞛⫼ܼሔ᳡఼ࡵഄഔǄ 

೼䜡㕂 vrf খ᭄ⱘᯊ׭ˈ෎Ѣܼሔⱘ䜡㕂੠෎Ѣ᥹ষⱘ䜡㕂⿡᳝ϡৠǄ෎Ѣܼሔⱘ䜡㕂བ

ᵰϡᣛᅮ vrf খ᭄ˈ咬䅸ϡሲѢӏԩ vrf˗෎Ѣ᥹ষⱘ䜡㕂བᵰϡᣛᅮ vrf খ᭄ˈ咬䅸ᔧࠡ

᳡఼ࡵ੠᥹ষሲѢৠϔ vrfǄ 

 

䜡㕂В՟  

ҹϟ䜡㕂՟ᄤˈ䜡㕂ϸϾ᳡఼ࡵഄഔ˖ 

1ˊ䜡㕂ܼሔ᳡఼ࡵ 192.168.1.1˗ 

2ˊ䜡㕂෎Ѣ vrf ᅲ՟Ў dep1 ⱘ᳡఼ࡵ 192.168.2.1˗ 

Ruijie# configure terminal 

Ruijie(config)# ip helper-address 192.168.1.1 

Ruijie(config)# ip helper-address vrf dep1 192.168.2.1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 service dhcp ᠧᓔ DHCP Ё㒻Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

18.1.7 service dhcp 
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䳔㽕೼ѸᤶᴎϞਃ⫼ DHCP Ё㒻ࡳ㛑ᯊˈৃҹՓ⫼䆹ੑҸᴹᅠ៤Ǆᠻ㸠䆹ੑҸⱘ no ᔶᓣ݇

䯁䆹ࡳ㛑Ǆ 

[no] service dhcp 

 খ᭄ 
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19 配置 DNS 模块命令 

19.1 配置相关命令 

19.1.1 ip domain-lookup 

ਃࡼ DNS 䖯㸠ඳৡ㾷ᵤǄՓ⫼䆹ੑҸⱘ no 䗝乍߭݇䯁 DNS ඳৡ㾷ᵤࡳ㛑Ǆ 

ip domain-lookup 

no ip domain-lookup 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމЎᠧᓔ DNS ඳৡ㾷ᵤࡳ㛑Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ੑҸЎᠧᓔ DNS ඳৡ㾷ᵤࡳ㛑ⱘᓔ݇ˈᠻ㸠䆹ੑҸˈ߭ਃࡼ DNS 䖯㸠ඳৡ㾷ᵤǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ՟ᄤᰃᠧᓔ DNS ඳৡ㾷ᵤࡳ㛑ⱘᓔ݇˖ 

Ruijie(config)# ip domain-lookup 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show hosts ᰒ⼎ DNS Ⳍ݇䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 
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ip name-server {ip-address | ipv6-address} 

no ip name-server [ip-address | ipv6-address] 

 খ᭄ ᦣ䗄 

 ip-address ඳৡ᳡఼ࡵⱘ IP ഄഔ খ᭄䇈ᯢ 

 ipv6-address ඳৡ᳡఼ࡵⱘ IPV6 ഄഔ 

 

㔎ⳕ䜡㕂  㔎ⳕ≵᳝䜡㕂ඳৡ᳡఼ࡵǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

ࡴ⏏ DNS Server ⱘ IP/IPv6 ഄഔǄ↣⃵ᠻ㸠䖭ᴵੑҸˈ䆒໛䛑Ӯ⏏ࡴϔϾ DNS ServerǄ
ᔧ᮴⊩Ң㄀ϔϾ Server 㦋পࠄඳৡᯊˈ䆒໛Ӯᇱ䆩৥ৢ㓁޴Ͼ Server থ䗕 DNS 䇋∖ˈ

Ⳉࠄℷ⹂ᬊࠄಲᑨЎℶǄ 

㋏㒳᳔໮ᬃᣕ 6 Ͼ᳡ߴ఼ࡵǄ 䰸 DNS Server ᯊ བ̍ᵰᙼᣛᅮњ ip-address ៪ ipv6-address
খ᭄ˈ߭াߴ䰸ᣛᅮⱘ᳡఼ࡵˈ৺߭ߴ䰸᠔᳝ⱘ DNS ᳡఼ࡵഄഔǄ 

 

䜡㕂В՟  

Ruijie(config)# ip name-server
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 ip-address 䆒໛ⱘ IP ഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᙼབᵰ㽕ߴ䰸Џᴎ߫㸼ˈৃҹ⫼ no ip host host-name ip-address ੑҸᴹߴ䰸Ǆ 

 

䜡㕂В՟  Ruijie(config)# ip host switch 192.168.5.243 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show hosts ᰒ⼎ DNS Ⳍ݇䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

19.1.4 ipv6 host 

䆹ੑҸᰃ᠟Ꮉ䜡㕂Џᴎৡ੠ IPV6 ഄഔⱘ᯴ᇘǄՓ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸Џᴎ߫㸼Ǆ 

Ipv6 host host-name ipv6-address 

no ipv6 host host-name ipv6-address 

 খ᭄ ᦣ䗄 

 host-name 䆒໛ⱘЏᴎৡ খ᭄䇈ᯢ 

 Ipv6-address 䆒໛ⱘ IPV6 ഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᙼབᵰ㽕ߴ䰸Џᴎ߫㸼ˈৃҹ⫼ no ipv6 host host-name ipv6-address ੑҸᴹߴ䰸Ǆ

 

䜡㕂В՟  Ruijie(config)# ipv6 host ruijie 2001:0DB8:700:20:1::12 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show hosts ᰒ⼎ DNS Ⳍ݇䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

19.2 显示相关命令 

19.2.1 clear host 

㽕⏙䰸ࡼᗕЏᴎৡ㓧ކ㸼ˈৃҹ೼⡍ᴗ⫼᠋῵ᓣЁᠻ㸠䆹ੑҸǄ 

clear host [host-name] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ  

host-name 
ৃҹߴ䰸ᶤϾᣛᅮⱘࡼᗕЏᴎৡ㓧ކǄ“*”ҷ㸼⏙䰸ܼ

䚼ࡼᗕЏᴎৡ㓧ކǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 
 Џᴎৡ㓧ކ㸼Ёⱘ᯴ᇘ䆄ᔩˈ᳝ϸϾᴹ⑤˖1˅䗮䖛 ip host ៪ ipv6 host 䴭ᗕ䜡㕂˗ 

2˅䗮䖛 DNS 䰸ᔧࠡ䗮䖛ߴᗕᄺдǄᠻ㸠䆹ੑҸˈӮࡼ DNS ⱘЏᴎৡ䆄ᔩǄࠄᗕᄺдࡼ

 

䜡㕂В՟  
ҹϟ䜡㕂ЁˈӮߴ䰸Џᴎৡ-IP ഄഔ㓧ކ㸼Ё᠔᳝ࡼᗕᄺдࠄⱘ᯴ᇘ䆄ᔩǄ 
clear host * 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show hosts ᰒ⼎Џᴎৡ㓧ކ㸼Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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19.2.2 show hosts 

ᰒ⼎ DNS ⱘ䜡㕂ֵᙃǄ 

show hosts [hostname] 

 খ᭄ 
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20 配置 SNTP 命令 

20.1 配置相关命令 

20.1.1 sntp enable 

䆹ੑҸ䆒㕂ᠧᓔ SNTP 㛑ˈՓ⫼ੑҸЁⱘࡳ no 䗝乍ᇚ䆹䆒㕂ᘶ໡Ў㔎ⳕؐ—DisableǄ 

[no] sntp enable 

 খ᭄ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼ show sntp ੑҸᶹⳟ SNTP Ⳍ݇খ᭄ 

 

䜡㕂В՟  Ruijie(config)# sntp server 192.168.4.12 

 

 ੑҸ ᦣ䗄 

 show sntp ᰒ⼎ SNTP ⱘ䜡㕂⢊ᗕ Ⳍ݇ੑҸ 
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 ੑҸ ᦣ䗄 

 sntp enable ᠧᓔ SNTP Ⳍ݇ੑҸ 

 show sntp ᶹⳟ SNTP ⱘⳌ݇খ᭄ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.0 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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21 配置 NTP 命令 

21.1 NTP 配置相关命令 

21.1.1 no ntp 

݇䯁 ntp ৠℹ᳡ذˈࡵℶϢᯊ䯈᳡఼ࡵⱘৠℹˈ⏙䰸 ntp ⱘ᠔᳝䜡㕂ֵᙃǄ 

no ntp 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟ NTP ᳡ࡵᰃ݇䯁ⱘǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ೼㔎ⳕᚙމϟˈNTP 㛑ᰃ݇䯁ⱘˈԚা㽕䜡㕂њࡳ NTP ᳡఼ࡵ៪ NTP ᅝܼ䆚߿ᴎࠊˈ

NTP  㛑ህӮ㹿ᠧᓔǄࡳ

 

䜡㕂В՟  
ҹϟ䜡㕂՟ᄤˈ݇䯁њ NTP ᳡ࡵǄ 
no ntp 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ntp server ᣛᅮϔϾ NTP ᳡఼ࡵ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

21.1.2 ntp access-group 

䜡㕂 NTP ᳡ࡵⱘ䆓䯂᥻ࠊᴗ䰤ˈ䆹ੑҸⱘ no ᔶᓣপ⍜䆒㕂ⱘ䆓䯂᥻ࠊᴗ䰤Ǆ 
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ntp access-group { peer | serve | serve-only | query-only }access-list-number | 
access-list-name 
no ntp access-group{peer | serve | serve-only | query-only}access-list-number 
| access-list-name 

 খ᭄ ᦣ䗄 

 peer 
᮶ܕ䆌ᇍᴀഄ NTP ᳡ࡵ䖯㸠ᯊ䯈䇋∖੠᥻ࠊᶹ䆶ˈ

гܕ䆌ᴀഄ䆒໛Ϣ䖰⿟㋏㒳ৠℹᯊ䯈˄ᅠܼ䆓䯂ᴗ

䰤˅Ǆ 

 serve 
䆌ᇍᴀഄܕ NTP ᳡ࡵ䖯㸠ᯊ䯈䇋∖੠᥻ࠊᶹ䆶ˈԚ

ϡܕ䆌ᴀഄ䆒໛Ϣ䖰⿟㋏㒳ৠℹᯊ䯈Ǆ 

 serve-only ҙܕ䆌ᇍᴀഄ NTP ᳡ࡵ䖯㸠ᯊ䯈䇋∖Ǆ 

 query-only ҙܕ䆌ᇍᴀഄ NTP ᳡ࡵ䖯㸠᥻ࠊᶹ䆶Ǆ 

 access-list-number IP 䆓䯂᥻߫ࠊ㸼ᷛো˗㣗ೈЎ 1̚99 ੠ 1300̚1999

খ᭄䇈ᯢ 

 access-list-name IP 䆓䯂᥻߫ࠊ㸼ৡǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟ᳾䜡㕂ӏԩ NTP 䆓䯂᥻ࠊ㾘߭Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

䆒㕂ᇍᴀഄ䆒໛ NTP ᳡ࡵⱘ䆓䯂᥻ࠊᴗ䰤Ǆ䖭䞠ᦤկњϔ⾡᳔ᇣ䰤ᑺⱘᅝܼ᥾ᮑˈ᳈

ᅝܼⱘᮍ⊩ᰃՓ⫼ NTP 䑿ӑ偠䆕ᴎࠊǄ 

ᔧϔϾ䆓䯂䇋∖ࠄ䖒ᯊˈNTP ᳡ࡵᣝ✻Ң᳔ᇣ䆓䯂䰤᳔ࠄࠊ໻䆓䯂䰤ࠊⱘ乎ᑣձ⃵ऍ䜡

㾘߭ˈҹ㄀ϔϾऍ䜡ࠄⱘ㾘߭ЎޚǄऍ䜡乎ᑣЎ peerǃserveǃserve-onlyǃquery-onlyǄ

~ ⊼ᛣ 
Ⳃࠡ㋏㒳᱖᳾ᬃᣕ᥻ࠊᶹ䆶ࡳ㛑Ǆ㱑✊ᰃᣝ✻Ϟ䗄乎ᑣ䖯㸠㾘߭ऍ䜡ˈ

Ԛ⍝ঞࠄϢ᥻ࠊᶹ䆶Ⳍ݇ⱘ䇋∖䛑᮴⊩ᬃᣕǄ 

བᵰ᳾䜡㕂ӏԩ䆓䯂᥻ࠊ㾘߭ˈ߭᠔᳝䆓䯂䛑ᰃܕ䆌ⱘǄԚϔᮺ䜡㕂њ䆓䯂᥻ࠊ㾘߭ˈ

߭ҙ᳝㾘߭Ё᠔ܕ䆌ⱘ䆓䯂ᠡ㛑䖯㸠Ǆ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

21.1.3 ntp authenticate 

䜡㕂 NTP ᳡ࡵՓ⫼ NTP ܼሔ䅸䆕ᴎࠊǄ 

ntp authenticate 

no ntp authenticate 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟ NTP ܼሔ䅸䆕ᴎࠊᰃ݇䯁ⱘǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
བᵰ᳾Փ⫼ܼሔᅝܼ䆚߿ᴎࠊˈ߭ϡᇍৠℹ䗮ֵ䖯㸠ࡴᆚ໘⧚Ǆᠧᓔܼሔᅝܼ䆚߿ᴎࠊˈ

ৠᯊᅠ៤݊Ҫⱘܼሔᆚ䩹䜡㕂ˈᠡৃ㛑থ䍋Ѣ᳡఼ࡵⱘࡴᆚ䗮ֵǄ 

偠䆕ⱘᷛޚᰃ䗮䖛 ntp authentication-keyǃntp trusted-key ᣛᅮⱘֵӏᆚ䩹Ǆ 

 

䜡㕂В՟  

೼䜡㕂њⳌᑨⱘܼሔ䅸䆕ᆚ䩹ᑊᇚ݊ᣛᅮЎܼሔֵӏᆚ䩹ৢˈᠧᓔ䅸䆕ᴎࠊǄ 
ntp authentication-key 6 md5 wooooop 

ntp trusted-key 6 

ntp authenticate 

 

 ੑҸ ᦣ䗄 

 ntp authentication-key 䆒㕂ܼሔ䅸䆕ᆚ䩹 Ⳍ݇ੑҸ 

 ntp trusted-key 䜡㕂ܼሔֵӏᆚ䩹Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

21.1.4 ntp authentication-key 
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Ў NTP ᳡ࡵ䜡㕂ϔϾܼሔ NTP 䅸䆕ᆚ䩹Ǆ 

ntp authentication-key key-id md5 key-string [
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 - - 
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Փ⫼ᣛᇐ  

೼䗮ᐌᚙމϟˈᴀഄ㋏㒳䛑ӮⳈ᥹៪䯈᥹ഄϢ໪䚼ⱘᯊ䩳⑤䖯㸠ৠℹǄԚ㢹⬅Ѣ㔥㒰䖲

᥹ᬙ䱰ㄝॳ಴㗠ᇐ㟈ᴀഄ㋏㒳᮴⊩Ϣ໪䚼ᯊ䩳⑤ৠℹᯊˈৃҹ䗮䖛䆹ੑҸ䆒㕂ᴀഄᯊ䩳

খ㗗⑤ৃ䴴ˈЎ݊Ҫ䆒໛ᦤկৠℹᯊ䯈Ǆ 

ϔᮺ䖯㸠њℸ䆒㕂ˈ㋏㒳֓ϡӮϢ↨݊ᯊ䩳ሖ᭄᭄ؐ᳈催ⱘⱘᯊ䩳⑤䖯㸠ৠℹǄ 

~ ⊼ᛣ 

Փ⫼ℸੑҸᯊᖙ乏⡍߿ᇣᖗǄᇚᴀഄᯊ䩳䆒㕂ЎЏᯊ䩳˄ᇸ݊ᰃᣛᅮ

њ䕗Ԣⱘᯊ䩳ሖ᭄ؐᯊ˅ᕜ᳝ৃ㛑ᇚⳳℷⱘ᳝ᬜᯊ䩳⑤㽚ⲪǄབᵰᇍ

ৠϔ㔥㒰Ёⱘ໮Ͼ䆒໛䛑Փ⫼њ䆹ੑҸˈ߭ৃ㛑⬅Ѣ䆒໛П䯈ⱘᯊ䩳

Ꮒᓖᇐ㟈㔥㒰ⱘᯊ䩳ৠℹϡ〇ᅮǄ 

঺໪ˈՓ⫼䆹ੑҸࠡ㢹㋏㒳Ң᳾Ϣ໪䚼ᯊ䩳⑤ৠℹ䖛ˈ᳝߭ৃ㛑䳔㽕

᠟ޚ᷵ࡼ㋏㒳ᯊ䩳ҹֱ䆕݊ϡӮ᳝䖛໻ⱘأᏂǄ 
 

 

䜡㕂В՟  
ҹϟ⼎㣗བԩ䆒㕂ᴀഄᯊ䩳খ㗗⑤ৃ䴴ˈᑊ䆒㕂݊ᯊ䩳ሖ᭄Ў 12Ǆ 

Ruijie(config)# ntp master 12 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 Ⳃࠡ៥Ӏⱘ㋏㒳ҙᬃᣕᅶ᠋ッ≵᳝᳡఼ࡵッˈᬃᣕⱘৠℹ᳡఼ࡵϞ䰤Ў 20 ϾǄ 

㽕䖯㸠Ϣ᳡఼ࡵⱘࡴᆚ䗮ֵˈ佪ܜᕫ䆒㕂ܼሔࡴᆚᆚ䩹ҹঞܼሔֵӏᆚ䩹ˈ✊ৢᣛᅮᇍ

ᑨⱘᆚ䩹Ў᳡఼ֵࡵӏᆚ䩹ˈᠡৃҹথ䍋Ѣ᳡఼ࡵⱘࡴᆚ䗮ֵˈ㽕ᅠ៤Ϣ᳡఼ࡵⱘࡴᆚ

䗮ֵ㽕∖᳡఼᳝ࡵⳌৠⱘܼሔࡴᆚᆚ䩹Ϣܼሔֵӏᆚ䩹 

೼Ⳍৠᚙމ˄㊒⹂ᑺ˅ϟˈӬܜ䗝ᢽ prefer ᯊ䩳䖯㸠ৠℹ 

䜡㕂 NTP থ䗕᡹᭛ⱘ⑤᥹ষⱘᯊ׭ᑨ䆹⊼ᛣϔϟˈ䜡㕂ⱘ᥹ষᖙ乏Ў䜡㕂њ IP ⱘᑊৃ

ҹ੠ᇍᑨ NTP ᳡఼ࡵ䗮ֵⱘ᥹ষǄ 

 

䜡㕂В՟  

ҹϟ䜡㕂՟ᄤˈ䜡㕂㔥㒰Ϟⱘ䆒໛Ў NTP serverǄ 

IPv4 䜡㕂˖Ruijie(config)# ntp server 192.168.210.222 

IPv6 䜡㕂˖Ruijie(config)# ntp server 10::2 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 no ntp ݇䯁 NTP ᳡ࡳࡵ㛑Ǆ 

 

ᑇৄ䇈ἶৄ䇈ἶᦣ䗄℀݇ੑҸ 
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೼㞾ࡼৠℹⱘ䯈䱨ᳳ䯈ˈབᵰ䳔㽕ᅠ៤ेᯊৠℹˈ߭ৃҹՓ⫼䆹ੑҸǄ 

 

䜡㕂В՟  
ҹϟ䜡㕂՟ᄤˈ䖯㸠 NTP ᅲᯊৠℹǄ 
Ntp synchronize 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ntp server ᣛᅮϔϾ NTP ᳡఼ࡵ ᑊ䖯㸠ৠℹ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

21.1.9 ntp trusted-key 

ᇚϔϾ ID ᇍᑨⱘᆚ䩹䜡㕂Ўܼሔֵӏᆚ䩹 

ntp trusted-key key-id 

no ntp trusted-key key-id 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 key-id ܼሔֵӏᆚ䩹 IDǄ 

 

㔎ⳕ䜡㕂  咬䅸ᚙމϟ≵ֵ᳝ӏᆚ䩹Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
೼ NTP
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 ntp authenticate ᠧᓔᅝܼ䆚߿ᴎࠊǄ 

 ntp authentication-key  䆒㕂 NTP 䅸䆕ᆚ䩹Ǆ 

 ntp server ᣛᅮϔϾ NTP ᳡఼ࡵǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

21.1.10 ntp update-calendar 

䆒㕂 NTP ᅶ᠋ッᅮᳳՓ⫼Ң໪䚼ᯊ䩳⑤ৠℹᕫᴹⱘᯊ䩳ؐ᳈ᮄ䆒໛ⱘ⹀ӊᯊ䩳Ǆ䆹ੑҸⱘ

no ᔶᓣপ⍜ᅮᳳ᳈ᮄ⹀ӊᯊ䩳ࡳ㛑Ǆ 

ntp update-calendar 

no ntp update-calendar 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸᳾䜡㕂ᅮᳳ᳈ᮄ⹀ӊᯊ䩳ࡳ㛑Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 Փ⫼ℸࡳ㛑ৃҹ䅽 NTP ᅶ᠋ッᅮᳳՓ⫼Ң໪䚼ᯊ䩳⑤ৠℹᕫᴹⱘᯊ䩳ؐ᳈ᮄ䆒໛ⱘ⹀ӊ

ᯊ䩳Ǆ䆒໛ⱘ⹀ӊᯊ䩳ेՓ೼䆒໛݇ᴎ៪೼䆒໛໡ԡⱘᚙމϟҡ✊㛑໳㒻㓁䍄ࡼǄ 

೼㔎ⳕᚙމϟ≵᳝䜡㕂 NTP ᳈ᮄ⹀ӊᯊ䩳Ǆ䜡㕂Пৢ N̍TP ᅶ᠋ッӮ೼↣⃵Ϣ໪䚼ᯊ䩳

⑤ৠℹ៤ࡳᯊгৠᯊ᳈ᮄ䆒໛ⱘ⹀ӊᯊ䩳Ǆ 

 

䜡㕂В՟  
ҹϟ⼎㣗བԩ䜡㕂 NTP ᅮᳳ᳈ᮄ⹀ӊᯊ䩳˖ 

Ruijie(config)# ntp update-calendar 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

21.2 显示与监控命令 

21.2.1 debug ntp 

ᰒ⼎ NTP 䇗䆩ֵᙃǄ 

debug ntp 

no debug ntp 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ  㽕䖯㸠 NTP ᖙ㽕ⱘ䇗䆩ֵᙃˈ䖯㸠ᬙ䱰䆞ᮁ੠੠ᥦ䰸Ǆߎ㛑䇗䆩ˈৃҹ䗮䖛䆹ੑҸ䕧ࡳ

 

䜡㕂В՟  
ҹϟ՟ᄤˈᠧᓔ NTP 䇗䆩ᓔ݇Ǆ 
debug ntp 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

21.2.2 show ntp status 

ᰒ⼎ NTP ֵᙃǄ 

show ntp status 
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 খ᭄ 
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22 配置 FTP Server 命令 

22.1 配置相关命令 

22.1.1 debug ftpserver 

ᠧᓔ FTP ᳡఼ࡵⱘ䇗䆩ֵᙃ䕧ߎˈՓ⫼䆹ੑҸⱘ no ᔶᓣ݇䯁䇗䆩ֵᙃ䕧ߎǄ 

debug ftpserver 

no debug ftpserver 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁䇗䆩ֵᙃ䕧ߎǄ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ  Փ⫼ debug ftpserver ੑҸৃҹ೼ FTP ᳡఼ࡵ䖤㸠䖛⿟Ёᰒ⼎䆺㒚ⱘ䇗䆩ֵᙃǄ 

 

䜡㕂В՟  

՟ 1˖ҹϟ⼎㣗བԩᠧᓔ᳡఼ࡵⱘ䇗䆩ֵᙃ˖ 

Ruijie# debug ftpserver 

FTPSRV_DEBUG:(RECV)   SYST 

FTPSRV_DEBUG:(REPLY)  215 RGOS Type: L8 

FTPSRV_DEBUG:(RECV)   PORT 192,167,201,82,7,120 

FTPSRV_DEBUG:(REPLY)  200 PORT Command okay. 

՟ 2˖ҹϟ⼎㣗བԩ݇䯁᳡఼ࡵⱘ䇗䆩ֵᙃ˖ 

Ruijie# no debug ftpserver 

  

	 – � D A Á G ! 5 B � �   
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 - - 

22.1.2 ftp-server enable 

ਃ⫼ FTP ᳡఼ࡵˈՓ⫼䆹ੑҸⱘ no ᔶᓣ݇䯁 FTP ᳡఼ࡵǄ 

ftp-server enable 

no ftp-server enable 

 খ᭄ ᦣ䗄 
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ftp-server password [type] password 

no ftp-server password 

 খ᭄ ᦣ䗄 

 type  
ᅮНᆚⷕⱘࡴᆚ㉏ൟ 0̟ ៪ 7Ǆ0 ҷ㸼ᆚⷕ᳾ࡴᆚ˄ ᯢ

᭛˅˗7 ҷ㸼ᆚⷕЎࡴᆚ䖛ⱘᆚ᭛Ǆ 
খ᭄䇈ᯢ 

 password  ᳡఼ࡵⱏᔩᆚⷕ 
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22.1.4 ftp-server topdir 

䰤ࠊ FTP ᅶ᠋ッ㛑໳䖯㸠᭛ӊ䇏ݭ᪡԰ⱘⳂᔩ㣗ೈǄՓ⫼䆹ੑҸⱘ no ᔶᓣᕏᑩ⽕ℶᅶ᠋ッ

䆓䯂 FTP ᳡఼ࡵϞӏԩ᭛ӊǄ 

ftp-server topdir directory 

no ftp-server topdir 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 directory  FTP ᅶ᠋ッ㛑໳䖯㸠᪡԰ⱘ乊ሖⳂᔩ 

 

㔎ⳕ䜡㕂  咬䅸᮴乊ሖⳂᔩ䆒㕂˄ϡܕ䆌䇏ݭӏԩⳂᔩ˅Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
FTP



䜡㕂
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㔎ⳕ䜡㕂  咬䅸᮴⫼᠋ৡǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

䜡㕂ᅶ᠋ッⱏ䰚 FTP ᳡఼ࡵᯊ䳔㽕ᦤկⱘ⫼᠋ৡǄᅶ᠋ッⱏᔩᯊ䳔㽕ৠᯊᦤկℷ⹂ⱘ⫼᠋ৡ੠ᆚⷕᠡ㛑ⱏᔩǄ 

⫼᠋ৡ᳔໻䭓ᑺЎ 64 ϾᄫヺˈЁ䯈ϡܕ䆌᳝ぎḐǄ⫼᠋ৡৃҹ⬅㣅᭛ᄫ↡ǃञ㾦᭄ᄫ੠ञ㾦ヺো㒘៤ǄFTP ᳡᳔఼ࡵ໮া㛑䜡㕂ϔϾ⫼᠋ৡǄ 

~ ⊼ᛣ 
FTP ᳡఼ࡵϡᬃᣕओৡ⫼᠋ⱏᔩˈབᵰ⏙䰸њ⫼᠋ৡ䜡㕂ᅶ᠋ッᇚ᮴

⊩䗮䖛᳡఼ࡵⱘ䑿ӑ偠䆕Ǆ  
 

䜡㕂В՟ 

 ՟ 1˖ҹϟ⼎㣗བԩ䜡㕂⫼᠋ৡЎ user˖ 

Ruijie(config)# ftp-server username user 

՟ 2˖ҹϟ⼎㣗བԩপ⍜⫼᠋ৡ䜡㕂˖ 

Ruijie(config)# no ftp-server username 
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ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ  

ᰒ⼎ FTP ᳡఼ࡵⱘⳌ݇⢊ᗕֵᙃˈࣙᣀ˖ 

Â ᳡఼ࡵᰃ৺ਃࡼ 

Â ᰃ৺ᓎゟ᥻ࠊ䖲᥹˄ᑊᰒ⼎Ⳍ݇ IPǃPort˅ 

Â ᰃ৺ᓎゟ᭄᥂䖲᥹˄ᑊᰒ⼎ᰃЏࡼ䖬ᰃ㹿ࡼ῵ᓣˈҹঞⳌ݇ IPǃPort˅ 

Â ᔧࠡ᭛ӊӴ䕧㉏ൟ 

Â ᳡఼ࡵⱏᔩ⫼᠋ৡǃᆚⷕ˄ҙ᳝᮴䜡㕂˅ 

Â ᳡఼ࡵ乊ሖⳂᔩ 

Â Ӯ䆱ぎ䯆ᯊ䰤䆒㕂 

 

䜡㕂В՟ 

 ҹϟ⼎㣗བԩᶹⳟ FTP ᳡఼ࡵⱘⳌ݇⢊ᗕֵᙃ˖ 

Ruijie# show ftp-server 

ftp-server information 

======================================= 

enable : Y 

topdir : / 

timeout: 20min 

username config : Y 

password config : Y 

type: BINARY 

control connect : Y 

ftp-server: ip=192.167.201.245  port=21 

ftp-client: ip=192.167.201.82  port=4978 

port data connect : Y 

ftp-server: ip=192.167.201.245  port=22 

ftp-client: ip=192.167.201.82  port=4982 

passive data connect : N 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 
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23 配置 UDP-Helper ῵ഫ命令 

23.1 配置相关命令 

23.1.1 ip forward-protocol 

䆹ੑҸᰃ䜡㕂䳔㽕Ё㒻䕀থⱘᣛᅮ UDP ッষǄՓ⫼䆹ੑҸⱘ no 䗝乍߭প⍜ᣛᅮ UDP ッষ

ᑓ᪁ࣙⱘЁ㒻䕀থࡳ㛑Ǆ 

ip forward-protocol udp [port | tftp | domain | time | netbios-ns | netbios-dgm | tacacs] 

no ip forward-protocol udp [port | tftp | domain | time | netbios-ns | netbios-dgm | 
tacacs] 
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䜡㕂В՟  Ruijie(config)# ip forward-protocol udp 134 

 

 ੑҸ ᦣ䗄 

 udp-helper enable Փ㛑䕀থ UDP ᑓ᪁᡹᭛ Ⳍ݇ੑҸ 

 ip forward-protocol 䜡㕂䳔㽕Ё㒻䕀থⱘᣛᅮ UDP ッষ 
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ᑇৄ䇈ᯢ  䆹ੑҸⳂࠡҙ೼ RGOS10.1 ϞᬃᣕǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

23.1.3 udp-helper enable 

udp-helper enable ੑҸ⫼ᴹਃࡼ UDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থࡳ㛑Ǆno udp-helper enable
ੑҸ⫼ᴹ݇䯁 UDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থࡳ㛑Ǆ  

㔎ⳕᚙމϟˈUDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থ໘Ѣ݇䯁⢊ᗕǄ  

udp-helper enable 

no udp-helper enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ UDP ᑓ᪁᡹᭛ⱘЁ㒻䕀থ໘Ѣ݇䯁⢊ᗕ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 ᠧᓔ UDP-Helper ⱘЁ㒻䕀থࡳ㛑ˈ߭咬䅸ᇍ 69,53,37,137,138,49 ⱘ UDP ᑓ᪁᡹᭛䖯

㸠Ё㒻䕀থǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ՟ᄤᰃਃࡼ UDP Ё㒻䕀থࡳ㛑˖ 

Ruijie(config)# udp-helper enable 

 

 ੑ⥠ 

ᦣ䗄 UDPLÔ?U�•�y�[,X�Ax�ÍU D P  䕀 舧 ᦔ 同  쀰ᦣ䗄  
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no snmp-server chassis-id 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 text ㋏㒳ᑣ߫োⱘ᭛ᴀˈৃҹՓ᭄ᄫ៪ᄫヺǄ 

 

㔎ⳕ䜡㕂  ᑣ߫ো㔎ⳕؐᰃ 60FF60 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
SNMP ㋏㒳ᑣ߫োϔ㠀Փ⫼ᴎ఼ⱘᑣ߫োˈҹ֓ᇍ䆒໛䖯㸠䆚߿Ǆ㋏㒳ᑣ߫োৃҹ䗮䖛

show snmp ੑҸᶹⳟǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮ SNMP ⱘ㋏㒳ᑣ߫োЎ 123456: 

Ruijie(config)# snmp-server chassis-id 123456 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show snmp ᶹⳟ SNMP ⱘ㒳䅵ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.3 snmp-server community 

㽕ᣛᅮ SNMP ಶԧⱘ䆓䯂ᄫヺˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ snmp-server communityǄ䆹ੑҸⱘ

no ᔶᓣপ⍜ᣛᅮ SNMP ಶԧⱘ䆓䯂ᄫヺǄ 

snmp-server community string [view view-name] [[ro | rw] [host ipaddr] ] [ number ipv6 
ipv6-aclname][aclnum | aclname] 

no snmp-server community string 

 খ᭄ ᦣ䗄 

 
string 

ಶԧᄫヺІ Ⳍ̍ᔧѢ NMS ੠ SNMP ҷ⧚П䯈ⱘ䗮ֵ

ᆚⷕǄ 

 view-name ᣛᅮ㾚೒ⱘৡ⿄ˈ⫼Ѣ෎Ѣ㾚೒ⱘㅵ⧚Ǆ 

 ro ᣛᅮ NMS ᇍ MIB ⱘব䞣া㛑䇏ˈϡ㛑ׂᬍǄ 

খ᭄䇈ᯢ 

 rw NMS ᇍ MIB ⱘব䞣ৃ䇏ৃݭǄ 
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aclnumber 

䆓䯂߫㸼ᑣ߫ো˄1-99˅ˈ݇㘨ᣛᅮⱘ䆓䯂߫㸼ˈᣛ

ᅮ㛑䆓䯂 MIB ⱘ ipv4 NMS ഄഔ㣗ೈǄ 

 
aclname 

䆓䯂߫㸼ৡ⿄ˈ݇㘨ᣛᅮⱘ䆓䯂߫㸼ˈᣛᅮ㛑䆓䯂

MIB ⱘ ipv4 NMS ഄഔ㣗ೈǄ 

 
ipv6_aclname 

ipv6 䆓䯂߫㸼ৡ⿄ˈ݇㘨ᣛᅮⱘ䆓䯂߫㸼ˈᣛᅮ㛑䆓

䯂 MIB ⱘ
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 text  ᦣ䗄㋏㒳㘨㋏ᮍᓣⱘᄫヺІ 

 

㔎ⳕ䜡㕂  ㋏㒳㘨㋏ᮍᓣЎぎǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮ SNMP ⱘ㋏㒳㘨㋏ᮍᓣЎ i-net800@i-net.com.cn ˖ 

Ruijie(config)# snmp-server contact i-net800@i-net.com.cn 

 

 ੑҸ ᦣ䗄 

 show snmp-server ᶹⳟ SNMP ⱘֵᙃ Ⳍ݇ੑҸ 

 no snmp-server ݇䯁 SNMP ҷ⧚ࡳ㛑 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.5 snmp-server enable traps 

㽕ਃ⫼ SNMP Џࡼ㒭 NMS থ䗕 Trap ⍜ᙃˈ⫼Ѣ᡹ਞϔѯ㋻ᗹ㗠䞡㽕ⱘџӊⱘথ⫳ˈ䇋ᠻ

㸠ܼሔ䜡㕂ੑҸ snmp-server enable trapsǄ䆹ੑҸⱘ no ᔶᓣ⽕ℶ SNMP ৥ NMS Џࡼথ

䗕 Trap ⍜ᙃǄ 

snmp-server enable traps [snmp ] 

no snmp-server enable traps 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 snmp ਃ⫼ SNMP џӊⱘ䱋䰅䗮ⶹǄ 

 

㔎ⳕ䜡㕂  㔎ⳕϟˈ⽕ℶথ䗕䱋䰅⍜ᙃ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 
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ipv6_aclname 

ipv6 䆓䯂߫㸼ৡ⿄ˈ݇㘨ᣛᅮⱘ䆓䯂߫㸼ˈᣛᅮ㛑䆓

䯂 MIB ⱘ ipv6 NMS ഄഔ㣗ೈǄ 
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 port-num 䆒㕂 snmp Џᴎッষ 

 notification-type  Џࡼথ䗕ⱘ䱋䰅㉏ൟˈ՟བ snmpǄ 

 

㔎ⳕ䜡㕂  
㔎ⳕᚙމϟˈ≵᳝咬䅸 SNMP ЏᴎǄ 

བᵰ≵᳝ᣛᅮ䱋䰅㉏ൟˈ߭ࣙᣀ᠔᳝䱋䰅㉏ൟǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

䆹ੑҸϢܼሔ䜡㕂ੑҸ snmp-server enable traps ϔ䍋Փ⫼ˈЏࡼ㒭 NMS থ䗕䱋䰅⍜

ᙃǄ 

ৃҹ䜡㕂໮Ͼϡৠⱘ SNMP Џᴎ⫼Ѣ᥹ᬊ䱋䰅⍜ᙃˈϔϾЏᴎৃҹՓ⫼ϡৠ䱋䰅㉏ൟ㒘

ড়ˈϡৠⱘッষˈϡৠⱘ vrf 䕀থ㸼ˈᇍѢⳌৠЏᴎ[ⳌৠッষǃⳌৠ vrf 䜡㕂]ˈ᳔ৢⱘϔ

⃵䜡㕂Ӯ੠ࠡ䴶ⱘ䜡㕂ড়ᑊˈेབ㽕㒭ⳌৠЏᴎথ䗕ϡৠ䱋䰅ⱘ⍜䉐ˈৃҹ߿ߚ䜡㕂ϡ

ৠ䱋䰅ˈ᳔㒜䖭ѯ䜡㕂Ӯড়ᑊࠄϔ䍋Ǆ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮϔϾ SNMP Џᴎˈ᥹ᬊ SNMP џӊ䱋䰅˖ 

Ruijie(config)# snmp-server host 192.168.12.219 public snmp 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 snmp-server enable traps ਃ⫼থ䗕䱋䰅⍜䉐 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.8 snmp-server location 

㽕䆒㕂 SNMP ⱘ㋏㒳ԡ㕂ֵ䉐Ⲁ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ snmp-server locationǄ䆹ੑҸⱘ no
ᔶᓣপ⍜䣛ᅮ SNMP ㋏㒳ԡ㕂ֵ䉐᱀ 

snmp-server location text 

no snmp-server location 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 text ᦣ䗄㋏㒳ֵ䉐ⱘᄫヺІǄ 

 

㔎ⳕ䜡㕂  ㋏㒳ֵ䉐Ўぎ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮϔϾ㋏㒳ֵᙃ˖ 
Ruijie(config)# snmp-server location start-technology-city 4F of A 

Buliding 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 snmp-sever contact  SNMP ㋏㒳㘨㋏ᮍᓣ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.9 snmp-server packetsiz 

㽕᥻ࠊ SNMP ᳔໻ⱘ᭄᥂ࣙ໻ᇣˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ snmp-sever packetsizeǄ䆹ੑҸ

ⱘ no ᔶᓣᘶ໡咬䅸ؐǄ 

snmp-server packetsize byte-count 

no snmp-server packetsize 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 byte-count   ᭄᥂ࣙ໻ᇣˈҢ 484 ᄫ㡖ࠄ 17876 ᄫ㡖Ǆ 

 

㔎ⳕ䜡㕂  1500 ᄫ㡖 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮ SNMP ᳔໻᭄᥂ࣙ໻ᇣЎ 1492˖ 

Ruijie(config)# snmp-server packetsize 1492 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 
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 snmp-server queue-length SNMP 䯳߫໻ᇣ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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㽕ਃ⫼ SNMP ㋏㒳䞡䍋䗮ⶹࡳ㛑ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ snmp-server system-shutdownǄ

䆹ੑҸⱘ no ᔶᓣপ⍜݇䯁 SNMP ㋏㒳䗮ⶹࡳ㛑Ǆ 

snmp-server system-shutdown 

no snmp-server system-shutdown 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁 SNMP ㋏㒳䞡䍋䗮ⶹࡳ㛑 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
Փ⫼䆹ੑҸਃ⫼ SNMP ㋏㒳䞡䍋䗮ⶹࡳ㛑ˈRGOS Ӯ೼䆒໛ reload/reboot ҹࠡ㒭 NMS
থ䗕䱋䰅⍜ᙃ䗮ⶹ㋏㒳䞡䍋Ǆ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ਃ⫼ SNMP ㋏㒳䞡䍋ࡳ㛑˖ 

Ruijie(config)# snmp-server system-shutdown 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.12 snmp-server trap-source 

㽕ᣛᅮ SNMP ⱘ⑤ഄഔˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ snmp-server trap-sourceǄ䆹ੑҸⱘ no ᔶ

ᓣᘶ໡㔎ⳕ䆒㕂Ǆ 

snmp-server trap-source interface 

no snmp-server trap-source 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interface  ⫼Ѣ԰Ў SNMP ⑤ഄഔⱘ᥹ষ 

 

㔎ⳕ䜡㕂  SNMP ᡹᭛ҢાϾ᥹ষߎএˈህՓ⫼ાϾ᥹ষⱘ IP ഄഔ԰Ў⑤ഄഔǄ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 㔎ⳕᚙމϟˈSNMP ᡹᭛ҢાϾ᥹ষߎএˈህՓ⫼ાϾ᥹ষⱘ IP ഄഔ԰Ў⑤ഄഔˈЎњ

֓Ѣㅵ⧚੠䆚߿ˈৃҹՓ⫼䆹ੑҸ೎ᅮՓ⫼ϔϾᴀഄ IP ഄഔ԰Ў SNMP ⱘ⑤ഄഔǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮҹ໾㔥ষ 0 IP ഄഔ԰Ў SNMP ⑤ഄഔ˖ 

Ruijie(config)# snmp-server trap-source fastethernet 0 

 

 ੑҸ ᦣ䗄 

 snmp-server enable traps ਃ⫼Џࡼথ䗕䱋䰅⍜ᙃ Ⳍ݇ੑҸ 

 snmp-server enable host ᣛᅮ NMS ⱘЏᴎ 

 

ᑇে楘ᯢ  ᮴ 

 

 ⠜ᴀো 楘ᯢ 
ੑҸग़৆ 

 - - 

24.1.13 snmp-server trap-timeout 

㽕ᅮН䱋䰅⍜ᙃ䞡থⱘ䍙ᯊᯊ䯈 楛̍ᠻ㸠ܼሔ䜡㕂ੑҸ snmp-server trap-timeoutǄ榹ੑҸ

ⱘ no ᔶᓣᘶ໡咬䅸ؐǄ 

snmp-server trap-timeout seconds 

no snmp-server trap-timeout 

 খ᭄ ᦣ䗄 
খ᭄楘ᯢ 

 seconds  䍙ᯊᯊ䯈ˈऩԡЎ⾦ˈপؐ㣗ೈ˖1 – 1000Ǆ 

 

㔎ⳕ䜡㕂  30 ⾦ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᣛᅮ䍙ᯊᯊ䯈Ў 60 ⾦˖ 

Ruijie(config)# snmp-server trap-timeout 60 
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 ੑҸ ᦣ䗄 

 snmp-server queue-length ᣛᅮ䱋䰅⍜ᙃ䯳߫䭓ᑺ Ⳍ݇ੑҸ 

 snmp-server enable host ᣛᅮ NMS ⱘЏᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.14 snmp-server user 

㽕䆒㕂 SNMP ⫼᠋ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ
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 aclnum 
䆓䯂߫㸼ᑣ߫োˈ݇㘨ᣛᅮⱘ䆓䯂߫㸼ˈᣛᅮ㛑䆓䯂

MIB ⱘ ipv4 NMS ഄഔ㣗ೈǄ 

 aclname 
䆓䯂߫㸼ৡ⿄ˈ݇㘨ᣛᅮⱘ䆓䯂߫㸼ˈᣛᅮ㛑䆓䯂

MIB ⱘ ipv4 NMS ഄഔ㣗ೈǄ 

 Ipv6_aclname  
ipv6 䆓䯂߫㸼ৡ⿄ˈ݇㘨ᣛᅮⱘ䆓䯂߫㸼ˈᣛᅮ㛑䆓

䯂 MIB ⱘ ipv6 NMS ഄഔ㣗ೈǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ≵᳝䆒㕂⫼᠋Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟䆒㕂ϔϾ snmpV3 ⫼᠋ˈՓ⫼ md5 䅸䆕ˈ੠Փ⫼ DES  ˖ᆚࡴ
Ruijie(config)# snmp-server user user-2 mib2user v3 auth md5 

authpassstr priv des56 despassstr 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show snmp user ᰒ⼎ SNMP ⫼᠋䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.15 snmp-server view 

㽕䆒㕂 SNMP 㾚೒ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ snmp-server viewǄ䆹ੑҸⱘ no ᔶᓣߴ䰸㾚೒Ǆ 

snmp-server view view-name oid-tree {include | exclude} 

no snmp-server  view view-name [oid-tree] 

 খ᭄ ᦣ䗄 

 view-name 㾚೒ৡǄ 

 oid-tree 㾚೒݇㘨ⱘ MIB ᇍ䈵ˈᰃϔỉ MIB ᄤᷥǄ 

 include ᷛᯢ䆹 MIB ᇍ䈵ᄤᷥ㹿ࣙ৿೼㾚೒ПݙǄ 

খ᭄䇈ᯢ 

 exclude ᷛᯢ䆹 MIB ᇍ䈵ᄤᷥ㹿ᥦ䰸೼㾚೒П໪Ǆ 
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㔎ⳕ䜡㕂  㔎ⳕ䆒㕂ϔϾ default 㾚೒ˈܕ䆌䆓䯂᠔᳝ⱘ MIB ᇍ䈵Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟䆒㕂ϔϾ㾚೒ˈࣙᣀ᠔᳝ⱘ MIB-2 ᄤᷥ˄oid Ў 1.3.6.1˅˖ 

Ruijie(config)# snmp-server view mib2 1.3.6.1 include 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show snmp view ᰒ⼎ SNMP 㾚೒䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

24.1.16 snmp trap link-status 

খ㾕ǉ䜡㕂᥹ষੑҸǊǄ 

24.2 显示相关命令 

24.2.1 show snmp 

㽕ᶹⳟ SNMP ⱘ⢊ᗕֵᙃˈ䇋ᠻ㸠⡍ᴗ⫼᠋῵ᓣੑҸ show snmpǄ 

show snmp [mib | user | view | group| host] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  show snmp ੑҸᰒ⼎ SNMP ⱘⳌ݇㒳䅵ֵᙃ˗ 
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show snmp mib ᰒ⼎㋏㒳Ёᬃᣕⱘ snmp mib ֵᙃ˗ 

show snmp user ᰒ⼎ snmp ⫼᠋ֵᙃ˗ 

show snmp view ᰒ⼎ snmp 㾚೒ֵᙃ˗ 

show snmp group ᰒ⼎ snmp ⫼᠋㒘ֵᙃ˗ 

show snmp host ᰒ⼎⫼᠋䜡㕂ⱘᰒ⼎ֵᙃ˗ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᰃ SNMP ⱘϔϾ㒳䅵ֵᙃ˖ 

Ruijie# show snmp 

Chassis: 60FF60 

0 SNMP packets input 

0 Bad SNMP version errors 

0 Unknown community name 

0 Illegal operation for community name supplied 

0 Encoding errors 

0 Number of requested variables 

0 Number of altered variables 

0 Get-request PDUs 

0 Get-next PDUs 

0 Set-request PDUs 

0 SNMP packets output 

0 Too big errors (Maximum packet size 1500) 

0 No such name errors 

0 Bad values errors 

0 General errors 

0 Response PDUs 

0 Trap PDUs 

SNMP global trap: disabled 

SNMP logging: disabled 

SNMP agent: enabled 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 snmp-server chassis-id SNMP ㋏㒳ᑣ߫ো 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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25 配置 RMON 命令 

25.1 配置相关命令 

25.1.1 rmon alarm 

㽕ⲥ᥻ᶤϾ MIB ব䞣Փ⫼䆹ੑҸǄՓ⫼ no ᔶᓣপ⍜䆄ᔩǄ 

rmon alarm number variable interval  {absolute | delta } rising-threshold value 
[event-number]  falling-threshold value [event-number] [owner ownername] 

no rmon alarm number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ೼ RGOS 䕃ӊЁˈܕ䆌ᇍᏆ㒣䜡㕂ⱘҹ໾㔥㒰ⱘग़৆ֵᙃ䖯㸠ׂᬍˈࣙᣀ variableǃ

absolute/deltaǃownerǃintervalǃrising-threadhold/falling-threadhold ঞ݊ᇍᑨⱘ event
ㄝ䜡㕂ֵᙃˈԚᰃ䳔㽕⊼ᛣⱘᰃ䖭ѯ䜡㕂ֵᙃᑊϡᰃेᯊ⫳ᬜˈ㗠ᰃᓊᯊࠄϟϔ⃵ⲥ᥻

џӊ㾺থⱘᯊ׭ˈᠡӮ⫳ᬜ˗ 

 

䜡㕂В՟  
ҹϟ՟ᄤˈⲥ᥻ MIB ব䞣ᅲ՟ ifInNUcastPkts.6Ǆ 
Ruijie(config)# rmon alarm 10 1.3.6.1.2.1.2.2.1.12.6 30 delta 

rising-threshold 20 1 falling-threshold 10 1 owner zhangsan 

 

 ੑҸ ᦣ䗄 

Ⳍ݇ੑҸ 
 

rmon event number [log] [trap community] 

[description-string] 
 ϔϾџӊᅮНࡴ⏏

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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25.1.2 rmon collection history 

㽕䆄ᔩᶤϾҹ໾㔥᥹ষⱘग़৆ֵᙃՓ⫼䆹ੑҸǄՓ⫼ no ᔶᓣপ⍜䆄ᔩǄ 

rmon collection history index [owner ownername] [buckets bucket-number] [interval 
seconds] 

no rmon collection history index 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
೼ RGOS 䕃ӊЁ ࣙˈ䆌ᇍᏆ㒣䜡㕂ⱘҹ໾㔥㒰ⱘग़৆ֵᙃ䖯㸠ׂᬍܕ̍ ᣀ ownerǃbuckets
ҹঞ interval ㄝ䜡㕂ֵᙃ Ԛ̍ᰃ䳔㽕⊼ᛣⱘᰃ䖭ѯ䜡㕂ֵᙃᑊϡᰃेᯊ⫳ᬜˈ㗠ᰃᓊᯊࠄ

ϟϔ⃵ग़৆ֵᙃ䆄ᔩⱘᯊ׭ˈᠡӮ⫳ᬜ˗ 

 

䜡㕂В՟  

ҹϟ՟ᄤˈՓᙼৃҹⲥ᥻ҹ໾㔥ッষ 1 ⱘग़৆ֵᙃǄ 

Ruijie(config)# interface fast-Ethernet 0/1 

Ruijie(config-if)# rmon collection history  1 zhansan buckets 10

interval 10 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 
rmon collection stats index[owner  
owner-name] 

 ϔϾ㒳䅵㸼乍ࡴ⏏

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

25.1.3 rmon collection stats 

㽕ⲥ᥻ᶤϾҹ໾㔥᥹ষՓ⫼䆹ੑҸǄՓ⫼ no ᔶᓣপ⍜ⲥ᥻Ǆ 

rmon collection stats index [owner owner-string] 

no rmon collection stats index 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

ҹϟ՟ᄤˈՓᙼৃҹⲥ᥻ҹ໾㔥ッষ 1



䜡㕂 RMON ੑҸ 

25-4 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

ҹϟ՟ᄤˈᅮНџӊⱘࡼ԰˖䆄ᔩџӊǃথ䗕 trap ⍜ᙃǄ 

Ruijie(config)# rmon event 
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Event type : log-and-trap 

Community : public 

Last time sent : 0d:0h:0m:0s 

Owner : zhangsan 

Log : 1 

Log time : 0d:0h:37m:47s 
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Ruijie#  show rmon event 

Alarm : 1 

Interval : 1 

Variable : 1.3.6.1.2.1.4.2.0 

Sample type : absolute 

Last value : 64 

Startup alarm : 3 

Rising threshold : 10 

Falling threshold : 22 

Rising event : 0 

Falling event : 0 

Owner : zhangsan 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 
rmon event number [log] [
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䜡㕂В՟  

ҹϟ՟ᄤˈᰒ⼎㒳䅵㸼ֵᙃ˖ 

Ruijie#  show rmon history 

Entry : 1 

Data source : Gi1/1 

Buckets requested : 65535 

Buckets granted : 10 

Interval : 1 

Owner : zhangsan 

Sample : 198 

Interval start : 0d:0h:15m:0s 

DropEvents : 0 

Octets : 67988 

Pkts : 726 

BroadcastPkts : 502 

MulticastPkts : 189 

CRCAlignErrors : 0 

UndersizePkts : 0 

OversizePkts : 0 

Fragments : 0 

Jabbers : 0 

Collisions : 0 

Utilization : 0 

 

 ੑҸ ᦣ䗄 

Ⳍ݇ੑҸ 
 

rmon collection history index [owner 
ownername] [buckets bucket-number] 
[interval seconds] 

 㸼乍ࠊϔϾग़৆᥻ࡴ⏏

 

ᑇৄ䇈ᯢ  ᮴ 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

ҹϟ՟ᄤˈᰒ⼎㒳䅵㸼ֵᙃ˖ 

Ruijie#  show rmon statistics 

Statistics : 1 

Data source : Gi1/1 

DropEvents : 0 

Octets : 1884085 

Pkts : 3096 

BroadcastPkts : 161 

MulticastPkts : 97 

CRCAlignErrors : 0 

UndersizePkts : 0 

OversizePkts : 1200 

Fragments : 0 

Jabbers : 0 

Collisions : 0 

Pkts64Octets : 128 

Pkts65to127Octets : 336 

Pkts128to255Octets : 229 

Pkts256to511Octets : 3 

Pkts512to1023Octets : 0 

Pkts1024to1518Octets : 1200 

Owner : zhangsan 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 
rmon collection stats index [owner 
owner-string] 

 ϔϾ㒳䅵㸼乍ࡴ⏏

 

ᑇৄ䇈ᯢ  ᮴ 

 



䜡㕂 RMON ੑҸ 

25-9 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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26 配置 IPv6 命令 

26.1 配置相关命令 

26.1.1 ping ipv6 

䆹ੑҸ⫼ᴹ䆞ᮁ IPV6 㔥㒰ⱘ䖲䗮ᗻǄ 

ping ipv6 [ipv6-address] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ipv6-addres  s 㹿䆞ᮁⱘⳂⱘഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᔧ೼ੑҸЁϡ䕧ܹⳂⱘഄഔᯊ߭䖯ܹ⫼᠋ѸѦ῵ᓣˈৃҹᣛᅮ݋ԧⱘ৘⾡খ᭄Ǆ 

 

䜡㕂В՟  

Ruijie# ping ipv6 fec0::1 

೼ᠻ㸠ᯊ ping 䖨ಲⱘ৘⾡ヺোⱘ৿Нབϟ˖ 

ᄫ↉ 䇈ᯢ 

! 㸼⼎↣Ͼথߎⱘ䇋∖ᬊࠄⳌᑨⱘᑨㄨњ 

. 㸼⼎থߎᑩ䇋∖೼㾘ᅮᯊ䯈ݙ≵᳝ᬊࠄᑨㄨ 

U 㸼⼎䆒໛≵᳝䏃⬅ࠄ䖒ⳂⱘЏᴎ 

R 㸼⼎খ᭄ߎ䫭 

F 㸼⼎㋏㒳≵᳝䌘⑤ 

A 㸼⼎᡹᭛⑤ഄഔ᳾㛑䗝ᢽ 

D 
㸼⼎㔥㒰᥹ষ໘Ѣ Down ⢊ᗕ៪㗙ᰃ䆹㔥㒰᥹ষⱘ

IPV6  (さކഄഔࠄ⌟བẔ)⫼⽕㛑㹿ࡳ

? 㸼⼎᳾ⶹ䫭䇃 
 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.1.2 ipv6 address 

Ў㔥㒰᥹ষ䜡㕂ϔϾ IPV6 ⱘഄഔ,Փ⫼䆹ੑҸⱘ no ᔶᓣߴ䰸䜡㕂ⱘഄഔǄ 

ipv6 address ipv6-address/prefix-length 

ipv6 address ipv6-prefix/prefix-length eui-64 

ipv6 address prefix-name sub-bits/prefix-length [eui-64] 

no ipv6 address 

no ipv6 address ipv6-address/prefix-length 

no ipv6 address ipv6-prefix/prefix-length eui-64 

no ipv6 address prefix-name sub-bits/prefix-length [eui-64] 

 খ᭄ ᦣ䗄 

 ipv6-address 
IPV6 ഄഔˈᖙ乏䙉ᕾ RFC4291 ᅮНⱘഄഔᔶᓣˈ↣

ϾഄഔඳП䯈⫼ݦো䱨ᓔˈ↣Ͼඳऴ 16 ↨⡍ˈ⫼क

݁䖯ࠊ᭄㸼⼎. 

 ipv6-prefix 
IPV6 ഄഔࠡ㓔ˈᖙ乏䙉ᕾ RFC4291 ᅮНⱘഄഔᔶ

ᓣˈ↣ϾഄഔඳП䯈⫼ݦো䱨ᓔˈ↣Ͼඳऴ 16 ↨⡍ˈ

⫼क݁䖯ࠊ᭄㸼⼎. 

 prefix-length  IPV6 ࠡ㓔ⱘ䭓ᑺे IPV6 ഄഔЁҷ㸼㔥㒰ⱘ䚼ߚǄ 

 prefix-name 
䗮⫼ࠡ㓔ⱘৡᄫǄՓ⫼䖭Ͼᣛᅮⱘ䗮⫼ࠡ㓔⫳៤᥹ষ

ഄഔǄ 
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Փ⫼ᣛᇐ  

ᔧϔϾ IPV6 ᥹ষ㹿߯ᓎᑊϨ䫒䏃⢊ᗕЎ UP ᯊ䙷М㋏㒳ᇚЎ䆹᥹ষ㞾ࡼ⫳៤䫒䏃ᴀഄഄ

ഔǄ 

᥹ষⱘ IPv6 ഄഔгৃҹՓ⫼䗮⫼ࠡ㓔ᴎࠊ⫳៤Ǆ݊ᴎࠊህᰃ IPv6 ഄഔ=Ā䗮⫼ࠡ㓔ā+
Āᄤࠡ㓔ā+ĀЏᴎ↨⡍āǄ䗮⫼ࠡ㓔ৃҹՓ⫼ ipv6 general-prefix ੑҸ䜡㕂ˈгৃ㛑

䗮䖛 DHCPv6 ᅶ᠋ッⱘ PD˄ࠡ㓔থ⦄˅ࡳ㛑ᄺдࠄ˄খ㾕ĀDHCPv6 䜡㕂ā˅ǄĀᄤ

ࠡ㓔ā+ĀЏᴎ↨⡍āህᰃՓ⫼ᴀੑҸⱘ sub-bits/prefix-length খ᭄䜡㕂Ǆ 

Փ⫼ no ipv6 address Ǽᣛ渇ଃ⦷ⰀࠀᲳᇗ㠀൑ഔǄ

Փ⫼
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 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  
default 

ৃ䗝খ᭄Ǆབᵰ䜡㕂Ϟ䆹݇䬂ᄫˈ䙷М᮴⢊ᗕ㞾ࡼഄ
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

᳝ 2 ⾡ᮍᓣৃҹᠧᓔ᥹ষϞⱘ IPv6 㛑ˈϔᰃ೼᥹ষϟ䜡㕂ࡳ ipv6 enable ੑҸ,ѠᰃⳈ

᥹೼᥹ষϟ䜡㕂њ IPv6 ഄഔǄ  

~ ⊼ᛣ 
བᵰ೼᥹ষϞ䜡㕂њ IPv6 ഄഔ䙷М᥹ষⱘ IPv6 ˈᠧᓔࡼ㛑ህӮ㞾ࡳ

ेՓՓ⫼ no ipv6 enable гϡ㛑݇䯁 IPV6   㛑Ǆࡳ
 

䜡㕂В՟  Ruijie(config-if)# ipv6 enable 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ipv6 interface ᶹⳟ᥹ষⱘⳌֵ݇ᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.1.5 ipv6 general-prefix 

䜡㕂 IPv6 䗮⫼ࠡ㓔ˈ೼ܼሔ䜡㕂῵ᓣϟՓ⫼ ipv6 general-prefix ੑҸǄ䆹ੑҸ䇁⊩Ḑᓣབ

ϟ˖ 

ipv6 general-prefix prefix-name ipv6-prefix/prefix-length 

no ipv6 general-prefix prefix-name ipv6-prefix/prefix-length 

 খ᭄ ᦣ䗄 

 prefix-name 䗮⫼ࠡ㓔ⱘৡᄫǄ 

 
ipv6-prefix 

䗮⫼ࠡ㓔ⱘ㔥㒰ࠡ㓔ؐǄ䖭Ͼؐⱘ㸼⼎⊩㽕䙉ᕾ

RFC4291 ᦣ䗄ⱘݦো㸼⼎⊩Ǆ 

খ᭄䇈ᯢ 

 prefix-length 䗮⫼ࠡ㓔ⱘ䭓ᑺǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼䗮⫼ࠡ㓔ৃҹᮍ֓㔥㒰㓪োǄ಴Ў䗮⫼ࠡ㓔ᅮНߎϔϾࠡ㓔ˈᕜ໮᳈䭓ⱘ⡍ᅮࠡ㓔

ৃҹᓩ⫼ᅗǄᔧ䗮⫼ࠡ㓔ব࣪ᯊˈ䖭ѯᓩ⫼䗮⫼ࠡ㓔ⱘ⡍ᅮࠡ㓔ህӮ䎳ⴔব࣪Ǆ㔥㒰㓪
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 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.1.7 ipv6 nd dad attempts 

Փ⫼䆹ੑҸ䆒㕂೼᥹ষϞЎ IPV6 ഄഔᠻ㸠ഄഔކさẔ⌟ᯊ㽕䖲㓁থ䗕ⱘ䚏ሙ䇋∖(NS)᡹᭛

ⱘ᭄䞣ǄՓ⫼䆹ੑҸⱘ no ᔶᓣᇚᘶ໡㔎ⳕؐǄ 

ipv6 nd dad attempts value 

no ipv6 nd dad attempts 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  
value 

䚏ሙ䇋∖(NS)᡹᭛ⱘ᭄䞣Ǆᔧ䆒㕂ⱘؐЎ 0 ᯊ㸼⼎䰏

ℶЎ䆹᥹ষϞⱘ Ipv6 ഄഔਃࡼഄഔކさẔ⌟Ǆ㣗ೈ: 
0-600Ǆ 

 

㔎ⳕ䜡㕂  1 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ᔧ೼᥹ষϞ䜡㕂ϔϾᮄⱘ IPV6 ഄഔᯊ ೼̍䆹ഄഔⳳℷ䌟㒭䖭Ͼ᥹ষࠡ㽕Ўᅗਃࡼഄഔކ

さẔ⌟ˈℸᯊ䆹ഄഔ໘Ѣ”tentative”(䆩偠)ⱘ⢊ᗕǄഄഔކさ䖛⿟ᠻ㸠ᅠњˈབᵰ≵᳝Ẕ

さњˈᑊϨ䆹ഄഔ᠔Փ⫼ⱘ᥹ކࠄ⌟さˈ䙷М䆹ഄഔህৃҹ㹿ℷ⹂Փ⫼ˈབᵰẔކࠄ⌟

ষᷛ䆚ヺᰃՓ⫼ EUI-64 ⱘᷛ䆚ヺˈ䙷М㸼ᯢ೼䆹䫒䏃Ϟᄬ೼䫒䏃ሖഄഔߎ⦄䞡໡ˈ䙷М

ℸᯊ㋏㒳Ӯ㞾݇ࡼ䯁䆹᥹ষ(े䰏ℶ೼䆹᥹ষϞ䖯㸠 IPV6 ⱘⳌ݇᪡԰)ˈℸᯊᖙ乏᠟Ꮉএ

ׂᬍᑊ䜡㕂ᮄⱘഄഔˈᑊ䗮䖛ݡ⃵ down/up ᥹ষ䞡ᮄਃࡼഄഔކさẔ⌟Ǆӏԩᚙމϟᔧ

ϔϾ᥹ষҢ down ⢊ᗕবЎ up ⢊ᗕᯊ䛑ӮЎ䆹᥹ষϞⱘഄഔ䞡ᮄਃࡼഄഔކさẔ⌟Ǆ 

 

䜡㕂В՟  
Ruijie(conifgf)# interface vlan 1 

Ruijie(conifg-if)# ipv6 nd dad attempts 3 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ipv6 interface ᶹⳟ᥹ষⱘֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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Փ⫼䆹ੑҸ䜡㕂ϔϾ䴭ᗕ䚏ሙˈՓ⫼䆹ੑҸⱘ no ᔶᓣৃҹߴ䰸ᅗǄ 

ipv6 neighbor ipv6-address interface-id hardware-address 

no ipv6 neighbor ipv6-address interface-id 

 খ᭄ ᦣ䗄 

 
ipv6-address 

䚏ሙⱘ IPV6 ഄഔˈᖙ乏䙉ᕾ RFC4291 ᅮНⱘഄഔ

㸼⼎ᔶᓣǄ 

 
interface-id 

ᣛᅮ䆹䚏ሙ᠔೼ⱘ㔥㒰᥹ষ˄ ࣙᣀRouted Port,L3 AP
ষ੠ SVI ᥹ষ˅Ǆ 

খ᭄䇈ᯢ 

 
hardware-address 

䚏ሙⱘ䫒䏃ഄഔˈे ҹ XXXX.XXXX.XXXX 㸼⼎ⱘ 48
ԡⱘ MAC ഄഔˈ’X’㸼⼎क݁䖯ࠊ᭄Ǆ 

 

㔎ⳕ䜡㕂  ≵᳝䜡㕂ӏԩ䴭ᗕ䚏ሙǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 䆹ੑҸ㉏Ԑ ARP ੑҸˈ䴭ᗕⱘ䚏ሙা㛑䜡㕂೼ IPV6 ⱘ᥹ষϞˈ 

བᵰ㽕䜡㕂ⱘ䚏ሙᏆ㒣䗮䖛 NDP ᄺࠄᑊᄬټ೼䚏ሙ㸼Ё 䙷̍М䆹ࡼᗕ⫳៤ⱘ䚏ሙᇚ㞾ࡼ

䕀ᤶЎ䴭ᗕⱘǄ䜡㕂ⱘ䴭ᗕ䚏ሙབᵰ᳝ᬜ ᇚ̍ᘏᰃ໘Ѣ Reachble ⢊ᗕǄ᮴ᬜⱘ䴭ᗕ䚏ሙˈ

ᰃᣛ䜡㕂ⱘ䴭ᗕ䚏ሙ IPV6 ഄഔˈϢ᥹ষϞ䜡㕂ⱘഄഔϡऍ䜡˄ϡ೼䆹᥹ষⱘӏϔ IPV6
ഄഔⱘ㔥↉ݙˈ៪Ϣ䆹᥹ষഄഔކさ˅ˈℸᯊ᭄᥂ࣙϡӮᣝ䴭ᗕ䚏ሙᣛᅮⱘ mac ഄഔ䕀

থǄ᮴ᬜⱘ䴭ᗕ䚏ሙˈ໘Ѣ inactive ⢊ᗕˈৃҹ䗮䖛 show ipv6 neighbor static ੑҸᶹⳟ

䆹䴭ᗕ䚏ሙⱘ᳝ᬜᗻ⢊ᗕǄ 

Փ⫼ clear ipv6 neighbors ੑҸᇚ⏙䰸᠔᳝ࡼᗕᄺࠄⱘ(े䗮䖛 NDP)䚏ሙǄ 

Փ⫼ show ipv6 neighbors ੑҸᶹⳟ䚏ሙֵᙃǄ 

 

䜡㕂В՟  Ruijie(conifg)# ipv6 neighbor 2001::1 vlan 1 00d0.f811.1111 

 

 ੑҸ ᦣ䗄 

 show ipv6 neighbors ᶹⳟ䚏ሙֵᙃ Ⳍ݇ੑҸ 

 clear ipv6 neighbors ⏙䰸ࡼᗕᄺࠄⱘ䚏ሙ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆ 
 - - 

26.1.10 ipv6 ns-linklocal-src 
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ᠻ㸠䖭ᴵੑҸˈথ䗕䚏ሙ䇋∖ᯊᇚᔎࠊՓ⫼䫒䏃ᴀഄഄഔ԰Ў⑤ഄഔǄᠻ㸠Āno ipv6 
ns-linklocal-srcĀ থ̍䗕䚏ሙ䇋∖ᯊϡᔎࠊՓ⫼䫒䏃ᴀഄഄഔ԰Ў⑤ഄഔ 㗠̍ᰃḍ᥂Ⳃⱘ IPv6
ഄഔᣝ RFC3484 䗝ᢽՓ⫼䫒䏃ᴀഄഄഔ៪㗙ܼ⧗ऩ᪁ഄഔǄ 

ipv6 ns-linklocal-src 

no ipv6 ns-linklocal-src 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  থ䗕䚏ሙ䇋∖ᯊˈᘏᰃҹ䫒䏃ᴀഄഄഔ԰Ў⑤ഄഔǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ⬹ 

 

䜡㕂В՟  Ruijie(config)# no ipv6 ns-linklocal-src 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.1.11 ipv6 route 

䆹ੑҸ⫼ᴹ䜡㕂 IPV6 ⱘ䴭ᗕ䏃⬅ˈՓ⫼䆹ੑҸⱘ no ᔶᓣᇚߴ䰸᠔䜡㕂ⱘ䴭ᗕ䏃⬅Ǆ 

ipv6 route ipv6-prefix/prefix-length {ipv6-address | interface-id [ipv6-address]} 

no ipv6 route ipv6-prefix/prefix-length {ipv6-address | interface-id [ipv6-address]} 

 খ᭄ ᦣ䗄 

 ipv6-prefix IPV6 ⱘ㔥㒰ো ᖙ̍乏䙉ᕾ RFC4291 ⱘഄഔ㸼⼎ᔶᓣǄ

খ᭄䇈ᯢ �™N
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ipv6-address 

ᣛᅮࠄ䖒Ⳃⱘ㔥㒰ⱘϟϔ䏇ഄഔ ᖙ̍乏䙉ᕾRFC4291
ⱘഄഔ㸼⼎ᔶᓣǄϟϔ䏇ഄഔৃҹ੠ϟϔ䏇ⱘ䕧ߎ᥹

ষৠᯊᣛᅮǄ⊼ᛣབᵰϟϔ䏇ⱘഄഔབᵰᰃ䫒䏃ᴀഄ

ഄഔˈ䙷Мᖙ乏ᣛᅮ䕧ߎ᥹ষǄ 

 

interface-id 

ᣛᅮࠄ䖒Ⳃⱘ㔥㒰ⱘ᡹᭛䕧ߎ᥹ষˈབᵰ䜡㕂ⱘ䴭ᗕ

䏃⬅Ёҙҙᣛᅮњ䕧ߎ᥹ষ㗠≵᳝ᣛᅮϟϔ䏇ഄഔˈ

䙷Мᇚ䅸ЎⳂⱘഄ೼䆹䕧ߎ᥹ষⳌ䖲ⱘ䫒䏃Ϟˈे䆹

䴭ᗕ䏃⬅㹿ᔧ԰Ⳉ䖲䏃⬅໘⧚Ǆ⊼ᛣབᵰⳂⱘ㔥㒰៪

㗙ϟϔ䏇ⱘഄഔབᵰᰃ䫒䏃ᴀഄഄഔˈ䙷Мᖙ乏ᣛᅮ

䕧ߎ᥹ষǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

  

~ ⊼ᛣ 

བᵰⳂⱘഄഔ៪㗙ϟϔ䏇ഄഔᰃ䫒䏃ᴀഄഄഔ䙷Мᖙ乏ᣛᅮ䕧ߎ᥹

ষˈᑊϨབᵰⳂⱘഄഔᰃ䫒䏃ᴀഄഄഔᯊ㽕∖ϟϔ䏇гᖙ乏ᰃ䫒䏃ᴀ

ഄഄഔǄᔧ೼䜡㕂䏃⬅ᯊⳂⱘഄഔ੠ϟϔ䏇ഄഔϡܕ䆌ߎ⦄໮᪁ഄഔ  ̍
བᵰϟϔ䏇੠䕧ߎ᥹ষ䛑ᣛᅮњˈ䙷Мϟϔ䏇ऍ䜡ⱘⳈ䖲䏃⬅ⱘ䕧ߎ

᥹ষᖙ乏੠䜡㕂ⱘ䕧ߎ᥹ষϔ㟈Ǆ  
 

䜡㕂В՟  Ruijie(config)# ipv6 route 2001::/64 vlan 1 2005::1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ipv6 route ᶹⳟ IPV6 ⱘ䏃⬅ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.1.12 ipv6 source-route 

Փ⫼䆹ੑҸՓ䆒໛䕀থᏺ᳝䏃⬅佪䚼ⱘ IPv6 ᡹᭛ˈՓ⫼䆹ੑҸⱘ no ᔶᓣᇚ⽕ℶ䕀থᏺ᳝䏃

⬅佪䚼ⱘ IPv6 ᡹᭛Ǆ 

ipv6 source-route 

no ipv6 source-route 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ⽕ℶ䕀থᏺ᳝䏃⬅佪䚼ⱘ IPv6 ᡹᭛Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
಴Ў㉏ൟ 0 䏃⬅佪䚼᳝ᅝܼ䱤ᙷ˖Փ䆒໛ᕜᆍᯧ䙁ফᢦ㒱᳡ࡵᬏߏˈ᠔ҹ೼㔎ⳕᚙމϟ

⽕ℶ䕀থᏺ᳝䏃⬅佪䚼ⱘ IPv6 ᡹᭛ˈԚᰃҡ✊໘⧚᳔㒜Ⳃⱘഄഔᰃᴀᴎⱘᏺ᳝㉏ൟ 0 䏃

⬅佪䚼ⱘ IPv6 ᡹᭛Ǆ 

 

䜡㕂В՟  Ruijie(conifg)# no ipv6 source-route 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.2 显示相关命令 

26.2.1 clear ipv6 neighbors 

⏙䰸ࡼᗕᄺдࠄⱘ䚏ሙǄ 

clrear ipv6 neighbors 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ⡍ᴗ῵ᓣ 

 

ੑҸ῵ᓣ  䗮䖛䆹ੑҸৃҹ⏙䰸᠔᳝䗮䖛䚏ሙথ⦄ࡼᗕᄺдࠄⱘ䚏ሙˈ⊼ᛣ䴭ᗕ䜡㕂ⱘϡӮ㹿⏙䰸Ǆ

 

Փ⫼ᣛᇐ  ᮴ 
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䜡㕂В՟  Ruijie# clear ipv6 neighbors 

 

 ੑҸ ᦣ䗄 

 ipv6 neighbor 䜡㕂㸼ᗕ䚏ሙ Ⰰ 
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ᑇৄ䇈ᯢ  ᠔᳝ᑇৄ䛑ᬃᣕǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 RGOS10.4 ⠜ᴀ 䆹ੑҸҢ RGOS10.4 ⠜ᴀᓔྟᬃᣕǄ 

26.2.3 show ipv6 interface 

ᰒ⼎ IPV6 ᥹ষⱘֵᙃǄ 

show ipv6 interface [interface-id] [ra-info] 

 খ᭄ ᦣ䗄 

 
interface-id 

᥹ষ˄ࣙᣀҹ໾㔥᥹ষǃaggregateport ᥹ষǃSVI
᥹ষ˅ 

খ᭄䇈ᯢ 

 ra-info ᶹⳟ䆹᥹ষϞ݇Ѣথ䗕ⱘ RA ᡹᭛ⱘখ᭄ֵᙃǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  䗮䖛䆹ੑҸৃҹᶹⳟ IPV6 ᥹ষϞⱘഄഔ䜡㕂ǃND 䜡㕂ҹঞⳌ݇ⱘ㒳䅵ֵᙃǄ 

 

䜡㕂В՟  

Ruijie# show ipv6 interface vlan 1 

Interface vlan 1 is Up, ifindex: 2001 

address(es): 

Mac Address: 00:00:00:00:00:01 

INET6: fe80::200:ff:fe00:1 , subnet is fe80::/64 

INET6: 2001::1 , subnet is 2001::/64 [TENTATIVE] 

Joined group address(es): 

ff01:1::1 

ff02:1::1 

ff02:1::2 

ff02:1::1:ff00:1 

MTU is 1500 bytes 

ICMP error messages limited to one every 10 milliseconds 

ICMP redirects are enabled 

ND DAD is enabled, number of DAD attempts: 1 

ND reachable time is 30000 milliseconds 

ND advertised reachable time is 0 milliseconds 
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waits 
㸼⼎Ꮖ㒣ᬊࠄ䏃⬅఼䇋∖᡹᭛Ԛ䖬≵᳝Ў݊ᑨㄨ

ⱘϾ᭄Ǆ 

initcount 
㸼⼎ RA ᅮᯊ఼䞡ᮄਃࡼᯊ߱ྟথߎⱘ䏃⬅఼݀ਞ

᡹᭛Ͼ᭄Ǆ 

RA(out/in/inconsistent) 

Out˖㸼⼎থߎⱘ䏃⬅఼݀ਞ᡹᭛ⱘϾ᭄Ǆ 

in˖㸼⼎ᬊࠄⱘ䏃⬅఼݀ਞ᡹᭛ⱘϾ᭄Ǆ 

inconsistent 㸼̟⼎ᬊࠄⱘ䏃⬅఼݀ਞ᡹᭛Ё੠䏃⬅

఼㞾䑿݀ਞⱘ᡹᭛ⱘখ᭄ϡϔ㟈ⱘ᡹᭛ⱘϾ᭄Ǆ 

RS(input) 㸼⼎ᬊࠄⱘ䏃⬅఼䇋∖᡹᭛ⱘϾ᭄Ǆ 

Link-layer address 䆹᥹ষⱘ䫒䏃ሖഄഔǄ 

Physical MTU 䆹᥹ষⱘ䫒䏃 MTUǄ 

!M | M 

!M 㸼⼎䏃⬅఼݀ਞ᡹᭛ЁⱘǄ 

managed-config-flag ᷛᖫԡ≵᳝㕂ϞǄ 

M: ᛣᗱϢϞ䴶ⳌডǄ 

!O | O 

!O 㸼⼎䏃⬅఼݀ਞ᡹᭛ЁⱘǄ 

other-config-flag ᷛᖫԡ≵᳝㕂ϞǄ 

O˖ᛣᗱϢϞ䴶ⳌডǄ 

݇Ѣ ra-info Ёⱘࠡ㓔㸼(Prefix)ⱘ৘Ͼᄫ↉ⱘҟ㒡˖ 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.2.4 show ipv6 neighbors 

ᰒ⼎ IPV6 ⱘ䚏ሙ㸼Ǆ 

show ipv6 neighbors { [verbose] [interface-id] [ipv6-address] | [static] } 

 খ᭄ ᦣ䗄 

 verbose ᰒ⼎䚏ሙⱘ䆺㒚ֵᙃ 

 interface-id ᰒ⼎ᶤϾ᥹ষϞⱘ䚏ሙ㸼 

 ipv6-addres  ᰒ⼎ᣛᅮ䚏ሙⱘֵᙃ 

খ᭄䇈ᯢ 

 static ᰒ⼎䴭ᗕ䚏ሙ᳝ᬜᗻ⢊ᗕ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

՟ 1˖ᰒ⼎ SVI 1 ᥹ষϞⱘ䚏ሙֵᙃ 

Ruijie# show ipv6 neighbors vlan 1 

IPv6 Address Linklayer Addr   Interface 

fa::1          00d0.0000.0002   vlan 1 

fe80::200:ff:fe00:2  00d0.0000.0002  vlan 1 

՟ 2˖ᰒ⼎䚏ሙⱘ䆺㒚ֵᙃ 

Ruijie# show ipv6 neighbors verbose  

IPv6 Address  Linklayer Addr Interface 

2001::1       00d0.f800.0001 vlan 1 

        State: Reach/H Age: - asked: 0 

fe80::200:ff:fe00:1     00d0.f800.0001 vlan 1 

        State: Reach/H Age: - asked: 0 

ᄫ↉ 䇈ᯢ 

IPv6 Address 䚏ሙⱘ IPV6 ഄഔ 
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Linklayer Addr 
䫒䏃ഄഔे Mac ഄഔˈབᵰ䖬᳾ᕫ߭ࠄᰒ⼎

incomplete 

Interface 䆹䚏ሙ᠔೼ⱘ᥹ষ 

State 

䚏ሙⱘ⢊ᗕ˖ state/H(R) 

STATE ⱘؐབϟ˖ 

INCMP( Incomplete)—䆹䚏ሙⱘഄഔ㾷ᵤℷ೼䖯

㸠Ёˈ䚏ሙ䇋∖(NS)᡹᭛Ꮖ㒣থ䗕Ԛᰃ䖬≵᳝ᬊࠄ

䚏ሙⱘᑨㄨ᡹᭛(NA)Ǆ 

REACH(Reachable) —㸼⼎Ң䆒໛ࠄ䚏ሙᰃ䖲䗮

ⱘˈ೼䆹⢊ᗕ৥䚏ሙথ䗕᡹᭛ᯊϡ䳔㽕乱໪ⱘࡼ

԰ǄSTALE — 㸼⼎䚏ሙ㹿䅸Ўৃࠄ䖒ⱘᯊ䯈Ꮖ㒣

᳝ࠄ԰Ⳉࡼᳳˈ໘೼䆹⢊ᗕᯊ䆒໛ϡ䳔㽕乱໪ⱘࠄ

᡹᭛থ䗕ࠄ䆹䚏ሙϞˈℸᯊेᇚਃࡼ NUD 
( Neighbor Unreachability Detection ) Ǆ 

DELAY—㸼⼎᳝᡹᭛৥໘Ѣ STALE ⢊ᗕⱘ䚏ሙথ

䗕ˈℸᯊ⢊ᗕ⬅ STALE 䕀ᤶЎ DELAY ⢊ᗕˈ೼

DELAY_FIRST_PROBE_TIME seconds(5 ݙ(⾦
བᵰ≵᳝ᬊࠄ䚏ሙৃ䖒ᗻⱘ䗮ⶹֵᙃˈ䙷М⢊ᗕᇚ

⬅ DELAY 䕀ᤶЎ PROBEˈৠᯊ৥䆹䚏ሙথ䗕䚏

ሙ䇋∖᡹᭛(NS)ˈℷᓣਃࡼ NUDǄ 

PROBE—㸼⼎NUDᏆ㒣ਃࡼ Ẕ̍⌟䚏ሙⱘৃ䖒ᗻˈ

↣䱨 RetransTimer milliseconds ৥䚏ሙথ䗕䚏ሙ

䇋∖(NS)᡹᭛Ⳉࠄᬊࠄњ䚏ሙⱘᑨㄨ៪㗙থ䗕ⱘ

䚏ሙ䇋∖᡹᭛᭄䞣Ꮖ䖒ࠄϞ䰤ؐ

MAX_UNICAST_SOLICIT(3 Ͼ) 

?—㸼⼎᳾ⶹ⢊ᗕ 

/R—㸼⼎䅸Ў䚏ሙᰃϔϾ䆒໛ 

/H—㸼⼎䅸Ў䚏ሙᰃϔϾЏᴎ 

Age 

㸼⼎䚏ሙ㹿䅸Ўৃࠄ䖒ⱘᯊ䯈ˈ’-‘㸼⼎∌䖰ᰃৃ䖒

ⱘˈ⊼ᛣᇍ䴭ᗕ䜡㕂ⱘ䚏ሙ㸼乍ᇚձ䌪Ѣᅲ䰙ᰃ৺

ৃ䖒Ǆ’expired’㸼⼎䚏ሙ㹿䅸Ўৃ䖒ⱘᯊ䯈Ꮖ㒣ࠄ

ᳳˈㄝᕙ㾺থ NUD Ẕ⌟Ǆ 

Asked 
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ᄫ↉ 䇈ᯢ 

IPv6 Address 䴭ᗕ䚏ሙⱘ IPV6 ഄഔ 

Linklayer Addr 䜡㕂ⱘ䫒䏃ഄഔे Mac ഄഔ 

Interface 䆹䚏ሙ᠔೼ⱘ᥹ষ 

State 

䴭ᗕ䚏ሙⱘ⢊ᗕ˖ 

STATE ⱘؐབϟ˖ 

ACTIVE—⌏ࡼⱘ 

INACTIVE—ϡ⌏ࡼⱘ ᔧ̍䜡㕂ⱘ䴭ᗕ䚏ሙ IPV6 ഄ

ഔˈϢ᥹ষϞ䜡㕂ⱘഄഔϡऍ䜡˄ϡ೼ӏϔ᥹ষഄ

ഔⱘ㔥↉ݙˈ៪Ϣ᥹ষഄഔᴀ䑿ކさ˅ˈ䆹䴭ᗕ䚏

ሙ䜡㕂ϡ⌏ࡼˈे᭄᥂ࣙϡӮᣝ䴭ᗕ䚏ሙᣛᅮⱘ

mac ഄഔ䕀থǄ 
 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ipv6 neighbor 䜡㕂㸼ᗕ䚏ሙ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.2.5 show ipv6 route 

ᰒ⼎ IPV6 ⱘ䏃⬅ֵᙃǄ 

show ipv6 route [static] [local] [connected] 

 খ᭄ ᦣ䗄 

 static  ᰒ⼎䴭ᗕ䜡㕂ⱘ䏃⬅ 

 local  ᰒ⼎ᴀഄ䏃⬅ 
খ᭄䇈ᯢ 

 connected  ᰒ⼎Ⳉ䖲䏃⬅ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  䗮䖛䆹ੑҸৃҹᶹⳟ䏃⬅㸼ⱘֵᙃǄ 
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䜡㕂В՟ 

 Ruijie# show ipv6 route  

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 

       I1 - ISIS L1, I2 - ISIS L2, IA - IIS interarea 

L    ::1/128 

      via ::1, loopback 0 

C    fa::/64 

      via ::, vlan 1 

L    fa::1/128 

      via ::, loopback 0 

C    2001::/64 

      via ::, vlan 2 

L    2001::1/128 

      via ::, loopback 0 

L    fe80::/10 

      via ::1, Null0 

C    fe80::/64 

      via ::, vlan 1 

L    fe80::200:ff:fe00:1/128 

      via ::, loopback 0 

C    fe80::/64 

      via ::, vlan 2 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ipv6 route 䜡㕂䴭ᗕ䏃⬅ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

26.2.6 show ipv6 router 

IPv6 㔥㒰Ёˈϔѯ䚏ሙⱘ䏃⬅఼Ӯথߎ䏃⬅݀ਞ᡹᭛Ǆ㽕ᰒ⼎䖭ѯ䚏ሙ䏃⬅఼੠䏃⬅݀ਞֵ

ᙃˈՓ⫼ show ipv6 router ੑҸǄ݊䇁⊩Ḑᓣབϟ˖ 

show ipv6 router [interface-type interface-number] 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 



䜡㕂
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27 配置 MLD Snooping 命令 

27.1 配置相关命令 

27.1.1 ipv6 mld profile 

MLD ⱘ profile ⫼Ѣᅮࠊϔ㋏߫ⱘ㒘䖛Ⓒ఼Ǆ㽕䖯ܹ profile ῵ᓣˈ㽕佪ܜ೼ܼሔ῵

ᓣϟ䜡㕂ϔϾ profileǄ䆹ੑҸᰃ῵ᓣᇐ㟾ੑҸˈ䗝ᢽ profile-numberˈᑊ䖯ܹ mld 
profile 䜡㕂῵ᓣǄ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 
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27.1.3 deny 

㽕⽕ℶ䕀থ profile ᣛᅮ㣗ೈⱘ㒘᪁⌕ˈ䇋ᠻ㸠 profile ῵ᓣϟⱘ䜡㕂ੑҸ denyǄ 

deny 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  profile 㔎ⳕᠻ㸠 deny ᪡԰Ǆ 

 

ੑҸ῵ᓣ  profile 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䇋ܜ೼ profile ῵ᓣϟՓ⫼ range ੑҸ䜡㕂ད㒘᪁㣗ೈǄ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ߯ᓎϔϾ⽕ℶ䕀থ FF77::100 㒘᪁⌕ profile ⱘ՟ᄤ: 

Ruijie(config)# ipv6 mld profile 1 

Ruijie(config-profile)# range FF77::100 

Ruijie(config-profile)# deny 

 

 ੑҸ ᦣ䗄 

ipv6 mld profile ߯ᓎϔϾ profile 

range 䜡㕂㒘᪁ഄഔ㣗ೈ 
Ⳍ݇ੑҸ 

permit ᣛᅮ profile ⱘ㸠ЎЎ permit 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.4 permit 

㽕ܕ䆌 profile ᣛᅮ㣗ೈⱘ㒘᪁⌕ˈ䇋ᠻ㸠 profile ῵ᓣϟⱘ䜡㕂ੑҸ permitǄ 

permit 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 



䜡㕂ੑҸ䈀
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 ೼䆹῵ᓣϟˈ৘ VLAN 䯈ⱘ㒘᪁⌕ᰃⳌѦ⣀ゟⱘǄЏᴎা㛑ᳱϢ㞾Ꮕ໘ѢৠϔϾ VLAN

ⱘ䏃⬅䖲᥹ষ䇋∖᥹ᬊ㒘᪁⌕˗Ѹᤶᴎ೼᥹ᬊࠄӏԩϔϾ VLAN ⱘ㒘᪁⌕ᯊˈা㛑ᕔⳌ

ৠ VLAN  ⱘ៤ਬッষ䕀থǄݙ

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛Ϟᠧᓔ mld snooping ᑊ䆒㕂 ivgl ῵ᓣ˖ 

Ruijie(config)# ipv6 mld snooping ivgl 

 

 ੑҸ ᦣ䗄 

ipv6 mld snooping svgl ᠧᓔ mld snooping ᑊ䜡㕂 svgl ῵ᓣ Ⳍ݇ੑҸ 

ipv6 mld snooping ivgl-svgl ᠧᓔ mld snooping ᑊ䜡㕂⏋ড়῵ᓣ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.6 ipv6 mld snooping dyn-mr-aging-time 

⫼ ipv6 mld snooping dyn-mr-aging-time time 䜡㕂ࡼᗕ䏃⬅䖲᥹ষⱘ㗕࣪ᅮᯊ

఼ˈ⫼ no ipv6 mld snooping dyn-mr-aging-time ᴹᘶ໡咬䅸ؐǄ 

ipv6 mld snooping dyn-mr-aging-time time 

no ipv6 mld snooping dyn-mr-aging-time 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  time 䜡ࡼᗕ䏃⬅䖲᥹ষⱘ㗕࣪ᯊ䯈 প̍ؐЎ 1-3600 ऩ̍ԡ

Ў⾦ 

 

㔎ⳕ䜡㕂  300sǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
ࠄᗕ䏃⬅䖲᥹ষབᵰ೼݊㗕࣪ᯊ䯈䍙ᯊࠡ≵᳝ᬊࡼ  MLD ᱂䘡㒘ᶹ䆶᡹᭛៪㗙 IPv6 PIM 

Hello ᡹᭛ˈѸᤶᴎᇚᡞ䆹ッষҢ䏃⬅఼ッষ߫㸼Ёߴ䰸Ǆ 

 

䜡㕂В՟  ϟ䴶ⱘ⼎՟ⓨ⼎䆒㕂ࡼᗕ䏃⬅䖲᥹ষⱘ㗕࣪ᯊ䯈Ў 500s˖ 
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Ruijie(config)# ipv6 mld snooping dyn-mr-aging-time 500 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.8 ipv6 mld snooping vlan 

⫼ ipv6 mld snooping vlan vid 䜡㕂⡍ᅮ vlan ਃࡼ mld snooping 㛑ࡳ ⫼̍ no ipv6 
mld snooping vlan vid ᴹ݇䯁⡍ᅮ vlan ⱘ mld snooping  㛑Ǆࡳ

ipv6 mld snooping vlan vid 

no ipv6 mld snooping vlan vid 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vid vlan ⱘ id 㓪োˈপؐЎ 1-4094  

 

㔎ⳕ䜡㕂  ೼ܼሔਃࡼ mld snooping ⱘᯊ׭ˈ᠔᳝ vlan 䛑ᰃ㔎ⳕਃࡼ mld snooping ⱘǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 ೼ܼሔਃࡼ mld snooping ⱘᯊ׭ˈ᠔᳝ vlan 䛑ᰃ㔎ⳕਃࡼ mld snooping ⱘ˗ৃҹᇍ⡍

ᅮⱘ vlan ݇䯁 mld snooping  㛑Ǆࡳ

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟ⓨ⼎䜡㕂݇䯁 VLAN 1 ⱘ mld snooping  ˖㛑ࡳ

Ruijie(config)# no ipv6 mld snooping vlan 1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.9 ipv6 mld snooping vlan mrouter learn 



䜡㕂 MLD Snooping ੑҸ 

27-8 

㽕䜡㕂䅽Ѹᤶᴎࡼᗕⱘպ਀ MLD query ៪ PIM ᡹᭛ˈҹ㞾ࡼ䆚߿䏃⬅䖲᥹ষˈ䇋

ᠻ㸠ܼሔ䜡㕂ੑҸ ipv6 mld snooping vlan mrouter learnǄ䆹ੑҸⱘ no ᔶᓣপ

⍜ࡼᗕᄺдǄ 

ipv6 mld snooping vlan vid mrouter learn 

no ipv6 mld snooping vlan vid mrouter learn 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vid vlan ⱘ id 㓪োˈপؐЎ 1-4094  

 

㔎ⳕ䜡㕂  䆹ࡳ㛑㔎ⳕ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 䏃⬅䖲᥹ষᰃ㒘᪁䆒໛Ϣ݊㒘᪁䚏ሙ䆒໛Ⳉ᥹Ⳍ䖲ⱘッষǄ㔎ⳕⱘᚙމϟˈᇍѢϔϾ

VLAN ϡࠒމ 
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ipv6 mld snooping vlan vid mrouter interface interface-id
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 vid vlan ⱘ id 㓪োˈপؐЎ 1-4094  

 ipv6-multiaddr 㒘᪁ഄഔ 

 interface-id ッষ㓪ো 

 

㔎ⳕ䜡㕂  ᮴䜡㕂 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ৃҹЎ᥹ষ䜡㕂៤Ў໮Ͼ䴭ᗕ㒘᪁ഄഔⱘ៤ਬッষǄ 

 

䜡㕂В՟ 

 ϟ䴶ⱘ⼎՟ⓨ⼎೼ϔϾッষϞ䜡㕂Ў FF88::1 㒘ⱘ䴭ᗕ៤ਬッষ˖ 

Ruijie(config)# ipv6 mld snooping vlan 1 static FF88::1 interface 

fastEthernet 0/1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ ipv6 mld snooping vlan 

mrouter interface 
䜡㕂䏃⬅䖲᥹ষ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.12 ipv6 mld snooping fast-leave enable 

㽕ᠧᓔ mld snooping fast-leaveˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ipv6 mld snooping 
fast-leave enableǄ䆹ੑҸⱘ no ᔶᓣ݇䯁 mld snooping fast-leaveǄ 

ipv6 mld snooping fast-leave enable 

no ipv6 mld snooping fast-leave enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴䜡㕂 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ 

 ッষᖿ䗳⾏ᓔᰃᣛᔧѸᤶᴎҢᶤッষᬊࠄЏᴎথ䗕ⱘ⾏ᓔᶤ IPv6 㒘᪁㒘ⱘ MLD ⾏ᓔ㒘

᡹᭛ᯊˈⳈ᥹ᡞ䆹ッষҢᇍᑨ䕀থ㸼乍ⱘߎッষ߫㸼Ёߴ䰸ǄℸৢˈᔧѸᤶᴎᬊࠄᇍ䆹

IPv6 㒘᪁㒘ⱘ MLD ⡍ᅮ㒘ᶹ䆶᡹᭛ᯊˈѸᤶᴎᇚϡݡ৥䆹ッষ䕀থǄ೼ѸᤶᴎϞˈབ

ᵰッষϟা䖲᥹᳝ϔϾ᥹ᬊ㗙ˈ߭ৃҹ䗮䖛Փ㛑ッষᖿ䗳⾏ᓔࡳ㛑ҹ㡖㑺ᏺᆑ੠䌘⑤Ǆ 

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛Ϟᠧᓔ mld snooping fast-leave˖ 

Ruijie(config)# ipv6 mld snooping fast-leave 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.13 ipv6 mld snooping suppression enable 

㽕ᠧᓔ mld snooping suppressionˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ipv6 mld snooping 
suppression enableǄ䆹ੑҸⱘ no ᔶᓣ݇䯁 mld snooping suppressionǄ 

ipv6 mld snooping suppression enable 

no ipv6 mld snooping suppression enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴䜡㕂 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ᔧՓ㛑њ MLD ៤ਬ݇㋏᡹ਞ᡹᭛ᡥࡳࠊ㛑ৢ ೼̍ϔϾᶹ䆶䯈䱨ݙѠሖ䆒໛াӮᡞᬊࠄⱘ

ᶤ IPv6 㒘᪁㒘ݙⱘ㄀ϔϾ MLD ៤ਬ݇㋏᡹ਞ᡹᭛䕀থ㒭ϝሖ䆒໛ 㗠̍ϡ㒻㓁৥ϝሖ䆒

໛䕀থᴹ㞾ৠϔ㒘᪁㒘ⱘ݊ᅗ MLD ៤ਬ݇㋏᡹ਞ᡹᭛ˈ䖭ḋৃҹޣᇥ㔥㒰Ёⱘ᡹᭛᭄

䞣Ǆ 

䜡㕂њ䆹ੑҸৢˈsuppression ѸᤶᴎህӮᇍˈࡼ㛑ਃࡳ MLD v1 report ᡹᭛䖯㸠ᡥࠊˈ

ԚᰃϡӮᇍ MLD v2 report ᡹᭛䖯㸠ᡥࠊǄ 

 

䜡㕂В՟  ϟ䴶ⱘ⼎՟ⓨ⼎೼䆒໛Ϟᠧᓔ mld snooping suppression˖ 
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Ruijie(config)# ipv6 mld snooping suppression 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.14 ipv6 mld snooping filter 

㽕䜡㕂ᶤϾッষা㛑᥹ᬊϔᡍ⡍ᅮⱘ㒘᪁⌕ˈ೼ッষ῵ᓣϟᠻ㸠䆹ੑҸ݇㘨⡍ᅮⱘ

profileǄ䆹ੑҸⱘ no ᔶᓣߴ䰸݇㘨ⱘ profileǄ 

ipv6 mld snooping filter profile-number 

no ipv6 mld snooping filter profile-number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 profile-num profile ⱘ㓪ো 

 

㔎ⳕ䜡㕂  ᮴䜡㕂 

 

ੑҸ῵ᓣ  ッষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ᙼৃҹᡞᶤϔϾ MLD Profile ᑨ⫼೼ϔϾッষϟˈབᵰ䆹ッষᬊࠄ MLD Report ᡹᭛ˈ߭

Ѡሖ㒘᪁䆒໛ህӮᶹᡒ䖭Ͼッষ᠔㽕ܹࡴⱘ㒘᪁ഄഔᰃ৺೼ MLD Profile Ǆݙ䆌㣗ೈПܕ

㢹ᰃˈ߭ ܹࡴ䆌ܕ П̍ৢᠡ䖯㸠ৢ㓁໘⧚Ǆᖙ乏߯ܜᓎᣛᅮⱘ profile ✊̍ৢᠡ㛑ᠻ㸠 filter
݇㘨Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ⱘ⼎՟ⓨ⼎೼ⱒܚッষ 0/1 Ϟ݇㘨 profile 1˖ 

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ipv6 mld snooping filter 1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ipv6 mld profile ߯ᓎϔϾ profile 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 
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clear ipv6 mld snooping gda-table 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ⏙䰸ࡼᗕᄺдⱘ䕀থ㸼ֵᙃǄ 

 

䜡㕂В՟ 
 ⏙䰸ࡼᗕᄺдⱘ䕀থ㸼ֵᙃ˖ 

Ruijie# clear ipv6 mld snooping gda-table 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

   

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.1.17 debug mld-snp 

㽕ᠧᓔ mld ᳡ࡵ䇗䆩ᓔ݇, 䇋ᠻ㸠⡍ᴗ䜡㕂ੑҸ debug mld-snp ੑҸǄ 

debug mld-snp 

undebug mld-snp 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᠧᓔ mld ᳡ࡵ䇗䆩ᓔ݇Ǆ 

 

䜡㕂В՟  ᠧᓔ mld ᳡ࡵ䇗䆩ᓔ݇˖ 
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Ruijie# debug mld-snp 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

   

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 

27.2 显示相关命令 

27.2.1 show ipv6 mld snooping 

ᰒ⼎ mld snooping ⱘⳌֵ݇ᙃǄ 

Show ipv6 mld snooping [gda-table | interfaces | mrouter| statistics [vlan vlan-id] ] 

 খ᭄ ᦣ䗄 

 ᮴ ᰒ⼎ mld snooping ⱘࡳ㛑䜡㕂 

 gda-table ᰒ⼎㒘᪁䕀থ㾘߭㸼 

 interfaces ᰒ⼎ mld snooping Filtering ⱘ䜡㕂 

 mrouter ᰒ⼎㒘᪁䏃⬅䖲᥹ষֵᙃǄ 

খ᭄䇈ᯢ 

 statistics [vlan vlan-id] ᰒ⼎ snooping 㒳䅵ֵᙃ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᰒ⼎ mld snooping ⱘⳌֵ݇ᙃ 

 

䜡㕂В՟ 

 ՟ 1˖Փ⫼ show ipv6 mld snooping ੑҸᶹⳟ mld snooping 䜡㕂ֵᙃ˖ 

Ruijie# show ipv6 mld snooping 

MLD-snooping mode       : IVGL 

SVGL vlan-id             : 1 

SVGL profile number     : 0 

Source check port       : Disabled 
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Query max respone time : 10(Seconds)Ǆ 

՟ 2˖Փ⫼ show ipv6 mld snooping statistics ੑҸᶹⳟ mld snooping ⱘ䏃

⬅䖲᥹ষֵᙃ˖ 

Ruijie# show ipv6 mld snooping statistics 

GROUP     Interface     Last report        Last leave      Last 

                              time           time          reporter 

--------------- ------------ -------------  -------------   - 

FF88::1 VL1:Gi4/2    0d:0h:0m:7s      ----     2003::1111 

                             Report pkts: 1            Leave pkts: 0 

՟ 3˖Փ⫼ show ipv6 mld snooping mrouter ੑҸᶹⳟ mld snooping ⱘ䏃⬅

䖲᥹ষֵᙃ˖ 

Ruijie# show ipv6 mld snooping mrouter 

Vlan    Interface        State      MLD profile number 

----      --------          -------      ------------------- 

1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 

՟ 4˖Փ⫼ show ipv6 mld snooping gda-table ᶹⳟ GDA 㸼ⱘ৘㒘᪁㒘ֵᙃҹ

ঞϔϾ㒘᪁㒘ⱘ᠔᳝៤ਬッষⱘֵᙃ˖ 

Ruijie# show ipv6 mld snooping gda-table 

Abbr: M - mrouter 

      D - dynamic 

      S - static 

VLAN  Address              Member ports 

----------------------------------------------------------- 

1       FF88::1           GigabitEthernet 0/7(S) 

՟ 5˖Փ⫼ show ipv6 mld snooping interface ᶹⳟ mld snooping Filtering
ⱘ䜡㕂˖ 

Ruijie# show ipv6 mld snooping interface GigabitEthernet 0/7 

Interface          Filter Profile number      max-groups 

----------        ----------------------     -----------        

GigabitEthernet 0/7            1                 4294967294 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

   

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 10.4 ㄀ϔ⃵ᓩܹ 

27.2.2 show ipv6 mld profile 

ᰒ⼎ MLD profile ⱘⳌ݇䜡㕂ֵᙃǄ 

show ipv6 mld profile [profile-number] 

 খ᭄ ᦣ䗄 

 ᮴ ᰒ⼎᠔᳝ profile ⱘ䜡㕂ֵᙃ খ᭄䇈ᯢ 

 profile-number ᰒ⼎ᣛᅮ profile ⱘ䜡㕂ֵᙃ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᰒ⼎ mld profile ⱘⳌֵ݇ᙃ 

 

䜡㕂В՟ 

 ՟ 1˖Փ⫼ show ipv6 mld profile ੑҸᶹⳟ MLD profile 䜡㕂ֵᙃ˖ 

Ruijie# show ipv6 mld profile 1 

MLD Profile 1 

permit 

range FF77::1 FF77::100 

range FF88::123  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

   

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ㄀ϔ⃵ᓩܹ 
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28 配置基于端口的流控制命令 

28.1 配置相关命令 

28.1.1 strom-control 

䆒㕂᥹ষⱘ亢ᲈ᥻ࠊᓔ݇ǄՓ⫼䆹ੑҸⱘ no 䗝乍݇䯁Ⳍᑨⱘ亢ᲈ᥻ࡳࠊ㛑Ǆ 

storm-control {broadcast | multicast | unicast} [{level percent | pps packets | rate-bps}] 

no storm-control {broadcast | multicast | unicast} [ {level percent | pps packets | 
rate-bps}] 

 খ᭄ ᦣ䗄 

 broadcast ᠧᓔᇍᑓ᪁亢ᲈⱘ᥻ࡳࠊ㛑Ǆ 

 multicast ᠧᓔᇍ᳾ⶹৡ໮᪁亢ᲈⱘ᥻ࡳࠊ㛑Ǆ 

 unicast ᠧᓔᇍ᳾ⶹৡऩ᪁亢ᲈⱘ᥻ࡳࠊ㛑Ǆ 

 percent ҹᏺᆑⱘⱒߚ↨䖯㸠䆒㕂 བ 20 㸼⼎ 20% 

 packets ҹ pps Ўऩԡ䖯㸠䆒㕂 े packets per second 

 Rate-bps ܕ䆌ⱘ䗮䖛䗳⥛Ǆ 

 64k-2M ҹ 64k ЎऩԡǄ 

 2-100M ҹ 1M ЎऩԡǄ 
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䜡㕂В՟  

ϟ䴶ⱘ՟ᄤ䇈ᯢњᠧᓔ⠽⧚ッষ GigabitEthernet 1/1 Ϟⱘ໮᪁亢ᲈ᥻ࡳࠊ㛑ˈᑊϨ䆒㕂

 䆌ⱘ䗮䖛䗳 ⥛Ў 4MǄܕ

Ruijie# configure terminal 

Ruijie(config)# interface GigabitEthernet 1/1 

Ruijie(config-if)# storm-control multicast 4096 

Ruijie(config-if)# end 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show storm-control ᰒ⼎亢ᲈ᥻ֵࠊᙃǄ 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

28.1.2 switchport protected 

䆹ੑҸᰃᇚ᥹ষ䆒Ўֱᡸ᥹ষǄՓ⫼䆹ੑҸⱘ no 䗝乍݇䯁ֱᡸ᥹ষǄ 

switchport protected 

no switchport protected 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ݇䯁ֱᡸ᥹ষ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
ᔧᇚᶤѯッষ䆒ЎֱᡸষПৢˈ㔎ⳕᚙމϟֱᡸষ੠ֱᡸষП䯈ϡ㛑䖯㸠ѠሖѸᤶৃҹ

䖯㸠 3 ሖ䏃⬅ˈֱᡸষϢ䴲ֱᡸষП䯈ৃҹℷᐌ䗮䆃ǄՓ⫼ show interfaces ੑҸᶹⳟ

䆒㕂Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# switchport protected 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show interfaces ᶹⳟ᥹ষ䆒㕂੠㒳䅵ֵᙃǄ 
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ᑇৄ䇈ᯢ  - 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

28.1.3 switchport port-security 

䆒㕂ッষᅝܼࡳ㛑ˈッষᅝܼⱘ䖱՟໘⧚ㄝǄՓ⫼䆹ੑҸⱘ no 䗝乍݇䯁ッষᅝܼⱘ䆒㕂ˈ

៪㗙ᇚᅝܼ䖱՟໘⧚ᮍᓣᘶ໡៤㔎ⳕؐǄ 

switchport port-security [violation {protect | restrict | shutdown}] 

no switchport port-security [violation] 

 খ᭄ ᦣ䗄 

 port-security ᥹ষᅝܼᓔ݇ 

 violation protect থ⦄䖱՟ˈ߭϶ᓗ䖱՟ⱘ᡹᭛Ǆ 

 violation restrict থ⦄䖱՟ˈ߭϶ᓗ䖱՟ⱘ᡹᭛ᑊϨথ䗕 trapǄ 

খ᭄䇈ᯢ 

 violation shutdown থ⦄䖱՟ˈ߭϶ᓗ᡹᭛ǃথ䗕 Trap ᑊϨ݇䯁᥹ষǄ

 

㔎ⳕ䜡㕂  ᥹ষⱘᅝܼ㔎ⳕᰃ݇䯁ⱘǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

߽⫼ッষᅝܼ䖭Ͼ⡍ᗻˈৃҹ䗮䖛䰤ܕࠊ䆌䆓䯂䆒໛ϞᶤϾ᥹ষⱘ MAC ഄഔҹঞ IP(ৃ
䗝)ᴹᅲ⦄ϹḐ᥻ࠊᇍ䆹᥹ষⱘ䕧ܹǄᔧЎᅝܼッষ(ᠧᓔњッষᅝܼࡳ㛑ⱘッষ)䜡㕂њ

ϔѯᅝܼഄഔৢˈ߭䰸њ⑤ഄഔЎ䖭ѯᅝܼഄഔⱘࣙ໪ˈ䖭Ͼッষᇚϡ䕀থ݊ᅗӏԩ᡹Ǆ

ℸ໪ˈ䖬ৃҹ䰤ࠊϔϾッষϞ㛑ࣙ৿ⱘᅝܼഄഔ᳔໻Ͼ᭄ˈབᵰᇚ᳔໻Ͼ᭄䆒㕂Ў 1 ᑊ

ϨЎ䆹ッষ䜡㕂ϔϾᅝܼഄഔˈ߭ 䖲᥹ࠄ䖭ϾষⱘᎹ԰キ˄ ݊ഄഔЎ䜡㕂ⱘᅝܼ M ഄഔ˅

ᇚ⣀ѿ䆹ッষⱘܼ䚼ᏺᆑǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ՟ᄤᰃ೼᥹ষ Gigabitethernet 1/1 Ϟᠧᓔッষᅝܼࡳ㛑ˈᑊ䆒㕂䖱՟໘⧚Ў

shutdown˖ 
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 show port-security 
ᰒ⼎ッষᅝܼⱘ䆒㕂ֵᙃ੠ᅝܼഄ

ഔǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ੑҸ ᦣ䗄 

switchport port-security ᠧᓔッষᅝܼ 

switchport port-security binding 
interface 

⡍ᴗ῵ᓣϟ䜡㕂ᅝܼഄഔ㒥ᅮ 

Switchport port-security mac-address 䆒㕂䴭ᗕᅝܼഄഔ 

switchport port-security aging ッষᅝܼഄഔ㗕࣪ 

Ⳍ݇ੑҸ 

show port-security ᰒ⼎ッষᅝֵܼᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

28.1.6 switchport port-security binding interface 

⡍ᴗ῵ᓣϟ᠟Ꮉ䜡㕂ᅝܼഄഔ㒥ᅮˈৃҹᇍᅝܼഄഔ䖯㸠⑤ IP+⑤ MAC ៪㗙ҙ⑤ IP 㒥ᅮˈ

㒥ᅮПৢˈᖙ乏ᰃヺড়㒥ᅮⱘᅝܼഄഔⱘ᡹᭛ᠡৃҹ䖯ܹѸᤶᴎˈϡヺড়㒥ᅮⱘ᡹᭛ᇚ㹿϶

ᓗǄՓ⫼ no 䗝乍ৃߴ䰸㒥ᅮⱘഄഔ˖ 

[no] switchport port-security binding interface interface-id  mac-address vlan vlan_id 
ipv4-address | ipv6-address 

[no] switchport port-security binding interface interface-id ipv4-address | ipv6-address  

 খ᭄ ᦣ䗄 

 interface-id 㒥ᅮⱘ᥹ষ ID 

 mac-address 㒥ᅮⱘ⑤ MAC ഄഔ 

 Vlan_id 㒥ᅮ⑤ MAC ⱘ VID 

 Ipv4-address 㒥ᅮ Ipv4 ⱘ Ip ഄഔ 

খ᭄䇈ᯢ 

 Ipv6-address 㒥ᅮ Ipv6 ⱘ Ip ഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 
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䜡㕂В՟ 

 ՟ 1˖㒥ᅮ 192.168.1.100 ᥹ষࠄ 10˖ 

Ruijie(config)# switchport port-security binding interface g0/10  

192.168.1.100 

՟ 2˖㒥ᅮ 192.168.1.100 MAC ഄഔ 00d0.f800.5555, VID= 1 ࠄ᥹ষ 10˖ 

Ruijie(config)# switchport port-security binding interface g0/10 00d0.f800.5555 
vlan 1 192.168.1.100 

 

 ੑҸ ᦣ䗄 

switchport port-security ᠧᓔッষᅝܼ 

switchport port-security binding ᥹ষ῵ᓣϟ䜡㕂ᅝܼഄഔ㒥ᅮ 

Switchport port-security mac-address 䆒㕂䴭ᗕᅝܼഄഔ 

switchport port-security aging ッষᅝܼഄഔ㗕࣪ 

Ⳍ݇ੑҸ 

show port-security ᰒ⼎ッষᅝֵܼᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 

ᦣ䗄
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䜡㕂В՟ 

 ՟ 1˖䆒㕂 TRUNK ᥹ষ 10 ⱘ䴭ᗕᅝܼഄഔ
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䜡㕂В՟ 
 ՟ 1˖䆒㕂 TRUNK ᥹ষ 10 ⱘ䴭ᗕᅝܼഄഔ 00d0.f800.5555 VID=2˖ 

Ruijie(config)# switchport port-security interface g0/10 

mac-address 00d0.f800.5555 vlan 2  

 

 



䜡㕂෎Ѣッষⱘ⌕᥻ੑࠊҸ 

28-11 

Interface Broadcast Control Multicast Control Unicast Control 

------------------------------------- --------------- 

Gi1/1 Disabled Disabled Disabled 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 storm-control 䆒㕂᥹ষⱘ亢ᲈ᥻ࠊᓔ݇Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

28.2.2 show port-security 

ᰒ⼎ッষᅝܼⱘ䆒㕂ֵᙃ੠ᅝܼഄഔǄ 

show port-security [address] [interface interface-id] [all] 

 খ᭄ ᦣ䗄 

 address 
ᰒ⼎᠔᳝ⱘᅝܼഄഔˈ៪㗙ᰃᣛᅮ᥹ষⱘ᠔᳝ᅝܼഄ

ഔǄ 

 interface interface-id ᰒ⼎ᣛᅮ᥹ষⱘッষᅝܼ䆒㕂ֵᙃǄ 

খ᭄䇈ᯢ 

 all ᰒ⼎᠔᳝᥹ষⱘッষᅝܼ䆒㕂ֵᙃǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  
བᵰՓ⫼䆹ੑҸᯊϡࡴখ᭄ˈ߭ᰒ⼎᠔᳝᥹ষⱘᅝܼ䆒㕂⢊ᗕǃ䖱՟໘⧚ㄝֵᙃˈৠᯊ

ᰒ⼎᠔᳝ᅝܼഄഔ㸼ⱘֵᙃǄ 

 

䜡㕂В՟ 

 Ruijie# show port-security 

Secure Port MaxSecureAddr(count) CurrentAddr(count) Security 

Action 

-------- -------------- ----------- ----------- 

Gi1/1 128 1 Restrict 

Gi1/2 128 0 Restrict 

Gi1/3 8 1 Protect 
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 ੑҸ ᦣ䗄 

 switchport port-security 
䆒㕂ッষᅝܼࡳ㛑ˈッষᅝܼⱘ䖱՟

໘⧚ㄝǄ 

 switchport port-security aging  
ЎϔϾ᥹ষϞⱘ᠔᳝ᅝܼഄഔ䜡㕂㗕

࣪ᯊ䯈Ǆ 

Ⳍ݇ੑҸ 

 switchport port-security mac-address 䆒㕂ッষᅝܼഄഔ㸼Ǆ 

 

ᑇৄ䇈ᯢ  ᮴  

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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29 配置 802.1X 命令 

29.1 dot1x 主动认证命令 

29.1.1 dot1x auto-req 

㽕䜡㕂 802.1X ⱘЏࡼ䅸䆕ࡳ㛑ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ dot1x auto-reqǄ䆹ੑҸⱘ no ᔶᓣ

প⍜Џࡼ䅸䆕ࡳ㛑Ǆ 

[no] dot1x auto-req 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ϡ䜡㕂Џࡼ䅸䆕 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䆒㕂䆒໛Џࡼথ䍋 802.1x ⱘ䅸䆕ˈৃҹՓ⫼ show dot1x auto-req ੑҸᶹⳟ䆹ࡳ㛑ⱘ

䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂䆒໛Џࡼথ䍋 802.1x 䅸䆕ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auto-req 

Ruijie(config)# end 

Ruijie# show dot1x auto-req 

Ruijie(config)# dot1x auto-req 

Auto-Req: Enabled 

User-Detect : Enabled 

Packet-Num  : 0 

Req-Interval: 30 Second 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x auto-req ᶹⳟЏࡼ䅸䆕ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 





䜡㕂 802.1X ੑҸ 

29-3 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.1.3 dot1x auto-req req-interval 

䆒㕂䆒໛Џࡼথߎ䅸䆕䇋∖᡹᭛ⱘ⃵᭄ˈno ᔶᓣᰃᣛЎ咬䅸ؐ 

dot1x auto-req req-interval interval 

no dot1x auto-req req-interval 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interval 䆒໛Џࡼথߎ䅸䆕䇋∖᡹᭛ⱘᯊ䯈䯈䱨ˈऩԡ s 

 

㔎ⳕ䜡㕂  30 ⾦ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䆒㕂䆒໛Џࡼথߎ䅸䆕䇋∖᡹᭛ⱘ⃵᭄ˈৃҹՓ⫼ show dot1x auto-req ੑҸᶹⳟ䆹ࡳ

㛑ⱘ䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂䆒໛থ䍋 802.1x 䅸䆕ᯊ䯈䯈䱨Ў 60s ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auto-req req-interval 60 

Ruijie(config)# end 

Ruijie# show dot1x auto-req 

Auto-Req: Enabled 

User-Detect : Enabled 

Packet-Num  : 0 

Req-Interval: 60 Second 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x auto-req ᶹⳟЏࡼ䅸䆕ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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29.1.4 dot1x auto-req user-detect 

䆒㕂䆒໛Џࡼথߎ䅸䆕䇋∖᡹᭛ⱘ⃵᭄ˈno ᔶᓣᰃᣛЎ咬䅸ؐǄ 

dot1x auto-req user-detect 

no dot1x auto-req user-detect 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᠧᓔ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䆒㕂䆒໛Џࡼথߎ䅸䆕䇋∖᡹᭛ⱘ⃵᭄ˈৃҹՓ⫼ show dot1x auto-req ੑҸᶹⳟ䆹ࡳ

㛑ⱘ䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂䆒໛Џ೼᳝⫼᠋Ϟ㒓ৢذℶ৥ᇍᑨッষথ䗕䅸䆕䇋∖˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auto-req user-detect 

Ruijie(config)# end 

Ruijie# show dot1x auto-req 

Auto-Req: Enabled 

User-Detect : Enabled 

Packet-Num  : 0 

Req-Interval: 60 Second 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x auto-req ᶹⳟЏࡼ䅸䆕ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢऀǄ 

 Ⳍ݇ੑҸⴲ㘹⸵呲‱〮〲‱㜶⸲㸶㰰ㅃ㐴ㄹ㔾㘼㉃㔸㐱㤲㌱㜶⸲㸶㸶㰱㘴㌰ㅃ㐾嵔䨊⽔吰‱‱
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29.2.1 dot1x timeout quiet-period 

Փ⫼䆹ੑҸ䆒㕂䆒໛䅸䆕༅䋹˄՟བ䅸䆕ষҸ䫭䇃˅ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕ⱘㄝᕙᯊ䯈˄⾦

᭄˅ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡Ў㔎ⳕؐǄ 

dot1x timeout quiet-period seconds 

no dot1x timeout quiet-period 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  seconds 䆒໛䅸䆕ѸѦ༅䋹ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕ⱘㄝᕙᯊ

䯈Ǆؐⱘ㣗ೈᰃ ࠄ 0 65535Ǆऩԡ s 

 

㔎ⳕ䜡㕂  㔎ⳕؐᰃ 10 ⾦Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ᙇ䇋㗙䅸䆕༅䋹ৢ ϡ̍ܕ䆌ゟेথ䍋䞡ᮄ䅸䆕 ᖙ̍乏ㄝᕙϔ↉ᯊ䯈Ǆৃ ҹՓ⫼ show dot1x 

ੑҸǄ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂䞡ᮄ䅸䆕ㄝᕙᯊ䯈Ў 1000s˖ 

Ruijie# configure terminal  

Ruijie(config)# dot1x timeout quiet-period 1000 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.2.2 dot1x timeout re-authperiod 

೼㽕∖ᙇ䇋㗙ᅮᯊ䞡䅸䆕ⱘᓔ݇ᠧᓔৢˈՓ⫼䆹ੑҸ䆒㕂ᙇ䇋㗙ⱘ䞡䅸䆕ᯊ䯈䯈䱨ˈे䅸䆕

਼ᳳǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡Ў㔎ⳕؐǄ 

dot1x timeout re-authperiod seconds 

no dot1x timeout re-authperiod 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 seconds 䅸䆕਼ᳳǄؐⱘ㣗ೈᰃ ࠄ 0 65535Ǆऩԡ sǄ 

 

㔎ⳕ䜡㕂  3600 ⾦ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂䞡䅸䆕਼ᳳЎ 1000s˖ 

Ruijie# configure terminal  

Ruijie(config)# dot1x timeout re-authperiod 1000 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 
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Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 

Re-authen Max:        3 times 

Maximum 2Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.2.3 dot1x timeout server-timeout 

䆹ੑҸ䆒㕂䆒໛੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙ᯊᯊ䯈ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ

໡Ў㔎ⳕؐǄ 

dot1x timeout server-timeout seconds 

no dot1x timeout server-timeout 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  
seconds 

䆒໛੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙ᯊᯊ䯈ˈؐⱘ㣗

ೈᰃ ࠄ 0 65535Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕؐᰃ
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Ruijie(config)# dot1x timeout server-timeout 10 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 

Server Timeout:       10 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.2.4 dot1x timeout supp-timeout 

䆹ੑҸ䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙ᯊᯊ䯈ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡Ў

㔎ⳕؐǄ 

dot1x timeout supp-timeout seconds 

no dot1x timeout supp-timeout 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  
seconds 

䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙ᯊᯊ䯈ˈؐⱘ㣗ೈᰃ

0 ࠄ 65535Ǆ 
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㔎ⳕ䜡㕂  㔎ⳕؐᰃ 3 ⾦Ǆ
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.3 dot1x 重认证命令 

29.3.1 dot1x re-authentication 

Փ⫼䆹ੑҸ䆒㕂ᰃ৺㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕ

ؐǄ 

[no] dot1x re-authentication 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕϡ㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䆒㕂њ䆹ੑҸˈ߭䅸䆕ᙇ䇋㗙䅸䆕䗮䖛ৢˈ↣㒣䖛ϔᅮᯊ䯈ৢ䖬ᖙ乏䞡ᮄ䅸䆕ǄৃҹՓ

⫼ show dot1x ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃᠧᓔ䞡䅸䆕ࡳ㛑˖ 

Ruijie# configure terminal  

Ruijie(config)# dot1x re-authentication 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 
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Tx Timer Period:      10 sec 

Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 

Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 

Re-authen Max:        5 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.4 dot1x 探测功能命令 

29.4.1 dot1x probe-timer 

䜡㕂ᅶ᠋ッ᥶⌟ᅮᯊ఼. 

dot1x probe-timer{interval | alive}interval 

no dot1x probe-timer 

 খ᭄ ᦣ䗄 খ᭄䇈ᯢ 

 no ᘶ໡咬䅸ؐ 
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 interval hello 䯈䱨 

 alive ೼㒓䯈䱨 

 interval ᅮᯊ఼ؐ 

 



䜡㕂 802.1X ੑҸ 

29-15 

㔎ⳕ䜡㕂  ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䜡㕂ᅶ᠋ッ೼㒓᥶⌟ࡳ㛑ᓔ݇Ǆ 

 

䜡㕂В՟ 

 ᠧᓔᅶ᠋ッ೼㒓᥶⌟ࡳ㛑˖ 

Ruijie# configure terminal  

Ruijie(config)# dot1x client-probe enable 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 

Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 

Re-authen Max:        5 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Enabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᰒ⼎ dot1x 䜡㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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29.5.1 dot1x authentication 

೼ AAA ᠧᓔⱘᚙމϟˈⱏᔩ䅸䆕ᖙ乏䞛⫼ AAA ᳡ࡵᴹ䖯㸠䅸䆕ˈՓ⫼䆹ੑҸ݇㘨ⱏᔩ䅸䆕

ᮍ⊩߫㸼Ǆ䆹ੑҸⱘ no ᔶᓣߴ䰸ⱏᔩ䅸䆕ᮍ⊩߫㸼Ǆ 

dot1x authentication {default | list-name} 

no dot1x authentication {default | list-name} 

 খ᭄ ᦣ䗄 

 default 咬䅸ⱘ䅸䆕ᮍ⊩߫㸼ৡǄ খ᭄䇈ᯢ 

 list-name ৃ䗝ⱘᮍ⊩߫㸼ৡǄ 

 

㔎ⳕ䜡㕂  བᵰ AAA ᠧᓔˈ߭ⱏᔩ䅸䆕㔎ⳕⱘᇚՓ⫼ AAA ᳡ࡵǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  བᵰਃ⫼ AAA ᅝܼ᳡ࡵˈ߭䆹ੑҸ⫼Ѣ dot1x 䅸䆕ᯊՓ⫼ࠊᅮⱘᮍ⊩߫㸼䖯㸠䅸䆕Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ⱘ⼎՟ⓨ⼎೼᥹ষϞ݇㘨ᮍ⊩߫㸼ᑊ⫼ group radius 䖯㸠䅸䆕Ǆ 

Ruijie# configure terminal 

Ruijie(config)# aaa new-model 

Ruijie(config)# aaa authentication dot1x default group radius 

Ruijie(config)# interface fastEthernet0/1 

Ruijie(config-if)# dot1x authentication default 

Ruijie(config-if)# end 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ Ⳍ݇ੑҸ 

 aaa authentication dot1x 䜡㕂ⱏᔩ䅸䆕ᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑ଀   
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䆹ੑҸ䆒㕂 802.1X ܕ䆌䅸䆕ⱘഄഔ㸼ǄՓ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸ৃ䅸䆕ഄഔǄ 

dot1x auth-address-table address mac-addr interface interface 

no dot1x auth-address-table address mac-addr interface interface 

 খ᭄ ᦣ䗄 

 mac-addr ৃ䅸䆕ⱘ⠽⧚ഄഔǄ খ᭄䇈ᯢ 

 Interface ᥹ষোǄ 

 

㔎ⳕ䜡㕂  㔎ⳕؐ≵᳝ӏԩৃ䅸䆕ഄഔǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 া᳝೼䆹ഄഔ㸼Ёⱘഄഔᠡܕ䆌Փ⫼ 802.1X 䅸䆕ǄՓ⫼ show dot1x auth-address 

table ੑҸᶹⳟ䅸䆕ഄഔ㸼Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ⱘ⼎՟ⓨ⼎೼᥹ষϞ⏏ࡴ䅸䆕ഄഔǄ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auth-address-table address 

00d0f8000000 interface ehternet 1/1 

Ruijie(config)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x auth-address-table ᰒ⼎ 802.1X ܕ䆌䅸䆕ⱘഄഔ㸼Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.5.3 dot1x auth-fail max-attempt 

䆒㕂䖯ܹ༅䋹 VLAN ⱘ᳔໻ᇱ䆩⃵᭄Ǆ 

dot1x auth-fail max-attempt num 

no dot1x auth-fail max-attempt 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 num 䖯ܹ༅䋹 VLAN ⱘ䖲㓁䅸䆕༅䋹⃵᭄,㣗ೈ 1-3 

 

㔎ⳕ䜡㕂  3 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x ੑҸᶹⳟ䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂䖯ܹ༅䋹 VLAN ⱘ᳔໻ᇱ䆩⃵᭄ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auth-fail max-attempt 
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Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x interface ੑҸᶹⳟ䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1x ༅䋹 vlan ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# dot1x auth-fail vlan 2 

Ruijie(config-if)# end 

Ruijie#write 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x interface ᶹⳟ᥹ষⱘ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.3(5) ੑҸᓩܹ 

 

29.5.5 dot1x auth-mode 

䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

dot1x auth-mode {eap-md5 | chap | pap} 

no dot1x auth-mode 

 খ᭄ ᦣ䗄 

 eap-md5 802.1x 䞛⫼ EAP-MD5 ᮍᓣ䅸䆕Ǆ 

 chap 802.1x 䞛⫼ CHAP ᮍᓣ䅸䆕Ǆ 
খ᭄䇈ᯢ 

 pap 802.1x 䞛⫼ PAP ᮍᓣ䅸䆕Ǆ 

 

㔎ⳕ䜡㕂  EAP-MD5 ᮍᓣ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟  ϟ䴶ᰃ䆒㕂 802.1x 䅸䆕ᮍᓣⱘ՟ᄤ˖ 
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Ruijie# configure terminal 

Ruijie(config)# dot1x auth-mode chap 

Ruijie(config)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.6 dot1x default 

ᇚ䆒໛ⱘ 802.1x 䆒㕂䚼ߚখ᭄ᘶ໡៤㔎ⳕؐǄ 

dot1x default 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1x 咬䅸খ᭄ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x default 

Ruijie(config)# end 

Ruijie# end 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.5.7 dot1x dynamic-vlan enable 

䜡㕂ᰃ৺ܕ䆌䖯㸠ࡼᗕ vlan 䏇䕀ǄՓ⫼䆹ੑҸⱘ no 䗝乍ৃҹ݇䯁䆹ᓔ݇Ǆ 

dot1x dynamic-vlan enable 

no dot1x dynamic-vlan enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ䆹ᓔ݇Ў݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x dynamic-vlan ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1x ᗕࡼ vlan 䏇䕀ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x dynamic-vlan enable 

Ruijie(config)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.8 dot1x guest-vlan 

䜡㕂ᰃ৺ܕ䆌 guest vlan 䏇䕀ǄՓ⫼䆹ੑҸⱘ no 䗝乍ৃҹ݇䯁䆹ᓔ݇Ǆ 
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dot1x dynamic-vlan <1 - 4094> 

no dot1x guest-vlan 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vid খ᭄ⱘ㣗ೈ<1 - 4094> 

 

㔎ⳕ䜡㕂  㔎ⳕ䆹ᓔ݇Ў݇䯁 

 

ੑҸ῵ᓣ  ッষϟ䜡㕂 

 

Փ⫼ᣛᇐ 

 Â ㄀ϔ⚍ ೼̟Փ⫼ guest vlan 㛑ࠡࡳ 䳔̍㽕ܜ䜡㕂 dot1x dynamic-vlan enable ੑҸˈ

৺߭䜡㕂ⱘ guest vlan ϡ⫳ᬜǄ 

Â ㄀Ѡ⚍˖䜡㕂 guest vlan 䜡㕂ࡼ㛑ˈ᳔དϡ㽕ׂᬍ䆹ッষⱘѠሖሲᗻˈᇸ݊ᰃ᠟ࡳ

ッষܹࡴᶤϾ vlanǄ 

Â ㄀ϝ⚍˖ৃҹՓ⫼ show running-config ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1x ⱘ guest vlan 䏇䕀ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x guest-vlan 10 

Ruijie(config)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show running-config ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.9 dot1x eapol-tag 

䜡㕂ᠧᓔ EAPOL ᏻᏺ TAG ⱘࡳ㛑Ǆ 

dot1x eapol-tag 

no dot1x eapol-tag 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 
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 - - 

 

㔎ⳕ䜡㕂  㔎ⳕ䆹ᓔ݇Ў݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1X ᏻᏺ tag ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x eapol-tag 

Ruijie(config)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.10 dot1x mac-auth-bypass 

䆒㕂 MAC ᮕ䏃䅸䆕Ǆ 

dot1x mac-auth-bypass 

no dot1x mac-auth-bypass 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴  

 

㔎ⳕ䜡㕂  㔎ⳕϡᬃᣕ MAC ᮕ䏃䅸䆕 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 
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䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1x MAC ᮕ䏃䅸䆕ᮍᓣⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# dot1x mac-auth-bypass 

Ruijie(config-if)# end 

Ruijie#write 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x port-control interface ᶹⳟ᥹ষⱘ 802.1x ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.3(5) ੑҸᓩܹ 

 

29.5.11 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x port-control interface ᶹⳟ᥹ষⱘ 802.1x ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.3(5) ੑҸᓩܹ 

 

29.5.12 dot1x mac-auth-bypass violation 

䆒㕂 802.1x MAC ᮕ䏃䅸䆕ⱘ䖱՟Ǆ 

dot1x mac-auth-bypass violation 

no dot1x mac-auth-bypass violation 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴  

 

㔎ⳕ䜡㕂  㔎ⳕ᮴䖱՟໘⧚ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show run ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1x MAC ᮕ䏃䅸䆕䖱՟ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# dot1x mac-auth-bypass violation 

Ruijie(config-if)# end 

Ruijie#write 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x port-control interface ᶹⳟ᥹ষⱘ 802.1x ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.3(5) ੑҸᓩܹ 

29.5.13 dot1x max-req 

೼ DOT1X ੠᳡఼ࡵѸѦ䖛⿟Ёˈབᵰ DOT1X ೼ϔᅮᯊ䯈ݙ≵᳝ᬊࠄ᳡఼ࡵⱘડᑨˈ߭

DOT1X ᇚݡ⃵৥᳡఼ࡵথ䍋䇋∖ǄՓ⫼䆹ੑҸ䆒㕂৥᳡఼ࡵ䇋∖ܕ䆌ⱘ᳔໻⃵᭄ǄՓ⫼䆹

ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕؐǄ 

dot1x max-req count 

no dot1x max-req 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 count ܕ䆌ⱘ᳔໻䅸䆕䇋∖ⱘ⃵᭄Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕؐЎ 3 ⃵Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂 802.1x 䅸䆕᳔໻䞡Ӵ 7 ⃵ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x max-req 7 

Ruijie(config)# end 

Ruijie#  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.5.14 dot1x private-supplicant-only 
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೼ܼሔ䜡㕂῵ᓣЁˈ䆒㕂ᰃ৺াᬃᣕ⾕᳝ᅶ᠋ッˈno 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕؐǄ 

dot1x private-supplicant-only 

no dot1x private-supplicant-only 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕϡ䖛㰥Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x private-supplicant-only ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂াՓ⫼⾕᳝ᅶ᠋ッⱘ՟ᄤ˖ 

Ruijie# configure t 

Ruijie(config)# dot1x private-supplicant-only 

Ruijie(config)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x private-supplicant-only ᶹⳟ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.15 dot1x port-control auto 

೼᥹ষ䜡㕂῵ᓣЁˈ䆒㕂䆹᥹ষᰃ৺খࡴ䅸䆕ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䆒㕂ᘶ໡៤㔎ⳕ

ؐǄ 

dot1x port-control auto 

no dot1x port-control 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 
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㔎ⳕ䜡㕂  ᥹ষ㔎ⳕϡখࡴ 802.1x 䅸䆕Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ৃҹՓ⫼ show dot1x ੑҸᶹⳟ 802.1x 䆒㕂Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂ッষ 802.1x খϢ䅸䆕ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# interface g0/1  

Ruijie(config-if)# dot1x port-control auto 

Ruijie(config-if)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show dot1x ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.5.16 dot1x port-control-mode 

802.1x ᇍ⫼᠋ⱘ᥻ࠊ咬䅸ᚙމϟᰃ෎Ѣ⫼᠋ MAC 䖯㸠᥻ࠊⱘˈা⫼䗮䖛䅸䆕ⱘ⫼᠋ᠡ㛑Փ

⫼㔥㒰ˈ㗠ᇍѢ݊Ҫ᥹೼ৠϔッষⱘ⫼᠋᮴⊩Փ⫼㔥㒰ˈ㗠෎Ѣッষⱘ᥻ࠊ῵ᓣঞ㸼⼎ᔧᶤ

ϔッষ᳝ϔϾ⫼᠋䅸䆕䗮䖛ᯊˈℸッষህব៤Ꮖ䅸䆕ッষˈ᠔᳝᥹೼ℸッষϟⱘ⫼᠋䛑㛑໳

ℷᐌⱘՓ⫼㔥㒰Ǆ෎Ѣッষऩ⫼᠋ⱘ᥻ࠊ῵ᓣˈ䆹ッষϟাܕ䆌ऩϔ⫼᠋䅸䆕䗮䖛ᯊˈℸッ

ষህব៤Ꮖ䅸䆕ッষˈ㛑໳ℷᐌⱘՓ⫼㔥㒰Ǆ೼ऩ⫼᠋ⱘ᥻ࠊ῵ᓣϟˈᔧッষবЎᏆ䅸䆕ッ

ষˈབᵰথ⦄ッষ᳝݊ᅗⱘ⫼᠋ᄬ೼ˈ߭ᡞッষϟⱘ᠔᳝⫼᠋⏙䰸ˈ䞡ᮄ䅸䆕Ǆ䜡㕂䅸䆕῵

ᓣⱘੑҸབϟ˖ 

dot1x port-control-mode {mac-based | {port-based [single-host]} } 

no dot1x port-control-mode 

 খ᭄ষϟⱘ⫼᠋䛑㛑໳

খᦣ䗇ϟⱘ⫼᠋䛑㛑໳
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 single-host ෎Ѣッষऩ⫼᠋ⱘ 802.1x 䆓䯂᥻ࠊ 

 

㔎ⳕ䜡㕂  㔎ⳕЎ෎Ѣ mac-based 䆓䯂᥻ࠊ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 ৃҹՓ⫼ show dot1x port-control ੑҸᶹⳟッষⱘ 802.1x 䆒㕂Ǆ 

೼ s26 ѸᤶᴎϞ ෎̍Ѣッষⱘ 802.1X ᑨ⫼੠ᅝܼ䗮䘧ⱘᑨ⫼ϡ㛑ৠᯊ೼ッষ䜡㕂ˈܼ ሔ

᳝ᑨ⫼ᅝܼ䗮䘧ⱘᚙމϟˈ෎Ѣッষⱘ 802.1X ⳌᑨッষϞ㽕䜡㕂Ўᅝܼ䗮䘧ⱘ՟໪ষǄ

single-host ᰃ෎Ѣッষऩ⫼᠋ⱘ 802.1x 䆓䯂᥻ࠊˈ೼ show dot1x port-control ϞӮᰒ

⼎ッষЎ port-basedˈ೼ show running-config Ӯᰒ⼎Ў dot1x port-control-mode 
port-based single-hostǄ 

single-host ⬅Ѣাᬃᣕऩϔ⫼᠋ᔶᓣˈ᠟ࡼ䜡㕂ッষ default-user-limitˈ೼ single-host
῵ᓣ᮴ᬜǄབᵰ೼䜡㕂 single-host ৢˈッষϟ䜡㕂 default-user-limitˈ䖭Ͼ᭄䞣ᇍ

single-host ≵᳝㑺ᴳˈ䆹ッষ䖬ᰃাܕ䆌ऩϔ⫼᠋Ϟ㔥Ǆ 

 

䜡㕂В՟ 

 ՟ 1˖ϟ䴶ᰃ䆒㕂ッষ 802.1x খϢ䅸䆕ⱘ՟ᄤ˖ 

Ruijie(config)# interface g 0/1  

Ruijie(config-if)# dot1x port-control auto 

Ruijie(config-if)# dot1x port-control-mode port-based 

Ruijie(config-if)# end 

Ruijie# 

՟ 2˖ϟ䴶ᰃ䆒㕂ッষऩ⫼᠋ 802.1x 䅸䆕ⱘ՟ᄤ˖ 

Ruijie(config)# interface g 0/1  

Ruijie(config-if)# dot1x port-control auto 

Ruijie(config-if)# dot1x port-control-mode port-based single-host

Ruijie(config-if)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 

 show dot1x port-control ᶹⳟッষ 802.1x ⱘ䆒㕂ֵᙃǄ Ⳍ݇ੑҸ 

 Show running-config ᶹⳟѸᤶᴎ䆒㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 
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29.5.17 dot1x stationarity enable 

802.1x ೼෎Ѣッষⱘ᥻ࠊ῵ᓣϟˈ咬䅸ᚙމϟˈࡼᗕ⫼᠋ৃҹ೼৘ッষ䯈㞾⬅䎗䖕ˈ⡍⅞ᚙ

⫼ϟˈЎњ䅽⫼᠋ϡ㛑Ңᑨމ 802.1X ッষ䎗䖕݊ࠄҪッষˈৃҹ䗮䖛䜡㕂ҹϟੑҸ䖒ࠄⳂ

ⱘǄ 

dot1x stationarity enable 

no dot1x stationarity enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕЎࡼᗕ⫼᠋ৃҹ೼৘ッষ䯈㞾⬅䎗䖕Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䳔㽕೼ᇍ⫼᠋䅸䆕ࠡ䜡㕂ད䆹ੑҸˈ৺߭䳔㽕᠔᳝⫼᠋䞡ᮄ䅸䆕Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂ッষ 802.1x খϢ䅸䆕ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x stationarity enable 

Ruijie(config)# end 

Ruijie# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.18 dot1x redirect url  

䜡㕂䞡ᅮ৥㔥ഔˈ㒜ッ⫼᠋೼ 802.1x 䅸䆕៤ࡳПࠡ˄ࣙᣀ䅸䆕༅䋹˅ˈབᵰՓ⫼⌣㾜఼䆓

䯂㔥㒰ˈ䆒໛Ӯᇚ⫼᠋䆓䯂ⱘ  URL 䞡ᅮ৥ࠄᏆ䜡㕂ⱘ  URLˈҹ http://ᓔ༈ˈ↨བ˖

http://ruijie.net/webˈ⊼ᛣˈ䖭䞠াᬃᣕ http://䆓䯂ˈϡᬃᣕ https://䆓䯂Ǆা㛑䆒㕂ϔϾ䞡ᅮ
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৥ഄഔˈ䞡໡䆒㕂ᯊˈৢ䆒㕂ⱘ url ഄഔᇚ㽚Пࠡ䆒㕂ⱘ urlǄՓ⫼ no 䗝乍ৃҹՓੑҸߴ䰸

䞡ᅮ৥ url˖ 

dot1x redirect url  [url-string] 

[no ] dot1x redirect url 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 url-string URL ഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 
 ՟ 1˖䆒㕂䞡ᅮ৥㔥ഔ˖ruijie.net/web˖ 

Ruijie(config)# dot1x redirect url http://ruijie.net/web 

 

 ੑҸ ᦣ䗄 

dot1x redirect for special tcp-
destination port 

䜡㕂ᇍⳂⱘッষЎ⡍ᅮッষˈⳂⱘ ip Ў䴲ܡ䌍 ip ⱘ

ⱘ web 䇋∖䖯㸠䞡ᅮ৥ 

dot1x redirect time-out  䜡㕂㓈ᣕ䞡ᅮ৥䖲᥹ⱘ䍙ᯊᯊ䯈 

dot1x redirect num for special
 source-ip 

䜡㕂ᇍৠϔϾ⑤ܕ䆌ⱘ䞡ᅮ৥䖲᥹᭄ 

Ⳍ݇ੑҸ 

show dot1x ᰒ⼎ dot1x 䞡ᅮ৥ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.19 dot1x redirect for special tcp-destination port 

䜡㕂ᇍⳂⱘッষЎ⡍ᅮッষˈⳂⱘ ip Ў䞡ᅮ৥ ip ⱘ web 䇋∖䖯㸠䞡ᅮ৥ˈ䰸 80ǃ8080 ッ

ষ໪ˈ᳔໻ᬃᣕݡ䆒㕂 16 Ͼ TCP Ⳃⱘッষোˈno dot1x redirect for special tcp-destination 
port 㸼⼎ߴ䰸᠔᳝䆒㕂ⱘ䞡ᅮ৥ッষো བ̍ᵰৢ䴶ࡴ port_mum খ᭄߭㸼⼎ߴ䰸⡍ᅮッষো  ̟

[no] dot1x redirect for special tcp-destination port port num 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 port num TCP Ⳃⱘッষো 

 

㔎ⳕ䜡㕂  
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㔎ⳕ䜡㕂  3 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 
 ՟ 1˖䆒㕂䞡ᅮ৥䍙ᯊᯊ䯈Ў 5 ⾦˖ 

Ruijie(config)# dot1x redirect time-out 5 

 

 ੑҸ ᦣ䗄 

dot1x redirect url 
䜡㕂ᇍⳂⱘッষЎ⡍ᅮッষˈⳂⱘ ip Ў䴲ܡ䌍 ip ⱘ

ⱘ web 䇋∖䖯㸠䞡ᅮ৥ 

dot1x redirect for special tcp-
destination port 

䜡㕂㓈ᣕ䞡ᅮ৥䖲᥹ⱘ䍙ᯊᯊ䯈 

dot1x redirect num for special
 source-ip 

䜡㕂ᇍৠϔϾ⑤ܕ䆌ⱘ䞡ᅮ৥䖲᥹᭄ 

Ⳍ݇ੑҸ 

show dot1x ᰒ⼎ dot1x 䞡ᅮ৥ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.5.21 dot1x redirect num for special source-ip 

䜡㕂ᇍৠϔϾ⑤ܕ䆌ⱘ䞡ᅮ৥䖲᥹᭄ˈ㔎ⳕ 1 Ͼˈৃ䗝㣗ೈЎ 1-10 ϾǄՓ⫼ no 䗝乍ৃҹՓ

ੑҸᘶ໡㟇㔎ⳕؐ˖ 

dot1x redirect num for special source-ip num 

no dot1x redirect num for special source-ip 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 num 䞡ᅮ৥䖲᥹᭄ 

 

㔎ⳕ䜡㕂  1 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 
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Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 
 ՟ 1˖䆒㕂䞡ᅮ৥䖲᥹᭄Ў 3˖ 

Ruijie(config)# dot1x redirect num for special source-ip 3 

 

 ੑҸ ᦣ䗄 

dot1x redirect url 䜡㕂䞡ᅮ৥㔥ഔ 

dot1x redirect for special tcp-
destination port 

䜡㕂ᇍⳂⱘッষЎ⡍ᅮッষˈⳂⱘ ip Ў䴲ܡ䌍 ip ⱘ

ⱘ web 䇋∖䖯㸠䞡ᅮ৥ 

dot1x redirect time-out  䜡㕂㓈ᣕ䞡ᅮ৥䖲᥹ⱘ䍙ᯊᯊ䯈 

Ⳍ݇ੑҸ 

show dot1x ᰒ⼎ dot1x 䞡ᅮ৥ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

29.6 dot1x 显示命令 

29.6.1 show dot1x 

ᶹⳟ 802.1x ⱘ䆒㕂ֵᙃǄ 

show dot1x 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  ϟ䴶ᰃᰒ⼎՟ᄤ˖ 
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 - - 

 

29.6.2 show dot1x auth-address-table 

䆹ੑҸᰒ⼎ 802.1X ܕ䆌䅸䆕ⱘഄഔ㸼Ǆ 

show dot1x auth-address-table[addressmac-addr][interface interface] 
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dot1x timeout supp-timeout 

䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

 
dot1x timeout tx-period 

䆒㕂↣⃵䞡Ӵⱘᯊ䯈䯈䱨ˈे䞡Ӵ਼

ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

  

ᩑ
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 dot1x re-authentication 
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 dot1x auth-mode 䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

 dot1x max-req 䆒㕂ܕ䆌᳔໻䞡Ӵ᡹᭛ⱘ⃵᭄Ǆ 

 dot1x port-control auto 䆒㕂᥹ষᰃ৺খࡴ䅸䆕Ǆ 

 dot1x reauth-max 䆒㕂ᙇ䇋㗙᳔໻䞡ᮄ䅸䆕⃵᭄ 

 dot1x re-authentication 䆒㕂ᰃ৺㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕Ǆ 

 
dot1x timeout quiet-period 

䆒㕂䅸䆕༅䋹ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕

ⱘㄝᕙᯊ䯈Ǆ 

 dot1x timeout re-authperiod 䆒㕂ᙇ䇋㗙ⱘ䞡䅸䆕ᯊ䯈䯈䱨Ǆ 

 
dot1x timeout server-timeout 

䆒㕂੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

 
dot1x timeout supp-timeout 

䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

 
dot1x timeout tx-period 

䆒㕂↣⃵䞡Ӵⱘᯊ䯈䯈䱨ˈे䞡Ӵ਼

ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴
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max-req: 2 times 

Ruijie# 

 

 ੑҸ ᦣ䗄 

 dot1x auth-mode 䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

 dot1x max-req 䆒㕂ܕ䆌᳔໻䞡Ӵ᡹᭛ⱘ⃵᭄Ǆ 

 dot1x port-control auto 䆒㕂᥹ষᰃ৺খࡴ䅸䆕Ǆ 

 dot1x reauth-max 䆒㕂ᙇ䇋㗙᳔໻䞡ᮄ䅸䆕⃵᭄ 

 dot1x re-authentication 䆒㕂ᰃ৺㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕Ǆ 

 
dot1x timeout quiet-period 

䆒㕂䅸䆕༅䋹ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕

ⱘㄝᕙᯊ䯈Ǆ 

 dot1x timeout re-authperiod 䆒㕂ᙇ䇋㗙ⱘ䞡䅸䆕ᯊ䯈䯈䱨Ǆ 

 
dot1x timeout server-timeout 

䆒㕂੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

 
dot1x timeout supp-timeout 

䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

Ⳍ݇ੑҸ 

 
dot1x timeout tx-period 

䆒㕂↣⃵䞡Ӵⱘᯊ䯈䯈䱨ˈे䞡Ӵ਼

ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.6.6 show dot1x port-control 

ᰒ⼎খϢ䅸䆕ⱘッষǄ 

show dot1x port-control [interface interface] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interface ᣛᅮⱘ᥹ষ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 
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Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 ϟ䴶ᰃᰒ⼎՟ᄤ˖ 

Ruijie# show dot1x port-control 

interface dyn-user static-user max-user qos    
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29.6.8 show dot1x re-authentication 

ᰒ⼎䞡䅸䆕䜡㕂 

show dot1x re-authentication 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  䞡䅸䆕䜡㕂ᚙމ 

 

䜡㕂В՟ 

 ϟ䴶ᰃᰒ⼎՟ᄤ˖ 

Ruijie# show dot1x re-authentication 

reauth-enabled: disabled  

Ruijie# 

 

 ੑҸ ᦣ䗄 

 dot1x auth-mode 䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

 dot1x max-req 䆒㕂ܕ䆌᳔໻䞡Ӵ᡹᭛ⱘ⃵᭄Ǆ 

 dot1x port-control auto 䆒㕂᥹ষᰃ৺খࡴ䅸䆕Ǆ 

 dot1x reauth-max 䆒㕂ᙇ䇋㗙᳔໻䞡ᮄ䅸䆕⃵᭄ 

 dot1x re-authentication 䆒㕂ᰃ৺㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕Ǆ 

 
dot1x timeout quiet-period 

䆒㕂䅸䆕༅䋹ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕

ⱘㄝᕙᯊ䯈Ǆ 

 dot1x timeout re-authperiod 䆒㕂ᙇ䇋㗙ⱘ䞡䅸䆕ᯊ䯈䯈䱨Ǆ 

 
dot1x timeout server-timeout 

䆒㕂੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

 
dot1x timeout supp-timeout 

䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

Ⳍ݇ੑҸ 

 
dot1x timeout tx-period 

䆒㕂↣⃵䞡Ӵⱘᯊ䯈䯈䱨ˈे䞡Ӵ਼

ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.6.9 show dot1x reauth-max 

ᰒ⼎䞡䅸䆕᳔໻⃵᭄ 

show dot1x reauth-max 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᰒ⼎䞡䅸䆕䜡㕂⃵᭄Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃᰒ⼎՟ᄤ˖ 

Ruijie# show dot1x reauth-max 

reauth-max: 2 times  

Ruijie# 

 

 ੑҸ ᦣ䗄 

 dot1x auth-mode 䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

 dot1x max-req 䆒㕂ܕ䆌᳔໻䞡Ӵ᡹᭛ⱘ⃵᭄Ǆ 

 dot1x port-control auto 䆒㕂᥹ষᰃ৺খࡴ䅸䆕Ǆ 

 dot1x reauth-max 䆒㕂ᙇ䇋㗙᳔໻䞡ᮄ䅸䆕⃵᭄ 

 dot1x re-authentication 䆒㕂ᰃ৺㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕Ǆ 

 
dot1x timeout quiet-period 

䆒㕂䅸䆕༅䋹ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕

ⱘㄝᕙᯊ䯈Ǆ 

 dot1x timeout re-authperiod 䆒㕂ᙇ䇋㗙ⱘ䞡䅸䆕ᯊ䯈䯈䱨Ǆ 

Ⳍ݇ੑҸ 

 
dot1x timeout server-timeout 

䆒㕂੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 
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dot1x timeout supp-timeout 

䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

 
dot1x timeout tx-period 

䆒㕂↣⃵䞡Ӵⱘᯊ䯈䯈䱨ˈे䞡Ӵ਼

ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.6.10 show dot1x summary 

䆹ੑҸᰒ⼎ 802.1X 䅸䆕䜡㕂㸼ֵᙃ 

show dot1x summary 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᰒ⼎ὖ㽕䜡㕂 

 

䜡㕂В՟ 

 ϟ䴶ᰃᰒ⼎՟ᄤ˖ 

Ruijie# show dot1x summary 

ID    MAC        Interface VLAN Auth-State    

Backend-State Port-Status Type 

---------------- --------------- --------------- 

1 00d0f8000000 Gi0/1        1  Authenticated Idle   

Authed      Static 

Ruijie# 

 

 ੑҸ ᦣ䗄 

 dot1x auth-mode 䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

Ⳍ݇ੑҸ 

 dot1x max-req 䆒㕂ܕ䆌᳔໻䞡Ӵ᡹᭛ⱘ⃵᭄Ǆ 
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Mac address is 0013.2049.8272 

Vlan id is 217 

Access from port Gi0/13 

User ip address is 192.168.217.64  

Max user number on this port is 6000 

COS on this port is 5 

Up-bandwidth is 1024 kbps 

Down-bandwidth is 1024 kbps 

Authorization vlan is dep7  

Authorization seesion time is 1000000 seconds 

Authorization ip address is 192.168.217.64 

Start accounting 

Permit proxy user 

Permit dial user 

IP privilige is 2 

 

 ੑҸ ᦣ䗄 

 dot1x auth-mode 䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

 dot1x max-req 䆒㕂ܕ䆌᳔໻䞡Ӵ᡹᭛ⱘ⃵᭄Ǆ 

 dot1x port-control auto 䆒㕂᥹ষᰃ৺খࡴ䅸䆕Ǆ 

 dot1x reauth-max 䆒㕂ᙇ䇋㗙᳔໻䞡ᮄ䅸䆕⃵᭄ 

 dot1x re-authentication 䆒㕂ᰃ৺㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕Ǆ 

 
dot1x timeout quiet-period 

䆒㕂䅸䆕༅䋹ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕

ⱘㄝᕙᯊ䯈Ǆ 

 dot1x timeout re-authperiod 䆒㕂ᙇ䇋㗙ⱘ䞡䅸䆕ᯊ䯈䯈䱨Ǆ 

 
dot1x timeout server-timeout 

䆒㕂੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

 
dot1x timeout supp-timeout 

䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

Ⳍ݇ੑҸ 

 
dot1x timeout tx-period 

䆒㕂↣⃵䞡Ӵⱘᯊ䯈䯈䱨ˈे䞡Ӵ਼

ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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29.6.12 show dot1x timeout 

䆹ੑҸᰒ⼎ 802.1X 䍙ᯊখ᭄ֵᙃ 

show dot1x timeout quiet-period 

show dot1x timeout re-authperiod 

show dot1x timeout server-timeout 

show dot1x timeout supp-timeout 

show dot1x timeout tx-period 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᰒ⼎䍙ᯊখ᭄䜡㕂 

 

䜡㕂В՟ 

 ϟ䴶ᰃᰒ⼎՟ᄤ˖ 

Ruijie# show dot1x timeout quiet-period 

quiet-period: 60 sec  

Ruijie# 

 

 ੑҸ ᦣ䗄 

 dot1x auth-mode 䆒㕂 802.1x ⱘ䅸䆕ᮍᓣǄ 

 dot1x max-req 䆒㕂ܕ䆌᳔໻䞡Ӵ᡹᭛ⱘ⃵᭄Ǆ 

 dot1x port-control auto 䆒㕂᥹ষᰃ৺খࡴ䅸䆕Ǆ 

 dot1x reauth-max 䆒㕂ᙇ䇋㗙᳔໻䞡ᮄ䅸䆕⃵᭄ 

 dot1x re-authentication 䆒㕂ᰃ৺㽕∖ᙇ䇋㗙ᅮᳳ䞡ᮄ䅸䆕Ǆ 

 
dot1x timeout quiet-period 

䆒㕂䅸䆕༅䋹ৢܕࠄ䆌ᇱ䆩䞡ᮄ䅸䆕

ⱘㄝᕙᯊ䯈Ǆ 

 dot1x timeout re-authperiod 䆒㕂ᙇ䇋㗙ⱘ䞡䅸䆕ᯊ䯈䯈䱨Ǆ 

 
dot1x timeout server-timeout 

䆒㕂੠䅸䆕᳡఼ࡵП䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 

Ⳍ݇ੑҸ 

 
dot1x timeout supp-timeout 

䆒㕂䆒໛੠ᙇ䇋㗙П䯈䅸䆕ѸѦⱘ䍙

ᯊᯊ䯈Ǆ 
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dot1x timeout tx-period 

䆒㕂↣⃵䞡Ӵⱘᯊ䯈䯈䱨ˈे䞡Ӵ਼

ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

29.7 自动获取客户端配置命令 

29.7.1 dot1x redirect 

㽕䜡㕂ܼሔⱘᅶ᠋ッϟ䕑ࡳ㛑 䇋̍ᠻ㸠ܼሔ䜡㕂ੑҸ dot1x redirectǄ䆹ੑҸⱘ no
ᔶᓣ݇䯁ܼሔⱘᅶ᠋ッϟ䕑ࡳ㛑Ǆ 

dot1x redirect 

no dot1x redirect  

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂ᠧᓔܼሔⱘᅶ᠋ッϟ䕑ࡳ㛑ⱘ՟ᄤ˖ 

Ruijie# configure terminal 

Ruijie(config)# dot1x redirect 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

   

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5)  ᮄ๲ੑҸ 

29.7.2 http redirect 

㽕䆒㕂 HTTP 䞡ᅮ৥ⱘ IP ഄഔࡳ㛑ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ http redirectǄ䆹ੑҸ

ⱘ no ᔶᓣ⏙䰸 HTTP 䞡ᅮ৥ⱘ IP ഄഔǄ 

http redirect ip-address 

no http redirect  

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ip-address HTTP 䞡ᅮ৥ⱘ IP ഄഔ 

 

㔎ⳕ䜡㕂  ≵᳝䆒㕂 HTTP 䞡ᅮ৥ⱘ IP ഄഔ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 㽕៤ࡳᑨ⫼㞾ࡼ㦋পᅶ᠋ッࡳ㛑ˈᖙ乏䆒㕂 HTTP 䞡ᅮ৥ⱘ IP ഄഔǄᔧ᥹ܹ䆒໛থ⦄᳾

䅸䆕⫼᠋䆩೒䗮䖛 HTTP 䆓䯂㔥㒰䌘⑤ᯊˈ᥹ܹ䆒໛ᇚ⫼᠋ⱘ䆓䯂䇋∖䞡ᅮ৥ࠄᅶ᠋ッ

ϟ䕑义䴶ˈ䗮䖛ϟ䕑义䴶ˈᓩᇐ⫼᠋ϟ䕑ᅶ᠋ッˈᅝ㺙ᑊ䖯㸠䅸䆕Ǆ 

 

䜡㕂В՟ 

 ϟ䴶ᰃ䆒㕂ᠧᓔܼሔⱘᅶ᠋ッϟ䕑ࡳ㛑ⱘ՟ᄤ˖ 
Ruijie# configure terminal 
Ruijie(config)# http redirect 172.16.0.1 
Ruijie(config)# end 

 

 ੑҸ ᦣ䗄 

 show http redirect ᶹⳟ HTTP 䞡ᅮ৥ⱘ䜡㕂 Ⳍ݇ੑҸ 

 http redirect homepage 䆒㕂䅸䆕义䴶ⱘЏ义ഄഔǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5)  ᮄ๲ੑҸ 

 

29.7.3 http redirect direct-site 
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䆒㕂ܡ䅸䆕ⱘ㔥㒰䌘⑤㣗ೈǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸ܡ䅸䆕ⱘ㔥㒰䌘⑤

㣗ೈǄ 

http redirect direct-site ip-address [ip-mask] [arp] 

no http redirect direct-site ip-address [ip-mask] [arp] 

 খ᭄ ᦣ䗄 
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http redirect homepage url-string 

no http redirect homepage  

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  url-string ᅶ᠋ッϟ䕑᳡ࡵ义䴶ⱘЏ义ഄഔЎ url-string ᖙ̍乏ҹ

“http://”៪“https://”ᓔ༈ˈϡऎߚ໻ᇣݭ˗᳔໻䭓ᑺЎ

255 ϾᄫヺǄ 

 

㔎ⳕ䜡㕂  ≵᳝䆒㕂ᅶ᠋ッϟ䕑᳡ࡵ义䴶ⱘЏ义ഄഔǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  㽕៤ࡳᑨ⫼㞾ࡼ㦋পᅶ᠋ッࡳ㛑ˈᖙ乏䆒㕂ᅶ᠋ッϟ䕑᳡ࡵ义䴶ⱘЏ义ഄഔǄ 

 

䜡㕂В՟ 
 ϟ䴶՟ᄤᣛᅮϟ䕑᳡ࡵ义䴶ⱘЏ义ഄഔЎ www.su-download.net/˖ 

Ruijie# configure terminal 
Ruijie(config)# http redirect homepage www.su-download.net/ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show http redirect ᶹⳟ HTTP 䞡ᅮ৥ⱘ䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5)  ᮄ๲ੑҸ 

 

29.7.5 http redirect port 

㽕䆒㕂ᇍ⫼᠋থߎⱘ⡍ᅮⳂⱘッষোⱘ HTTP 䇋∖䖯㸠䞡ᅮ৥ˈ䇋Փ⫼ http 
redirect port ੑҸǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸䆒㕂ⱘッষǄ 

http redirect port port-num 

no http redirect port port-num  

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 
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 port-session-num 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 䆒㕂㓈ᣕ䞡ᅮ৥䖲᥹ⱘ䍙ᯊᯊ䯈Ǆ಴Ўϝ⃵ᦵ᠟៤ৢࡳˈ䳔㽕ㄝᕙ⫼᠋থߎⱘ HTTP 

GET/HEAD ᡹᭛ˈ✊ৢಲ໡ HTTP 䞡ᅮ৥᡹᭛ৢᠡ㛑݇䯁䖲᥹Ǆ䆒㕂䖭Ͼ䰤ৃࠊҹ䰆ℶ

⫼᠋ϡথ GET/HEAD ᡹᭛ˈ㗠জ䭓ᯊ䯈ऴ⫼ TCP 䖲᥹Ǆ 
 

䜡㕂В՟ 
 ϟ䴶՟ᄤ䆒㕂㓈ᣕ䞡ᅮ৥䖲᥹ⱘ䍙ᯊᯊ䯈Ў 4˖ 
Ruijie# configure terminal 
Ruijie(config)# http redirect timeout 4 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show http redirect ᶹⳟ HTTP 䞡ᅮ৥ⱘ䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5)  ᮄ๲ੑҸ 

29.7.8 show http redirect 

ᰒ⼎ HTTP 䞡ᅮ৥ⱘ䜡㕂Ǆ 

show http redirect  

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 ϟ䴶՟ᄤᰒ⼎ HTTP 䞡ᅮ৥ⱘ䜡㕂˖ 

Ruijie# show http redirect 

HTTP redirection settings: 

  server:          192.168.32.123 

  port:             80  8000   

  homepage: http://192.168.32.123:8888/ePortal/index.jsp 
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  session-limit: 10 

  timeout:         5 

 

Direct sites: 

  Address            MASK               ARP Binding 

  ---------------- ---------------- ----------- 

  61.233.3.215     255.255.255.255    On 

  61.233.3.220     255.255.255.255    Off 

  192.168.5.140    255.255.255.255    Off 

  218.30.66.101    255.255.0.0         Off 

  218.30.66.101    255.255.255.255    Off 
 

 ੑҸ ᦣ䗄 

 http redirect 䆒㕂 HTTP 䞡ᅮ৥ⱘ IP ഄഔ 

 http redirect direct-site 䆒㕂ܡ䅸䆕ⱘ㔥㒰䌘⑤㣗ೈ 

 http redirect homepage 䆒㕂ᅶ᠋ッϟ䕑᳡ࡵ义䴶ⱘЏ义ഄഔ 

 
http redirect port 

䆒㕂ᇍ⫼᠋থߎⱘ⡍ᅮⳂⱘッষোⱘ

HTTP 䇋∖䖯㸠䞡ᅮ৥ 

 
http redirect session-limit 

䆒㕂ৠϔ᳾䅸䆕⫼᠋ⱘ᳔໻ HTTP Ӯ䆱

᭄ 

Ⳍ݇ੑҸ 

 http redirect timeout 䆒㕂㓈ᣕ䞡ᅮ৥䖲᥹ⱘ䍙ᯊᯊ䬃ৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5)  ᮄ๲ੑҸ 
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30 配置 Web 认证命令 

30.1 Web 认证配置命令 

30.1.1 http redirect 

㽕䜡㕂 HTTP 䞡ᅮ৥ⱘ IP ഄഔࡳ㛑 䇋̍ᠻ㸠ܼሔ䜡㕂ੑҸ http redirectǄ䆹ੑҸⱘ no ᔶᓣ

⏙䰸 HTTP 䞡ᅮ৥ⱘ IP ഄഔǄ 

http redirect ip-address 

no http redirect 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ip-address 
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䆒㕂ܡ䅸䆕ⱘ㔥㒰䌘⑤㣗ೈǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸ܡ䅸䆕ⱘ㔥㒰䌘⑤㣗ೈǄ 

http redirect direct-site ip-address [ip-mask] [arp] 

no http redirect direct-site ip-address [ip-mask] 

 খ᭄ ᦣ䗄 

 ip-address ܡ䅸䆕㔥㒰䌘⑤ⱘ IP ഄഔǄ 

 ip-mask ܡ䅸䆕㔥㒰䌘⑤ⱘ IP ഄഔ᥽ⷕǄ খ᭄䇈ᯢ 
 arp བᵰ᥹ܹ䆒໛ਃ⫼њ ARP CHECK 㛑ࡳ 䙷̍М䳔㽕ᇍ

䅸䆕ⱘ㔥㒰䌘⑤㣗ೈ䖯㸠ܡ ARP 㒥ᅮ 䳔̍㽕䜡㕂 arp
݇䬂ᄫǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ≵᳝䆒㕂ܡ䅸䆕ⱘ㔥㒰䌘⑤Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 ਃࡼ Web 䅸䆕ৢˈ᠔᳝⫼᠋䳔ܜ䗮䖛 Web 䅸䆕ˈᠡ㛑䆓䯂㔥㒰䌘⑤Ǆ㢹㽕ᓔᬒᶤѯ㔥

㒰䌘⑤ˈ᳾䅸䆕⫼᠋гৃҹ䆓䯂䖭ѯᓔᬒⱘ㔥㒰䌘⑤ˈՓ⫼ℸੑҸǄᔧᶤϾ㔥キሲѢܡ

䅸䆕ⱘ㔥㒰䌘⑤ˈ䙷М᠔᳝⫼᠋䛑ৃҹ䆓䯂䖭Ͼ㔥キǄ 

᳔໮ܕ䆌䜡㕂 50 Ͼܡ䅸䆕ⱘ㔥㒰䌘⑤㣗ೈ 

 

䜡㕂В՟ 
 ՟ 1˖䆒㕂 IP ഄഔЎ 172.16.0.1 ⱘ㔥キЎܡ䅸䆕䆓䯂ⱘ㔥㒰䌘⑤Ǆ 

Ruijie(config)# http redirect direct-site 172.16.0.1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

show http redirect ᶹⳟ HTTP 䞡ᅮ৥ⱘ䜡㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5) ᮄ๲ੑҸ 

30.1.3 http redirect homepage 

䆒㕂䞡ᅮ৥义䴶ⱘЏ义ഄഔǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸䅸䆕义䴶ⱘЏ义ഄഔǄ 

http redirect homepage url-string 

no http redirect homepage 
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 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  url-string Џ义ഄഔˈᑨҹ“http://”៪“https://”ᓔ༈ˈ৺߭ᦤ⼎䜡

㕂ϡ៤ࡳˈ᳔໻䭓ᑺЎ 255 ϾᄫヺǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ≵᳝ᣛᅮ䅸䆕义䴶ⱘЏ义ഄഔǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  㽕៤ࡳᑨ⫼ Web 䅸䆕ࡳ㛑ˈᖙ乏䜡㕂䅸䆕义䴶ⱘЏ义ഄഔǄ 

 

䜡㕂В՟ 

 ՟ 1˖ᣛᅮ䅸䆕义䴶ⱘЏ义ഄഔЎ http://www.web-auth.net/loginǄ 
Ruijie(config)# 

http redirect homepage http://www.web-auth.net/login 

 

 ੑҸ ᦣ䗄 

show http redirect ᶹⳟ HTTP 䞡ᅮ৥ⱘ䜡㕂Ǆ Ⳍ݇ੑҸ 

http redirect 䆒㕂䅸䆕᳡఼ࡵⱘ IP ഄഔǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5) ᮄ๲ੑҸ 

30.1.4 http redirect port 

㽕䆒㕂ᇍ⫼᠋থߎⱘ⡍ᅮⳂⱘッষোⱘ HTTP ⱘ WEB 䇋∖䖯㸠䞡ᅮ৥ 䇋̍Փ⫼ http redirect 
port ੑҸǄ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸ᇍ⡍ᅮⱘⳂⱘッষোⱘ HTTP ⱘ WEB 䇋∖䖯

㸠䞡ᅮ৥Ǆ 

http redirect port port-num 

no http redirect port port-num 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 port-num HTTP ⱘ WEB 䇋∖ⱘⳂⱘッষোǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᢺ៾⫼᠋থߎⱘッষ 80 ⱘ HTTP ᡹᭛Ǆ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 ᔧ⫼᠋䆓䯂㔥㒰䌘⑤ᯊˈℸᯊ⫼᠋Ӯথߎ HTTP ᡹᭛ˈ᥹ܹ䆒໛䗮䖛ᢺ៾ᴹ㞾⫼᠋ⱘ

HTTP ᡹᭛ˈM ߸ᮁ⫼᠋ᰃ৺೼䆓䯂㔥㒰䌘⑤ ᔧ̠᥹ܹ䆒໛Ẕ⌟ࠄ᳾䅸䆕ⱘ⫼᠋೼䆓䯂㔥

㒰䌘⑤ᯊˈᇚ䰏ℶ⫼᠋䆓䯂㔥㒰䌘⑤ˈᑊ৥⫼᠋ᔍߎ䅸䆕义䴶Ǆ 

㔎ⳕᚙމϟ ᥹ܹ̍䆒໛䗮䖛ᢺ៾⫼᠋থߎⱘッষোЎ 80 ⱘ HTTP ᡹᭛ˈᴹẔ⌟⫼᠋ᰃ৺

೼䆓䯂㔥㒰䌘⑤Ǆ 

㽕᳈ᬍ᥹ܹ䆒໛ᢺ៾⫼᠋থߎⱘ⡍ᅮッষোⱘ HTTP ᡹᭛ˈՓ⫼ℸੑҸǄ 

᳔໻ܕ䆌䜡㕂 10 ϾϡৠⱘⳂⱘッষোˈッষো 80 г৿೼䆹ᘏ᭄䞣㣗ೈݙǄ 

 

䜡㕂В՟ 

 ՟ 1˖ᇍ⫼᠋থߎⱘッষোЎ 8080 ⱘ HTTP ⱘ WEB 䇋∖䖯㸠䞡ᅮ৥Ǆ 

Ruijie(config)# http redirect port 8080 

՟ 1˖ϡᇍ⫼᠋থߎⱘッষোЎ 80
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㔎ⳕ䜡㕂 
 㔎ⳕܼሔ↣Ͼ᳾䅸䆕⫼᠋ⱘ᳔໻ HTTP Ӯ䆱᭄Ў 255ˈ㗠↣Ͼッষϟⱘ᳾䅸䆕⫼᠋ⱘ

HTTP Ӯ䆱ᘏ᳔᭄໻Ў 300Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 Ўњ䰆ℶ᳾䅸䆕⫼᠋থ䍋 HTTP ᬏߏˈ㗠ᇐ㟈᥹ܹ䆒໛ⱘ TCP 䖲᥹㗫ሑˈ䳔㽕೼᥹ܹ䆒

໛Ϟ䰤ࠊ᳾䅸䆕⫼᠋ⱘ᳔໻ HTTP Ӯ䆱᭄Ǆ 

⬅Ѣ⫼᠋೼䅸䆕ᯊ Ӯ̍ऴ⫼ϔϾ HTTP Ӯ䆱 㗠̍⫼᠋ⱘ݊Ҫᑨ⫼⿟ᑣгৃ㛑ऴ⫼ⴔ HTTP
Ӯ䆱ˈ಴㗠ϡᓎ䆂䆒㕂᳾䅸䆕⫼᠋ⱘ᳔໻ HTTP Ӯ䆱᭄Ў 1Ǆ 

 

䜡㕂В՟ 
 ՟ 1˖䆒㕂᳾䅸䆕⫼᠋ⱘ᳔໻ HTTP Ӯ䆱᭄Ў 4Ǆ 

Ruijie(config)# http redirect session-limit 4 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

show http redirect 

 

䜡

㕂

х

 

 

՟

 

 

 
Q�¸ 
 2AFC180B 9C32.092AFCTf
9 Tr 2.01f
-0> 
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GET/HEAD ᡹᭛ˈ✊ৢಲ໡ HTTP 䞡ᅮ৥᡹᭛ৢᠡ㛑݇䯁䖲᥹Ǆ䆒㕂䖭Ͼ䰤ৃࠊҹ䰆ℶ

⫼᠋ϡথ GET/HEAD ᡹᭛ˈ㗠জ䭓ᯊ䯈ऴ⫼ TCP 䖲᥹Ǆ 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

show web-auth allow-vlan ᶹⳟᬃᣕ෎Ѣ VLAN ⱘ Web 䅸䆕ⱘ VLAN ߫㸼ֵᙃǄ

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4(2b2) ᮄ๲ੑҸ 

30.1.8 web-auth direct-host 

䆒㕂᮴䳔䅸䆕⫼᠋ IP 㣗ೈǄৃҹ⫼䆹ੑҸⱘ no 䗝乍প⍜᮴䳔䅸䆕⫼᠋Ǆ 

web-auth direct-host ip-address [ip-mask] [port interface-name] [arp] 

no web-auth direct-host ip-address 

 খ᭄ ᦣ䗄 

 ip-address ᮴䳔䅸䆕⫼᠋ⱘ IP ഄഔǄ 

 ip-mask ᮴䳔䅸䆕⫼᠋ⱘ IP ഄഔ᥽ⷕǄ 

 port interface-name ᇚ⫼᠋ IP Ϣ᥹ܹ䆒໛ⱘッষ䖯㸠㒥ᅮǄ খ᭄䇈ᯢ 

 arp བᵰ᥹ܹ䆒໛ਃ⫼њ ARP CHECK 㛑ࡳ 䙷̍М䳔㽕ᇍ

᠋⫼䅸䆕ⱘܡ IP 㣗ೈ䖯㸠 ARP 㒥ᅮˈ䳔㽕䜡㕂 arp
݇䬂ᄫǄ 

 

㔎ⳕ䜡㕂 
 㔎ⳕ≵᳝䆒㕂᮴䳔䅸䆕⫼᠋ˈ᠔᳝⫼᠋䛑ᖙ乏ܜ䗮䖛 Web 䅸䆕ˈᠡ㛑䆓䯂ফ䰤ⱘ㔥㒰䌘

⑤Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䆒㕂⫼᠋Ў᮴䳔䅸䆕ⱘ⫼᠋ˈ䙷М䆹⫼᠋ϡ䳔㽕䖯㸠 Web 䅸䆕ˈгৃҹ䆓䯂᠔᳝ৃ䖒ⱘ

㔥㒰䌘⑤Ǆ 

᳔໻ܕ䆌 50 Ͼ᮴䳔䅸䆕⫼᠋㔥㒰㣗ೈǄ 

 

䜡㕂В՟ 
 ՟ 1˖䆒㕂 IP ഄഔЎ 172.16.0.1 ⱘ⫼᠋Ў᮴䳔䅸䆕⫼᠋Ǆ 

Ruijie(config)# web-auth direct-host 172.16.0.1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

show web-auth direct-host ᶹⳟܡ web 䅸䆕ⱘ⫼᠋㣗ೈǄ 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5) ᮄ๲ੑҸ 

30.1.9 web-auth offline-detect-mode flow 

䆒㕂෎Ѣ⫼᠋⌕䞣ᴹẔ⌟⫼᠋ᰃ৺ϟ㒓Ǆ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍݇䯁෎Ѣ⫼᠋⌕䞣ᴹ

Ẕ⌟⫼᠋ᰃ৺ϟ㒓Ǆ 

web-auth offline-detect-mode flow 

no web-auth offline-detect-mode flow 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴  
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5) ᮄ๲ੑҸ 

30.1.10 web-auth port-control 

೼ッষϞਃࡼ Web 䅸䆕Ǆ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍೼ッষϞ݇䯁 Web 䅸䆕Ǆ 

web-auth port-control [ip-only-mode] 

no web-auth port-control 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 

 

 ip-only-mode 咬䅸ᚙމϟˈWeb 䅸䆕䗮䖛ҹৢˈ䳔㽕ᇚ⫼᠋ⱘ IPǃ

MAC ੠ッষ䖯㸠㒥ᅮǄ㗠ᔧ⠽⧚᥹ষϟ㘨ϝሖ䆒໛

ᯊˈЎњᑨᇍϡৠ IP Ⳍৠⱘ᳝݋ MAC ഄഔⱘᚙމˈ

䳔㽕䆒㕂Փ⫼䖭Ͼখ᭄ˈՓ䅸䆕䗮䖛ҹৢˈҙᇚ⫼᠋

ⱘ IP ੠ッষ䖯㸠㒥ᅮǄߛᤶ῵ᓣⱘᯊ׭ˈӮᇐ㟈䆹

⠽⧚᥹ষϟ᠔᳝ⱘ೼㒓⫼᠋㹿ᔎࠊϟ㒓ˈ䳔㽕䞡ᮄ䅸

䆕Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕ೼ッষϞ݇䯁 Web 䅸䆕Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  㽕៤ࡳᑨ⫼ Web 䅸䆕ࡳ㛑ˈᖙ乏䜡㕂䅸䆕义䴶ⱘЏ义ഄഔǄ 

 

䜡㕂В՟ 

 ՟ 1˖೼ッষ FastEthernet 0/14 Ϟਃࡼ Web 䅸䆕Ǆ 

Ruijie(config)# interface FastEthernet 0/14 

Ruijie(config-if)# web-auth port-control 

 

 ੑҸ ᦣ䗄 

show web-auth port-control ᰒ⼎ッষⱘᇍᑨ Web 䅸䆕ֵᙃǄ 

http redirect 䆒㕂䅸䆕᳡఼ࡵⱘ IP ഄഔǄ 

http redirect homepage 䆒㕂䅸䆕义䴶ⱘЏ义ഄഔǄ 

Ⳍ݇ੑҸ 

web-auth portal key 䆒㕂᥹ܹ䆒໛Ϣ䅸䆕᳡఼ࡵП䯈䖯㸠䗮ֵⱘᆚ䩹 

 

ᑇৄ䇈ᯢ  ᮴ 



䜡㕂 Web 䅸䆕ੑҸ 

30-10 

 

 ⠜ᴀো 䇈ᯢ 

 10.2(5) ᮄ๲ੑҸ ੑҸग़৆ 

 10.4(2b2) ๲ࡴ ip-only-mode খ᭄ 

30.1.11 web-auth portal key 

䆒㕂᥹ܹ䆒໛Ϣ䅸䆕᳡఼ࡵП䯈䖯㸠䗮ֵⱘᆚ䩹Ǆ⫼᠋ৃҹ⫼䆹ੑҸⱘ no 䗝乍⏙䰸⫼᠋ⱘ

HTTP ⱘ WEB 䇋∖㹿䞡ᅮ৥ৢⱘᮄⱘ WEB 䇋∖Ϣ䅸䆕᳡఼ࡵ䖯㸠䗮ֵⱘᆚ䩹Ǆ 

web-auth portal key key-string 

no web-auth portal key 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  key-string ᥹ܹ䆒໛Ϣ䅸䆕᳡఼ࡵП䯈䖯㸠䗮ֵⱘᆚ䩹ˈ᳔໻䭓

ᑺЎ 255 ϾᄫヺǄ 

 

㔎ⳕ䜡㕂  㔎ⳕ≵᳝䆒㕂ᆚ䩹Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  㽕៤ࡳᑨ⫼ Web 䅸䆕ࡳ㛑ˈᖙ乏䆒㕂᥹ܹ䆒໛Ϣ䅸䆕᳡఼ࡵП䯈䖯㸠䗮ֵⱘᆚ䩹Ǆ 

 

䜡㕂В՟ 
 ՟ 1˖䆒㕂᥹ܹ䆒໛Ϣ䅸䆕᳡఼ࡵП䯈䖯㸠䗮ֵⱘᆚ䩹Ў
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴  

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴Ǆ 

 

䜡㕂В՟ 

 ՟ 1˖ᰒ⼎ HTTP 䞡ᅮ৥ⱘ䜡㕂Ǆ 
Ruijie# show http redirect 

HTTP redirection settings: 

  server:          192.168.32.123 

  port:             80  8000   

  homepage:        http://192.168.32.123:8888/ePortal/index.jsp 

  session-limit: 10 

  timeout:         5 

 

Direct sites: 

  Address            MASK               ARP Binding 

  ---------------- ---------------- ----------- 

  61.233.3.215     255.255.255.255    On 

  61.233.3.220     255.255.255.255    Off 

  192.168.5.140    255.255.255.255    Off 

  218.30.66.101    255.255.0.0         Off 

  218.30.66.101    255.255.255.255    Off 

 

Direct hosts: 

  Address            Mask               Port         ARP Binding 



䜡㕂 Web 䅸䆕ੑҸ 
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䜡㕂В՟ 

 ՟ 1˖ᰒ⼎᮴䳔䅸䆕ⱘ⫼᠋Ǆ 

Ruijie# show web-auth direct-host 

Direct hosts: 

  Address            Mask               Port         ARP Binding 

  ---------------- ---------------- ---------- ------------ 

  192.168.0.1      255.255.255.255   Fa0/2        On 

  192.168.4.11     255.255.255.255   Fa0/10       On 

  192.168.5.0      255.255.255.0      Fa0/16       Off 

 

ᄫ↉ 䇈ᯢ 

Address ᮴䳔䅸䆕⫼᠋ⱘ IP ഄഔǄ 

Mask ᮴䳔䅸䆕⫼᠋ⱘ IP ഄഔ᥽ⷕǄ 

Port Ϣ⫼᠋ IP 㒥ᅮⱘ᥹ܹ䆒໛ⱘッষǄ 

ARP Binding ᰃ৺䖯㸠 ARP 㒥ᅮǄ 
 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

web-auth direct-host  䆒㕂᮴䳔䅸䆕⫼᠋ IP 㣗ೈǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.2(5) ᮄ๲ੑҸ 

30.2.4 show web-auth port-control 

ᰒ⼎᥹ষϞⱘ䅸䆕䜡㕂੠㒳䅵ֵᙃǄ 

show web-auth port-control 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴Ǆ 
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Ruijie# show web-auth user 

  Current user num  :  4 

   

Address           Online   Time Limit     Time Used    Status 

--------------- -------  ------------- -------------- -------- 

192.168.0.11      On       0d 01:00:00    0d 00:15:10      Active 

192.168.0.13      On       0                0d 00:00:59      Active 

192.168.0.25      Off      0                0                  Create 

192.168.0.46      Off      0d 01:00:00    0d 01:00:00      Destroy 

 

Ruijie# show web-auth user 192.168.0.11 

Address       :   192.168.0.11 

 Mac            :   00d0.f800.2233 

 Port           :   Fa0/2 

 Online        :   On 

 Time Limit   :   0d 01:00:00 

 Time Used    :   0d 00:15:10 

 Time Start   :   2009-02-22 20:05:10 

 Status        :   Active 
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 10.2(5)  ᮄ๲ੑҸ 
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31-2 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ⫼ AAA ᅝܼ᳡ࡵ 

 dot1x authentication ೼ 802.1X ण䆂Ϟ݇㘨⡍ᅮᮍ⊩߫㸼 
Ⳍ݇ੑҸ 

 username ᅮНᴀഄ⫼᠋᭄᥂ᑧ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.1.2 aaa authentication enable 

㽕Փ⫼ AAA 䖯㸠 Enable 䅸䆕 䇋̍ᠻ㸠ܼሔ䜡㕂ੑҸ aaa authentication enable 䜡㕂 Enable
䅸䆕ⱘᮍ⊩߫㸼Ǆ䆹ੑҸⱘ no ᔶᓣߴ䰸䅸䆕ⱘᮍ⊩߫㸼Ǆ 

aaa authentication enable default method1 [method2...] 

no aaa authentication enable default 

 খ᭄ ᦣ䗄 

 default  
Փ⫼䆹খ᭄ˈ߭ৢ䴶ᅮНⱘᮍ⊩߫㸼԰Ў Enable 䅸

䆕ⱘ咬䅸ᮍ⊩ǄEnable 䅸䆕ᰃ෎Ѣܼሔⱘ䅸䆕 Ⳃ̍ࠡ

াᬃᣕ䆒㕂咬䅸ⱘ䅸䆕ᮍ⊩߫㸼Ǆ 

 method  
ᖙ乏ᰃĀlocalǃnoneǃgroupā᠔߫݇䬂ᄫПϔˈϔ

Ͼᮍ⊩߫㸼᳔໮᳝ 4 Ͼᮍ⊩ 

 local Փ⫼ᴀഄ⫼᠋ৡ᭄᥂ᑧ䖯㸠䅸䆕 
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䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᅮН AAA Enable 䑿ӑ䅸䆕ᮍ⊩߫㸼Ǆ䆹䅸䆕ᮍ⊩߫㸼ܜՓ⫼ RADIUS ᅝܼ

᳡఼ࡵ䖯㸠䑿ӑ䅸䆕ˈབᵰ೼ϔᅮᯊ䰤ݙ≵᳝ᬊࠄ RADIUS ᅝܼ᳡఼ࡵⱘᑨㄨˈ߭Փ⫼

ᴀഄ⫼᠋᭄᥂ᑧ䖯㸠䑿ӑ䅸䆕Ǆ 

Ruijie(config)# aaa authentication enable default group radius local

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ⫼ AAA ᅝܼ᳡ࡵ 

 enable ߛᤶ⫼᠋㑻߿ 
Ⳍ݇ੑҸ 

 username ᅮНᴀഄ⫼᠋᭄᥂ᑧ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.1.3 aaa authentication login 

㽕Փ⫼ AAA 䖯㸠 Login˄ⱏᔩ˅䅸䆕ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ aaa authentication login 䜡㕂

Login 䅸䆕ⱘᮍ⊩߫㸼Ǆ䆹ੑҸⱘ no ᔶᓣߴ䰸䅸䆕ⱘᮍ⊩߫㸼Ǆ 

aaa authentication login {default | list-name} method1 [method2...] 

no aaa authentication login {default | list-name} 

 খ᭄ ᦣ䗄 

 
default  

Փ⫼䆹খ᭄ˈ߭ৢ䴶ᅮНⱘᮍ⊩߫㸼԰Ў Login 䅸䆕

ⱘ咬䅸ᮍ⊩Ǆ 

 list-name  ᅮНϔϾ Login 䅸䆕ⱘᮍ⊩߫㸼ˈৃ ҹᰃӏԩᄫヺІǄ

 
method  

ᖙ乏ᰃĀlocalǃnoneǃgroupā᠔߫݇䬂ᄫПϔˈϔ

Ͼᮍ⊩߫㸼᳔໮᳝ 4 Ͼᮍ⊩ 

 local Փ⫼ᴀഄ⫼᠋ৡ᭄᥂ᑧ䖯㸠䑿ӑ䅸䆕 

 none ϡ䖯㸠䑿ӑ䅸䆕 

খ᭄䇈ᯢ 

 
group 

Փ⫼᳡఼ࡵ㒘䖯㸠䑿ӑ䅸䆕ˈⳂࠡᬃᣕ RADIUS ੠

TACACS+᳡఼ࡵ㒘 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 བᵰ䆒໛ਃ⫼ AAA ⱏᔩ䅸䆕ᅝܼ᳡ࡵˈ⫼᠋ህᖙ乏Փ⫼ AAA 䖯㸠 Login 䅸䆕णଚǄᙼ

ᖙ乏Փ⫼ aaa authentication login ੑҸ䜡㕂咬䅸ⱘ៪ৃ䗝ⱘᮍ⊩߫㸼⫼Ѣ Login 䅸䆕Ǆ

া᳝ࠡ䴶ⱘᮍ⊩≵᳝ડᑨˈᠡ㛑Փ⫼ৢ䴶ⱘᮍ⊩䖯㸠䑿ӑ䅸䆕Ǆ 

䆒㕂њ Login 䅸䆕ᮍ⊩ৢ ᖙ̍乏ᇚ݊ᑨ⫼೼䳔㽕䖯㸠 Login 䅸䆕ⱘ㒜ッ㒓䏃Ϟ ৺̍߭ᇚϡ

⫳ᬜǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᅮНϔϾৡЎ list-1 ⱘ AAA Login 䅸䆕ᮍ⊩߫㸼Ǆ䆹䅸䆕ᮍ⊩߫㸼ܜՓ⫼

RADIUS ᅝܼ᳡఼ࡵ䖯㸠䅸䆕 བ̍ᵰ೼ϔᅮᯊ䰤ݙ≵᳝ᬊࠄ RADIUS ᅝܼ᳡఼ࡵⱘᑨㄨˈ

߭Փ⫼ᴀഄ⫼᠋᭄᥂ᑧ䖯㸠䅸䆕Ǆ 

Ruijie(config)# aaa authentication login list-1 group radius local

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ⫼ AAA ᅝܼ᳡ࡵ 

 username ᅮНᴀഄ⫼᠋᭄᥂ᑧ 
Ⳍ݇ੑҸ 

 login authentication ೼㒜ッ㒓䏃Ϟᑨ⫼ Login 䅸䆕 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.1.4 aaa authentication ppp 

㽕Փ⫼ AAA 䖯㸠 PPP ⫼᠋䅸䆕ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ aaa authentication ppp 䜡㕂 PPP䆍⊩߫ᠼĀ ⁝ 告 ਯ 呔 ㄠ ㄠ 呦 ਭ 〮 〰 〶 ⁔ 昊 〮 〰 ㄸ ⴲ 㜊 儊 㜸 ⴲ ‴ 〲 㘠 〠 呤 ਜ਼ ⡡ 慡 ⁡ 畴 档 慴 椶 ⡴ 楣 慴 ⡯ 渠 灰 瀩 嵔 樊 ⽔ 吰 ‱ ⁔ 昊 〲 呦 ਰ ⁔ 挠 〠 呷 㠹 ⁔ 昊 ㄠ 〠 呻 搊 ⠠ 嵔 䨊 ⽔ 吱 ‱ ⁔ 昊 ⴰ ⸰ 〰 㜠 吶 ㄱ ⸲ 㐵 ‰ 浯 ⥦ 慵 汴 呭 ਨ  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 local Փ⫼ᴀഄ⫼᠋ৡ᭄᥂ᑧ䖯㸠䅸䆕 

 none ϡ䖯㸠䑿ӑ䅸䆕 

 group 
Փ⫼᳡఼ࡵ㒘䖯㸠䅸䆕ˈⳂࠡᬃᣕ RADIUS ੠

TACACS+᳡఼ࡵ㒘 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
བᵰ䆒໛ਃ⫼ AAA PPP ᅝܼ᳡ࡵ ⫼̍᠋ህᖙ乏Փ⫼ AAA 䖯㸠 PPP ⫼᠋䅸䆕णଚǄᙼᖙ

乏Փ⫼ aaa authentication ppp ੑҸ䜡㕂咬䅸ⱘ៪ৃ䗝ⱘᮍ⊩߫㸼⫼Ѣ PPP ⫼᠋䅸䆕Ǆ

া᳝ࠡ䴶ⱘᮍ⊩≵᳝ડᑨˈᠡ㛑Փ⫼ৢ䴶ⱘᮍ⊩䖯㸠䅸䆕Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᅮНϔϾৡЎ rds_ppp ⱘ AAA PPP 䅸䆕ᮍ⊩߫㸼Ǆ䆹䅸䆕ᮍ⊩߫㸼ܜՓ⫼

RADIUS ᅝܼ᳡఼ࡵ䖯㸠䅸䆕ˈབᵰ೼ϔᅮᯊ䰤ݙ≵᳝ᬊࠄ RADIUS ᅝܼ᳡఼ࡵⱘᑨ

ㄨˈˈ߭Փ⫼ᴀഄ⫼᠋᭄᥂ᑧ䖯㸠䅸䆕Ǆ 

Ruijie(config)# aaa authentication ppp rds_ppp group radius local

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ⫼ AAA ᅝܼ᳡ࡵ 

 ppp authentication PPP ण䆂݇㘨⡍ᅮᮍ⊩߫㸼 
Ⳍ݇ੑҸ 

 username ᅮНᴀഄ⫼᠋᭄᥂ᑧ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.1.5 login authentication 

㽕೼ᣛᅮⱘ㒜ッ㒓䏃Ϟᑨ⫼ Login˄ⱏᔩ˅䅸䆕ࡳ㛑ˈ䇋೼㒓䏃䜡㕂῵ᓣϟᠻ㸠 login 
authentication ੑҸᑨ⫼ Login 䅸䆕ⱘᮍ⊩߫㸼Ǆ䆹ੑҸⱘ no ᔶᓣߴ䰸䅸䆕ⱘᮍ⊩߫㸼೼

䆹㒓䏃Ϟⱘᑨ⫼Ǆ 

login authentication {default | list-name} 

no login authentication 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 
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 default Փ⫼䆹খ᭄ˈᑨ⫼ Login 䅸䆕ⱘ咬䅸ᮍ⊩߫㸼Ǆ 

 list-name ᑨ⫼ϔϾᏆᅮНⱘ Login 䅸䆕ⱘᮍ⊩߫㸼Ǆ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  㒓䏃䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 咬䅸ⱘ Login 䅸䆕ᮍ⊩߫㸼ϔᮺ䜡㕂ˈᇚ㞾ࡼᑨ⫼ࠄ᠔᳝㒜ッϞǄ೼㒓䏃Ϟᑨ⫼䴲咬䅸

Login 䅸䆕ᮍ⊩߫㸼ˈᇚপҷ咬䅸ⱘᮍ⊩߫㸼Ǆབᵰ䆩೒ᑨ⫼᳾ᅮНⱘᮍ⊩߫㸼ˈ߭Ӯ㒭

ϔϾ䄺ਞᦤ⼎ֵᙃߎ 䆹̍㒓䏃Ϟⱘ Login 䅸䆕ᇚϡӮ⫳ᬜ Ⳉ̍㟇ᅮНњ䆹 Login 䅸䆕ᮍ⊩

߫㸼ᠡӮ⫳ᬜǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᅮНϔϾৡЎ list-1 ⱘ AAA Login 䅸䆕ᮍ⊩߫㸼Ǆ䆹䅸䆕ᮍ⊩߫㸼Փ⫼ᴀഄ⫼

᠋᭄᥂ᑧ䖯㸠䅸䆕Ǆ✊ৢᇚ䆹ᮍ⊩ᑨ⫼೼ VTY 0 - 4 ϞǄ 

Ruijie(config)# aaa authentication login list-1 local 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# login authentication list-1 

 

 ੑҸ 



䜡㕂 AAA ੑҸ 

31-7 

no aaa authorization commands level {default | list-name} 

 খ᭄ ᦣ䗄 

 level 
㽕䖯㸠ᥜᴗⱘੑҸ㑻߿ˈ㣗ೈ ߿ᅮાϾ㑻އˈ15~0

ⱘੑҸ䳔㽕ᥜᴗ䗮䖛ৢᠡ㛑ᠻ㸠Ǆ 

 default 
Փ⫼䆹খ᭄ˈ߭ৢ䴶ᅮНⱘᮍ⊩ߥᴀ瑞੘瑞耀툪੘ߥ聸秃草ᮍ쀸㰀
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31.2.2 aaa authorization config-commands 

㽕Փ⫼ AAA ᇍ䜡㕂῵ᓣ˄ ࣙᣀܼሔ䜡㕂῵ᓣঞ݊ᄤ῵ᓣ ϟ˅ⱘੑҸ䖯㸠ᥜᴗ ᠻ̍㸠ܼሔ䜡㕂

ੑҸ aaa authorization config-commandsǄ䆹ੑҸⱘ no ᔶᓣ݇䯁 AAA ᇍ䜡㕂῵ᓣϟⱘੑ

Ҹⱘᥜᴗࡳ㛑Ǆ 

aaa authorization config-commands 

no aaa authorization config-commands 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸ϡᇍ䜡㕂῵ᓣϟੑҸⱘ䖯㸠ᥜᴗǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
བᵰাᇍ䴲䜡㕂῵ᓣ˄བ⡍ᴗ῵ᓣ˅ϟⱘੑҸ䖯㸠ᥜᴗˈৃҹՓ⫼䆹ੑҸⱘ no ῵ᓣ݇䯁

䜡㕂῵ᓣⱘᥜᴗࡳ㛑ˈ߭䜡㕂῵ᓣঞ݊ᄤ῵ᓣϟⱘੑҸϡ䳔㽕䖯㸠ੑҸᥜᴗህৃҹᠻ㸠Ǆ

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᠧᓔᇍ䜡㕂῵ᓣϟੑҸⱘᥜᴗࡳ㛑˖ 

Ruijie(config)# aaa authorization config-commands 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ Ⳍ݇ੑҸ 

 aaa authorization commands ᅮН AAA ੑҸᥜᴗ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.2.3 aaa authorization console 

㽕Փ⫼ AAA ᇍ䗮䖛᥻ৄࠊⱏᔩⱘ⫼᠋ˈ᠔ᠻ㸠ⱘੑҸ䖯㸠ᥜᴗˈᠻ㸠ܼሔ䜡㕂ੑҸ aaa 
authorization consoleǄ䆹ੑҸⱘ no ᔶᓣ݇䯁 AAA ᇍᇍ䗮䖛᥻ৄࠊⱏᔩⱘ⫼᠋᠔ᠻ㸠ੑҸ

ⱘᥜᴗࡳ㛑Ǆ 

aaa authorization console 

no aaa authorization console 



䜡㕂 AAA ੑҸ 

31-9 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸ϡᇍ᥻ৄࠊ⫼᠋ᠻ㸠ⱘੑҸ䖯㸠ᥜᴗǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
RGOS ᬃᣕऎߚ䗮䖛᥻ৄࠊⱏᔩ੠݊Ҫ㒜ッⱏᔩⱘ⫼᠋ˈৃҹ䆒㕂᥻ৄࠊⱏᔩⱘ⫼᠋ˈ

ᰃ৺䳔㽕䖯㸠ੑҸᥜᴗǄབᵰ݇䯁њ᥻ৄࠊⱘੑҸᥜᴗࡳ㛑ˈ߭Ꮖ㒣ᑨ⫼ࠄ᥻ৄࠊ㒓䏃

ⱘੑҸᥜᴗᮍ⊩߫㸼ᇚϡ⫳ᬜǄ 

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟䜡㕂᥻ৄࠊⱏᔩ⫼᠋ⱘੑҸᥜᴗࡳ㛑˖ 

Ruijie(config)# aaa authorization console 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ 

 aaa authorization commands ᅮН AAA ੑҸᥜᴗ 
Ⳍ݇ੑҸ 

 authorization commands ೼㒜ッ㒓䏃Ϟᑨ⫼ੑҸᥜᴗ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.2.4 aaa authorization exec 

㽕Փ⫼ AAA ᇍⱏᔩࠄ NAS ⱘ CLI ⬠䴶ⱘ⫼᠋䖯㸠 Exec ᥜᴗˈ䌟ќ݊ᴗ䰤㑻߿ˈᠻ㸠ܼሔ

䜡㕂ੑҸ aaa authorization execǄ䆹ੑҸⱘ no ᔶᓣ݇䯁 AAA Exec ⱘᥜᴗࡳ㛑Ǆ 

aaa authorization exec {default | list-name} method1 [method2...] 

no aaa authorization exec {default | list-name} 

 খ᭄ ᦣ䗄 

 
default 

Փ⫼䆹খ᭄ˈ߭ৢ䴶ᅮНⱘᮍ⊩߫㸼԰Ў Exec ᥜᴗ

ⱘ咬䅸ᮍ⊩Ǆ 

খ᭄䇈ᯢ 

 list-name ᅮНϔϾ Exec ᥜᴗⱘᮍ⊩߫㸼ˈৃ ҹᰃӏԩᄫヺІǄ



䜡㕂 AAA ੑҸ



䜡㕂 AAA ੑҸ 

31-11 

 খ᭄ ᦣ䗄 

 default 
˖Փ⫼䆹খ᭄ˈ߭ৢ䴶ᅮНⱘᮍ⊩߫㸼԰Ў Network
ᥜᴗⱘ咬䅸ᮍ⊩Ǆ 

 method  
ᖙ乏ᰃĀ



䜡㕂 AAA ੑҸ 

31-12 

㽕 ᇚ ੑ Ҹᥜᴗ ߫ 㸼 ᑨ⫼೼ ᣛ ᅮ 㒜ッ㒓 䏃 Ϟ ˈᠻ㸠 㒓 䏃 䜡㕂῵ ᓣ ੑ Ҹ  authorization 
commandsǄ䆹ੑҸⱘ no ᔶᓣপ⍜㒓䏃ϞੑҸᥜᴗࡳ㛑Ǆ 

authorization commands level {default | list-name} 

no authorization commands level 

 খ᭄ ᦣ䗄 

 
level  

㽕䖯㸠ᥜᴗⱘੑҸ㑻߿ˈ㣗ೈ ߿ᅮાϾ㑻އˈ15~0

ⱘੑҸ䳔㽕ᥜᴗ䗮䖛ৢᠡ㛑ᠻ㸠Ǆ 

 default Փ⫼䆹খ᭄ˈᑨ⫼ੑҸᥜᴗⱘ咬䅸ᮍ⊩Ǆ 

খ᭄䇈ᯢ 

 list-name ᑨ⫼ϔϾᏆᅮНⱘੑҸᥜᴗⱘᮍ⊩߫㸼Ǆ 

 

㔎ⳕ䜡㕂  ᳾䜡㕂 AAA ੑҸᥜᴗࡳ㛑Ǆ 

 

ੑҸ῵ᓣ  㒓䏃䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 

 咬䅸ⱘੑҸᥜᴗᮍ⊩߫㸼ϔᮺ䜡㕂ˈᇚ㞾ࡼᑨ⫼ࠄ᠔᳝㒜ッϞǄ೼㒓䏃Ϟᑨ⫼䴲咬䅸ੑ

Ҹᥜᴗᮍ⊩߫㸼ˈᇚপҷ咬䅸ⱘᮍ⊩߫㸼Ǆབᵰ䆩೒ᑨ⫼᳾ᅮНⱘᮍ⊩߫㸼ˈ߭Ӯ㒭ߎ

ϔϾ䄺ਞᦤ⼎ֵᙃˈ䆹㒓䏃ϞⱘੑҸᥜᴗᇚϡӮ⫳ᬜˈⳈ㟇ᅮНњ䆹ੑҸᥜᴗᮍ⊩߫㸼

ᠡӮ⫳ᬜǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟䜡㕂ϔϾৡЎ cmd ⱘੑҸᥜᴗ߫㸼 䩜̍ᇍ 15 㑻ੑҸ䖯㸠ᥜᴗ Փ̍⫼ TACACS+
԰Ўᅝܼ᳡఼ࡵˈབᵰ᳡఼ࡵ≵᳝ડᑨᇚ䞛⫼ none ᮍ⊩Ǆ䜡㕂ৢᑨ⫼ࠄ VTY 0 – 4 㒓䏃

Ϟ˖ 

Ruijie(config)# aaa authorization commands 15 cmd group tacacs+ none

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# authorization commands 15 cmd 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ Ⳍ݇ੑҸ 

 aaa authorization commands ᅮН AAA ੑҸᥜᴗᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 



䜡㕂 AAA ੑҸ 

31-13 

㽕ᇚ Exec ᥜᴗ߫㸼ᑨ⫼೼ᣛᅮ㒜ッ㒓䏃Ϟˈᠻ㸠㒓䏃䜡㕂῵ᓣੑҸ authorization execǄ

䆹ੑҸⱘ no ᔶᓣপ⍜㒓䏃Ϟ Exec ᥜᴗࡳ㛑Ǆ 

authorization exec {default | list-name} 

no authorization exec 

 খ᭄ ᦣ䗄 

 default  Փ⫼䆹খ᭄ˈᑨ⫼ Exec ᥜᴗⱘ咬䅸ᮍ⊩Ǆ খ᭄䇈ᯢ 

 list-name ᑨ⫼ϔϾᏆᅮНⱘ Exec ᥜᴗⱘᮍ⊩߫㸼Ǆ 

 

㔎ⳕ䜡㕂  ᳾䜡㕂 AAA Exec ᥜᴗࡳ㛑Ǆ 

 

ੑҸ῵ᓣ  㒓䏃䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

咬䅸ⱘ Exec ᥜᴗᮍ⊩߫㸼ϔᮺ䜡㕂ˈᇚ㞾ࡼᑨ⫼ࠄ᠔᳝㒜ッϞǄ೼㒓䏃Ϟᑨ⫼䴲咬䅸

Exec ᥜᴗᮍ⊩߫㸼ˈᇚপҷ咬䅸ⱘᮍ⊩߫㸼Ǆབᵰ䆩೒ᑨ⫼᳾ᅮНⱘᮍ⊩߫㸼ˈ߭Ӯ㒭

ϔϾ䄺ਞᦤ⼎ֵᙃˈ䆹㒓䏃Ϟⱘߎ Exec ᥜᴗᇚϡӮ⫳ᬜˈⳈ㟇ᅮНњ䆹 Exec ᥜᴗᮍ⊩

߫㸼ᠡӮ⫳ᬜǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟䜡㕂ϔϾৡЎ exec-1 ⱘ Exec ᥜᴗ߫㸼ˈՓ⫼ RADIUS ԰Ўᅝܼ᳡఼ࡵˈབ

ᵰ᳡఼ࡵ≵᳝ડᑨᇚ䞛⫼ none ᮍ⊩Ǆ䜡㕂ৢᑨ⫼ࠄ VTY 0 – 4 㒓䏃Ϟ˖ 

Ruijie(config)# aaa authorization exec exec-1 group radius none 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# authorization exec exec-1 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ Ⳍ݇ੑҸ 

 aaa authorization commands ᅮН AAA Exec ᥜᴗᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.3 记帐相关命令 



䜡㕂 AAA ੑҸ 

31-14 

ࠄ䳔㽕ᇍⱏᔩˈࡼ⌏᠋⫼⧛Ѣㅵߎ NAS Ϟⱘ⫼᠋᠔ᠻ㸠ⱘੑҸ⌏ࡼ䖯㸠䆄Ꮴˈ䇋ᠻ㸠ܼሔ

䜡㕂ੑҸ aaa accounting commandsǄ䆹ੑҸⱘ no ᔶᓣপ⍜ੑҸ䆄Ꮴࡳ㛑Ǆ 

aaa accounting commands level {default | list-name} start-stop method1 [method2...] 

no aaa accounting commands level {default | list-name} 

 খ᭄ ᦣ䗄 

 level 
㽕䖯㸠䆄䋺ⱘੑҸ㑻߿ˈ㣗ೈ ߿ᅮાϾ㑻އˈ15~0

ⱘੑҸᠻ㸠ᯊˈ䳔㽕䆄ᔩֵᙃǄ 

 default 
Փ⫼䆹খ᭄ˈ߭ৢ䴶ᅮНⱘᮍ⊩߫㸼԰ЎੑҸ䆄䋺ⱘ

咬䅸ᮍ⊩Ǆ 

 list-name ᅮНϔϾੑҸ䆄䋺ⱘᮍ⊩߫㸼ˈৃҹᰃӏԩᄫヺІǄ

 method ˖  
ᖙ乏Ānoneǃgroupā᠔߫݇䬂ᄫПϔˈϔϾᮍ⊩߫

㸼᳔໮᳝ 4



䜡㕂 AAA ੑҸ 

31-15 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.3.2 aaa accounting exec 

䳔㽕ᇍ⫼᠋ⱏᔩˈࡼ⌏᠋⫼⧛Ѣㅵߎ NAS ⱘ䆓䯂⌏ࡼ䖯㸠䆄Ꮴˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ aaa 
accounting execǄ䆹ੑҸⱘ no ᔶᓣপ⍜ Exec 䆄Ꮴࡳ㛑Ǆ 

aaa accounting exec {default | list-name} start-stop method1 [method2...] 

no aaa accounting exec {default | list-name} 

 খ᭄ ᦣ䗄 

 default 
Փ⫼䆹খ᭄ˈ߭ৢ䴶ᅮНⱘᮍ⊩߫㸼԰Ў Exec 䆄䋺

ⱘ咬䅸ᮍ⊩Ǆ 

 list-name ᅮНϔϾ Exec 䆄䋺ⱘᮍ⊩߫㸼ˈৃ ҹᰃӏԩᄫヺІǄ

 method  
ᖙ乏Ānoneǃgroupā᠔߫݇䬂ᄫПϔˈϔϾᮍ⊩߫

㸼᳔໮᳝ 4 Ͼᮍ⊩ 

 none ϡ䖯㸠䆄䋺 

খ᭄䇈ᯢ   



䜡㕂 AAA ੑҸ 

31-16 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ 

 aaa authentication ᅮН AAA 䑿ӑ䅸䆕 

 accounting commands ೼㒜ッ㒓䏃Ϟᑨ⫼ Exec 䆄䋺 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.3.3 aaa accounting network 

䖯㸠䆄Ꮴˈ䇋ᠻ㸠ܼሔ䜡㕂ੑࡼ⌏䳔㽕ᇍ⫼᠋ⱘ䆓䯂ˈࡼ⌏᠋⫼⧛Ѣ㔥㒰䌍⫼ⱘ㒳䅵៪ㅵߎ

Ҹ aaa accounting networkǄ䆹ੑҸⱘ no ᔶᓣপ⍜㔥㒰䆄Ꮴࡳ㛑Ǆ 

aaa accounting network {default | list-name} start-stop  method1 [method2...] 

no aaa accounting network {default | list-name} 

 খ᭄ ᦣ䗄 

 default  
Փ⫼䆹খ᭄ˈ߭ ৢ䴶ᅮНⱘᮍ⊩߫㸼԰Ў Network 䆄

䋺ⱘ咬䅸ᮍ⊩Ǆ 

 list-name 䆄Ꮴᮍ⊩߫㸼ৡǄ 

 start-stop 
೼⫼᠋䆓䯂⌏ࡼᓔྟ੠㒧ᴳᯊഛথ䗕䆄Ꮴ᡹᭛ˈᓔྟ

䆄Ꮴ᡹᭛᮴䆎ᰃ৺៤ࡳਃ⫼䆄Ꮴˈ䛑ܕ䆌⫼᠋ᓔྟ䖯

㸠㔥㒰䆓䯂Ǆ 

 method 
ᖙ乏ϟ㸼᠔߫݇䬂ᄫПϔˈϔϾᮍ⊩߫㸼᳔໮᳝ 4 Ͼ

ᮍ⊩ 

 none ϡ䖯㸠䆄Ꮴ 

খ᭄䇈ᯢ 

 group  



䜡㕂 AAA ੑҸ 
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᡹᭛˖ 

Ruijie(config)# aaa accounting network default start-stop group 

radius 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ 

 aaa authorization network ᅮН AAA 㔥㒰ᥜᴗ 

 aaa authentication ᅮН AAA 䑿ӑ䅸䆕 

Ⳍ݇ੑҸ 

 username ᅮНᴀഄ⫼᠋᭄᥂ᑧ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.3.4 aaa accounting update 

㽕ਃ⫼䆄Ꮴ᳈ᮄࡳ㛑ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ aaa accounting update ੑҸˈ䆹ੑҸ⫼ѢՓ㛑

ܼሔ䆄Ꮴ᳈ᮄǄՓ⫼䆹ੑҸⱘ no 䗝乍݇䯁䆄Ꮴ᳈ᮄࡳ㛑Ǆ 

aaa accounting update 

no aaa accounting update 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  䆄Ꮴ᳈ᮄࡳ㛑㔎ⳕ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 བᵰ≵᳝ਃ⫼ AAA ᅝܼ᳡ࡵˈ߭ϡ㛑Փ⫼䆄Ꮴ᳈ᮄǄབᵰᏆ㒣ਃ⫼ AAA ᅝܼ᳡ࡵˈ߭

䆹ੑҸ⫼䆒㕂䆄Ꮴ䯈䱨Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ⓨ⼎䆒㕂䆄Ꮴ᳈ᮄՓ㛑Ǆ 

Ruijie(config)# aaa new-model 

Ruijie(config)# 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 



䜡㕂 AAA ੑҸ 
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 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ 

 aaa accounting network ᅮН㔥㒰䆄Ꮴⱘᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 



䜡㕂 AAA ੑҸ 

31-19 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.3.6 accounting commands 

㽕ᇚੑҸ䆄䋺߫㸼ᑨ⫼೼ᣛᅮ㒜ッ㒓䏃Ϟ ᠻ̍㸠㒓䏃䜡㕂῵ᓣੑҸ accounting commandsǄ

䆹ੑҸⱘ no ᔶᓣপ⍜㒓䏃ϞੑҸ䆄䋺ࡳ㛑Ǆ 

accounting commands level {default | list-name} 

no accounting commands level 

 খ᭄ ᦣ䗄 

 
level 

㽕䖯㸠䆄䋺ⱘੑҸ㑻߿ˈ㣗ೈ ߿ᅮાϾ㑻އˈ15~0

ⱘੑҸ䳔㽕䖯㸠䆄䋺Ǆ 

 default Փ⫼䆹খ᭄ˈᑨ⫼ੑҸ䆄䋺ⱘ咬䅸ᮍ⊩Ǆ 

খ᭄䇈ᯢ 



䜡㕂 AAA ੑҸ 

31-20 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.3.7 accounting exec 

㽕ᇚ Exec 䆄䋺߫㸼ᑨ⫼೼ᣛᅮ㒜ッ㒓䏃Ϟˈᠻ㸠㒓䏃䜡㕂῵ᓣੑҸ accounting execǄ䆹

ੑҸⱘ no ᔶᓣপ⍜㒓䏃Ϟ Exec 䆄䋺ࡳ㛑Ǆ 

accounting exec {default | list-name} 

no accounting exec 

 খ᭄ ᦣ䗄 

 default Փ⫼䆹খ᭄ˈᑨ⫼ Exec 䆄䋺ⱘ咬䅸ᮍ⊩Ǆ খ᭄䇈ᯢ 

 list-name ᑨ⫼ϔϾᏆᅮНⱘ Exec 䆄䋺ⱘᮍ⊩߫㸼Ǆ 

 

㔎ⳕ䜡㕂  ݇䯁䆄Ꮴࡳ㛑 

 

ੑҸ῵ᓣ  㒓䏃䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

咬䅸ⱘ Exec 䆄䋺ᮍ⊩߫㸼ϔᮺ䜡㕂ˈᇚ㞾ࡼᑨ⫼ࠄ᠔᳝㒜ッϞǄ೼㒓䏃Ϟᑨ⫼䴲咬䅸

Exec 䆄䋺ᮍ⊩߫㸼ˈᇚপҷ咬䅸ⱘᮍ⊩߫㸼Ǆབᵰ䆩೒ᑨ⫼᳾ᅮНⱘᮍ⊩߫㸼ˈ߭Ӯ㒭

ϔϾ䄺ਞᦤ⼎ֵᙃˈ䆹㒓䏃Ϟⱘߎ Exec 䆄䋺ᇚϡӮ⫳ᬜˈⳈ㟇ᅮНњ䆹 Exec 䆄䋺ᮍ⊩

߫㸼ᠡӮ⫳ᬜǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟䜡㕂ϔϾৡЎ exec-1 ⱘ Exec 䆄䋺߫㸼ˈՓ⫼ RADIUS ԰Ўᅝܼ᳡఼ࡵˈབ

ᵰ᳡఼ࡵ≵᳝ડᑨᇚ䞛⫼ none ᮍ⊩Ǆ䜡㕂ৢᑨ⫼ࠄ VTY 0 – 4 㒓䏃Ϟ˖ 

Ruijie(config)# aaa accounting exec exec-1 group radius none 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# accounting exec exec-1 

 

 ੑҸ ᦣ䗄 

 aaa new-model Փ㛑 AAA ᅝܼ᳡ࡵ Ⳍ݇ੑҸ 

 aaa accounting commands ᅮН AAA Exec 䆄䋺ᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 



䜡㕂 AAA ੑҸ 

31-21 

 - - 

31.4 基于域名的 AAA 服务相关命令 

31.4.1 aaa domain 

䖯ܹඳ䜡㕂῵ᓣˈ䜡㕂ඳⱘሲᗻǄ䆹ੑҸⱘ no ᔶᓣপ⍜䆹ੑҸǄ 

aaa domain {default | domain-name} 

no aaa domain {default | domain-name} 

খ᭄ ᦣ䗄 

default Փ⫼䆹খ᭄ˈ䖯㸠㔎ⳕඳⱘ䜡㕂 খ᭄䇈ᯢ 

domain-name ᣛᅮඳⱘৡ⿄ 

 

㔎ⳕ䜡㕂 ≵᳝䜡㕂ӏԩඳǄ 

 

ੑҸ῵ᓣ ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
ᣛᅮ෎Ѣඳৡⱘ AAA ᳡ࡵ䜡㕂Ǆdefault Ў㔎ⳕඳ䜡㕂 г̍ህᰃབᵰ⫼᠋≵᳝ᨎᏺඳֵᙃˈ

㔥㒰䆒໛᠔Փ⫼ⱘᮍ⊩߫㸼Ǆdomain-name Ўᣛᅮඳৡ䜡㕂ˈབᵰ⫼᠋ᨎᏺ䆹ඳৡˈ߭

ᣛᅮՓ⫼䖭Ͼඳ᠔݇㘨ⱘᮍ⊩߫㸼ǄⳂࠡ㋏㒳ᬃᣕ᳔໮䜡㕂 32 ϾඳǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ⓨ⼎䆒㕂ඳৡ䜡㕂˖ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# 

 

 ੑҸ ᦣ䗄 

 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ 

 aaa domain enable ᠧᓔ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ 
Ⳍ݇ੑҸ 

 show aaa domain ᰒ⼎ඳ䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 



䜡㕂 AAA ੑҸ 
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31.4.2 aaa domain enable 

෎Ѣඳৡⱘ AAA ᳡ࡵᘏᓔ݇ 咬̍䅸ᚙމϟЎ݇䯁⢊ᗕǄᔧᠧᓔ䆹ᓔ݇ⱘᯊ׭ Ӭ̍ܜՓ⫼෎Ѣ

ඳৡⱘ AAA ᳡ࡵ䜡㕂Ǆ䆹ੑҸⱘ no ᔶᓣ݇䯁䆹ᓔ݇Ǆ 

aaa domain enable  

no aaa domain enable 

খ᭄ ᦣ䗄 খ

᭄

䇈

ᯢ 
- - 

 
㔎

ⳕ

䜡

㕂 

෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇݇䯁Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䖯㸠෎Ѣඳৡⱘ AAA ᳡ࡵ䜡㕂ˈ䳔㽕ᠧᓔ䖭Ͼ䜡㕂ᓔ݇Ǆ 

 

䜡㕂В՟  
ᠧᓔ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇˖ 

Ruijie(config)# aaa domain enable 

 

 ੑҸ ᦣ䗄 

 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ Ⳍ݇ੑҸ 

 show aaa domain ᰒ⼎ඳ䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.4.3 access-limit 

䆒㕂ඳⱘ⫼᠋᭄䞣䰤ࠊˈাᇍ



䜡㕂 AAA ੑҸ 
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no access-limit 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 num ඳ⫼᠋ⱘ᭄䞣䰤ࠊˈা䰤ࠊ IEEE802.1x ⫼᠋ 

 

㔎ⳕ䜡㕂 



䜡㕂 AAA ੑҸ 
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㔎

ⳕ

䜡

㕂 

೼≵᳝ᣛᅮᮍ⊩߫㸼ᯊˈབᵰ᳝⫼᠋থ䍋䇋∖ˈ㔥㒰䆒໛Ӯᇱ䆩㒭䆹⫼᠋ᣛᅮ

default ᮍ⊩߫㸼Ǆ 

 

ੑҸ῵ᓣ  ඳ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ЎඳᣛᅮՓ⫼ⱘ Network 䆄䋺ᮍ⊩߫㸼Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ⓨ⼎䆒㕂ඳᣛᅮ Network 䆄䋺ᮍ⊩߫㸼˖ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# accounting network default 

 

 ੑҸ ᦣ䗄 

 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ 

 aaa domain enable ᠧᓔ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ 
Ⳍ݇ੑҸ 

 show aaa domain ᰒ⼎ඳ䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.4.5 authentication dot1x 

೼ඳ䜡㕂῵ᓣϟ䜡㕂 IEEE802.1x 䅸䆕߫㸼ˈ䆹ੑҸⱘ no ᔶᓣপ⍜ੑҸǄ 

authentication dot1x {default | list-name}  

no authentication dot1x 

 খ᭄ ᦣ䗄 

 default Փ⫼䆹খ᭄ˈᣛᅮՓ⫼㔎ⳕ䜡㕂ᮍ⊩߫㸼 খ᭄䇈ᯢ 

 list-name ᣛᅮᮍ⊩߫㸼ৡ⿄ 

 

㔎ⳕ䜡㕂  
೼≵᳝ᣛᅮᮍ⊩߫㸼ᯊˈབᵰ᳝⫼᠋থ䍋䇋∖ˈ㔥㒰䆒໛Ӯᇱ䆩㒭䆹⫼᠋ᣛᅮ default ᮍ

⊩߫㸼Ǆ 

 

ੑҸ῵ᓣ  ඳ䜡㕂῵ᓣǄ 



䜡㕂 AAA ੑҸ 
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Փ⫼ᣛᇐ  ЎඳᣛᅮϔϾ IEEE802.1x 䅸䆕ᮍ⊩߫㸼Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ⓨ⼎䆒㕂ඳᣛᅮ IEEE802.1x 䅸䆕ᮍ⊩߫㸼˖ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# authentication dot1x default 

 

 ੑҸ ᦣ䗄 

 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ 

 aaa domain enable ᠧᓔ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ 
Ⳍ݇ੑҸ 

 show aaa domain ᰒ⼎ඳ䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.4.6 authorization network 

೼ඳ䜡㕂῵ᓣϟ䜡㕂 Network ᥜᴗ߫㸼ˈ䆹ੑҸⱘ no ᔶᓣপ⍜ੑҸǄ 

authorization network {default | list-name} 

no authorization network 

 খ᭄ ᦣ䗄 

 default Փ⫼䆹খ᭄ˈᣛᅮՓ⫼㔎ⳕ䜡㕂ᮍ⊩߫㸼 খ᭄䇈ᯢ 

 list-name ᣛᅮᮍ⊩߫㸼ৡ⿄ 

 

㔎ⳕ䜡㕂  
೼≵᳝ᣛᅮᮍ⊩߫㸼ᯊˈབᵰ᳝⫼᠋থ䍋䇋∖ˈ㔥㒰䆒໛Ӯᇱ䆩㒭䆹⫼᠋ᣛᅮ default ᮍ

⊩߫㸼Ǆ 

 

ੑҸ῵ᓣ  ඳ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  Ўඳᣛᅮᥜᴗᮍ⊩߫㸼Ǆ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎䆒㕂ඳᣛᅮᥜᴗᮍ⊩߫㸼˖ 

Ruijie(config)# aaa domain ruijie.com 



䜡㕂 AAA ੑҸ 
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Ruijie(config-aaa-domain)# authorization network default 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ 

  aaa domain enable ᠧᓔ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ 

  show aaa domain ᰒ⼎ඳ䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.4.7 state 

䆒㕂ඳᰃ৺᳝ᬜˈ䆹ੑҸⱘ no ᔶᓣᘶ໡៤咬䅸䜡㕂Ǆ 

state {block | active} 

no state 

খ᭄ ᦣ䗄 

block 䜡㕂ⱘඳ᳝ᬜ 

খ

᭄

䇈

ᯢ active 䜡㕂ⱘඳ᮴ᬜ 

 
㔎

ⳕ

䜡

㕂 

㔎ⳕᚙމϟЎඳ᳝ᬜǄ 

 

ੑҸ῵ᓣ  ඳ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᣛᅮ䜡㕂ⱘඳᰃ৺᳝ᬜǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ⓨ⼎䆒㕂ඳ᮴ᬜǄ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# state block 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 



䜡㕂 AAA ੑҸ 
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 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ 

 aaa domain enable ᠧᓔ෎Ѣඳৡⱘ AAA ᳡ࡵᓔ݇ 

 show aaa domain ᰒ⼎ඳ䜡㕂 

 



䜡㕂 AAA ੑҸ 
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 aaa new-model ᠧᓔ AAA ᅝܼ᳡ࡵ 



䜡㕂 AAA ੑҸ 

31-29 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.5 AAA 服务器组命令 

31.5.1 aaa group server 

䖯ܹ AAA ᳡఼ࡵ㒘䜡㕂῵ᓣǄ䆹ੑҸⱘ no ᔶᓣߴ䰸᳡఼ࡵ㒘Ǆ 

aaa group server {radius | tacacs+} name 

no aaa group server {radius | tacacs+} name 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ 
 name 

᳡఼ࡵ㒘ⱘপৡˈⳂࠡϡ㛑Ў݇䬂ᄫĀradiusāˈ

Ātacacs+āˈ಴Ў䖭ᰃ RADIUS ੠ TACACS+咬䅸

ⱘ᳡఼ࡵ㒘ৡ⿄Ǆ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸ䜡㕂 AAA ᳡఼ࡵ㒘ˈ Ⳃࠡᬃᣕ RADIUS ੠ TACACS+᳡఼ࡵ㒘Ǆ 

 

䜡㕂В՟  

ϟ䴶⼎՟Ǆ 

Ruijie(config)# aaa group server radius ss 

Ruijie(config-gs-radius)# end 

Ruijie# show aaa group 

Group Name:  ss 

Group Type:  radius 

Referred:    1 

Server List: 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show aaa group ᰒ⼎ aaa ᳡఼ࡵ㒘 

 

ᑇৄ䇈ᯢ  ᮴ 

 



䜡㕂 AAA ੑҸ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.5.2 ip vrf forwarding 

Ў AAA ᳡఼ࡵ㒘䗝ᢽ vrfˈno ᔶᓣߴ䰸Ǆ 

ip vrf forwarding vrf_name 

no ip vrf forwarding 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vrf_name vrf ৡᄫ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᳡఼ࡵ㒘䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  Ўᣛᅮ᳡఼ࡵ㒘䗝ᢽ vrfǄ 

 

䜡㕂В՟  

ϟ䴶⼎՟Ǆ 

Ruijie(config)# aaa group server radius ss 

Ruijie(config-gs-radius)# server 192.168.4.12 

Ruijie(config-gs-radius)# server 192.168.4.13 

Ruijie(config-gs-radius)# ip vrf forwarding vrf_name  

Ruijie(config-gs-radius)# end 

 

 ੑҸ ᦣ䗄 

 aaa group server 䜡㕂 aaa ᳡఼ࡵ㒘 Ⳍ݇ੑҸ 

 show aaa group ᰒ⼎ aaa ᳡఼ࡵ㒘 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 



䜡㕂 AAA ੑҸ 
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ࡴ⏏ AAA ᳡఼ࡵ㒘ⱘ᳡఼ࡵˈno ᔶᓣߴ䰸Ǆ 

server ip-addr [authen-port port1] [ acct-port port2] 

no server 





䜡㕂 AAA ੑҸ 
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31.6.1 aaa local authentication attempts 

䜡㕂 login ⱏᔩ⫼᠋ᇱ䆩ⱏᔩ༅䋹⃵᭄ 

aaa local authentication attempts  max-attempts 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 max-attempts˖  ᳔໻ᇱ䆩༅䋹⃵᭄ˈপؐ㣗ೈ 1~2147483647Ǆ 

 

㔎ⳕ䜡㕂  㔎ⳕؐЎ 3 ⃵ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸ䜡㕂 Login ⱏᔩ⫼᠋ᇱ䆩ⱏᔩ༅䋹⃵᭄ 

 

䜡㕂В՟ �D   



䜡㕂 AAA ੑҸ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䜡㕂 login ⱏᔩ⫼᠋ᇱ䆩䍙䖛䜡㕂ⱏᔩ༅䋹⃵᭄ˈ㹿䫕ᅮⱘᯊ䯈䭓ᑺ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟˖ 

Ruijie# configure terminal  

Ruijie(config)# aaa local authentication lockout-time 5 

 

 ੑҸ ᦣ䗄 

 Show running-config ᰒ⼎Ѹᤶᴎᔧࠡ䜡㕂 Ⳍ݇ੑҸ 

 Show aaa lockout ᰒ⼎ᔧࠡ login ⱘ䫕ᅮ䜡㕂খ᭄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.6.3 aaa new-model 

㽕Փ⫼ RGOS ⱘ AAA ᅝܼ᳡ࡳࡵ㛑ˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ aaa new-model Փ㛑 AAAǄ䆹

ੑҸⱘ no ᔶᓣ݇䯁 AAA ᅝܼ᳡ࡵǄ 

aaa new-model  

no aaa new-model 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁 AAA ᅝܼ᳡ࡵ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
䆹ੑҸᰃ AAA ⱘՓ㛑ੑҸˈབᵰᙼ㽕Փ⫼ AAA ᅝܼ᳡ࡵˈህᖙ乏Փ⫼ aaa new-model
Փ㛑 AAA ᅝܼ᳡ࡵǄབᵰ≵᳝ਃ⫼ AAAˈ߭᠔᳝ AAA ੑҸᇚᰃϡৃ䜡㕂ⱘǄ 

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟Փ㛑 AAA ᅝܼ᳡ࡵǄ 

Ruijie(config)# aaa new-model 

 



䜡㕂 AAA ੑҸ 
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 ੑҸ ᦣ䗄 

 aaa authentication ᅮН⫼᠋䅸䆕ᮍ⊩߫㸼 

 aaa authorization ᅮН⫼᠋ᥜᴗᮍ⊩߫㸼 
Ⳍ݇ੑҸ 

 aaa accounting ᅮН⫼᠋䆄Ꮴᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.6.4 clear aaa local user lockout 

⏙䰸㹿䫕ᅮⱘ⫼᠋߫㸼 

clear aaa local user lockout {all | user-name <word>} 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 <word> ⫼᠋ ID 

 

㔎ⳕ䜡㕂   

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  



䜡㕂 AAA ੑҸ 
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31.6.5 debug aaa 

ᠧᓔ AAA ᳡ࡵ䇗䆩ᓔ݇Ǆ䆹ੑҸⱘ no ᔶᓣ݇䯁䇗䆩ᓔ݇Ǆ 

debug aaa event 

no debug aaa event 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  ᮴ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.6.6 show aaa method-list 

ᰒ⼎ AAA ᠔᳝ⱘᮍ⊩߫㸼Ǆ 

show aaa method-list 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 



䜡㕂 AAA ੑҸ 
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Փ⫼ᣛᇐ  䆹ੑҸᰒ⼎ AAA ᠔᳝ⱘᮍ⊩߫㸼Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᰒ⼎ AAA ᮍ⊩߫㸼Ǆ 

Ruijie# show aaa method-list 

Authentication method-list 

aaa authentication login default group radius  

aaa authentication ppp default group radius  

aaa authentication dot1x default group radius  

aaa authentication dot1x san-f local  group angel group rain none  

aaa authentication enable default group radius  

Accounting method-list 

aaa accounting network default start-stop group radius  

Authorization method-list 

aaa authorizating network default group radius 

 

 ੑҸ ᦣ䗄 

 aaa authentication ᅮН⫼᠋䅸䆕ᮍ⊩߫㸼 

 aaa authorization ᅮН⫼᠋ᥜᴗᮍ⊩߫㸼 
Ⳍ݇ੑҸ 

 aaa accounting ᅮН⫼᠋䆄Ꮴᮍ⊩߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

31.6.7 show aaa user lockout 

ᰒ⼎ᔧࠡ㹿䫕ᅮⱘ⫼᠋߫㸼Ǆ 

show aaa user lockout {all | user-name <word>} 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 <word> ⫼᠋ ID 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 



䜡㕂 AAA ੑҸ 
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Փ⫼ᣛᇐ  ᰒ⼎ᔧࠡ㹿䫕ᅮⱘ⫼᠋߫㸼ˈҹঞ䖬᳝໮Йህ㽕㹿㾷䰸䫕ᅮǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟˖ 

Ruijie# show aaa user lockout all 

 

 ੑҸ ᦣ䗄 

 show running-config ᰒ⼎Ѹᤶᴎᔧࠡ䜡㕂 Ⳍ݇ੑҸ 

 show aaa lockout ᰒ⼎ᔧࠡ login ⱘ䫕ᅮ䜡㕂খ᭄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 



䜡㕂 RADIUS ੑҸ 

32-1 

32 配置 RADIUS 命令 

32.1 RADIUS 配置相关命令 

RADIUS 䜡㕂ࣙᣀҹϟⳌ݇ੑҸ˖ 

32.1.1 ip radius source-interface 

㽕ᣛᅮ radius ᡹᭛ⱘ⑤ഄഔˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ ip radius source-interfaceǄ䆹ੑҸⱘ

no ᔶᓣߴ䰸ᣛᅮⱘ RADIUS ᡹᭛⑤ഄഔǄ 

ip radius source-interface  interface 

no radius source-interface 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 Interface radius ᡹᭛ⱘ⑤ഄഔ᥹ষ 

 

㔎ⳕ䜡㕂  radius ᡹᭛ⱘ⑤ഄഔ⬅㔥㒰ሖ䆒㕂Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
Ўњޣᇥ೼ radius ᳡఼ࡵϞ㓈ᡸ໻䞣ⱘ nas ֵᙃⱘᎹ԰䞣ˈৃ ҹ䗮䖛䆹ੑҸᴹ䆒㕂 radius
᡹᭛ⱘ⑤ഄഔǄ䆹ੑҸᇚᡞᣛᅮ᥹ষⱘ㄀ϔϾ ip ഄഔ԰Ў radius ᡹᭛ⱘ⑤ഄഔˈ䆹ੑҸ

೼ϝሖ䆒໛Փ⫼Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᣛᅮњ radius ᡹᭛Ң fastEthernet 0/0 ᥹ষ㦋প ip ഄഔᴹ԰Ў radius ᡹᭛ⱘ

⑤ഄഔ˖ 

Ruijie(config)# ip radius source-interface 

fastEthernet 0/0 

 

 ੑҸ ᦣ䗄 

 radius-server host ᅮН RADIUS ᳡఼ࡵ Ⳍ݇ੑҸ 

 ip address 䜡㕂᥹ষⱘ ip ഄഔ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

32.1.2 radius attribute 

radius ttribute{<id> | down-rate-limit | dscp | mac-limit | up-rate-limit} vendor-type 
<type> 

no radius attribute {<id>|down-rate-limit | dscp | mac-limit | up-rate-limit} vendor-type 

 খ᭄ ᦣ䗄 

 id ࡳ㛑 id <1-255> খ᭄䇈ᯢ 

 type ⾕᳝ሲᗻ type 

 

㔎ⳕ䜡㕂  

াᇍ៥ৌ⾕᳝ሲᗻ䆚߿咬䅸䜡㕂˖ 

id ࡳ㛑 type 

1 max down-rate 1 

2 qos 2 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 16 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 
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20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

ᠽሩᚙމ˖ 

id ࡳ㛑 type 

1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 
 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 
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Փ⫼ᣛᇐ  Փ⫼䆹ੑҸ䜡㕂⾕᳝ሲᗻ㉏ൟؐǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᇚ max up-rate ㉏ൟؐᅮНЎ 211˖ 

Ruijie(config)# radius attribute 16 vendor-type 211 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 radius set qos cos 
䆒㕂 radius Ӵϟⱘ qos ؐЎ᥹ষ cos 
ؐ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

32.1.3 radius-server attribute 31 

㽕ᣛᅮ RADIUS Calling-Station-ID ሲᗻ˄෎Ѣ MAC˅ⱘḐᓣˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ

radius-server attribute 31Ǆ䆹ੑҸⱘ no ᔶᓣᇚ䆒㕂ᘶ໡Ў咬䅸ؐǄ 

radius-server attribute 31 mac format {ietf | normal | unformatted} 

no radius-server attribute 31 mac format 

 খ᭄ ᦣ䗄 

 ietf 
ᣛᅮ ETF˄RFC3580˅㾘ᅮⱘᷛޚḐᓣˈՓ⫼þ-ÿ
԰Ўߚ䱨ヺǄ՟བ˖00-D0-F8-33-22-ACǄ 

 normal 
ᣛᅮᐌ⫼ⱘ㸼⼎ MAC ഄഔⱘḐᓣ˄⚍ߚक݁䖯ࠊḐ

ᓣ˅ˈՓ⫼þ.ÿ԰Ўߚ䱨ヺǄ՟བ 0̟0d0.f833.22acǄ

খ᭄䇈ᯢ 

 unformatted 
ᣛᅮ᮴Ḑᓣˈ≵᳝ӏԩߚ䱨ヺˈ咬䅸Փ⫼䖭ϾḐᓣǄ

՟བ˖00d0f83322acǄ 

 

㔎ⳕ䜡㕂  Փ⫼ unformatted ḐᓣǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
䚼ߚ RADIUS ᅝܼ᳡఼ࡵ˄Џ㽕⫼Ѣ 802.1x 䅸䆕˅ৃ㛑া䆚߿ IETF ⱘḐᓣˈ䖭⾡ᚙމ

ϟ䳔㽕ᇚ Calling-Station-ID ሲᗻ䆒㕂Ў IETF Ḑᓣ㉏ൟǄ 

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟ᅮН RADIUS Calling-Station-ID ሲᗻЎ IETF Ḑᓣ˖ 

Ruijie(config)# radius-server attribute 31 mac format ietf 
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 ੑҸ ᦣ䗄 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

32.1.5 radius-server host 

㽕ᣛᅮ RADIUS ᅝܼ᳡఼ࡵЏᴎˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ radius-serverǄ䆹ੑҸⱘ no ᔶᓣ

䰸ᣛᅮⱘߴ RADIUS ᅝܼ᳡఼ࡵЏᴎǄ 

radius-server host { ipv4-address | ipv6-address} [auth-port port-number] [acct-port  
port-number] 

no radius-server host { ipv4-address | ipv6-address} 

 খ᭄ ᦣ䗄 

 ipv4-address RADIUS ᅝܼ᳡఼ࡵЏᴎⱘ IPv4 ഄഔǄ 

 ipv6-address RADIUS ᅝܼ᳡఼ࡵЏᴎⱘ IPv6 ഄഔǄ 

 auth-port RADIUS 䑿ӑ䅸䆕ⱘ UDP ッষǄ 

 port-number 
RADIUS 䑿ӑ䅸䆕ⱘ UDP ッষোˈབᵰ䆒㕂Ў 0ˈ

߭䆹Џᴎϡ䖯㸠䑿ӑ䅸䆕Ǆ 

 acct-port Radius 䆄Ꮴⱘ UDP ッষ 

খ᭄䇈ᯢ 

 port-number 
RADIUS 䆄Ꮴⱘ UDP ッষোˈབᵰ䆒㕂Ў 0ˈ߭䆹

Џᴎϡ䖯㸠䆄ᏤǄ 

 

㔎ⳕ䜡㕂  ≵᳝ᣛᅮⱘ RADIUS ЏᴎǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
ЎњՓ⫼ RADIUS ᅲ⦄ AAA ᅝܼ᳡ࡵˈᖙ乏ᅮН RADIUS ᅝܼ᳡఼ࡵǄᙼৃҹՓ⫼

radius-server ੑҸᅮНϔϾ៪໮Ͼ RADIUS ᅝܼ᳡఼ࡵǄ 

 

䜡㕂В՟ 

 ϟ䴶ⱘ⼎՟ᅮНϔϾ IPv4 ⦃๗ϟⱘ RADIUS ᅝܼ᳡఼ࡵЏᴎ˖ 

Ruijie(config)# radius-server host 192.168.12.1   

ϟ䴶ⱘ⼎՟ᅮНϔϾ IPv6 ⦃๗ϟⱘ RADIUS ᅝܼ᳡఼ࡵЏᴎ˖ 

Ruijie(config)# radius-server host 3000::100 

 

 ੑҸ ᦣ䗄 

 aaa authentication  ᅮН AAA ⱘ䑿ӑ䅸䆕ᮍ⊩߫㸼 

Ⳍ݇ੑҸ 

 radius-server key ᅮН RADIUS ᅝܼ᳡఼ࡵⱘ݅ѿষҸ
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 radius-server retransmit ᅮН RADIUS ᡹᭛䞡থ⃵᭄ 

 radius-server timeout ᅮН RADIUS ᡹᭛䍙ᯊᅮᯊ఼ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

32.1.6 radius-server key 

㽕ᅮН㔥㒰䆓䯂᳡఼ࡵ˄䏃⬅䆒໛˅Ϣ RADIUS ᅝܼ᳡఼ࡵ䖯㸠䗮ֵⱘ݅ѿষҸˈ䇋ᠻ㸠ܼ

ሔ䜡㕂ੑҸ radius-server keyǄ䆹ੑҸⱘ no ᔶᓣপ⍜ᣛᅮⱘ݅ѿষҸǄ 

radius-server key  text-string 

no radius-server key 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 text-string ݅ѿষҸⱘ᭛ᴀ 

 

㔎ⳕ䜡㕂  ≵᳝ᣛᅮ݅ѿষҸǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
݅ѿষҸᰃ䆒໛੠ RADIUS ᅝܼ᳡఼ࡵ䖯㸠ℷ⹂䗮ֵⱘ෎⸔ǄЎњՓ䆒໛੠ RADIUS ᅝ

ܼ᳡఼ࡵ㛑䖯㸠䗮ֵˈᖙ乏೼䆒໛੠ RADIUS ᅝܼ᳡఼ࡵϞᅮНⳌৠⱘ݅ѿষҸǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ᅮН RADIUS ᅝܼ᳡఼ࡵⱘ݅ѿষҸЎ aaa˖ 

Ruijie(config)# radius-server key aaa 

 

 ੑҸ ᦣ䗄 

 radius-server host ᅮН RADIUS ᅝܼ᳡఼ࡵⱘЏᴎ 

 radius-server retransmit ᅮН RADIUS ᡹᭛䞡থ⃵᭄ 
Ⳍ݇ੑҸ 

 radius-server timeout ᅮН RADIUS ᡹᭛䍙ᯊᅮᯊ఼ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 - - 
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radius-server timeout seconds 

no radius-server timeout 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 seconds 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䜡㕂䆹ੑҸˈৃҹᇚӴϟⱘ qos ؐ԰Ў cos ؐˈ咬䅸ᯊ԰Ў dscp ؐ 

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟˖ 

Ruijie(config)# radius set qos cos 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 radius vendor-specific extend Radius ᠽሩЎϡऎ߿⾕᳝ॖଚ id 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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 radius set 䜡㕂 qos ᰃ৺Փ⫼ cos 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

32.2 RADIUS 特权命令 

32.2.1 debug radius 

ᠧᓔ RADIUS 䇗䆩ᓔ݇Ǆ䆹ੑҸⱘ no ᔶᓣ݇䯁 RADIUS 䇗䆩ᓔ݇Ǆ 

debug radius [event | detail] 

no debug radius [event | detail] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  ᮴ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

32.2.2 show radius parameter 
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ᰒ⼎ RADIUS ᳡఼ܼࡵሔখ᭄Ǆ 

show radius parameter 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  Փ⫼䆹ੑҸᰒ⼎ radius ᳡఼ࡵⱘখ᭄Ǆ 

 

䜡㕂В՟  

Ruijie# show radius parameter  

Server Timout:   5 Seconds 

Server Deadtime: 5 Minutes 

Server Retries:  3 

Server Key:      ****** 

 

 ੑҸ ᦣ䗄 

 radius-server host ᅮН RADIUS ᅝܼ᳡఼ࡵⱘЏᴎ 

 radius-server retransmit ᅮН RADIUS ᡹᭛䞡থ⃵᭄ 

 radius-server key ᅮН RADIUS ⱘ݅ѿষҸ  

Ⳍ݇ੑҸ 

 radius-server timeout ᅮН RADIUS 䍙ᯊᯊ䯈 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  Փ⫼䆹ੑҸᰒ⼎ radius ᳡఼ࡵⱘ䜡㕂ᚙމǄ 

 

䜡㕂В՟ 

 Ruijie# show radius server 

server ip : 192.168.4.12 

acct  port: 23 

authen  port: 77 

server state: ready 

server ip : 192.168.4.13 

acct  port: 45 

authen  port: 74 

server state: ready 

 

 ੑҸ ᦣ䗄 

 radius-server host ᅮН RADIUS ᅝܼ᳡఼ࡵⱘЏᴎ 

 radius-server retransmit ᅮН RADIUS ᡹᭛䞡থ⃵᭄ 

 radius-server key ᅮН RADIUS ⱘ݅ѿষҸ  

Ⳍ݇ੑҸ 

 radius-server timeout ᅮН RADIUS 䍙ᯊᯊ䯈 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

32.2.4 show radius vendor-specific 

ᰒ⼎ RADIUS ⾕᳝ሲᗻ㉏ൟ䜡㕂Ǆ 

show radius vendor-specific 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  Փ⫼䆹ੑҸᰒ⼎ radius ⾕᳝ሲᗻ㉏ൟ䜡㕂Ǆ 

 

䜡㕂В՟ 

 Ruijie# show radius vendor-specific  

id    vendor-specific        type-value 

----- -------------------- ---------- 

1     max down-rate          76         

2     qos                      77         

3     user ip                  3          

4     vlan id                  4          

5     version to client      5          

6     net ip                   6          

7     user name                7          

8     password                 8          
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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33 配置 TACACS+命令 

33.1 TACACS+配置相关命令 

33.1.1 aaa group server tacacs+ 

ℸੑҸ䜡㕂 TACACS+᳡఼ࡵ㒘ˈᇚϡৠⱘ TACACS+᳡ࠄߚߦ఼ࡵϡৠⱘ㒘Ǆ 

aaa group server tacacs+ group-name 

no aaa group server tacacs+ group-name 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 group-name TACACS+᳡఼ࡵ㒘ৡ 

 

㔎ⳕ䜡㕂  ≵᳝䜡㕂 TACACS+᳡఼ࡵ㒘Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䗮䖛ᇍ TACACS+᳡఼ࡵ䖯㸠ߚ㒘ˈ䅸䆕ǃᥜᴗǃ䅵ᏤৃҹՓ⫼ϡৠⱘ᳡఼ࡵ㒘ᴹᅠ៤Ǆ

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟䜡㕂ϔϾৡᄫЎ tac1 ⱘ TACACS+᳡఼ࡵ㒘 ᑊ̍Ϩ೼䆹㒘Ё䜡㕂ϔϾ 1.1.1.1
ⱘ TACACS+᳡఼ࡵഄഔ˖ 

Ruijie(config)# aaa group server tacacs+ tac1 

Ruijie(config-gs-tacacs+)# server 1.1.1.1 

 

 ੑҸ ᦣ䗄 

 server 
䜡㕂 TACACS+᳡఼ࡵ㒘ⱘ server ߫

㸼 Ⳍ݇ੑҸ 

 ip vrf forwarding 
䜡㕂 TACACS+᳡఼ࡵ㒘ᬃᣕⱘ VRF
ৡᄫ  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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33.1.2 ip tacacs source-interface 

ℸੑҸ䜡㕂 TACACS+᡹᭛ⱘ⑤ഄഔǄ  

ip tacacs source-interface  interface 

no ip tacacs source-interface 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ
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 vrf-name vrf ৡᄫ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  TACACS+᳡఼ࡵ㒘䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  Ўᣛᅮⱘ TACACS+᳡఼ࡵ㒘ᣛᅮ vrf ৡᄫǄ 

 

䜡㕂В՟  

ϟ䴶⼎՟Ў TACACS+᳡఼ࡵ㒘ᣛᅮ VRF ৡᄫЎ vpn1˖ 

Ruijie(config)# aaa group server tacacs+ tac1 

Ruijie(config-gs-radius)# server 1.1.1.1 

Ruijie(config-gs-radius)# ip vrf forwarding vpn1 

 

 ੑҸ ᦣ䗄 

 aaa group server tacacs+ 䜡㕂 TACACS+᳡఼ࡵ㒘 
Ⳍ݇ੑҸ 

 server 
䜡㕂 TACACS+᳡఼ࡵ㒘ⱘ server ߫

㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
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Փ⫼ᣛᇐ  

䜡㕂ℸੑҸࠡˈᖙ乏䗮䖛ੑҸ aaa group server tacacs+䖯ܹ TACACS+㒘䜡㕂῵ᓣǄ

TACACS+᳡఼ࡵ㒘Ё䜡㕂ⱘ᳡఼ࡵഄഔˈᖙ乏೼ܼሔ䜡㕂῵ᓣϟˈ䗮䖛 tacacs-server 
host ੑҸ䜡㕂ℸ᳡఼ࡵǄ 

᳡఼ࡵ㒘Ёⱘ䜡㕂ⱘ TACACS+᳡఼ࡵഄഔ ᔧ̍ϔϾ᳡఼ࡵ≵᳝ડᑨᯊ Ӯ̍৥ϟϔϾ᳡ࡵ

఼থ䗕䇋∖Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟䜡㕂ϔϾৡᄫЎ tac1 ⱘ TACACS+᳡఼ࡵ㒘 ᑊ̍Ϩ೼䆹㒘Ё䜡㕂ϔϾ 1.1.1.1
ⱘ TACACS+᳡఼ࡵഄഔ˖ 

Ruijie(config)# aaa group server tacacs+ tac1 

Ruijie(config-gs-tacacs+)# server 1.1.1.1 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
ЎњՓ⫼ TACACS+ᅲ⦄ AAA ᅝܼ᳡ࡵˈᖙ乏ᅮН TACACS+ᅝܼ᳡఼ࡵǄᙼৃҹՓ⫼

tacacs-server ੑҸᅮНϔϾ៪໮Ͼ TACACS+ᅝܼ᳡఼ࡵǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᅮНϔϾ TACACS+ᅝܼ᳡఼ࡵЏᴎ˖ 

Ruijie(config)# tacacs-server host 192.168.12.1 

Ruijie(config)# tacacs-server host 2001::1 

 

 ੑҸ ᦣ䗄 

 aaa authentication  ᅮН AAA ⱘ䑿ӑ䅸䆕ᮍ⊩߫㸼 

 tacacs-server key 
ܼሔᅮН TACACS+ᅝܼ᳡఼ࡵⱘ݅

ѿষҸ 
Ⳍ݇ੑҸ 

 tacacs-server timeout 
ܼሔᅮН TACACS+᳡఼ࡵડᑨ᡹᭛

䍙ᯊᅮᯊ఼ 

 

ᑇৄ䇈ᯢ  ᮴ 
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៥Ӏ䳔㽕Ў↣Ͼ᳡఼ࡵᣛᅮϡৠⱘᆚ䩹Փˈ៥ӀՓ⫼ host ੑҸЁⱘ key 䗝乍ᅲ⦄ˈ䖭䞠

ৃҹ䗮䖛ܼሔ䜡㕂ᇍ᠔᳝᳾䜡㕂 key 䗝乍ⱘ᳡఼ࡵ䜡㕂ϔϾ keyǄ 

 

䜡㕂В՟ 
 ϟ䴶ⱘ⼎՟ᅮН TACACS+ᅝܼ᳡఼ࡵⱘ݅ѿষҸЎ aaa˖ 

Ruijie(config)#tacacs-server key aaa 

 

 ੑҸ ᦣ䗄 

 tacacs-server host ᅮН TACACS+ᅝܼ᳡఼ࡵⱘЏᴎ Ⳍ݇ੑҸ 

 tacacs-server timeout ᅮН TACACS+᡹᭛䍙ᯊᅮᯊ఼ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

33.1.7 tacacs-server timeout 

ℸੑҸ䜡㕂Ϣ TACACS+᳡఼ࡵ䗮䆃ᯊˈㄝᕙ᳡఼ࡵⱘܼሔ䍙ᯊᯊ䯈Ǆ 

tacacs-server timeout seconds 

no tacacs-server timeout 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 seconds  
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 tacacs-server host ᅮН TACACS+ᅝܼ᳡఼ࡵⱘЏᴎ 

 tacacs-server key ᅮН TACACS+ⱘ݅ѿষҸ  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

33.2 TACACS+特权命令 

33.2.1 debug tacacs+ 

ᠧᓔ TACACS+䇗䆩ᓔ݇Ǆ䆹ੑҸⱘ no ᔶᓣ݇䯁 TACACS+䇗䆩ᓔ݇Ǆ 

debug tacacs+ 

no debug tacacs+ 

 খ᭄ 
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33.2.2 show tacacs 

ᰒ⼎੠৘ TACACS+᳡఼ࡵⱘѸѦ䖤㸠ᚙމǄ 

show tacacs 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  Փ⫼䆹ੑҸᰒ⼎੠৘ TACACS+᳡఼ࡵⱘѸѦ䖤㸠ᚙމǄ 

 

䜡㕂В՟ 

 Ruijie# show tacacs 

Tacacs+ Server : 172.19.192.80/49 

Socket Opens: 0 

Socket Closes: 0 

Total Packets Sent: 0 

Total Packets Recv: 0 

Reference Count: 0 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 tacacs-server host 
ᅮНᰒ⼎੠৘ TACACS+᳡఼ࡵⱘѸ

Ѧ䖤㸠ᚙމᅝܼ᳡఼ࡵⱘЏᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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34 配置 SSH 命令 

34.1 SSH 配置相关命令 

34.1.1 crypto key generate 

⫳៤᳡఼ࡵッⱘ݀݅ᆚ䩹ˈ೼ܼሔ䜡㕂῵ᓣϟˈᠻ㸠ੑҸ˖ 

crypto key generate {rsa | dsa} 

 খ᭄ ᦣ䗄 

 rsa ⫳៤ RSA ᆚ䩹 খ᭄䇈ᯢ 

 dsa ⫳៤ DSA ᆚ䩹 

 

㔎ⳕ䜡㕂  咬䅸ᚙމϟ SSH Server ≵᳝⫳៤݀݅ᆚ䩹Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ᔧ䳔㽕ᠧᓔ SSH Server ᳡ࡵᯊˈ䗮䖛ℸੑҸ⫳៤ SSH ᳡఼ࡵッⱘ݀݅ᆚ䩹Ǆৠᯊᠻ㸠

enable service ssh-server ੑҸ ᠧ̍ᓔ SSH Server 㛑ǄSSH 1ࡳ Փ⫼ RSA ᆚ䩹 S̠SH 
2 Փ⫼ RSA ៪㗙 DSA ᆚ䩹Ǆ಴ℸˈབᵰᔧࠡᏆ⫳៤ RSA ᆚ䩹ˈ߭ SSH1 Ϣ SSH2 䛑ৃ

ҹՓ⫼˗བᵰҙ⫳៤ DSA ᆚ䩹ˈ߭ҙ᳝ SSH2 ৃҹՓ⫼Ǆ  

~ ⊼ᛣ 
䰸ᆚ䩹ᯊˈϡᄬ೼ੑҸߴ no crypto key generateˈ㗠ᰃ䗮䖛ੑҸ

crypto key zeroize ੑҸߴ䰸ᆚ䩹Ǆ  
 

䜡㕂В՟  
Ruijie# configure terminal  

Ruijie(config)# crypto key generate rsa 

 

 ੑҸ ᦣ䗄 

 show ip ssh ᶹⳟ SSH Server ⱘᔧࠡ⢊ᗕֵᙃǄ 
Ⳍ݇ੑҸ 

 crypto key zeroize {rsa | dsa} 
䰸ߴ DSA Ϣ RSA ᆚ䩹ˈ݇䯁 SSH 
Server  㛑Ǆࡳ

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 - - 

34.1.2 crypto key zeroize 

䰸ߴ SSH ᳡఼ࡵッⱘ݀݅ᆚ䩹ˈ೼ܼሔ䜡㕂῵ᓣϟˈᠻ㸠ੑҸ˖ 

crypto key zeroize {rsa | dsa} 

 খ᭄ ᦣ䗄 

 rsa ߴ䰸 RSA ᆚ䩹 খ᭄䇈ᯢ 

 dsa ߴ䰸 DSA ᆚ䩹 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䗮䖛ℸੑҸᴹߴ䰸᳡఼ࡵⱘ݀݅ᆚ䩹Ǆᆚ䩹㹿ߴ䰸ৢ S̍SH Server Ў⢊ᗕ៤Ў DISABLEǄ

བᵰ䳔㽕݇䯁 SSH Serverˈ䳔㽕ᠻ㸠 no enable service ssh-server ੑҸǄ 

 

䜡㕂В՟  
Ruijie# configure terminal  

Ruijie(config)# crypto key zeroize rsa 

 

 ੑҸ ᦣ䗄 

 show ip ssh ᶹⳟ SSH Server ⱘᔧࠡ⢊ᗕǄ Ⳍ݇ੑҸ 

 crypto key generate {rsa|dsa} ⫳៤ DSA Ϣ RSA ᆚ䩹Ǆ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

34.1.3 ip ssh authentication-retries 

䆒㕂 SSH Server ⫼᠋䅸䆕ⱘ䞡䅸䆕⃵᭄ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ⫼᠋䅸䆕ⱘ䞡䅸䆕⃵᭄ᘶ

໡Ў㔎ⳕ䆒㕂Ǆ 

ip ssh authentication-retries retry times 

no ip ssh authentication-retries 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 retry times 䜡㕂⫼᠋䅸䆕ⱘ䞡䅸䆕⃵᭄Ǆ 

 

㔎ⳕ䜡㕂  
㔎ⳕ䆒㕂ϟ䞡䅸䆕⃵᭄Ў 3 ⃵Ǆᔧ䆒㕂䞡䅸䆕⃵᭄ৢˈՓ⫼ no ip ssh 
authentication-retries ੑҸгৃҹՓ䆒㕂ᘶ໡Ў咬䅸ؐǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 䆹ੑҸ䜡㕂 SSH Server 䖯㸠⫼᠋䅸䆕ⱘ䞡䅸䆕⃵᭄Ǆᔧ䍙䖛 SSH Server 䜡㕂ⱘ䞡䅸䆕

⃵᭄ ҡ̍≵᳝䅸䆕៤ࡳˈ߭ 䅸Ў⫼᠋䅸䆕༅䋹ǄՓ⫼ show ip ssh ੑҸᶹⳟ SSH Server
ⱘ䜡㕂ֵᙃǄ 

 

䜡㕂В՟  

䆒㕂⫼᠋䅸䆕ⱘ䞡䅸䆕⃵᭄Ў 2˖ 

Ruijie# configure terminal  

Ruijie(config)# ip ssh ssh authentication-retries 2 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip ssh ᶹⳟ SSH Server ⱘᔧࠡ⢊ᗕǄ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

34.1.4 ip ssh time-out 

䆒㕂 SSH Server ⱘ⫼᠋䅸䆕䍙ᯊᯊ䯈ǄՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ⫼᠋䅸䆕䍙ᯊ䯈䆒㕂ᘶ໡Ў

㔎ⳕ䆒㕂Ǆ 

ip ssh time-out time 

no ip ssh time-out 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 time 䜡㕂⫼᠋䅸䆕ⱘ䍙ᯊᯊ䯈Ǆ 

 

㔎ⳕ䜡㕂  
㔎ⳕ䆒㕂ϟˈ䍙ᯊᯊ䯈Ў 120sǄᔧ䆒㕂䍙ᯊᯊ䯈ৢˈՓ⫼ no ip ssh time-out ੑҸˈᇚ

䆒㕂ᘶ໡Ў咬䅸ؐǄ 
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䆹ੑҸ䜡㕂 SSH Server 䖯㸠⫼᠋䅸䆕ⱘ䍙ᯊᯊ䯈ǄҢ᥹ফ⫼᠋䖲᥹䇋∖ᓔྟ䅵ᯊ ᔧ̍䍙

䖛 120s ≵᳝䅸䆕៤ࡳᯊˈ
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䜡㕂В՟  

䆒㕂াՓ⫼⠜ᴀ 2˖ 

Ruijie# configure terminal  

Ruijie(config)# ip ssh version 2 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip ssh ᶹⳟ SSH Server ⱘᔧࠡ⢊ᗕǄ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 f
10d
( )02 095A 
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 Clear line vty line_number ᮁᓔᔧࠡⱘ VTY 䖲᥹Ӯ䆱Ǆ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

34.2.2 show crypto key mypubkey 

ᰒ⼎ SSH Server ݀݅ᆚ䩹ⱘ݀ᓔᆚ䩹䚼ߚⱘֵᙃǄ 

show crypto key mypubkey {rsa/dsa} 

 খ᭄ ᦣ䗄 

 rsa ᰒ⼎ RSA ᆚ䩹ⱘ݀䩹䚼ߚ খ᭄䇈ᯢ 

 dsa ᰒ⼎ DSA ᆚ䩹ⱘ݀䩹䚼ߚ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ 
 ᰒ⼎Ꮖ㒣⫳៤ⱘ SSH Server ݀݅ᆚ䩹ⱘ݀ᓔᆚ䩹䚼ߚⱘֵᙃǄࣙᣀ˖ᆚ䩹⫳៤ᯊ䯈ǃᆚ

䩹ৡᄫǃ݀ᓔᆚ䩹䚼ݙߚᆍㄝֵᙃǄ 

 

䜡㕂В՟  Ruijie# show crypto key mypubkey rsa 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 crypto key generate {rsa | dsa} ⫳៤ DSA Ϣ RSA ᆚ䩹Ǆ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

34.2.3 show ip ssh 

ᰒ⼎ SSH Server ⱘᔧࠡ⫳ᬜⱘ䜡㕂ֵᙃǄ 
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show ip ssh 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  

ᰒ⼎ SSH Server ᔧࠡ⫳ᬜⱘ䜡㕂ֵᙃǄࣙᣀ˖⠜ᴀǃᰃ৺ᠧᓔ SSH Serverǃ䍙ᯊᯊ䯈ǃ

䞡䅸䆕⃵᭄Ǆ 

~ ⊼ᛣ 
ेՓ䜡㕂њᇍᑨⱘ SSH ⠜ᴀˈབᵰ≵᳝⫳៤ᇍᑨⱘ᳡఼ࡵッᆚ䩹ˈҡ

✊ᰒ⼎䆹 SSH ⠜ᴀЎϡৃ⫼Ǆ 
 

 

䜡㕂В՟  Ruijie# show ip ssh 

 

 ੑҸ ᦣ䗄 

 Ip ssh version {1 | 2} 䜡㕂 SSH Server ⱘ⠜ᴀֵᙃǄ 

 ip ssh time-out time 
䜡㕂 SSH Server 䖯㸠⫼᠋䅸䆕ⱘ䍙

ᯊᯊ䯈Ǆ 
Ⳍ݇ੑҸ 

 Ip ssh authentication-retries retry times 
䜡㕂 SSH Server 䖯㸠⫼᠋䅸䆕ⱘ䞡

䅸䆕⃵᭄Ǆ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

34.2.4 show ssh 

ᰒ⼎Ꮖ㒣ᓎゟⱘ SSH 䖲᥹ⱘ↣Ͼ䖲᥹ֵᙃǄ 

show ssh 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  
ᰒ⼎Ꮖ㒣ᓎゟⱘ SSH 䖲᥹ⱘ䖲᥹ֵᙃǄࣙᣀ˖䖲᥹᠔ऴ⫼ⱘ VTY োǃSSH ⠜ᴀǃࡴᆚ

ㅫ⊩ǃ⍜ᙃ䅸䆕ㅫ⊩ǃ䖲᥹⢊ᗕǃ⫼᠋ৡǄ 

 

䜡㕂В՟  Ruijie# show ssh 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
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35 配置 CPU 保护命令 

35.1 配置相关命令 

35.1.1 cpu-protect cpu bandwidth bandwidth_value 

䜡㕂 CPU ッষⱘ᳔໻䗳⥛ 

cpu-protect cpu bandwidth bandwidth_value 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 bandwidth_value 䯳߫ⱘ᳔໻䗳⥛ˈপؐ㣗ೈЎ 64ˉ1000000(kbps) 

 

㔎ⳕ䜡㕂  S2900 ㋏߫ CPU ッষ㔎ⳕᏺᆑЎ 100000kbpsǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

䜡㕂 CPU ッষ᳔໻䗳⥛Ў 2000˄kbps˅ⱘᅲ՟˖ 

Ruijie# configure terminal 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

35.1.2 cpu-protect mac-address storm-control enable value 

䜡㕂ഄഔᄺд亢ᲈ᥻ࠊ 

cpu-protect mac-address storm-control enable value 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 value ↣⾦ܕ䆌ѻ⫳ⱘഄഔϾ᭄ˈপؐ㣗ೈ 200ˉ51200 

 

㔎ⳕ䜡㕂  㔎ⳕؐᰃ 2000Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ   

 

䜡㕂В՟  

䜡㕂 CPU ッষ᳔໻䗳⥛Ў 2000˄kbps˅ⱘᅲ՟˖ 

Ruijie#configure terminal 

Ruijie(config)# cpu-protect mac-address storm-control enable 3000

Ruijie(config)#end 

Ruijie# show cpu-protect mac-address storm-control  

%MAC address storm control state: enable 

%MAC address storm control rate:  3000(address/second) 

 

 ੑҸ 

˄
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cpu-protect traffic-class id id_num  bandwidth bandwidth_value 

 খ᭄ ᦣ䗄 

 id_num ᡹᭛䯳߫ IDˈপؐ㣗ೈЎ 0ˉ7 খ᭄䇈ᯢ 

 bandwidth_value 䯳߫ⱘ᳔໻䗳⥛ˈপؐ㣗ೈЎ 32ˉ131072(kbps) 

 

㔎ⳕ䜡㕂  S2900 ㋏߫䯳߫ 7 㔎ⳕᏺᆑЎ 100000kbpsˈ݊Ҫ䯳߫㔎ⳕᏺᆑЎ 1000kbpsǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

ϟ䴶ᰃ䆒㕂䯳߫ 7 ⱘ᳔໻䗳⥛Ў 312(kbps)˖ 

Ruijie#configure terminal 

Ruijie(config)# cpu-protect traffic-class id 7  bandwidth 312 

Ruijie(config)#end 

Ruijie# show cpu-protect traffic-class id 7  

%*********traffic class      bandwidth(kbps)********** 

               7                   312 

 

 ੑҸ ᦣ䗄 

 
cpu-protect type packet-type traffic-class 
traffic-class-num 

䜡㕂᡹᭛੠䯳߫ⱘᇍᑨ݇㋏ 
Ⳍ݇ੑҸ 

 
cpu-protect traffic-class all bandwidth 
bandwidth_value 

䜡㕂᠔᳝䯳߫ⱘ᳔໻䗳⥛ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

35.1.4 cpu-protect traffic-class all bandwidth bandwidth_value 

䜡㕂᠔᳝䯳߫ⱘ᳔໻䗳⥛Ǆ 

cpu-protect traffic-class id id_num  bandwidth bandwidth_value 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 



䜡㕂 CPU ֱᡸੑҸ 

35-4 

 bandwidth_value 䯳߫ⱘ᳔໻䗳⥛ˈপؐ㣗ೈЎ 32ˉ131072(kbps) 

 

㔎ⳕ䜡㕂  S2900 ㋏߫䯳߫ 7 㔎ⳕᏺᆑЎ 100000kbpsˈ݊Ҫ䯳߫㔎ⳕᏺᆑЎ 1000kbpsǄ 
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㔎ⳕ䜡㕂  

S2900 ㋏߫㔎ⳕᚙމϟ᡹᭛੠䯳߫ᇍᑨ݇㋏བϟ㸼˖ 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

35.2 显示相关命令 

35.2.1 show cpu-protect cpu 

ᶹⳟ CPU ッষ᳔໻䗳⥛˖ 

show cpu-protect cpu 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ

     ᮴ 

ੑｑ一       
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 - - 

35.2.2 show cpu-protect traffic-class id id_num 

ᶹⳟ↣Ͼ䯳߫ⱘ᳔໻䗳⥛Ǆ 

show cpu-protect traffic-class id id_num 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 idt_num পؐ㣗ೈЎ 0-7Ǆ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸᶹⳟ↣Ͼ䯳߫ⱘ᳔໻䗳⥛Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᰃᰒ⼎䯳߫ 1 ⱘ CPU ֱᡸֵᙃǄ 
Ruijie#show cpu-protect traffic-class id 1 

%*********traffic class      bandwidth(kbps)********** 

1000   

 

 ੑҸ ᦣ䗄 

 show cpu-protect type packet-type ᶹⳟ↣⾡㉏ൟ᡹᭛ᇍᑨⱘ䯳߫ 

 show cpu-protect traffic-class all ᶹⳟ᠔᳝䯳߫ⱘ᳔໻䗳⥛  
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 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸᶹⳟ᠔᳝䯳߫ⱘ᳔໻䗳⥛Ǆ 

 

䜡㕂В՟ 

 ҹϟ՟ᄤՓ⫼ show cpu-protect traffic-class all ੑҸᶹⳟ᠔᳝䯳߫ⱘ᳔໻䗳⥛˖ 

Ruijie# show cpu-protect traffic-class all 

%*********traffic class      bandwidth(kbps)********** 

               0                  1000 

               1                  1000 

               2                  1000 

               3                  1000 

               4                  1000 

               5                  1000 

               6                  1000 

               7                  100000 

 

 ੑҸ ᦣ䗄 

 show cpu-protect type packet-type ᶹⳟ↣⾡㉏ൟ᡹᭛ᇍᑨⱘ䯳߫ 

 show cpu-protect traffic-class id id_num 
ᶹⳟ↣Ͼ䯳߫ⱘ᳔໻䗳⥛Ǆ 

id_num ⱘপؐ㣗ೈЎ 0ˉ7 

Ⳍ݇ੑҸ 

 show cpu-protect cpu ᶹⳟ CPU ッষ᳔໻䗳⥛Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

35.2.4 show cpu-protect type packet-type 

ᶹⳟ↣⾡㉏ൟ᡹᭛ᇍᑨⱘ䯳߫Ǆ 

show cpu-protect type packet-type 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 
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 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸᶹⳟ↣⾡㉏ൟ᡹᭛ᇍᑨⱘ䯳߫Ǆ 

 

䜡㕂В՟  

Փ⫼ show cpu-protect type all ੑҸᶹⳟ᠔᳝᡹᭛ᇍᑨⱘ䯳߫˖ 
 %**********packet type       traffic-class********** 

                  bpdu             6  

                   arp             5  

                   tpp             6  

                 dot1x             3  

                  gvrp             3  

                  rldp             6  

                  dhcp             2  

       unknown-ipv6-mc             1  

         known-ipv6-mc             1  

       unknown-ipv4-mc             1  

         known-ipv4-mc             1  

            udp-helper             0  

                 dvmrp             5  

                  igmp             3  

                  icmp             5  

                  ospf             5  

                   pim             5  

                   rip             5  

                  vrrp             5  

       mld             3 

                    ns             5 

             error-ttl             0  

        error-hop-limit            0  

          local-telnet             5  

            local-snmp             5  

            local-http             5  

            local-tftp             5  

            local-other            5  
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               ipv4-uc             4  

               ipv6-uc             4  

                 other             0  

 

 ੑҸ ᦣ䗄 

 show cpu-protect traffic-class id id_num 
ᶹⳟ↣Ͼ䯳߫ⱘ᳔໻䗳⥛Ǆ 

id_num ⱘপؐ㣗ೈЎ 0ˉ7 

 show cpu-protect traffic-class all ᶹⳟ᠔᳝䯳߫ⱘ᳔໻䗳⥛  
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ᑇৄ䇈ᯢ  ᮴ 
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36 配置 GSN 安全方案命令 

36.1 配置相关命令 

36.1.1 security address-bind enable 

䆹ੑҸ⫼Ѣ䜡㕂䆒໛ッষᰃ৺ᠧᓔഄഔ㒥ᅮㄪ⬹Ǆ 

security address-bind enable 

no security address-bind enable 

 খ᭄ ᤀ  
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ῵ᓣˈᬃᣕ᱂䗮ⱘѠሖѸᤶষ˄ϡࣙᣀ AP ੠ AP ៤ਬষ˅Ǆ 

 

Փ⫼ᣛᇐ 
 ᠻ㸠䆹ੑҸǄ߭ッষⱘഄഔ㒥ᅮेᠧᓔˈ䳔㽕⊼ᛣℸੑҸᖙ乏೼ GSN ܼሔᓔ݇ᠧᓔᯊᠡ

㛑䍋԰⫼Ǆ 

 

䜡㕂В՟  
䜡㕂ᅝܼџӊ᳔ᇣᯊ䯈䯈䱨˖ 

Ruijie(config-if)# security address-bind enable 

 

 ੑҸ ᤀ  
Ⳍ݇ੑҸ 

 security gsn enable GSN ܼሔᓔ݇ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

36.1.2 security community 

䆹ੑҸ⫼Ѣ䜡㕂੠ smp ᳡఼ࡵП䯈䗮䆃ⱘᅝܼৡǔ 
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security { [ v1 | v2 ] community community | v3 user username } 

no security  { [ v1 | v2 ] community community | v3 user username } 

 খ᭄ ᦣ䗄 

 community ৠ᳡఼ࡵѸѦⱘ community ᄫヺІǄ খ᭄䇈ᯢ 

 username Փ⫼ⱘ v3

 



䜡㕂 GSN ᅝܼᮍḜੑҸ 

36-3 

㔎ⳕ䜡㕂  5 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᠻ㸠䆹ੑҸǄՓ⫼ show security event interval ᴹᶹⳟ䜡㕂Ǆ 

 

䜡㕂В՟  
䜡㕂ᅝܼџӊ᳔ᇣᯊ䯈䯈䱨˖ 

Ruijie(config)# security event interval 10 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show security event interval ᶹⳟᅝܼџӊ᳔ᇣᯊ䯈䯈䱨Ǆ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

36.1.4 security gsn enable 

ᬍੑҸ⫼Ѣܼሔⱘ᥻ࠊ GSN 㛑ⱘᓔ݇Ǆnoࡳ ࠡ㓔ߴ䰸 

security gsn enable 

no security gsn enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁  

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᔧ䆒໛䳔㽕ᬃᣕ GSN ᅝܼᮍḜᯊˈ䗮䖛䜡㕂ℸੑҸՓ䆒໛ᬃᣕ  
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 - - 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

36.1.5 smp-server host 

䆹ੑҸ⫼Ѣ䜡㕂ᇍᑨⱘ smp-server ⱘ ip ഄഔǄ 

smp-server host ip-address 

no smp-server host 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ip-address smp server ⱘ ip ഄഔ 

 

㔎ⳕ䜡㕂  ≵᳝䜡㕂 smp server 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᠻ㸠䆹ੑҸǄՓ⫼ show smp-server ᶹⳟ䜡㕂Ǆ 

 

䜡㕂В՟  Ruijie(config)#smp-server host 192.168.4.243 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show smp-server ᶹⳟ smp server ⱘ䜡㕂 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

36.2 显示相关命令 

36.2.1 show security evnet interval 
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ᶹⳟᅝܼџӊ᳔ᇣᯊ䯈䯈䱨Ǆ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᶹⳟᅝܼџӊ᳔ᇣᯊ䯈䯈䱨Ǆ 

 

䜡㕂В՟ 
 Ruijie# show security event interval  

Event sending interval(Seconds):5  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 security event interval interval 䜡㕂ᅝܼџӊ᳔ᇣᯊ䯈䯈䱨Ǆ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

36.2.2 show smp-server 

ᰒ⼎ smp server ⱘ IP ഄഔ 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᰒ⼎ smp server ⱘ IP ഄഔǄ 

 

䜡㕂В՟  Ruijie# show smp-server  
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SMP-Server IP˖192.168.20.30 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 smp-server host 䜡㕂 smp server ip ഄഔǄ 

 

ᑇৄ䇈ᯢ  䕃ӊ⠜ᴀ RGOS10.1 ҹϞǄ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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37 配置 DAI 命令 

37.1 启用和关闭指定 VLAN 的 DAI 报文检查功能命令 

37.1.1 ip arp inspection vlan 

Փ⫼䆹ੑҸˈৃ ҹਃ⫼ vlan-id ᠔ᇍᑨⱘ VLAN ⱘ DAI ᡹᭛Ẕᶹࡳ㛑Ǆ䆹ੑҸⱘ no ᔶᓣৃҹ

݇䯁 vlan-id ᠔ᇍᑨⱘ VLAN ⱘ DAI ᡹᭛Ẕᶹࡳ㛑 བ̍ᵰⳕ⬹খ᭄ vlan-idˈ߭ ݇䯁᠔᳝ VLAN
Ϟⱘ DAI ᡹᭛Ẕᶹࡳ㛑Ǆ 

ip arp inspection vlan vlan-id 

no ip arp inspection vlan [vlan-id] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vlan-id 㸼⼎ vlan 㓪োǄ 

 

㔎ⳕ䜡㕂  ᠔᳝ VLAN Ϟ݇䯁 DAI ᡹᭛Ẕᶹࡳ㛑Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  㽕ՓℸੑҸথ᣹԰⫼ˈ佪ܜ䳔㽕ਃ⫼ DAI  㛑ˈ䇋খ㗗Ϟϔ㡖Ǆࡳ

 

䜡㕂В՟  

ҹϟ䜡㕂ˈЎẔᶹ VLAN 1 Ϟ᥹ᬊࠄⱘ ARP ᡹᭛Ǆ 

Ruijie(config)# ip arp inspection  

Ruijie(config)# ip arp inspection vlan 1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip arp inspection vlan 
ᰒ⼎ VLAN ᰃ৺ᠧᓔ DAI ᡹᭛Ẕᶹࡳ

㛑Ǆ 

 

ᑇৄ䇈ᯢ  ᮴Ǆ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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37.2 二层端口是否可信任配置命令 

37.2.1 ip arp inspection trust 

㽕䜡㕂Ѡሖッষᰃ৺ৃֵӏˈ䇋Փ⫼᥹ষ䜡㕂ੑҸ ip arp inspection trustǄ䆹ੑҸⱘ no
ᔶᓣᘶ໡ѠሖッষЎϡֵӏ⢊ᗕǄ 

ip arp inspection trust 

no ip arp inspection trust 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ッষ໘Ѣϡֵӏ⢊ᗕǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

ᔧ䳔㽕ՓᶤϾ᥹ষᬊࠄⱘ ARP ᡹᭛᮴ᴵӊⱘ䗮䖛 DAI ⱘẔᶹᯊˈ ৃҹᇚ݊䆒㕂៤ফֵ

ӏ⢊ᗕˈ㸼⼎៥Ӏϡ䳔㽕Ẕᶹℸ᥹ষᬊࠄⱘ ARP ᡹᭛ˈᅗӀᰃড়⊩ⱘǄ 

& 䇈ᯢ 
ᬃᣕ NFPP(㔥㒰෎⸔ֱᡸㄪ⬹)ⱘѻક 䗳̍⥛䰤ࠊ⬅ NFPP ᅠ៤ ϡ̍ݡ

䗮䖛 DAI 䖯㸠䆒㕂 ಴̍ℸⳌ݇ੑҸ show ip arp inspection interface
াᰒ⼎᥹ষⱘֵӏ⢊ᗕǄ  

 

䜡㕂В՟  

ҹϟⱘ䜡㕂՟ᄤˈᇚ gigabitEthernet 0/19 ᥹ষ䆒㕂៤ফֵӏǄ 

Ruijie(config)# interface gigabitEthernet 0/19 

Ruijie(config-if)# 
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37.3.1 ip arp inspection limit-rate limit-rate 

㽕ᅮНϔϾ᥹ষⱘ᥹ᬊ ARP ᡹᭛ⱘ᳔໻䗳⥛ ⫼̍᥹ষ䜡㕂ੑҸ ip arp inspection limit-rateǄ

䆹ੑҸⱘ no ᔶᓣৃҹᘶ໡咬䅸䜡㕂Ǆ 

ip arp inspection limit-rate {limit-rate | none } 

no ip arp inspection limit-rate 

 খ᭄ ᦣ䗄 

 none ℸ᥹ষϡخ䗳⥛䰤ࠊǄ খ᭄䇈ᯢ 

 limit-rate ᳔໻䗳⥛ˈপؐ㣗ೈЎ˄1ˈ2048˅Ǆ 

 

㔎ⳕ䜡㕂  䴲ֵӏッষⱘ㔎ⳕ䰤ࠊ䗳⥛Ў 15 Ͼ ARP ᡹᭛/⾦Ǆֵӏッষ咬䅸䗳⥛Ў 0˄ ेϡ䰤ࠊ˅Ǆ

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
া᳝ᔧਃ⫼ DAI  ᠡ㛑⫳ᬜǄ঺໪ˈ䫤᥋෎⸔㔥㒰ֱᡸ(Networkࠊ㛑ᯊˈ䗳⥛䰤ࡳ
Foundation Protection Policy)ᬃᣕ䰤䗳ࡳ㛑ˈ᠔ҹϡݡᦤկ䆹ੑҸǄ 

 

䜡㕂В՟  

ҹϟ䜡㕂՟ᄤˈ೼ሲѢ VLAN 2 ⱘ᥹ষ gigabitEthernet 0/2 䜡㕂䗳⥛䰤ࠊЎ 10 Ͼ ARP
᡹᭛/⾦Ǆ 

Ruijie(config)# ip arp inspection  

Ruijie(config)# interface gigabitEthernet 0/2 

Ruijie(config-if)# ip arp inspection limit-rate 10 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  - 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

37.4 DHCP Snooping 数据库相关配置 

ᔧਃ⫼њ VLAN ⱘᇍᑨⱘ DAI 㛑ࡳ Ϩ̍᥹ᬊⱘ ARP ᡹᭛ⱘѠሖッষ໘Ѣϡফֵӏⱘ⢊ᗕᯊˈ

ℸ ARP ᡹᭛߭䳔㽕䖯ϔℹⱘড়⊩ᗻẔᶹ Ẕ̍ᶹⱘձ᥂ᰃ DHCP Snooping ᭄᥂ᑧⱘⳌֵ݇ᙃ.



䜡㕂 DAI ੑҸ 



䜡㕂䰆㔥݇ arp ℎ偫ੑҸ 

38-1 

38 配置防网关 arp 欺骗命令 

 



䜡㕂䰆㔥݇ arp ℎ偫ੑҸ 
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ᰒ⼎᠔᳝᥹ষϟⱘ䰆㔥݇ arp ℎ偫ֵᙃǄ 

show anti-arp-spoofing 

 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 Ruijie#show anti-arp-spoofing 

port         ip 
-------      ----------- 
Fa0/1       192.168.1.1 

 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 anti-arp-spoofing ip 䆒㕂䰆㔥݇ arp ℎ偫ੑҸ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 





䜡㕂 IP Source Guard ੑҸ 

39-2 

 show ip source binding ᶹⳟ IP ⑤ഄഔ㒥ᅮ᭄᥂ᑧⱘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

39.2 IP Source Guard 接口模式命令 

39.2.1 ip verify source 

ᠧᓔ᥹ষϞⱘ IP Source Guard 㛑ˈnoࡳ ᔶᓣ݇䯁ᇍᑨࡳ㛑Ǆ 

[no] ip verify source [port-security] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 port-security 䜡㕂 IP Source Guard 㛑䖯㸠෎Ѣࡳ IP+MAC Ẕ⌟Ǆ

 

㔎ⳕ䜡㕂  ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  

䗮䖛䆹ੑҸᠧᓔ᥹ষⱘ IP Source Guard 㛑ˈৃҹᇍ⫼᠋䖯㸠෎Ѣࡳ IP ⱘẔ⌟ˈ៪㗙䖯

㸠෎Ѣ IP+MAC ⱘẔ⌟˗ 

IP Source Guard 㛑ҙҙ೼ࡳ DHCP Snooping ⱘ䴲ֵӏষϞ⫳ᬜˈгህᰃ䇈ˈ೼ Trust
ষҹঞ䴲 DHCP Snooping ᥻ࠊⱘষϞ䜡㕂 IP Source Guard 㛑ˈIP Source Guardࡳ ࡳ

㛑ϡ⫳ᬜǄ 

 

䜡㕂В՟  

ϟ䴶ᰃ䜡㕂᥹ষ 1 Ϟⱘ IP Source Guard  ˖㛑ࡳ

Ruijie# configure terminal 

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ip verify source 

Ruijie(config-if)# end 
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39-3 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

39.3 IP Source Guard 显示命令 

39.3.1 show ip source binding 

䆹ੑҸᶹⳟ IP ⑤ഄഔ㐀  

show ip source binding [ip-address] [mac-address] [dhcp-snooping] [static] [vlan 
vlan-id] [interface interface-id] 

 খ᭄ ᦣ䗄 

 ip-address ᰒ⼎ᇍ ip ⱘ⫼᠋㐀  

 mac-address ᰒ⼎ᇍ mac ⱘֵᙃ˗  

 dhcp-snooping ᰒ⼎ࡼᗕ  

 static ᰒ⼎䴭ᗕ  

 vlan-id ᰒ⼎ᇍ vlan ⱘ⫼ֵᙃ˗  
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

39.3.2 show ip verify source 

䆹ੑҸᶹⳟ IP Source Guard ⫼᠋䖛Ⓒ㸼乍 

show ip verify source [interface interface-id] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interface-id ᰒ⼎ᇍᑨ᥹ষⱘ⫼᠋䖛Ⓒ㸼乍Ǆ 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  

೼Փ⫼ interface খ᭄ᯊབᵰᇍᑨ᥹ষ≵᳝ᠧᓔ IP Source Guard 㛑ˈᇚӮ೼㒜ッᠧॄࡳ

བϟֵᙃ˖“IP source guard is not configured on the interface FastEthernet 0/10”Ǆ 

Ⳃࠡ IP Source Guard ᬃᣕⱘ䖛Ⓒ῵ᓣ(ᰒ⼎ֵᙃ mode ߫)ࣙᣀབϟ˖ 

Â inactive-no-snooping-vlan  ˖ 䴲 DHCP Snooping ᥻ࠊⱘ᥹ষ˗ 

Â inactive-trust-port   ˖ DHCP Snooping ᥻ࠊⱘֵӏষϞ˗ 

Â active  ˖ DHCP Snooping ᥻ࠊⱘ䴲ֵӏষϞǄ 

 

䜡㕂ВԐⰎֱ  Ruijie #  show ip verifysource gTj
/CTT31 Tf
- Tc 03.478 0 Td
[ 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 



䜡㕂 NFPP ੑҸ 
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䆹ੑҸ⫼ᴹ䜡㕂↣⾡㉏ൟ᡹᭛ऴ⫼䯳߫ⱘⱒߚ↨Ǆ 

cpu-protect sub-interface {manage|protocol|route} percent percent_vaule 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 percent_vaule ⱒߚ↨ˈপؐ㣗ೈᰃ 1 ࠄ 100 

 

㔎ⳕ䜡㕂 
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 pps ᬏߏ∈㒓ˈऩԡᰃ↣⾦᡹᭛᭄ˈপؐ㣗ೈᰃ[1,9999]Ǆ

 

㔎ⳕ䜡㕂  
↣Ͼ⑤ IP ഄഔ੠↣Ͼ⑤ MAC ഄഔⱘ㔎ⳕᬏߏ∈㒓ᰃ↣⾦ 8 Ͼˈ↣Ͼッষⱘ㔎ⳕᬏߏ∈

㒓ᰃ↣⾦ 200 ϾǄ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᬏߏ∈㒓ϡ㛑ᇣѢ䰤䗳∈㒓Ǆ 

 

䜡㕂В՟  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard attack-threshold per-src-ip 2 

Ruijie(config-nfpp)# arp-guard attack-threshold per-src-mac 3 

Ruijie(config-nfpp)# arp-guard attack-threshold per-port 50 

 

 ੑҸ ᦣ䗄 

 nfpp arp-guard policy 䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp arp-guard hosts ᶹⳟফⲥ᥻Џᴎ 

Ⳍ݇ੑҸ 

 clear nfpp arp-guard hosts ⏙䰸Ꮖ䱨⾏Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.3.2 arp-guard enable 

䆹ੑҸ⫼ᴹܼሔᠧᓔ ARP ᡫᬏࡳߏ㛑Ǆ 

arp-guard enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸 ARP ᡫᬏࡳߏ㛑ᠧᓔ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard enable 

 

 ੑҸ ᦣ䗄 

 nffp arp-guard enable ೼ッষϞᠧᓔ ARP ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.3.3 arp-guard isolate-period 

䆹ੑҸ⫼ᴹ䜡㕂ܼሔ䱨⾏ᯊ䯈Ǆ 

arp-guard isolate-period {seconds | permanent} 

 খ᭄ ᦣ䗄 

 seconds 䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]Ǆখ᭄䇈ᯢ 

 permanent ∌Й䱨⾏ 

 

㔎ⳕ䜡㕂  ܼሔ䱨⾏ᯊ䯈ⱘ㔎ⳕؐᰃ 0ˈेϡ䱨⾏Ǆ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard isolate-period 180 

 

 ੑҸ ᦣ䗄 

 nfpp arp-guard isolate-period ೼ッষϞ䜡㕂ሔ䚼䱨⾏ᯊ䯈 Ⳍ݇ੑҸ 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 
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40.3.5 arp-guard monitored-host-limit 

䆹ੑҸ⫼ᴹ䜡㕂ᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄Ǆ 

arp-guard monitored-host-limit number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number 
ᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄ˈপؐ㣗ೈЎ 1 ࠄ

4294967295 

 

㔎ⳕ䜡㕂  㔎ⳕᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄Ў 1000 ϾǄ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

བᵰফⲥ᥻Џᴎ᭄Ꮖ㒣䖒ࠄ咬䅸ⱘ 1000 Ͼ ℸ̍ᯊㅵ⧚ਬᡞফⲥ᥻Џᴎⱘ᳔໻᭄Ⳃ䆒㕂៤

ᇣѢ 1000 ϡ̍Ӯߴ䰸Ꮖ᳝ⱘফⲥ᥻Џᴎ 㗠̍ᰃᠧॄֵᙃĀ%ERROR T̟he value that you 
configured is smaller than current monitored hosts 1000˄䜡㕂ⱘফⲥ᥻Џᴎ᭄˅ ˈ

please clear a part of monitored hosts.āᴹᦤ䝦ㅵ⧚ਬ䜡㕂≵᳝⫳ᬜˈ䳔㽕ߴ䰸䚼ߚᏆ

㒣㹿ⲥ᥻ⱘЏᴎǄ 

ᔧফⲥ᥻Џᴎ㸼⒵ᯊˈᠧॄ᮹ᖫĀ% NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt 
to exceed limit of 1000˄䜡㕂ⱘফⲥ᥻Џᴎ᭄˅ monitored hosts.āᦤ䝦ㅵ⧚ਬǄ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard monitored-host-limit 200 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
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 per-src-ip ᇍ↣Ͼ⑤ IP ഄഔ䖯㸠䰤䗳 

 per-src-mac ᇍ↣Ͼ⑤ MAC ഄഔ䖯㸠䰤䗳 

 per-port ᇍ↣Ͼッষ䖯㸠䰤䗳 

 pps  䰤䗳∈㒓ؐˈপؐ㣗ೈᰃ[1,9999]Ǆ 

 

㔎ⳕ䜡㕂  
↣Ͼ⑤ IP ഄഔ੠↣Ͼ⑤ MAC ഄഔⱘ㔎ⳕ䰤䗳∈㒓ᰃ↣⾦ 4 Ͼˈ↣Ͼッষⱘ㔎ⳕ䰤䗳∈

㒓ᰃ↣⾦ 100 ϾǄ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard rate-limit per-src-ip 2 

Ruijie(config-nfpp)# arp-guard rate-limit per-src-mac 3 

Ruijie(config-nfpp)# arp-guard rate-limit per-port 50 
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䜡㕂В՟  
ᡞ VLAN 1 ッষ g 0/1 ⱘЏᴎ㾷䰸䱨⾏Ǆ 

Ruijie# clear nfpp arp-guard hosts vlan 1 interface g0/1 

 

 ੑҸ ᦣ䗄 

 arp-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 nfpp arp-guard policy 䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓 
Ⳍ݇ੑҸ 

 show nfpp arp-guard hosts ᶹⳟফⲥ᥻Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.3.9 clear nfpp arp-guard scan 

⏙䰸 ARP ᠿᦣ㸼Ǆ 

clear nfpp arp-guard scan 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# clear nfpp arp-guard scan 

 

 ੑҸ ᦣ䗄 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.3.10 nfpp arp-guard enable 

䆹ੑҸ⫼ᴹ೼ッষϞᠧᓔ ARP ᡫᬏࡳߏ㛑Ǆ 

nfpp arp-guard enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ッষ≵᳝䜡㕂 ARP ᡫᬏߏᓔ݇ˈ䞛⫼ܼሔᓔ݇Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ッষⱘ ARP ᡫᬏߏᓔ݇ӬܜѢܼሔ ARP ᡫᬏߏᓔ݇Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp arp-guard enable 

 

 ੑҸ ᦣ䗄 

 arp-guard enable ܼሔᠧᓔ ARP ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.3.11 nfpp arp-guard isolate-period 

䆹ੑҸ⫼ᴹ೼ッষϞ䜡㕂ሔ䚼䱨⾏ᯊ䯈Ǆ 

nfpp arp-guard isolate-period {seconds | permanent} 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 
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 seconds 
䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]ˈ
0 㸼⼎ϡ䱨⾏Ǆ 

 permanent ∌Й䱨⾏ 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމᰃ≵᳝䜡㕂ሔ䚼䱨⾏ᯊ䯈ˈ䞛⫼ܼሔ䱨⾏ᯊ䯈Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp arp-guard isolate-period 180 

 

 ੑҸ ᦣ䗄 

 arp-guard isolate-period 䜡㕂ܼሔ䱨⾏ᯊ䯈 Ⳍ݇ੑҸ 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.3.12 nfpp arp-guard policy 

೼ッষϞ䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ  

nfpp arp-guard policy {per-src-ip | per-src-mac | per-port} rate-limit-pps 
attack-threshold-pps 

 খ᭄ ᦣ䗄 

 per-src-ip 䜡㕂↣Ͼ⑤ IP ഄഔⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 per-src-mac 䜡㕂↣Ͼ⑤ MAC ഄഔⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 per-port 䜡㕂↣Ͼッষⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 rate-limit-pps 䰤䗳∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

খ᭄䇈ᯢ 

 attack-threshold-pps ᬏߏ∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

 

㔎ⳕ䜡㕂  ッষ≵᳝㞾Ꮕⱘ䰤䗳∈㒓੠ᬏߏ∈㒓ˈ䞛⫼ܼሔⱘ䰤䗳∈㒓੠䰤䗳∈㒓Ǆ 
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᬏߏ∈㒓ϡ㛑ᇣѢ䰤䗳∈㒓Ǆ 

 

䜡㕂В՟  

Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp arp-guard policy per-src-ip 2 10 

Ruijie(config-if)# nfpp arp-guard policy per-src-mac 3 10 

Ruijie(config-if)# nfpp arp-guard policy per-port 50 100 

 

 ੑҸ ᦣ䗄 

 arp-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 arp-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp arp-guard hosts ᶹⳟফⲥ᥻Џᴎ 

Ⳍ݇ੑҸ 

 clear nfpp arp-guard hosts ⏙䰸Ꮖ䱨⾏Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 
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䜡㕂В՟ 
 Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp arp-guard scan-threshold 20 

 

 ੑҸ ᦣ䗄 

 arp-guard scan-threshold 䜡㕂ܼሔᠿᦣ∈㒓 

 show nfpp arp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp arp-guard scan ᶹⳟ ARP ᠿᦣ㸼 

Ⳍ݇ੑҸ 

 clear nfpp arp-guard scan ⏙䰸 ARP ᠿᦣ㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.4 DHCP 抗攻击配置相关命令 

40.4.1 dhcp-guard attack-threshold 

䜡㕂ܼሔᬏߏ∈㒓ˈेᔧ᡹᭛䗳ᑺ䍙䖛ᬏߏ∈㒓ⱘᯊ׭ˈ䅸Ўᄬ೼ᬏߏ㸠ЎǄ  

dhcp-guard attack-threshold { per-src-mac | per-port} pps 

 খ᭄ ᦣ䗄 

 per-src-mac 䜡㕂↣Ͼ⑤ MAC ഄഔⱘᬏߏ∈㒓Ǆ 

 per-port 䜡㕂↣Ͼッষⱘᬏߏ∈㒓Ǆ 
খ᭄䇈ᯢ 

 pps ᬏߏ∈㒓ˈऩԡᰃ↣⾦᡹᭛᭄ˈপؐ㣗ೈᰃ[1,9999]Ǆ
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 ੑҸ ᦣ䗄 

 nfpp dhcp-guard policy 䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓 

 show nfpp dhcp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp dhcp-guard hosts ᶹⳟফⲥ᥻Џᴎ㸼 

Ⳍ݇ੑҸ 

 clear nfpp dhcp-guard hosts ⏙䰸ফⲥ᥻Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.4.2 dhcp-guard enable 

䆹ੑҸ⫼ᴹᠧᓔ DHCP 䰆ᬏࡳߏ㛑Ǆ 

dhcp-guard enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ッষ≵᳝䜡㕂 DHCP ᡫᬏߏᓔ݇ˈ䞛⫼ܼሔᓔ݇Ǆ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard enable 

 

 ੑҸ ᦣ䗄 

 nffp dhcp-guard enable ೼ッষϞᠧᓔ DHCP ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp dhcp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 - - 

40.4.3 dhcp-guard isolate-period 

䆹ੑҸ⫼ᴹ䜡㕂ܼሔ䱨⾏ᯊ䯈Ǆ 

dhcp-guard isolate-period {seconds | permanent} 

 খ᭄ ᦣ䗄 

 seconds 
䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]ˈ
0 㸼⼎ϡ䱨⾏Ǆ 

খ᭄䇈ᯢ 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 seconds ⲥ᥻ᯊ䯈ˈऩԡᰃ⾦ˈপؐ㣗ೈᰃ[180, 86400]Ǆ 

 

㔎ⳕ䜡㕂  ܼሔⲥ᥻ᯊ䯈ⱘ㔎ⳕؐᰃ 600 ⾦Ǆ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

Â Ẕ⌟ߎᬏߏ㗙ⱘᯊ׭ བ̍ᵰ䱨⾏ᯊ䯈Ў 0 ᇚ̍ᇍᬏߏ㗙䖯㸠䕃ӊⲥ᥻ 䍙̍ᯊЎⲥ᥻ᯊ

䯈Ǆ೼䕃ӊⲥ᥻䖛⿟Ёˈᔧ䱨⾏ᯊ䯈㹿䜡㕂Ў䴲䳊ؐᯊˈᇚ㞾ࡼᇍ䕃ӊⲥ᥻ⱘᬏߏ

㗙䞛প⹀ӊ䱨⾏ˈᑊϨᡞ䍙ᯊ䆒㕂Ў䱨⾏ᯊ䯈Ǆⲥ᥻ᯊ䯈೼䱨⾏ᯊ䯈Ў 0 ⱘᚙމϟ

ᠡ᳝ᛣНǄ 

Â བᵰᡞ䱨⾏ᯊ䯈Ң䴲䳊ؐᬍ៤䳊ˈᇚⳈ᥹ᡞⳌ݇ッষⱘᬏߏ㗙ߴ䰸ˈ㗠ϡᰃ䖯㸠䕃

ӊⲥ᥻Ǆ 

 

䜡㕂В՟ 
 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard monitor-period 180 

 

 

⁪ਯ呔〠ㄠㄹ䄠ⴱਨ 呪੅吱⠠⥔樊䕔ਸ਼㘯呔〠㈠呦਱⸶㜷‰⸸㠠吰⸰㐠牥੦ਠⴲ〹⸊㄰⸵㄰⸵‰‰‸‴㘰⸴‭㈰㤮‷ㄹ⸶‱〮㔠〠〠㐠牥੦ਊ儊〮㠶㐶⸴㘠㘶‴㐰⸷ⴲ〮㜠牥ੑਰ⸸㘴㐱㐷⸳㘠㐴〮㜱〮㔠ㄴ㈮㌲‴㘶⸷⸰㈰㌠呭ਨ 呪੅吊焊㈶朊ㄊ㈠呲‱〮〲‰䕔ㄨ 呪ਸ਼⁔搊⡪ਯ呔㘠呤ਲ 呷

 

 
  

   

 



䜡㕂 NFPP ੑҸ 
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䜡㕂В՟ 

 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard rate-limit per-src-mac 8 

Ruijie(config-nfpp)# dhcp-guard rate-limit per-port 100 

 

 ੑҸ ᦣ䗄 

 nfpp dhcp-guard policy 䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓 Ⳍ݇ੑҸ 

 show nfpp dhcp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.4.7 clear nfpp dhcp-guard hosts 

⏙䰸⫼᠋ˈेᡞ⫼᠋㾷䰸䱨⾏Ǆ 

clear nfpp dhcp-guard hosts [vlan vid] [interface interface-id] [mac-address] 

 খ᭄ ᦣ䗄 

 vid 㰮ᢳሔඳ㔥ো 

 interface-id ッষৡ⿄ 
খ᭄䇈ᯢ 

 mac-address  MAC ഄഔ 
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 show nfpp dhcp-guard hosts ᶹⳟ㹿ⲥ᥻Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.4.8 nfpp dhcp-guard enable 

䆹ੑҸ⫼ᴹ೼ッষϞᠧᓔ DHCP ᡫᬏࡳߏ㛑Ǆ 

nfpp dhcp-guard enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ッষ≵᳝䜡㕂 DHCP ᡫᬏߏᓔ݇ˈ䞛⫼ܼሔᓔ݇Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ッষⱘ DHCP ᡫᬏߏᓔ݇ӬܜѢܼሔ DHCP ᡫᬏߏᓔ݇Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp dhcp-guard enable 

 

 ੑҸ ᦣ䗄 

 dhcp-guard enable ܼሔᠧᓔ DHCP ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp dhcp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.4.9 nfpp dhcp-guard isolate-period 

䆹ੑҸ⫼ᴹ೼ッষϞ䜡㕂ሔ䚼䱨⾏ᯊ䯈Ǆ 



䜡㕂 NFPP ੑҸ 
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nfpp dhcp-guard isolate-period {seconds | permanent} 

 খ᭄ ᦣ䗄 

 seconds 
䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]ˈ
0 㸼⼎ϡ䱨⾏Ǆ 

খ᭄䇈ᯢ 

 permanent ∌Й䱨⾏ 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމᰃ≵᳝䜡㕂ሔ䚼䱨⾏ᯊ䯈ˈ䞛⫼ܼሔ䱨⾏ᯊ䯈Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp dhcp-guard isolate-period 180 

 

 ੑҸ ᦣ䗄 

 dhcp-guard isolate-period 䜡㕂ܼሔ䱨⾏ᯊ䯈 Ⳍ݇ੑҸ 

 show nfpp dhcp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.4.10 nfpp dhcp-guard policy 

೼ッষϞ䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ  

nfpp dhcp-guard policy { per-src-mac | per-port} rate-limit-pps attack-threshold-pps 

 খ᭄ ᦣ䗄 

 per-src-mac 䜡㕂↣Ͼ⑤ MAC ഄഔⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 per-port 䜡㕂↣Ͼッষⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 rate-limit-pps 䰤䗳∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

খ᭄䇈ᯢ 

 attack-threshold-pps ᬏߏ∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

 

㔎ⳕ䜡㕂  ッষ≵᳝㞾Ꮕⱘ䰤䗳∈㒓੠ᬏߏ∈㒓ˈ䞛⫼ܼሔⱘ䰤䗳∈㒓੠䰤䗳∈㒓Ǆ 
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᬏߏ∈㒓ϡ㛑ᇣѢ䰤䗳∈㒓Ǆ 

 

䜡㕂В՟  

Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp dhcp-guard policy per-src-mac 3 10 

Ruijie(config-if)# nfpp dhcp-guard policy per-port 50 100 

 

 ੑҸ ᦣ䗄 

 dhcp-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 dhcp-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 show nfpp dhcp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp dhcp-guard hosts ᶹⳟফⲥ᥻Џᴎ 

Ⳍ݇ੑҸ 

 clear nfpp dhcp-guard hosts ⏙䰸Ꮖ䱨⾏Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.5 DHCPv6 抗攻击配置相关命令 

40.5.1 dhcpv6-guard attack-threshold 

䜡㕂ܼሔᬏߏ∈㒓ˈेᔧ᡹᭛䗳ᑺ䍙䖛ᬏߏ∈㒓ⱘᯊ׭ˈ䅸Ўᄬ೼ᬏߏ㸠ЎǄ  

dhcpv6-guard attack-threshold { per-src-mac | per-port} pps 

 খ᭄ ᦣ䗄 

 per-src-mac 䜡㕂↣Ͼ⑤ MAC ഄഔⱘᬏߏ∈㒓Ǆ 

 per-port 䜡㕂↣Ͼッষⱘᬏߏ∈㒓Ǆ 
খ᭄䇈ᯢ 

 pps ᬏߏ∈㒓ˈऩԡᰃ↣⾦᡹᭛᭄ˈপؐ㣗ೈᰃ[1,9999]Ǆ

 

㔎ⳕ䜡㕂  ↣Ͼ⑤ MAC ഄഔⱘ㔎ⳕᬏߏ∈㒓ᰃ↣⾦ 10 Ͼ ↣̍Ͼッষⱘ㔎ⳕᬏߏ∈㒓ᰃ↣⾦ 300 ϾǄ

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcpv6-guard attack-threshold per-src-mac 15

Ruijie(config-nfpp)# dhcpv6-guard attack-threshold per-port 200 

 

 ੑҸ ᦣ䗄 

 nfpp dhcpv6-guard policy 䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏ
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 nffp dhcpv6-guard enable ೼ッষϞᠧᓔ DHCPv6 ᡫᬏࡳߏ㛑 

 show nfpp dhcpv6-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.5.3 dhcpv6-guard isolate-period 

䆹ੑҸ⫼ᴹ䜡㕂ܼሔ䱨⾏ᯊ䯈Ǆ 

dhcpv6-guard isolate-period {seconds | permanent} 

 খ᭄ ᦣ䗄 

 seconds 
䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]ˈ
0 㸼⼎ϡ䱨⾏Ǆ 

খ᭄䇈ᯢ 

 permanent  ∌Й䱨⾏ 

 

㔎ⳕ䜡㕂  ܼሔ䱨⾏ᯊ䯈ⱘ㔎ⳕؐᰃ 0ˈेϡ䱨⾏Ǆ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
ᇍᬏߏ㗙ⱘ䱨⾏ᯊ䯈ߚЎܼሔ䱨⾏ᯊ䯈੠෎Ѣッষⱘ䱨⾏ᯊ䯈˄ेሔ䚼䱨⾏ᯊ䯈˅Ǆᇍ

ѢᶤϾッষˈབᵰ≵᳝䜡㕂෎Ѣッষⱘ䱨⾏ᯊ䯈ˈ䙷М䞛⫼ܼሔ䱨⾏ᯊ䯈˗৺߭ˈ䞛⫼

෎Ѣッষⱘ䱨⾏ᯊ䯈Ǆ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcpv6-guard isolate timeout 180 

 

 ੑҸ ᦣ䗄 

 nfpp dhcpv6-guard isolate-period ೼ッষϞ䜡㕂ሔ䚼䱨⾏ᯊ䯈 Ⳍ݇ੑҸ 

 show nfpp dhcpv6-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 10.4 ᮄ๲䆹ੑҸ 

40.5.4 dhcpv6-guard monitor-period 

䆹ੑҸ⫼ᴹ䜡㕂ⲥ᥻ᯊ䯈Ǆ 

dhcpv6-guard monitor- period seconds 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 seconds ⲥ᥻ᯊ䯈ˈऩԡᰃ⾦ˈপؐ㣗ೈᰃ[180, 86400]Ǆ 

 

㔎ⳕ䜡㕂  ܼሔⲥ᥻ᯊ䯈ⱘ㔎ⳕؐᰃ 600 ⾦Ǆ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

Â Ẕ⌟ߎᬏߏ㗙ⱘᯊ׭ བ̍ᵰ䱨⾏ᯊ䯈Ў 0 ᇚ̍ᇍᬏߏ㗙䖯㸠䕃ӊⲥ᥻ 䍙̍ᯊЎⲥ᥻ᯊ

䯈Ǆ೼䕃ӊⲥ᥻䖛⿟Ёˈᔧ䱨⾏ᯊ䯈㹿䜡㕂Ў䴲䳊ؐᯊˈᇚ㞾ࡼᇍ䕃ӊⲥ᥻ⱘᬏߏ

㗙䞛প⹀ӊ䱨⾏ˈᑊϨᡞ䍙ᯊ䆒㕂Ў䱨⾏ᯊ䯈Ǆⲥ᥻ᯊ䯈೼䱨⾏ᯊ䯈Ў 0 ⱘᚙމϟ

ᠡ᳝ᛣНǄ 

Â བᵰᡞ䱨⾏ᯊ䯈Ң䴲䳊ؐᬍ៤䳊ˈᇚⳈ᥹ᡞⳌ݇ッষⱘᬏߏ㗙ߴ䰸ˈ㗠ϡᰃ䖯㸠䕃

ӊⲥ᥻Ǆ 

 

䜡㕂В՟ 
 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcpv6-guard monitor-period 180 

 

 ੑҸ ᦣ䗄 

 show nfpp dhcpv6-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp dhcpv6-guard hosts ᶹⳟফⲥ᥻Џᴎ㸼 
Ⳍ݇ੑҸ 

 clear nfpp dhcpv6-guard hosts ⏙䰸Ꮖ䱨⾏Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.5.5 dhcpv6-guard monitored-host-limit 

䆹ੑҸ⫼ᴹ䜡㕂ᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄Ǆ 
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dhcpv6-guard monitored-host-limit number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number  
ᬃᣕⱘ᳔໻᳔໻ফⲥ᥻Џᴎ᭄ˈপؐ㣗ೈЎ 1 ࠄ

4294967295 

 

㔎ⳕ䜡㕂  㔎ⳕᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄Ў 1000 Ͼ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

བᵰফⲥ᥻Џᴎ᭄Ꮖ㒣䖒ࠄ咬䅸ⱘ 1000 Ͼ ℸ̍ᯊㅵ⧚ਬᡞফⲥ᥻Џᴎⱘ᳔໻᭄Ⳃ䆒㕂៤

ᇣѢ 1000 ϡ̍Ӯߴ䰸Ꮖ᳝ⱘফⲥ᥻Џᴎ 㗠̍ᰃᠧॄֵᙃĀ%ERROR T̟he value that you 
configured is smaller than current monitored hosts 1000˄䜡㕂ⱘফⲥ᥻Џᴎ᭄˅ ˈ

please clear a part of monitored hosts.



䜡㕂 NFPP ੑҸ 
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䜡㕂В՟ 
 ᡞ VLAN 1 ッষ g 0/1 ⱘ⫼᠋㾷䰸䱨⾏Ǆ 

Ruijie# clear nfpp dhcpv6-guard hosts vlan 1 interface g0/1 

 

 ੑҸ ᦣ䗄 

 dhcpv6-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 nfpp dhcpv6-guard policy 䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓 
Ⳍ݇ੑҸ 

 show nfpp dhcpv6-guard hosts ᶹⳟ㹿ⲥ᥻Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.5.8 nfpp dhcpv6-guard enable 

䆹ੑҸ⫼ᴹ೼ッষϞᠧᓔ DHCPv6 ᡫᬏࡳߏ㛑Ǆ 

nfpp dhcpv6-guard enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ッষ≵᳝䜡㕂 DHCPv6 ᡫᬏߏᓔ݇ˈ䞛⫼ܼሔᓔ݇Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ッষⱘ DHCPv6 ᡫᬏߏᓔ݇ӬܜѢܼሔ DHCP ᡫᬏߏᓔ݇Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp dhcpv6-guard enable 

 

 ੑҸ ᦣ䗄 

 dhcpv6-guard enable ܼሔᠧᓔ DHCPv6 ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp dhcpv6-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.5.9 nfpp dhcpv6-guard isolate-period 

䆹ੑҸ⫼ᴹ೼ッষϞ䜡㕂ሔ䚼䱨⾏ᯊ䯈Ǆ 

nfpp dhcpv6-guard isolate-period {seconds | permanent} 

 খ᭄ ᦣ䗄 

 seconds 
䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]ˈ
0 㸼⼎ϡ䱨⾏Ǆ 

খ᭄䇈ᯢ 

 permanent ∌Й䱨⾏ 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމᰃ≵᳝䜡㕂ሔ䚼䱨⾏ᯊ䯈ˈ䞛⫼ܼሔ䱨⾏ᯊ䯈Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp dhcpv6-guard isolate-period 180 

 

 ੑҸ ᦣ䗄 

 dhcpv6-guard isolate-period 䜡㕂ܼሔ䱨⾏ᯊ䯈 Ⳍ݇ੑҸ 
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 খ᭄ ᦣ䗄 

 per-src-mac 䜡㕂↣Ͼ⑤ MAC ഄഔⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 per-port 䜡㕂↣Ͼッষⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 rate-limit-pps 䰤䗳∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

খ᭄䇈ᯢ 

 attack-threshold-pps ᬏߏ∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

 

㔎ⳕ䜡㕂  ッষ≵᳝㞾Ꮕⱘ䰤䗳∈㒓੠ᬏߏ∈㒓ˈ䞛⫼ܼሔⱘ䰤䗳∈㒓੠䰤䗳∈㒓Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᬏߏ∈㒓ϡ㛑ᇣѢ䰤䗳∈㒓Ǆ 

 

䜡㕂В՟  

Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp dhcpv6-guard policy per-src-mac 3 10 

Ruijie(config-if)# nfpp dhcpv6-guard policy per-port 50 100 

 

 ੑҸ ᦣ䗄 

 dhcpv6-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 dhcpv6-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 show nfpp dhcpv6-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp dhcpv6-guard hosts ᶹⳟফⲥ᥻Џᴎ 

Ⳍ݇ੑҸ 

 clear nfpp dhcpv6-guard hosts ⏙䰸Ꮖ䱨⾏Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.6 ICMP 抗攻击配置相关命令 

40.6.1 icmp-guard attack-threshold 

䜡㕂ܼሔᬏߏ∈㒓ˈेᔧ᡹᭛䗳ᑺ䍙䖛ᬏߏ∈㒓ⱘᯊ׭ˈ䅸Ўᄬ೼ᬏߏ㸠ЎǄ 

icmp-guard attack-threshold { per-src-ip | per-port} pps 



䜡㕂 NFPP ੑҸ 

40-30 

 খ᭄ ᦣ䗄 

 per-src-ip 䜡㕂↣Ͼ⑤ IP



䜡㕂 NFPP ੑҸ 

40-31 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# icmp-guard enable 

 

 ੑҸ ᦣ䗄 

 nffp icmp-guard enable ೼ッষϞᠧᓔ ICMP ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp icmp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.6.3 icmp-guard isolate-period 

䆹ੑҸ⫼ᴹ䜡㕂ܼሔ䱨⾏ᯊ䯈Ǆ 

icmp-guard isolate-period {seconds | permanent} 

 খ᭄ ᦣ䗄 

 seconds 
䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]ˈ
0 㸼⼎ϡ䱨⾏Ǆ 

খ᭄䇈ᯢ 

 permanent  ∌Й䱨⾏ 

 

㔎ⳕ䜡㕂  ܼሔ䱨⾏ᯊ䯈ⱘ㔎ⳕؐᰃ 0ˈेϡ䱨⾏Ǆ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
ᇍᬏߏ㗙ⱘ䱨⾏ᯊ䯈ߚЎܼሔ䱨⾏ᯊ䯈੠෎Ѣッষⱘ䱨⾏ᯊ䯈˄ेሔ䚼䱨⾏ᯊ䯈˅Ǆᇍ



䜡㕂 NFPP ੑҸ 

40-32 

 

 ੑҸ ᦣ䗄 

 nfpp icmp-guard isolate-period 



䜡㕂 NFPP ੑҸ 

40-33 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.6.5 icmp-guard monitored-host-limit 

䆹ੑҸ⫼ᴹ䜡㕂ᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄Ǆ 

icmp-guard monitored-host-limit number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number 
ᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄ˈপؐ㣗ೈЎ 1 ࠄ

4294967295 

 

㔎ⳕ䜡㕂  㔎ⳕᬃᣕⱘ᳔໻ফⲥ᥻Џᴎ᭄Ў 1000 ϾǄ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

བᵰফⲥ᥻Џᴎ᭄Ꮖ㒣䖒ࠄ咬䅸ⱘ 1000 Ͼ ℸ̍ᯊㅵ⧚ਬᡞফⲥ᥻Џᴎⱘ᳔໻᭄Ⳃ䆒㕂៤

ᇣѢ 1000 ϡ̍Ӯߴ䰸Ꮖ᳝ⱘফⲥ᥻Џᴎ 㗠̍ᰃᠧॄֵᙃĀ%ERROR T̟he value that you 
configured is smaller than current monitored hosts 1000˄䜡㕂ⱘফⲥ᥻Џᴎ᭄˅ ˈ

please clear a part of monitored hosts.āᴹᦤ䝦ㅵ⧚ਬ䜡㕂≵᳝⫳ᬜˈ䳔㽕ߴ䰸䚼ߚᏆ

㒣㹿ⲥ᥻ⱘЏᴎǄ 

ᔧফⲥ᥻Џᴎ⒵ᯊ ᠧ̍ॄ᮹ᖫĀ% NFPP_ICMP_GUARD-4-SESSION_LIMIT: Attempt to 
exceed limit of 1000˄䜡㕂ⱘফⲥ᥻Џᴎ᭄˅ monitored hosts.āᦤ䝦ㅵ⧚ਬǄ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# icmp-guard monitored-host-limit 200 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show nfpp icmp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 



䜡㕂 NFPP ੑҸ 

40-34 

40.6.6 icmp-guard rate-limit 

䜡㕂ܼሔ䰤䗳∈㒓Ǆ 



䜡㕂 NFPP ੑҸ 



䜡㕂 NFPP ੑҸ 

40-36 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  བᵰϡᏺখ᭄ˈ㸼⼎⏙䰸᠔᳝㹿ⲥ᥻ⱘЏᴎǄ 

 

䜡㕂В՟  
⏙䰸 VLAN 1 ッষ g 0/1 ⱘফⲥ᥻ЏᴎǄ 

Ruijie# clear nfpp icmp-guard hosts vlan 1 interface g 0/1 

 

 ੑҸ ᦣ䔀　



䜡㕂 NFPP ੑҸ 

40-37 

 show nfpp icmp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.6.10 nfpp icmp-guard isolate-period 

䆹ੑҸ⫼ᴹ೼ッষϞ䜡㕂ሔ䚼䱨⾏ᯊ䯈Ǆ 

nfpp icmp-guard isolate-period {seconds | permanent} 

 খ᭄ ᦣ䗄 

 seconds 
䱨⾏ᯊ䯈 ऩ̍ԡᰃ⾦ প̍ؐ㣗ೈᰃ 0 ៪㗙[30, 86400]ˈ
0 㸼⼎ϡ䱨⾏Ǆ 

খ᭄䇈ᯢ 

 permanent ∌Й䱨⾏ 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމᰃ≵᳝䜡㕂ሔ䚼䱨⾏ᯊ䯈ˈ䞛⫼ܼሔ䱨⾏ᯊ䯈Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp icmp-guard isolate-period 180 

 

 ੑҸ ᦣ䗄 

 icmp-guard isolate-period 䜡㕂ܼሔ䱨⾏ᯊ䯈 Ⳍ݇ੑҸ 

 show nfpp icmp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 



䜡㕂 NFPP ੑҸ 

40-38 

೼ッষϞ䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ  

nfpp icmp-guard policy { per-src-ip | per-port} rate-limit-pps attack-threshold-pps 

 খ᭄ ᦣ䗄 

 per-src-ip 䜡㕂↣Ͼ⑤ IP ഄഔⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 per-port 䜡㕂↣Ͼッষⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ 

 rate-limit-pps 䰤䗳∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

খ᭄䇈ᯢ 

 attack-threshold-pps ᬏߏ∈㒓ˈপؐ㣗ೈᰃ 1 ࠄ 9999Ǆ 

 

㔎ⳕ䜡㕂  ッষ≵᳝㞾Ꮕⱘ䰤䗳∈㒓੠ᬏߏ∈㒓ˈ䞛⫼ܼሔⱘ䰤䗳∈㒓੠䰤䗳∈㒓Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᬏߏ∈㒓ϡ㛑ᇣѢ䰤䗳∈㒓Ǆ 

 

䜡㕂В՟  

Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp icmp-guard policy per-src-ip 5 10 

Ruijie(config-if)# nfpp icmp-guard policy per-port 100 200 

 

 ੑҸ ᦣ䗄 

 icmp-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 icmp-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 show nfpp icmp-guard summary ᶹⳟ䜡㕂ֵᙃ 

 show nfpp icmp-guard hosts ᶹⳟফⲥ᥻Џᴎ 

Ⳍ݇ੑҸ 

 clear nfpp icmp-guard hosts ⏙䰸Ꮖ䱨⾏Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.7 ND 抗攻击配置相关命令 

40.7.1 nd-guard attack-threshold 

䜡㕂ܼሔᬏߏ∈㒓ˈेᔧ᡹᭛䗳ᑺ䍙䖛ᬏߏ∈㒓ⱘᯊ׭ˈ䅸Ўᄬ೼ᬏߏ㸠ЎǄ  



䜡㕂 NFPP ੑҸ 

40-39 

nd-guard attack-threshold per-port {ns-na | rs | ra-redirect} pps 

 খ᭄ ᦣ䗄 

 ns-na 䚏ሙ䇋∖੠䚏ሙ݀ਞ 

 rs 䏃⬅఼䇋∖ 

 ra-redirect 䏃⬅఼݀ਞ੠䞡ᅮ৥᡹᭛ 

খ᭄䇈ᯢ 

 pps ᬏߏ∈㒓ˈऩԡᰃ↣⾦᡹᭛᭄ˈপؐ㣗ೈᰃ[1,9999]Ǆ

 

㔎ⳕ䜡㕂  
↣Ͼッষ䚏ሙ䇋∖/݀ਞⱘ㔎ⳕ䰤䗳∈㒓ᰃ↣⾦ 30 Ͼ 䏃̍⬅఼䇋∖ⱘ㔎ⳕ䰤䗳∈㒓ᰃ↣⾦

30 Ͼˈ䏃⬅఼݀ਞ/䞡ᅮ৥᡹᭛ⱘ㔎ⳕ䰤䗳∈㒓ᰃ↣⾦ 30 ϾǄ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᬏߏ∈㒓ϡ㛑ᇣѢ䰤䗳∈㒓Ǆ 

 

䜡㕂В՟  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# nd-guard attack-threshold per-port ns-na 20 

Ruijie(config-nfpp)# nd-guard attack-threshold per-port rs 10 

Ruijie(config-nfpp)# nd-guard attack-threshold per-port ra-redir

ect 10 

 

 ੑҸ ᦣ䗄 

 nfpp nd-guard policy    

 

 ৄ䇈ᯢᣛᇐ   

   

   



䜡㕂 NFPP ੑҸ 

40-40 

 

㔎ⳕ䜡㕂  咬䅸 ND ᡫᬏࡳߏ㛑ᠧᓔ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# nd-guard enable 

 

 ੑҸ ᦣ䗄 

 nffp nd-guard enable ೼ッষϞᠧᓔ ND ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp nd-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.7.3 nd-guard rate-limit 

䜡㕂ܼሔ䰤䗳∈㒓Ǆ nd-guard rate-limit per-port {ns-na | rs | ra-redirect} pps 

 খ᭄ ᦣ䗄 

 ns-na 䚏ሙ䇋∖੠䚏ሙ݀ਞ 

 rs 䏃⬅఼䇋∖ 

 ra-redirect 䏃⬅఼݀ਞ੠䞡ᅮ৥᡹᭛ 

খ᭄䇈ᯢ 

 pps  䰤䗳∈㒓ؐˈপؐ㣗ೈᰃ[1,9999]Ǆ 

 

㔎ⳕ䜡㕂  
↣Ͼッষ䚏ሙ䇋∖/݀ਞⱘ㔎ⳕ䰤䗳∈㒓ᰃ↣⾦ 15 Ͼ 䏃̍⬅఼䇋∖ⱘ㔎ⳕᬏߏ∈㒓ᰃ↣⾦

15 Ͼˈ䏃⬅఼݀ਞ/䞡ᅮ৥᡹᭛ⱘ㔎ⳕᬏߏ∈㒓ᰃ↣⾦ 15 ϾǄ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 



䜡㕂 NFPP ੑҸ 

40-41 

䜡㕂В՟ 

 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# nd-guard rate-limit per-port ns-na 10 

Ruijie(config-nfpp)# nd-guard rate-limit per-port rs 5 

Ruijie(config-nfpp)# nd-guard rate-limit per-port ra-redirect 5 

 

 ੑҸ ᦣ䗄 

 nfpp nd-guard policy 䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓 Ⳍ݇ੑҸ 

 show nfpp nd-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.7.4 nfpp nd-guard enable 

䆹ੑҸ⫼ᴹ೼ッষϞᠧᓔ ND ᡫᬏࡳߏ㛑Ǆ 

nfpp nd-guard enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ッষ≵᳝䜡㕂 ND ᡫᬏߏᓔ݇ˈ䞛⫼ܼሔᓔ݇Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ッষⱘ ND ᡫᬏߏᓔ݇ӬܜѢܼሔᓔ݇Ǆ 

 

䜡㕂В՟  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp nd-guard enable 

 

 ੑҸ ᦣ䗄 

 nd-guard enable ܼሔᠧᓔ ND ᡫᬏࡳߏ㛑 Ⳍ݇ੑҸ 

 show nfpp nd-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 



䜡㕂 NFPP ੑҸ 

40-42 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.7.5 nfpp nd-guard policy 

೼ッষϞ䜡㕂ሔ䚼ⱘ䰤䗳∈㒓੠ᬏߏ∈㒓Ǆ  

nfpp nd-guard policy per-port {ns-na | rs | ra-redirect} rate-limit-pps attack-thresh
old-pps 

 খ᭄ ᦣ䗄 

 ns-na 䚏ሙ䇋∖੠䚏ሙ݀ਞ 

 rs 䏃⬅఼䇋∖ 

 



䜡㕂 NFPP ੑҸ 

40-43 

 nd-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 nd-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 show nfpp nd-guard summary ᶹⳟ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

 

40.8 NFPP 日志配置相关命令 

40.8.1 clear nfpp log 

⏙ぎ NFPP ᮹ᖫ㓧ކऎǄ 

clear nfpp log 

 খ᭄ 



䜡㕂 NFPP ੑҸ 

40-44 

40.8.2 log-buffer entries 

䜡㕂 NFPP ᮹ᖫ㓧ކऎ໻ᇣǄ 

log-buffer entries number 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number 㓧ކऎ໻ᇣˈऩԡᰃ᮹ᖫᴵ᭄ˈপؐ㣗ೈᰃ[0,1024]

 

㔎ⳕ䜡㕂  咬䅸㓧ކऎ໻ᇣЎ 256Ǆ 

 

ੑҸ῵ᓣ  NFPP 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

ᡞ NFPP ᮹ᖫ㓧ކऎ໻ᇣ䜡㕂Ў 50 ᴵ᮹ᖫǄ 

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# log-buffer entries 50 

 

 ੑҸ ᦣ䗄 

log-buffer logs number_of_message interval 
length_in_seconds 

䜡㕂 NFPP Ң㓧ކऎপ᮹ᖫ⫳៤㋏㒳

⍜ᙃⱘ䗳⥛Ǆ Ⳍ݇ੑҸ 

show nfpp log ᰒ⼎ NFPP ᮹ᖫ䜡㕂៪᮹ᖫ㓧ކऎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.8.3 log-buffer logs 

䜡㕂 NFPP Ң᮹ᖫ㓧ކऎপ᮹ᖫ⫳៤㋏㒳⍜ᙃⱘ䗳⥛Ǆ 

log-buffer logs number_of_message interval length_in_seconds 

 খ᭄ ᦣ䗄 খ᭄䇈ᯢ 

 number_of_message 
㣗ೈЎ 0-1024ˈ0 㸼⼎᮹ᖫܼ䚼䆄ᔩ೼ϧ⫼㓧ކऎˈ

ϡ⫳៤㋏㒳⍜ᙃǄ 





䜡㕂



䜡㕂 NFPP ੑҸ 

40-47 

 

Փ⫼ᣛᇐ  

ᔧ᮹ᖫ㓧ކऎ⑶ߎᯊˈৢ㓁ⱘ᮹ᖫᇚ㹿϶ᓗˈৠᯊ೼᮹ᖫ㓧ކऎЁᰒ⼎ϔᴵ᠔᳝ሲᗻ䛑

Ў”-”ⱘ㸼乍Ǆㅵ⧚ਬ䳔㽕๲ࡴ᮹ᖫ㓧ކऎᆍ䞣៪㗙ᦤ催⫳៤㋏㒳⍜ᙃⱘ䗳⥛Ǆ 



䜡㕂 NFPP ੑҸ 

40-48 

Protocol ᳝ҹϟপؐ˖ 

Â ARP˄ᇍᑨ ARP ᡫᬏߏ˅ 

Â IP˄ᇍᑨ IP 䰆ᠿᦣ˅ 

Â ICMP˄ᇍᑨ ICMP ᡫᬏߏ˅ 

Â DHCP˄ᇍᑨ DHCP ᡫᬏߏ˅ 

Â DHCPv6˄ᇍᑨ DHCPv6 ᡫᬏߏ˅ 

Â NS-NA˄ᇍᑨ ND ᡫᬏߏЁⱘ䚏ሙ䇋∖੠䚏ሙ݀ਞ˅ 

Â RS˄ᇍᑨ ND ᡫᬏߏЁⱘ䏃⬅఼䇋∖˅ 

Â RA-REDIRECT˄ᇍᑨ ND ᡫᬏߏЁⱘ䏃⬅఼݀ਞ੠䞡ᅮ৥᡹᭛˅ 
 

Reason 㸼⼎ॳ಴ˈ᳝ 5 ⾡পؐ˖ 

Â DoS 㸼⼎Ẕ⌟ࠄᢦ㒱᳡ࡵᬏߏ 

Â ISOLATED 㸼⼎ᬏߏ㗙㹿⹀ӊ៤ࡳഄ䱨⾏ 

Â ISOLATE_FAILED 㸼⼎䱨⾏ᬏߏ㗙༅䋹 

Â SCAN 㸼⼎Ẕ⌟ࠄᠿᦣ 

Â PORT_ATTACKED 㸼⼎ッষ㹿ᬏߏ 
 

 

 ੑҸ ᦣ䗄 

 

  

�£ �37��â



䜡㕂 NFPP ੑҸ 

40-49 

 interface-id ッষৡ⿄ 

 ip-address IP ഄഔ 

 



䜡㕂 NFPP ੑҸ 
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ᶹⳟ ARP ᠿᦣ㸼Ǆ 

show nfpp arp-guard scan [statistics | [[vlan vid] [interface interface-id] [ip-addres
s] [mac-address]]] 

 খ᭄ ᦣ䗄 

 statistics ᶹⳟ ARP ᠿᦣ㸼ⱘ䆄ᔩᴵ᭄ 

 vid 㰮ᢳሔඳ㔥ো 

 interface-id ッষৡ⿄ 

 ip-address IP ഄഔ 

খ᭄䇈ᯢ 

 mac-address  MAC ഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

Ruijie# show nfpp arp-guard scan statistics  

ARP scan table has 4 record(s). 

ᛣᗱᰃ˖ĀARP ᠿᦣ㸼ᘏ᳝݅ 4 ᴵ䆄ᔩāǄ 

 

Ruijie# show nfpp arp-guard scan 

VLAN    interface   IP address   MAC address      timestamp 

----    --------    ----------  -----------      ---------- 

1        Gi0/1       N/A           0000.0000.0001   2008-01-23 

16:23:10 

2        Gi0/2       1.1.1.1      0000.0000.0002   2008-01-23 

16:24:10 

3        Gi0/3       N/A           0000.0000.0003   2008-01-23 

16:25:10 

4        Gi0/4       N/A           0000.0000.0004   2008-01-23 

16:26:10 

Total˖4 record(s) 

Ātimestampā䆄ᔩⱘᰃẔ⌟ߎ ARP ᠿᦣⱘᯊ䯈ˈབĀ2008-01-23 16:23:10ā㸼⼎

೼ 2008 ᑈ 1 ᳜ 23 ᮹ 16 ⚍ 23 ߚ 10 ⾦Ẕ⌟ߎ ARP ᠿᦣǄ 

 

Ruijie# show nfpp arp-guard scan vlan 1 interface G 0/1 

0000.0000.0001 
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VLAN    interface   IP address   MAC address      timestamp 

----    --------    ----------    -----------      ---------- 

1        Gi0/1       N/A            0000.0000.0001   2008-01-23 

16:23:10 

Total˖1 record(s) 

 

 ੑҸ ᦣ䗄 

 arp-guard scan-threshold 䜡㕂ܼሔᠿᦣ∈㒓 

 nfpp arp-guard scan-threshold 䜡㕂ሔ䚼ᠿᦣ∈㒓 
Ⳍ݇ੑҸ 

 clear nfpp arp-guard scan ⏙䰸 ARP ᠿᦣ㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.9.3 show nfpp arp-guard summary 

ᶹⳟ䜡㕂ֵᙃǄ 

show nfpp arp-guard summary 

 খ᭄ ᦣ䗄 

ⴠ
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Maximum count of monitored hosts: 1000 

Monitor period˖300s 

䇈ᯢ˖ 

˄1˅� ᄫ↉ Interface Ў Global 㸼⼎ܼሔ䜡㕂Ǆ 

˄2˅� ᄫ↉ Status 㸼⼎ᰃ৺ᠧᓔᡫᬏࡳߏ㛑Ǆ 

˄3˅� ᄫ↉ Rate-limit ⱘḐᓣЎ˄ᇍ⑤ IP ഄഔⱘ䰤䗳∈㒓/ᇍ⑤ MAC ഄഔⱘ䰤䗳

∈㒓/ッষⱘ䰤䗳∈㒓ؐ˅ˈᄫ↉ Attack-threshold ⱘᰒ⼎Ḑᓣ㉏ԐǄĀ-ā㸼⼎≵

᳝䜡㕂Ǆ 

 

 ੑҸ ᦣ䗄 

 arp-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 arp-guard enable ܼሔᠧᓔ ARP ᡫᬏࡳߏ㛑 

 arp-guard isolate-period 䜡㕂ܼሔ䱨⾏ᯊ䯈 

 arp-guard monitor-period 䜡㕂ⲥ᥻ᯊ䯈 

 arp-guard monitored-host-limit 䜡㕂᳔໻ফⲥ᥻Џᴎ᭄ 

 arp-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 arp-guard scan-threshold 䜡㕂ܼሔᠿᦣ∈㒓 

 nfpp arp-guard enable ೼ッষϞᠧᓔ ARP ᡫᬏࡳߏ㛑 

Ⳍ݇ੑҸ 

 nfpp arp-guard isolate-period 䜡㕂ሔ䚼䱨⾏ᯊ䯈 

  nfpp arp-guard policy 䜡㕂ሔ䚼䰤䗳∈㒓੠ᬏߏ∈㒓 

  nfpp arp-guard scan-threshold 䜡㕂ሔ䚼ᠿᦣ∈㒓 

 

ᑇ ৄ 䇈 ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

40.10 DHCP 抗攻击显示相关命令 

40.10 -1 show nfpp dhcp-guard hosts 

ᶹⳟফⲥ᥻ЏᴎǄ 

show nfpp dhcp-guard hosts [statistics | [[vlan vid] [interface interface-id] [mac-a
ddress]]] 
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 খ᭄ ᦣ䗄 

 statistics ᶹⳟফⲥ᥻Џᴎⱘ㒳䅵ֵᙃ 

 vid 㰮ᢳሔඳ㔥ো 

 interface-id ッষৡ⿄ 

খ᭄䇈ᯢ 

 mac-address MAC ഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 ᶹⳟফⲥ᥻Џᴎⱘ㒳䅵ֵᙃǄ 

Ruijie# show nfpp dhcp-guard hosts statistics 

success    fail    total 

-------    ----    ----- 

100         20        120 

ᔧ᳝ࠡ 120 ৄЏᴎ㹿ⲥ᥻ˈ݊Ё 100 ৄЏᴎ㹿⹀ӊ៤ࡳഄ䱨⾏ 2̍0 ৄЏᴎ⹀ӊ䱨⾏༅䋹

˄䗮ᐌᓩ䍋ⱘॳ಴᳝ݙᄬϡ䎇ˈ៪㗙⹀ӊ䌘⑤ϡ䎇˅Ǆ 

 

ᶹⳟফⲥ᥻Џᴎˈ㄀ಯ߫Āremain-time(seconds)āᰃᣛ࠽ԭⱘ䱨⾏ᯊ䯈Ǆ 

Ruijie# show nfpp dhcp-guard hosts 

If column 1 shows '*', it means "hardware failed to isolate host". 

VLAN  interface   MAC address    remain-time(seconds) 

----     ---------    -----------         ------------------- 

 1     gi0/2      0000.0000.0001   10 

 *2    gi0/1      0000.0000.0002   20 

Total˖2 host(s) 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 clear nfpp dhcp-guard hosts ⏙䰸ফⲥ᥻Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 dhcp-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 nfpp dhcp-guard enable ೼ッষϞᠧᓔ DHCP ᡫᬏࡳߏ㛑 

 nfpp dhcp-guard isolate-period 䜡㕂ሔ䚼䱨⾏ᯊ䯈 

 nfpp dhcp-guard policy 䜡㕂ሔ䚼䰤䗳∈㒓੠ᬏߏ∈㒓 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.11 DHCPv6
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˄䗮ᐌᓩ䍋ⱘॳ಴᳝ݙᄬϡ䎇ˈ៪㗙⹀ӊ䌘⑤ϡ䎇˅Ǆ 

 

ᶹⳟফⲥ᥻Џᴎˈ㄀ಯ߫Āremain-time(seconds)āᰃᣛ࠽ԭⱘ䱨⾏ᯊ䯈Ǆ 

Ruijie# show nfpp dhcpv6-guard hosts 

If column 1 shows '*', it means "hardware failed to isolate host". 

VLAN  interface   MAC address    remain-time(seconds) 

----     ---------    -----------         ------------------- 

 1     gi0/2      0000.0000.0001   10 

 *2    gi0/1      0000.0000.0002   20 

Total˖2 host(s) 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 clear nfpp dhcpv6-guard hosts ⏙䰸ফⲥ᥻Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.11.2 show nfpp dhcpv6-guard summary 

ᶹⳟ䜡㕂ֵᙃǄ 

show nfpp dhcpv6-guard summary 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  䗮䖛䆹ੑҸৃҹᶹⳟ䜡㕂ֵᙃǄ 

 

䜡㕂В՟  

Ruijie# show nfpp dhcpv6-guard summary 

˄Format of column Rate-limit and  Attack-threshold is per-src-ip

/per-src-mac/per-port.˅ 
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Global      Enable  300              -/5/150     -/10/300 

Gi 0/1       Enable  180              -/6/-       -/8/- 

Gi 0/2       Disable 200              -/5/30     -/10/50 
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 খ᭄ ᦣ䗄 

 statistics ᶹⳟফⲥ᥻Џᴎⱘ㒳䅵ֵᙃ 

 vid 㰮ᢳሔඳ㔥ো 

 interface-id ッষৡ⿄ 

খ᭄䇈ᯢ 

 ip-address IP ഄഔ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 Ruijie#show nfpp icmp-guard hosts statistics  

success    fail    total 

-------    ----    ----- 

100         20        120 

㸼⼎˖Āᘏ᳝݅ 120 ৄЏᴎ㹿ⲥ᥻ˈ݊Ё 100 ৄЏᴎ䱨⾏៤20ˈࡳ ৄЏᴎ䱨⾏༅䋹āǄ

 

Ruijie# show nfpp icmp-guard hosts 

If column 1 shows '*', it means "hardware failed to isolate host". 

VLAN  interface IP address      remain-time(s) 

----    --------   ---------          ------------- 

1      Gi0/1       1.1.1.1      110 

2      Gi0/2       1.1.2.1      61 

Total˖2 host(s) 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 clear nfpp icmp-guard hosts ⏙䰸ফⲥ᥻Џᴎ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 

40.12.2 show nfpp icmp-guard summary 
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ᶹⳟ䜡㕂ֵᙃǄ 

show nfpp icmp-guard summary 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  䗮䖛䆹ੑҸৃҹᶹⳟ䜡㕂ֵᙃǄ 
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 nfpp icmp-guard isolate-period 䜡㕂ሔ䚼䱨⾏ᯊ䯈 

 nfpp icmp-guard policy 
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 nd-guard attack-threshold 䜡㕂ܼሔᬏߏ∈㒓 

 nd-guard enable ܼሔᠧᓔ ND ᡫᬏࡳߏ㛑 

 nd-guard rate-limit 䜡㕂ܼሔ䰤䗳∈㒓 

 nfpp nd-guard enable ೼ッষϞᠧᓔ ND ᡫᬏࡳߏ㛑 

 nfpp nd-guard policy 䜡㕂ሔ䚼䰤䗳∈㒓੠ᬏߏ∈㒓 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲䆹ੑҸ 
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41 配置 ACL 命令 

೼ҹϟੑҸЁ⫼ࠄⱘᷛ䆚ヺৃখ㾕ҹϟੑҸᷛ䆚ヺ㸼 

 ᷛ䆚ヺ ৿Н 

 

id 

䆓䯂߫㸼᭄ؐᷛোǄৃ䜡㣗ೈ 

IP ޚᷛ ACL˖1-99ˈ1300-1999 

IP ᠽሩ ACL˖100-199ˈ2000-2699 

MAC ᠽሩ ACL˖700–799 

ϧᆊᠽሩ ACL˖2700–2899 

 name ACL ৡᄫ 

 sn ACL 㸼乍ᑣো(ᬃᣕᣝӬܜ㑻䆒㕂ѻક) 

 start-sn ᑣো䍋ྟؐ 

 inc-sn ᑣো๲䞣 

 deny བᵰऍ䜡ˈ߭ᢦ㒱䆓䯂 

 permit བᵰऍ䜡ˈ߭ܕ䆌䆓䯂 

 

prot 

ण䆂㓪ো ᇍ̍Ѣ IPv6 ⱘ䆹ᄫ↉ৃЎ ipv6 i̍cmp t̍cpˈ

udp ঞ᭄ؐ 0-255ˈᇍѢ IPv4ˈৃҹᰃ eigrpˈgreˈ

ipinipˈigmpˈnosˈospfˈicmpˈudpˈ

灥牭椲㐊䉔䐰瀊䐱㐴㕅䔊〠†呦㌰䘰
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 precedence precedence ᡹᭛ⱘӬܜ㑻0-7˄߿˅ 

 range ᡹᭛ⱘಯሖッষো㣗ೈ 

 time-range tm-rng-name ᡹᭛䖛Ⓒⱘᯊ䯈ऎˈৡ⿄Ў tm-rng-name 

 tos tos ᡹᭛ⱘ᳡ࡵ㉏ൟ˄0-15˅ 

 cos cos ᡹᭛ cos ؐ(0-7) 

 cos inner cos ᡹᭛ݙ䚼 tag Ёⱘ cos 

 icmp-type ICMP ᡹᭛ⱘ⍜ᙃ㉏ൟ˄0-255˅ 

 icmp-code ICMP ᡹᭛ⱘ⍜ᙃ㉏ൟҷⷕ˄0-255˅ 

 icmp-message ICMP ᡹᭛ⱘ⍜ᙃ㉏ൟৡ⿄ 

 

operator port[port] 

Operator Ў᪡԰ヺ˄ lt-ᇣѢ e̍q-ㄝѢ g̍t-໻Ѣ n̍eq-
ϡㄝѢˈrange-㣗ೈ˅ 

port ッষোˈѠⳂ᪡԰䳔㽕ϸϾッষোⷕˈ݊Ҫⱘ᪡

԰ヺা㽕ϔϾッষো 

cosr cos 
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 B ⑤ MAC 6 P ण䆂ো 35 

 C ᭄᥂ᏻ䭓ᑺᄫ↉ 12 Q IP ᷵偠੠ 36 

 D VLAN tag ᄫ↉ 14 R ⑤ ip ഄഔ 38 

 
E 

DSAP(Ⳃⱘ᳡ࡵ䆓 

䯂⚍)ᄫ↉ 
18 S Ⳃⱘ ip ഄഔ 42 

 
F 

SSAP(⑤᳡ࡵ䆓 

䯂⚍)ᄫ↉ 
19 T TCP ⑤ッষ 46 

 G Ctrl ᄫ↉ 20 U TCP Ⳃⱘッষ 48 

 H Org Code ᄫ↉ 21 V ᑣ߫ো 50 

 I 
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4) Expert ᠽሩ䆓䯂߫㸼˄2700 - 2899˅ 

access-list id {deny | permit} [protocol | [ethernet-type][ cos [out][ inner in]]] [VID 
[out][inner in]] {source source-wildcard | host source | any} {host source-mac-address | 
any} {destination destination-wildcard | host destination | any} {host 
destination-mac-address | any} ][precedence precedence] [tos tos] [fragments] [range 
lower upper] [time-range time-range-name] 

Â 䗝ᢽᄫ↉ࣙ৿ҹ໾㔥㉏ൟ Ethernet-type ៪ cos ᄫ↉ᯊ˖ 

access-list id {deny | permit} {ethernet-type| cos [out][ inner in]} [VID [out][inner in]] 
{source source-wildcard | host source | any} {host source-mac-address | any } 
{destination destination-wildcard | host destination | any} {host destination-mac-address | 
any} [time-range time-range-name] 

Â 䗝ᢽण䆂 Protocol ᄫ↉ᯊ˖ 

access-list id {deny | permit} protocol [VID [out][inner in]] {source source-wildcard | host 
source | any} {host source-mac-address | any }{destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [precedence precedence] [tos tos] 
[fragments] [range lower upper] [time-range time-range-name] 

Â ϔѯ䞡㽕ण䆂ⱘ Expert ᠽሩ䆓䯂߫㸼˖ 

Internet Control Message Protocol (ICMP)˖ 

access-list id {deny | permit} icmp [VID [out][inner in]] {source source-wildcard | host 
source | any} {host source-mac-address | any } {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [ icmp-type ] [ [ icmp-type 
[icmp-code ] ] | [ icmp-message ] ] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] 

Transmission Control Protocol (TCP)˖ 

access-list id {deny | permit} tcp [VID [out][inner in]]{source source-wildcard | host 
Source | any} {host source-mac-address | any } [operator port [port] ] {destination 
destination-wildcard | host destination | any} {host destination-mac-address | any} 
[operator port [port] ] [precedence precedence] [tos tos] [fragments] [range lower upper] 
[time-range time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP)˖ 

access-list id {deny | permit} udp[VID [out][inner in]] {source source –wildcard | host 
source | any} {host source-mac-address | any } [ operator port [port] ] {destination 
destination-wildcard | host destination | any}{host destination-mac-address | any} 
[operator port [port] ] [precedence precedence] [tos tos] [fragments] [range lower upper] 
[time-range time-range-name] 

5) ߫㸼⊼䞞 

access-list list-remark text 
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 খ᭄ ᦣ䗄 

 
id 

䆓䯂߫㸼ᷛোǄৃ䜡㣗ೈ˄1-99ˈ100-199ˈ

1300-1999  ̍ 2000-2699  ̍ 2700 – 2899 7̍00 - 799 Ǆ˅

 Deny བᵰऍ䜡ˈ߭ᢦ㒱䆓䯂Ǆ 

 Permit བᵰऍ䜡ˈ߭ܕ䆌䆓䯂Ǆ 

 Source ᡹᭛⑤ഄഔ˄Џᴎഄഔ៪㔥㒰ഄഔ˅ 

 source-wildcard  ⑤ഄഔ䗮䜡ヺǄৃҹՓϡ䖲㓁ⱘˈབ 0.255.0.32 

 

protocol 

IP ण䆂㓪োˈৃ ҹᰃ EIGRPǃGREǃIPINIPǃIGMPǃ

NOSǃOSPFǃICMPǃUDPǃTCPǃIP ЁⱘϔϾˈ

гৃҹᰃҷ㸼 IP ण䆂ⱘ 0-255 㓪োǄϔѯ䞡㽕ण䆂

བ ICMP/TCP/UDP ㄝऩ⣀߫ߎ䖯㸠䇈ᯢǄ 

 Destination ᡹᭛Ⳃᷛഄഔ˄Џᴎഄഔ៪㔥㒰ഄഔ˅ 

 destination-wildcard 
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 match-all ऍ䜡 tcp flag ⱘ᠔᳝ԡ 

 tcp-flag  tcp flag ᷛᖫ 

 

㔎ⳕ䜡㕂  ≵᳝ӏԩ ACL 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ЎњՓ⫼䆓䯂߫㸼ᇍ᭄᥂䖯㸠䖛Ⓒ 佪̍ܜᖙ乏䗮䖛ੑҸ access-list ᅮНϔ㋏߫䆓䯂߫㸼
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Â dod-host-prohibited  

Â dod-net-prohibited  

Â echo  

Â echo-reply  

Â fragment-time-exceeded 

Â general-parameter-problem  

Â host-isolated  

Â host-precedence-unreachable  

Â host-redirect  

Â host-tos-redirect  

Â host-tos-unreachable  

Â host-unknown  

Â host-unreachable  

Â information-reply  

Â information-request  

Â mask-reply  

Â mask-request  

Â mobile-redirect  

Â net-redirect  

Â net-tos-redirect  

Â net-tos-unreachable  

Â net-unreachable  

Â network-unknown  

Â no-room-for-option  

Â option-missing  

Â packet-too-big  

Â parameter-problem  

Â port-unreachable  

Â precedence-unreachable  

Â protocol-unreachable  

Â redirect  

Â router-advertisement  

Â router-solicitation  

Â source-quench  

Â source-route-failed  

Â time-exceeded  

Â timestamp-reply  

Â timestamp-request  
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Â ttl-exceeded  

Â unreachable 

ϟ䴶ᰃ TCP ッষৡ⿄ˈTCP ৃҹՓ⫼ッষৡ⿄៪ッষোᴹᣛᅮ݋ԧⱘッষ˖ 

Â bgp  

Â chargen  

Â cmd 

Â daytime  

Â discard  

Â domain  

Â echo 

Â exec  

Â finger  

Â ftp  

Â ftp-data  

Â gopher  

Â hostname  

Â ident 

Â irc  

Â klogin  

Â kshell 

Â login 

Â nntp  

Â pim-auto-rp   

Â pop2  

Â pop3  

Â smtp  

Â sunrpc  

Â syslog  

Â tacacs  

Â talk  

Â telnet  

Â time  

Â uucp  

Â whois  

Â www 

ϟ䴶ᰃ UDP ッষৡ⿄ˈUDP ৃҹՓ⫼ッষৡ⿄៪ッষোᴹᣛᅮ݋ԧⱘッষ˖ 

Â biff  

Â bootpc  
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Â bootps  

Â discard 

Â dnsix  

Â domain  

Â echo 

Â isakmp  

Â mobile-ip  

Â nameserver  

Â netbios-dgm  

Â netbios-ns 

Â netbios-ss  

Â ntp 

Â pim-auto-rp  

Â rip  

Â snmp  

Â snmptrap  

Â sunrpc  

Â syslog  

Â tacacs  

Â talk  

Â tftp  

Â time  

Â who  

Â xdmcp 

ҹ໾㔥ण䆂㉏ൟ Ethernet-type བϟ˖ 

Â aarp 

Â arp 

Â appletalk 

Â decnet-iv 

Â diagnostic 

Â etype-6000 

Â etype-8042 

Â lat 

Â lavc-sca 

Â mop-console 

Â mop-dump 

Â mumps 

Â netbios 



䜡㕂 ACL ੑҸ 

41-10 

Â vines-echo 

Â xns-idp 

 

䜡㕂В՟  

՟ 1˖IP  䆓䯂߫㸼⼎՟ޚᷛ

ϟ䴶ⱘ IP ෎ᴀ䆓䯂߫㸼ܕ䆌⑤ഄഔЎ 192.168.1.64 - 192.168.1.127 ⱘ᡹᭛䗮䖛ˈ݊Ҫ

ⱘ᠔᳝᡹᭛ᢦ㒱˖ 

Ruijie(config)# access-list 1 permit 192.168.1.64 0.0.0.63 

՟ 2˖IP ᠽሩ䆓䯂߫㸼⼎՟ 

ϟ䴶ⱘ IP ᠽሩ䆓䯂߫㸼ܕ䆌 DNS ᡹᭛੠ ICMP ᡹᭛䗮䖛˖ 

Ruijie(config)# access-list 102 permit tcp any any eq domain 

Ruijie(config)# access-list 102 permit udp any any eq domain 

Ruijie(config)# access-list 102 permit icmp any any echo 

Ruijie(config)# access-list 102 permit icmp any any echo-reply 

՟ 3˖MAC ᠽሩ䆓䯂߫㸼⼎՟ 

ϟ䴶ᰃՓ⫼㣗՟ Ⳃ̍ⱘᰃᢦ㒱 MAC Ў 00d0f8000c0c ⱘ⑤Џᴎথ䗕㉏ൟЎ 100 ⱘҹ໾㔥

ᏻˈᑊᑨ⫼ࠄ᥹ষ 1Ǆ䜡㕂ᮍ⊩˖ 

Ruijie(config)# access-list 702 deny host 00d0f8000c0c any aarp 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# mac access-group 702 in 

՟ 4˖Expert ᠽሩ䆓䯂߫㸼⼎՟ 

ϟ՟ᰒ⼎བԩ߯ᓎঞᰒ⼎ϔᴵ Expert Extended ACLˈ䆹ϧᆊ ACL ᢦ㒱⑤ IP ഄഔЎ

192.168.12.3 ᑊϨ⑤ MAC ഄഔЎ 00d0.f800.0044 ⱘ᠔᳝ TCP ᡹᭛Ǆ 

Ruijie(config)# access-list 2702 deny tcp host 

192.168.12.3 mac 00d0.f800.0044 any any 

Ruijie(config)# access-list 2702 permit any any any any 

Ruijie(config)# show access-lists  

expert access-list extended 2702 

10 deny tcp  host  192.168.12.3 mac 00d0.f800.0044 any any 

10 permit any any any any 

 

 ੑҸ ᦣ䗄 

 show access-lists ᶹⳟ᠔᳝ⱘ䆓䯂߫㸼 

ᦣ䗄
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41.1.2 deny 

⬇ᯢϔϾ៪໮Ͼⱘ϶ᓗ(deny)ⱘᴵӊҹ⫼Ѣއᅮ᡹᭛ᰃ䕀থ៪䖬ᰃ϶ᓗǄ 

1˅ IP  䆓䯂߫㸼ޚᷛ

[sn] deny {source source-wildcard 
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destination-wildcard | host destination | any} {host destination-mac-address | any} 
[time-range time-range-name] 

b) 䗝ᢽण䆂 protocol ᄫ↉ᯊ 

[sn] deny protocol [[VID [out][inner in]]] {source source-wildcard | host source | any} 
{host source-mac-address | any } {destinationdestination-wildcard | host destination | any} 
{host destination-mac-address | any} [precedence precedence] [tos tos] [fragments] 
[range lower upper] [time-range time-range-name] 

c) ϔѯ䞡㽕ण䆂ⱘ expert ᠽሩ䆓䯂߫㸼˖ 

Â Internet Control Message Protocol (ICMP) 

[sn] deny icmp [[VID [out][inner in]]] {source source-wildcard | host source | any} {host 
source-mac-address | any} {destination destination-wildcard | host destination | any} {host 
destination-mac-address | any} [icmp-type] [[icmp-type [icmp-code ]] | [icmp-message]] 
[precedence precedence] [tos tos] [fragments] [time-range time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] deny tcp [[VID [out][inner in]]]{source source-wildcard | host Source | any} {host 
source-mac-address | any } [operator port [port]] {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 
[match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] deny udp [[VID [out][inner in]]]{source source –wildcard | host source | any} {host 
source-mac-address | any } [ operator port [port]] {destination destination-wildcard | host 
destination | any}{host destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 

Â Address Resolution Protocol (ARP) 

 [sn] deny arp {vid vlan-id}[ source-mac-address source-wildcard |host 
source-mac-address | any] [host destination –mac-address | any] {sender-ip 
sender-ip–wildcard | host sender-ip | any} {sender-mac sender-mac-wildcard | host 
sender-mac | any} {target-ip target-ip–wildcard | host target-ip | any} 

5˅ IPV6 ᠽሩ䆓䯂߫㸼 

[sn] deny protocol{source-ipv6-prefix/prefix-length | any | host source-ipv6-address } 
{destination-ipv6-prefix / prefix-length | any| hostdestination-ipv6-address} [dscp dscp] 
[flow-label flow-label] [fragments] [range lower upper] [time-range
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[[icmp-type [icmp-code]] | [icmp-message]] [dscp dscp] [flow-label flow-label] [fragments] 
[time-range time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] deny tcp {source-ipv6-prefix / prefix-length | hostsource-ipv6-address | any}[operator 
port[port]] {destination-ipv6-prefix /prefix-length | host destination-ipv6-address | any} 
[operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower upper] 
[time-range time-range-name] [match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] deny udp {source-ipv6-prefix/prefix-length | host source-ipv6-address | any} [operator 
port [port]] {destination-ipv6-prefix /prefix-length | host destination-ipv6-address | 
any}[operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower 
upper] [time-range time-range-name] 

 খ᭄ ᦣ䗄 

 Sn ACL 㸼乍ᑣো 

 source-ipv6-prefix ⑤ IPv6 㔥㒰ഄഔ៪㔥㒰㉏ൟ. 

 destination-ipv6-prefix Ⳃⱘ IPv6 㔥㒰ഄഔ៪㔥㒰㉏ൟ 

 prefix-length 催ԡ䍋᥽ⷕԡ᭄ 

 source-ipv6-address ⑤ IPv6 ഄഔ 

 destination-ipv6-address Ⳃⱘ IPv6 ഄഔ 

 dscp ᳝Ꮒ᳡ࡵⷕ⚍ 

 dscp ⷕ⚍ؐˈ 㣗ೈ 0-63. 

 flow-label ⌕ᷛㅒ 

 flow-label ⌕ᷛㅒؐˈ㣗ೈ 0-1048575 

খ᭄䇈ᯢ 

 
protocol  

ᇍѢ IPV6 ⱘ䆹ᄫ↉ৃЎ IPV6 | icmp | tcp | udp ঞ

<0-255> 

 

㔎ⳕ䜡㕂  
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᥹ষࠄ⫼ 1Ǆ䜡㕂ᮍ⊩˖ 

Ruijie(config)# ipv6 access-list extended v6-acl 

Ruijie(config-ipv6-nacl)# 11 deny ipv6 host 192.168.4.12 any 

Ruijie(config-ipv6-nacl)# show access-lists 

ipv6 access-list extended v6-acl 

11 deny ipv6 host 192.168.4.12 any 

Ruijie(config-ipv6-nacl)# exit 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# ipv6 traffic-filter v6-acl in 

 

 ੑҸ ᦣ䗄 

 show access-lists ᶹⳟ᠔᳝ⱘ䆓䯂߫㸼 

 ipv6 traffic-filter ೼᥹ষϞᑨ⫼ IPV6 ᠽሩ䆓䯂߫㸼 

 ip access-group IP  ACL ⱘ᥹ষᑨ⫼ 

 mac access-group MAC ᠽሩ ACL ⱘ᥹ষᑨ⫼ 

 ip access-list IP ACL ⱘᅮН 

 mac access-list MAC ᠽሩ ACL ⱘᅮН 

 expert access-list ϧᆊᠽሩ ACL ⱘᅮН 

 ipv6 access-list IPV6 ᠽሩ ACL ᅮН 

Ⳍ݇ੑҸ 

 permit ޚ䆌㸼乍ᅮНੑҸ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 
䕃ӊ⠜ᴀ V10.0 ҹϞˈarp ݇䬂ᄫ೼䕃ӊ⠜ᴀ

V10.2(3)ঞҹϞᬃᣕǄ 

41.1.3 expert access-group 

ᇚϔϾ䆒ᅮⱘ EXPERT ACL ᑨ⫼ࠄᣛᅮⱘ᥹ষǄՓ⫼䆹ੑҸⱘ no 䗝乍প⍜ᑨ⫼Ǆ 

expert access-group {id | name} {in | out} 

no expert access-group {id | name} {in | out} 

 খ᭄ ᦣ䗄 

 id Expert 䆓䯂߫㸼ⱘ㓪ো˄2700-2899˅ 

খ᭄䇈ᯢ 

 name Expert 䆓䯂߫㸼ⱘৡᄫ 
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 in ᇍ䖯ܹ䆹᥹ষⱘ᡹᭛䖯㸠䖛Ⓒ 

 out  ᇍҢ䆹᥹ষ䕧ߎⱘ᡹᭛䖯㸠䖛Ⓒ 

 

㔎ⳕ䜡㕂  ᥹ষ≵᳝ᑨ⫼ Expert ACL 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ  䆹ੑҸⱘ䜡㕂㒧ᵰৃҹ䗮䖛 show expert access-lists ੑҸᶹⳟǄ 

 

䜡㕂В՟  

՟ 1˖߯ᓎϧᆊᠽሩ ACL˖ 

Ruijie(config)# expert access-list extended exp-acl 

Ruijie(config-exp-nacl)# show expert access-lists 

expert access-list extended exp-acl 

Ruijie(config-exp-nacl)# 

՟ 2˖߯ᓎϧᆊᠽሩ ACL˖ 

Ruijie(config)# expert access-list extended 2704 

Ruijie(config-exp-nacl)# show expert access-lists  

expert access-list extended 2704 

Ruijie(config-exp-nacl)# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show expert access-lists ᶹⳟϧᆊᠽሩ㉏䆓䯂߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.1.5 ip access-group 

㽕ᇚ݋ԧⱘ䆓䯂߫㸼ᑨ⫼Ѣ᥹ষˈ䇋ᠻ㸠᥹ষ䜡㕂ੑҸ ip access-groupǄ䆹ੑҸⱘ no ᔶ

ᓣপ⍜䆓䯂߫㸼੠᥹ষⱘ݇㘨Ǆ 

ip access-group {id | name} {in | out} 

no ip access-group { id | name} {in | out} 

 খ᭄ ᦣ䗄 

 id  IP 䆓䯂߫㸼ⱘ㓪ো˄1-199ˈ1300-2699˅ 

 name IP 䆓䯂߫㸼ⱘৡᄫ 

 in ᇍ䖯ܹ䆹᥹ষⱘ᡹᭛䖯㸠䖛Ⓒ 

খ᭄䇈ᯢ 

 out ᇍҢ䆹᥹ষ䕧ߎⱘ᡹᭛䖯㸠䖛Ⓒ 

 

㔎ⳕ䜡㕂  ᥹ষ≵᳝ᑨ⫼ ACL 
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼ ip access-group ੑҸᇚ䆓䯂߫㸼ᑨ⫼Ѣ᥹ষˈ䰆☿๭ेਃ⫼Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟೼ fastEthernet0/0 Ϟᑨ⫼䆓䯂߫㸼 120 ᇍ䖯ܹⱘ᡹᭛䖯㸠䖛Ⓒ˖ 

Ruijie(config)# interface fastEthernet 0/0 

Ruijie(config-if)#ip access-group 120 in 

 

 ੑҸ 
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䜡㕂В՟  

՟ 1˖߯ᓎᷛޚ ACL˖ 

Ruijie(config)# ip access-list standard std-acl 

Ruijie(config-std-nacl)# show ip access-lists  

ip access-list standard std-acl 

Ruijie(config-std-nacl)# 

՟ 2 ˖߯ᓎᠽሩ ACL˖ 

Ruijie(config)# ip access-list extended 123 

Ruijie(config-ext-nacl)# show ip access-lists 

ip access-list extended 123 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ip access-lists ᶹⳟ IP ㉏䆓䯂߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.1.7 ip access-list resequence 

䆹ੑҸᇍ ip ㉏ൟⱘ ACL 㸼乍䞡ᥦˈ߯ᓎ IPV6 ᠽሩ ACLˈᑊ䖯ܹ䆹䜡㕂῵ᓣǄՓ⫼䆹ੑҸ

ⱘ no 䗝乍ᘶ໡咬䅸ؐ 

ip access-list resequence {id | name} start-sn inc-sn 

no ip access-list resequence {id | name} 

 খ᭄ ᦣ䗄 

 Id ACL 㓪ো 

 name ACL ৡᄫ 

 start-sn ᑣো䍋ྟؐ 

খ᭄䇈ᯢ 

 inc-sn  ᑣো๲䞣 

 

㔎ⳕ䜡㕂  
start-sn˖10 

inc-sn˖10 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 
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Փ⫼ᣛᇐ  䆹ੑҸⱘ䜡㕂㒧ᵰৃҹ䗮䖛 show access-lists ੑҸᶹⳟǄ 

 

䜡㕂В՟  

ACL ⱘ㸼乍䞡ᥦ˖ 

Ruijie# show access-lists 

ip access-list standard 1 

10 permit host 192.168.4.12 

20 deny any any 

Ruijie# config 

Ruijie(config)# ip access-list resequence 1 21 43 

Ruijie(config)# exit 

Ruijie# show access-lists 

ip access-list standard 1 

21 permit host 192.168.4.12 

64 deny any any 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show access-lists ᶹⳟ䆓䯂߫㸼 

   ᦣ䗄݇ੑҸ
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ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
ᇚᣛᅮⱘ ACL ᑨ⫼Ѣ䆹᥹ষϞ ⫼̍Ѣᇍ᥹ষⱘ䕧ܹ䕧ߎ᭄᥂⌕䖯㸠᥻ࠊǄՓ⫼ show ipv6 
traffic-filter ੑҸᶹⳟ䆒㕂 

 

䜡㕂В՟  

ϟ՟ᰒ⼎བԩᇚ access-list v6-acl ᑨ⫼Ѣ Gigabit ᥹ষ 1 Ϟ˖ 

Ruijie(config)# interface GigaEthernet 0/1 

Ruijie(config-if)# ipv6 traffic-filter v6-acl in 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show access-group ᰒ⼎᥹ষϞ㒥ᅮⱘ ACL 䜡㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.1.9 ipv6 access-list 

䆹ੑҸ߯ᓎ IPV6 ᠽሩ ACLˈᑊ䖯ܹ䆹䜡㕂῵ᓣǄՓ⫼䆹ੑҸⱘ no 䗝乍ߴ䰸䆹 ACL 

ipv6 access-list name 

no ipv6 access-list name 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 name ACL ৡᄫ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ੑҸⱘ䜡㕂㒧ᵰৃҹ䗮䖛 show access-lists ੑҸᶹⳟǄ 

 

䜡㕂В՟  

߯ᓎ IPV6 ᠽሩ ACL˖ 

Ruijie(config)# ipv6 access-list v6-acl 

Ruijie(config-ipv6-nacl)# show access-lists 

ipv6 access-list extended v6-acl 

Ruijie(config-ipv6-nacl)# 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show ipv6 access-lists ᶹⳟ IPV6 ᠽሩ㉏䆓䯂߫㸼 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.1.10 MAC access-group 

ᇚϔϾ䆒ᅮⱘ MAC ACL ᑨ⫼ࠄᣛᅮⱘ᥹ষǄՓ⫼䆹ੑҸⱘ no 䗝乍প⍜ᑨ⫼Ǆ 

mac access-group {id | name}{in | out} 

no mac access-group {id | name} {in | out} 

 খ᭄ ᦣ䗄 

 id MAC 䆓䯂߫㸼ⱘ㓪ো˄700-799˅ 

 name MAC 䆓䯂߫㸼ⱘৡᄫ 

 in ᇍ䖯ܹ䆹᥹ষⱘ᡹᭛䖯㸠䖛Ⓒ 

খ᭄䇈ᯢ 

 out ᇍҢ䆹᥹ষ䕧ߎⱘ᡹᭛䖯㸠䖛Ⓒ 

 

㔎ⳕ䜡㕂     
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.1.11 MAC access-list 

䆹ੑҸ߯ᓎ MAC ᠽሩ ACL
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.1.13 permit 

⬇ᯢϔϾ៪໮Ͼⱘܕ䆌(permit)ⱘᴵӊҹ⫼Ѣއᅮ᡹᭛ᰃ䕀থ៪䖬ᰃ϶ᓗǄ 

1) IP  䆓䯂߫㸼ޚᷛ

[sn] permit {source source-wildcard | host source | any} 

2) IP ᠽሩ䆓䯂߫㸼 

[sn] permit protocol source source-wildcard destination destination-wildcard [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 

ϔѯ䞡㽕ण䆂ⱘ IP ᠽሩ䆓䯂᥻߫ࠊ㸼˖ 

Â Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source source-wildcard | host source | any} {destination 
destination-wildcard | host destination | any} [ icmp-type ] [[icmp-type [icmp-code ]] | 
[ icmp-message ]] [precedence precedence] [tos tos] [fragments] [time-range 
time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] permit tcp {source source-wildcard | host Source | any} [operator port [port]] 
{destination destination-wildcard | host destination | any}[operator port [port]] 
[precedence precedence] [tos tos] [fragments] [range lower upper] [time-range 
time-range-name] [match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] permit udp {source source -wildcard|host source |any} [ operator port [port]] 
{destination destination-wildcard |host destination | any} [operator port [port]] 
- 
 / T T m  
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䗝ᢽᄫ↉ࣙ৿ҹ໾㔥㉏ൟ Ethernet-type ៪ cos ᄫ↉ᯊ 

[sn] permit {ethernet-type| cos [out] [inner in]} [VID [out][inner in]] {source source-wildcard 
| host source | any} {host source-mac-address | any } {destination  destination-wildcard | 
host destination | any} {host destination-mac-address | any} [time-range 
time-range-name] 

䗝ᢽण䆂 Protocol ᄫ↉ᯊ 

[sn] permit protocol [VID [out][inner in]] {source source-wildcard | host Source | any} 
{host source-mac-address | any } {destination  destination-wildcard  | host destination | 
any} {host destination-mac-address | any} [precedence precedence] [tos tos] [fragments] 
[range lower upper] [time-range time-range-name] 

ϔѯ䞡㽕ण䆂ⱘ Expert ᠽሩ䆓䯂߫㸼˖ 

Â Internet Control Message Protocol (ICMP) 

[sn] permit icmp [VID [out][inner in]] {source source-wildcard | host source | any} {host 
source-mac-address | any } {destination destination-wildcard  | host destination | any} 
{host destination-mac-address | any}[ icmp-type ] [[icmp-type [icmp-code ]] | 
[ icmp-message ]] [precedence precedence] [tos tos] [fragments] [time-range 
time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] permit tcp [VID [out][inner in]]{source source-wildcard | host Source | any} {host 
source-mac-address | any } [operator port [port]] {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 
[match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] permit udp [VID [out][inner in]]{source source –wildcard | host source | any} {host 
source-mac-address | any } [ operator port [port]] {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [operator port [port]] 
[precedenceprecedence] [tos tos] [fragments] [range lower upper] [time-range 
time-range-name] 

Â Address Resolution Protocol (ARP) 

[sn] permit arp {vid vlan-id} [host source-mac-address | any] [host destination 
–mac-address | any] {sender-ip sender-ip–wildcard | host sender-ip | any} {sender-mac 
sender-mac-wildcard | host sender-mac | any} {target-ip target-ip–wildcard | host target-ip 
| any} 

5) IPV6 ᠽሩ䆓䯂߫㸼 

[sn] permit protocol {source-ipv6-prefix / prefix-length | any | host source-ipv6-address} 
{destination-ipv6-prefix / prefix-length | any| hostdestination-ipv6-address} [dscp dscp] 
[flow-label flow-label] [fragments] [range lower upper] [time-range time-range-name] 
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ϔѯ䞡㽕ण䆂ⱘ IPV6 ᠽሩ䆓䯂᥻߫ࠊ㸼˖ 

Â Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source-ipv6-prefix / prefix-length | any source-ipv6-address | host} 
{destination-ipv6-prefix / prefix-length| host destination-ipv6-address | any} [icmp-type] 
[[icmp-type [icmp-code]] | [icmp-message]] [dscp dscp] [flow-label flow-label][fragments] 
[time-range time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] permit tcp {source-ipv6-prefix / prefix-length | host source-ipv6-address | any} 
[operator port [port] ] {destination-ipv6-prefix / prefix-length | host destination-ipv6-address 
| any} [operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower 
upper] [time-range time-range-name] [match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] permit udp {source-ipv6-prefix / prefix-length | host source-ipv6-address | any} 
[operator port [port] ] {destination-ipv6-prefix / prefix-length | host destination-ipv6-address 
| any} [operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower 
upper] [time-range time-range-name] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ҹϟ≵᳝ᦤࠄⱘ䇋খ㾕 deny - 

 

㔎ⳕ䜡㕂  ≵᳝ӏԩ㸼乍 

 

ੑҸ῵ᓣ  ACL 䜡㕂῵ᓣϟ 

 

Փ⫼ᣛᇐ  ೼ ACL 䜡㕂῵ᓣϟ䜡㕂 ACL ⱘܕ䆌ᴵӊ㸼乍 

 

䜡㕂В՟  

՟ 1 ϟ̟՟ᰒ⼎བԩ߯ᓎঞᰒ⼎ϔᴵ Expert Extended ACL 䆹̍ϧᆊ ACL ⑤䆌ܕ IP ഄഔ

Ў 192.168.4.12 ᑊϨ⑤ MAC ഄഔЎ 001300498272 ⱘ᠔᳝ TCP ᡹᭛Ǆ 

Ruijie(config)# expert access-list extended exp-acl 

Ruijie(config-exp-nacl)# permit tcp  host  192.168.4.12 host

0013.0049.8272 any any  

Ruijie(config-exp-nacl)# deny any any any any 

Ruijie(config-exp-nacl)# show access-lists 

expert access-list extended exp-acl 

10 permit tcp  host  192.168.4.12 host 0013.0049.8272 any any 

20 deny any any any any 

Ruijie(config-exp-nacl)# 

՟ 2 ϟ̟䴶ᰃ IP ᠽሩ ACL Փ⫼㣗՟ Ⳃ̍ⱘᰃޚ䆌 IP Ў 192.168.4.12 ⱘ⑤Џᴎᦤկ TCP
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ッষЎ 100 ⱘ᳡ࡵˈᑊᑨ⫼ࠄ᥹ষ 1Ǆ䜡㕂ᮍ⊩ 

Ruijie(config)# ip access-list extended 102 

Ruijie(config-ext-nacl)# permit tcp host 192.168.4.12 eq 100 any

Ruijie(config-ext-nacl)# show access-lists 

ip access-list extended 102 

10 permit tcp host 192.168.4.12 eq 100 any 

Ruijie(config-ext-nacl)# exit 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# ip access-group 102 in 
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Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# ipv6 traffic-filter v6-acl in 

 

 ੑҸ ᦣ䗄 

 show access-lists ᶹⳟ᠔᳝ⱘ䆓䯂߫㸼 

 ipv6 traffic-filter ೼᥹ষϞᑨ⫼ IPV6 ᠽሩ䆓䯂߫㸼 

 ip access-group IP ACL ⱘ᥹ষᑨ⫼ 

 mac access-group MAC ᠽሩ ACL ⱘ᥹ষᑨ⫼ 

 ip access-list IP  ACL ⱘᅮН 

 mac access-list MAC ᠽሩ ACL ⱘᅮН 

 expert access-list ϧᆊᠽሩ ACL ⱘᅮН 

 ipv6 access-list IPV6 ᠽሩ ACL ᅮН 

Ⳍ݇ੑҸ 

 deny ᅮНᢦ㒱 ACL 㸼乍 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 
䕃ӊ⠜ᴀ V10.0 ҹϞˈarp ݇䬂ᄫ೼䕃ӊ⠜ᴀ

V10.2(3)ঞҹϞᬃᣕǄ 

41.2 显示相关命令 

41.2.1 show access-group 

ᰒ⼎᥹ষϞ㒥ᅮⱘ ACL 䜡㕂 

show access-group [interface <interface>] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 <interface> ᣛᅮⱘ᥹ষ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᰒ⼎᥹ষϞᑨ⫼ⱘ ACLˈϡᣛᅮᰒ⼎ܼ䚼᥹ষϞᑨ⫼ⱘ ACL 
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䜡㕂В՟  

Ruijie# show access-group 

ip access-list standard ipstd3 

Applied On interface GigabitEthernet 0/1. 

ip access-list standard ipstd4 

Applied On interface GigabitEthernet 0/2. 

ip access-list extended 101 

Applied On interface GigabitEthernet 0/3. 

ip access-list extended 102    

Applied On interface GigabitEthernet 0/8. 

 

 ੑҸ ᦣ䗄 

 ip access-group ip 䆓䯂߫㸼䯂ᅮН 

 mac access-group MAC 䆓䯂߫㸼䯂ᅮН 

 expert access-group Expert 䆓䯂߫㸼䯂ᅮН 

Ⳍ݇ੑҸ 

 ipv6 traffic-filter IPV6 䆓䯂߫㸼䯂ᅮН 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.2.2 show access-lists 

ᰒ⼎᠔᳝ ACL 䜡㕂៪ᣛᅮৡᄫⱘ ACL 

show access-lists [id | name] 

 খ᭄ ᦣ䗄 

 id 䆓䯂߫㸼ⱘ㓪ো খ᭄䇈ᯢ 

 name 䆓䯂߫㸼ⱘৡᄫ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᰒ⼎ᣛᅮⱘ aclˈ㢹≵᳝ᣛᅮ id ៪ nameˈ߭ᰒ⼎᠔᳝ⱘ ACL 
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䜡㕂В՟  

Ruijie# show access-lists n_acl 

ip access-list standard n_acl 

Ruijie# show access-lists 102 

ip access-list extended 102 

Ruijie# show access-lists 

ip access-list standard n_acl 

ip access-list extended 101 

mac access-list extended mac-acl 

expert access-list extended exp-acl 

ipv6 access-list extended v6-acl 

 

 ੑҸ ᦣ䗄 

 ip access-list  IP ACL ᅮНǄ 

 mac access-list MAC ᠽሩ ACL ᅮН 

 expert access-list Expert ᠽሩ ACL ᅮН 

Ⳍ݇ੑҸ 

 ipv6 access-list IPv6 ᠽሩ ACL ᅮН 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 

ᦣ䗄 ACL�n��
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䜡㕂В՟  

Ruijie# show expert access-group interface gigabitethernet 0/2 

expert access-group ee in 

Applied On interface GigabitEthernet 0/2. 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 expert access-list Expert ᠽሩ ACL ᅮН 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.2.4 show ip access-group 

ᰒ⼎᥹ষ᠔䜡㕂ⱘ IP ACL 

show ip access-group[interface <interface>] 
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 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.2.5 show ipv6 traffic-filter 

ᰒ⼎᥹ষ䜡㕂ⱘ IPV6 䆓䯂߫㸼 

show ipv6 traffic-filter [interface <interface>] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 <interface> ᣛᅮⱘ᥹ষ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᰒ⼎᥹ষ݇㘨ⱘ IPv6 ACLˈ㢹≵᳝ᣛᅮ᥹ষˈ߭ᰒ⼎᠔᳝᥹ষⱘ IPv6 ACL 

 

䜡㕂В՟  

Ruijie# show ipv6 traffic-filter interface gigabitethernet 0/4 

ipv6 traffic-filter v6 in 

Applied On interface GigabitEthernet 0/4. 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ipv6 access-list IPV6 ㉏ൟ ACL ᅮН 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.0 䕃ӊ⠜ᴀ V10.0 ҹϞ 

41.2.6 show mac access-group 

ᰒ⼎ッষ䜡㕂ⱘ MAC 䆓䯂߫㸼 

show mac access-group[interface <interface>] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 <interface>  ᣛᅮⱘ᥹ষ 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᰒ⼎᥹ষ݇㘨ⱘ MAC ACLˈ㢹≵᳝ᣛᅮ᥹ষˈ߭ᰒ⼎᠔᳝᥹ষ݇㘨ⱘ MAC ACL 

 

䜡㕂В՟  

Ruijie# show mac access-group interface gigabitethernet 0/3 

mac access-group mm in 

Applied On interface GigabitEthernet 0/3. 

 

 ੑҸ  

ਙꍅ쐀  



䜡㕂 ACL ੑҸ 

41-35 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show secu-acl ᰒ⼎ᅝܼ䗮䘧䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.2 䕃ӊ⠜ᴀ V10.2 ҹϞ 

41.3.2 security global access-group 

䜡㕂ܼሔᅝܼ䗮䘧 

security global access-group {id|name} 

no security global access-group 

 খ᭄ ᦣ䗄 

 id ACL id খ᭄䇈ᯢ 

 name ACL ৡᄫ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䜡㕂ܼሔᅝܼ䗮䘧 

 

䜡㕂В՟  Ruijie(config)#security global access-group 1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show secu-acl ᰒ⼎ᅝܼ䗮䘧䜡㕂 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.2 䕃ӊ⠜ᴀ V10.2 ҹϞ 

41.3.3 security uplink enable 
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䜡㕂᥹ষᅝܼ䗮䘧ⱘ՟໪ষ 

security uplink enable 

no security uplink enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  䜡㕂ᅝܼ䗮䘧ⱘ՟໪᥹ষ 

 

䜡㕂В՟  Ruijie(config-if)#security uplink enable 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show secu-acl ᰒ⼎ᅝܼ䗮䘧䜡㕂 

 

  ᮴ 
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䜡㕂В՟  

Ruijie(config-if)#show secu-acl  

Ports      Type       access-group 

---------- ---------- ------------ 

Fa0/4      security   50         

Global     security   60         

Fa0/6      uplink     --      

 

 ੑҸ ᦣ䗄 

 security global access-group  ܼሔᅝܼ䗮䘧ᅮН 

 security access-group  ᥹ষᅝܼ䗮䘧ᅮН 
Ⳍ݇ੑҸ 

 security uplink enable ᅝܼ䗮䘧՟໪ষ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 V10.2 䕃ӊ⠜ᴀ V10.2 ҹϞ 
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42 配置 QOS 命令 

42.1 缺省配置 

⫼᠋೼䖯㸠 QoS 䜡㕂Пࠡˈ䳔㽕⏙Ἦ੠ QoS ᳝݇ⱘҹϟ޴⚍ֵᙃ˖ 

Â ϔϾ᥹ষ᳔໮݇㘨 1 Ͼ policy-map˗ 

Â ϔϾ policy-map ৃҹᢹ᳝໮Ͼ class-map˗ 

Â ϔϾ class-map ᳔໮݇㘨 1 Ͼ ACL 䆹̍ ACL ⱘ᠔᳝ ACE ᖙ乏᳝݋Ⳍৠ䖛Ⓒඳ

῵ᵓ˗ 

Â ϔϾ᥹ষϞ݇㘨ⱘ ACE ⱘϾ᭄᳡Ң“䜡㕂ᅝܼ ACL”ゴ㡖ⱘ䰤ࠊǄ 

㔎ⳕᚙމϟ Q̍oS ࡳ㛑ᰃ݇䯁ⱘǄे 䆒໛ᇍ᠔᳝ⱘ᡹᭛ৠㄝ໘⧚ǄԚᔧԴᇚϔϾ Policy Map 
݇㘨ࠄᶤϔϾ᥹ষϞˈᶤ䆒㕂њ᥹ষⱘֵӏ῵ᓣᯊˈ䆹᥹ষⱘ QoS ࡳ㛑े㹿ᠧᓔǄ㽕݇䯁

䆹᥹ষⱘ QoS ࡳ㛑ˈᙼ䗮䖛㾷އ䆹᥹ষⱘ Policy Map 䆒㕂ˈᑊᇚ᥹ষⱘֵӏ῵ᓣ䆒Ў Off 
ेৃǄҹϟЎ QOS ⱘ㔎ⳕ䜡㕂˖  
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 CoS ؐ DSCP ؐ 

 0 0 

 1 8 

 2 16 

 3 24 

 4 32 

 5 40 

 6 48 

CoS to 
DSCP 

 7 56 

IP-Precedence to DSCP 咬䅸᯴ᇘ㸼 

 IP-Precedence DSCP 

 0 0 

 1 8 

 2 16 

 3 24 

 4 32 

 5 40 

 6 48 

IP-Precede
nce to 
DSCP 

 7 56 

DSCP to CoS ⱘ咬䅸᯴ᇘ㸼 

 DSCP ؐ CoS ؐ 

 0 0 

 8 1 

 16 2 

 24 3 

 32 4 

 40 5 

 48 6 

DSCP to 
CoS 

 56 7 

 

Փ⫼ᣛᇐ 
  

& 䇈ᯢ S29 ㋏߫䆒໛ϡᬃᣕ DRR Weight Range 䆒㕂Ǆ 
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42.2 配置相关命令 

42.2.1 class maps 

߯ᓎ ACL˖ 

ip access-list {extended | standard} { acl-id | acl-name } 

៪ mac access-list extended {acl-id | acl-name} 

៪ expert access-list extended {acl-id | acl-name} 

៪ ipv6 access-list extended acl-name 

៪
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՟ 4˖߯ᓎ class-map,ੑৡ cm 

Ruijie(config)# class-map cm 

՟ 5˖݇㘨 ACL 

Ruijie(config-cmap)# match access-group me 

՟ 6˖䗔ߎ class-map 䆒㕂 

Ruijie(config-cmap)# exit 

 

 ੑҸ 
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 show mls qos queueing  - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.2.3 interface rate-limit 

ッষ䗳⥛䰤ࠊⱘ䆒㕂 

rate-limit {input | output} 
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 - - 

42.2.4 mls qos cos 

䜡㕂᥹ষⱘ CoS ؐ 

mls qos cos default-cos 

no mls qos cos 

 খ᭄ ᦣ䗄 
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 dscp  পؐ㣗ೈձѻકϡৠ㗠ϡৠ 

 no ᘶ໡㔎ⳕؐ 

 

㔎ⳕ䜡㕂  㾕㔎ⳕ䜡㕂 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config)# mls qo map cos-dscp 8 10 16 18 24 26 32 34 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show mls qos maps 
ᰒ⼎ dscp-cos maps,dscp-cos maps
੠ ip-prec-dscp maps 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.2.6 mls qos map dscp-cos 

䆒㕂᡹᭛ⱘݙ䚼 DSCP ؐ᯴ᇘࠄ CoS ؐ 

mls qos map dscp-cos dscp-list to cos 

no mls qos map dscp-cos 

 খ᭄ ᦣ䗄 

 dscp-list   পؐ㣗ೈձѻકϡৠ㗠ϡৠ 

 cos পؐ㣗ೈ 0̚7 
খ᭄䇈ᯢ 

 no ᘶ໡㔎ⳕؐ 

 

㔎ⳕ䜡㕂  㾕㔎ⳕ䜡㕂 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 
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䜡㕂В՟  Ruijie(config)# mls qos ma_Ecp-cos 80 1 16 18 to2 0 

ੑҸ 
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42.2.8 mls qos scheduler 

䆒㕂䕧ߎ䯳߫䇗ᑺㅫ⊩ 

mls qos scheduler [sp | wrr | drr] 

no mls qos scheduler 

 খ᭄ ᦣ䗄 

 sp 㒱ᇍӬܜ㑻䇗ᑺ 

 wrr ᏺᏻ᭄䞣ᴗ䞡䕂䕀䇗ᑺ 

 drr ᏺᏻ䭓ᑺᴗ䞡䕂䕀䇗ᑺ 

খ᭄䇈ᯢ 

 no ᘶ໡㔎ⳕؐ 

 

㔎ⳕ䜡㕂  㔎ⳕЎ wrr 䇗ᑺ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config)# mls qos scheduler sp 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show mls qos scheduler - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.2.9 mls qos trust 

䜡㕂᥹ষⱘ Qos ֵӏ῵ᓣ 

mls qos trust [cos | dscp | ip-precedence] 

no mls qos trust 

 খ᭄ ᦣ䗄 খ᭄䇈ᯢ 

 cos ッষⱘ Qos ֵӏ῵ᓣЎ CoS 
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 policy-map-name 
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䆒㕂䕧ߎ䯳߫䇗ᑺㅫ⊩ 

[no] priority-queue 

 খ᭄ ᦣ䗄 

 priority-queue 䕧ߎ䯳߫䕂䕀ㅫ⊩Ў SP (S2900 ㋏߫䆒໛) খ᭄䇈ᯢ 

 no priority-queue 䕧ߎ䯳߫䕂䕀ㅫ⊩Ў WRR 

 

㔎ⳕ䜡㕂  䕧ߎ䯳߫䕂䕀ㅫ⊩Ў WRR 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config)# no priority-queue 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show mls qos queueing - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.2.12 priority-queue cos-map 

䜡㕂䕧ߎ䯳߫݇㘨ⱘ CoS ؐ 

� � � �	 Ë

⠜

ᴀ

ো

� � � ¸
	 Z 	 Æ
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Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie(config)# priority-queue cos-map 1 0 1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show mls qos queueing - 

 

ᑇৄ䇈ᯢ  ϡৠ㋏߫ⱘ䆒໛ᬃᣕⱘখ᭄ϡৠˈ㾕㔎ⳕ䜡㕂 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.2.13 service-policy 

ᇚ policy map ᑨ⫼ࠄ᥹ষϞ 

service-policy {input | output} policy-map-name 

no service-policy {input | output} 

 খ᭄ ᦣ䗄 

 policy-map-name Ꮖ㒣߯ᓎⱘ policymap ⱘৡᄫ খ᭄䇈ᯢ 

 no 㾷䰸 policy map ೼᥹ষϞⱘᑨ⫼ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# service-policy input po 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show mls qos interface - 

 

ᑇৄ䇈ᯢ  S2900 ㋏߫䆒໛ ᬃᣕখ᭄ input 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.3 显示相关命令 

42.3.1 show class-map 

ᰒ⼎ class map ᅲԧⱘݙᆍ 

show class-map [class-name] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 class-name class map ⱘৡᄫ 

 

㔎ⳕ䜡㕂  ᰒ⼎᠔᳝ class map 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show class-map 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  S2900 ㋏߫䆒໛ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.3.2 show policy-map 

ᰒ⼎ QoS policy map ᅲԧ[Ёᣛᅮ class class-name]ⱘݙᆍ 

show policy-map [policy-name [class class-name]] 

 খ᭄ ᦣ䗄 খ᭄䇈ᯢ 

 policy-name policy name ⱘৡᄫ 
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 class-name class map ⱘৡᄫ 

 

㔎ⳕ䜡㕂  ᰒ⼎᠔᳝ policy name 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show policy-map 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.3.3 show mls qos interface 

ᰒ⼎᥹ষⱘ QoS ֵᙃ 

show mls qos interface interface-id [policers] 

 খ᭄ ᦣ䗄 

 interface-id 㽕ᰒ⼎ⱘ᥹ষ খ᭄䇈ᯢ 

 policers ᰒ⼎᥹ষ݇㘨ⱘ police 

 

㔎ⳕ䜡㕂  ᰒ⼎᠔᳝᥹ষⱘ QOS ֵᙃ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show mls qos interface fastEthernet 0/1 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 
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 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.3.4 show mls qos maps 

ᰒ⼎ dscp-cos maps,dscp-cos maps ੠ ip-prec-dscp maps 

show mls qos maps [cos-dscp | dscp-cos | ip-prec-dscp] 

 খ᭄ ᦣ䗄 

 cos-dscp ᰒ⼎ cos-dscp maps 

 dscp-cos ᰒ⼎ dscp-cos maps 
খ᭄䇈ᯢ 

 ip-prec-dscp ᰒ⼎ ip-prec-dscp maps 

 

㔎ⳕ䜡㕂  ᰒ⼎ dscp-cos maps ੠ dscp-cos maps ੠ ip-prec-dscp maps 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show mls qos maps 

 

 ੑҸ 

 

G!5B�'p� 
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show mls qos queueing 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

42.3.7 show mls qos scheduler 

ᰒ⼎ッষӬܜ㑻䯳߫䇗ᑺᮍᓣ 

show mls qos scheduler 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  Ruijie# show mls qos scheduler 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  - 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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43 配置 Voice VLAN 命令 

43.1 配置相关命令 

43.1.1 voice vlan 

ܼሔՓ㛑 Voice VLANˈ䆒㕂ϔϾ VLAN Ў Voice VLANǄ⫼᠋ৃҹՓ⫼䆹ੑҸⱘ no 䗝乍݇

䯁 Voice VLAN  㛑Ǆࡳ

voice vlan vlan-id 

no voice vlan 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vlan-id 㸼⼎ Voice VLAN ⱘ IDǄ 

 

㔎ⳕ䜡㕂  㔎ⳕᰃ݇䯁ⱘǄ 

 

ੑҸ῵ᓣ쵔爓吠   

 

Փ⫼ᣛᇐ쵔爓吠  Voice VLAN 㛑ˈৠᯊᣛᅮࡳ Voice VLAN IDǄ
~ Voice VLAN Пࠡˈ乏߯ܜᓎᇍᑨⱘ VLANǄ ˅ ᰃ咬䅸 VLAN ᮴̍䳔߯ᓎ Ԛ̍ϡ㛑㹿䆒㕂Ў Voice Ǆ˅ ϡܕ䆌ᇚᶤϾ VLAN ৠᯊ䆒㕂Ў Voice VLAN Ϣ Super VLANǄ 

4˅བᵰ᥹䈀ⱘッষϞᓔਃњ 802.1x  VLAN 㞾ࡼ䏇䕀ࡳ㛑ˈЎֱ䆕ࡳ㛑ⱘⁱ䃀Փ⫼ˈ䇋ϡ㽕ᇚϟথⱘVID 䆒㕂Ў Voice VLAN IDǄ˅ ϡ㽕ᇚ RSPAN ⱘ Remote VLAN Ϣ Voice VLAN ␠ 1Ͼ ˈ৺߭ৃ㛑Ӯᕅડ䖰⿟ッষ䬰ࡳڣ㛑Ϣ Voice VLAN  㛑Ǆࡳ

 
 

䜡㕂В՟쵔爓吠  Voice VLAN 㛑ˈᑊ䆒㕂ࡳ
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 show voice vlan 
ᰒ⼎ Voice VLAN ⱘ䜡㕂ֵᙃϢᔧࠡ

⢊ᗕǄ
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43.1.3 voice vlan cos 

ܼሔ䆒㕂 Voice VLAN 䇁䷇⌕ⱘ CoS ؐǄ⫼᠋ৃҹՓ⫼䆹ੑҸⱘ no 䗝乍ᇚ䆹䜡㕂ᘶ໡ࠄ㔎

ⳕؐǄ 

voice vlan cos cos-value 

no voice vlan cos 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 cos-value 㸼⼎ Voice VLAN 䇁䷇⌕ⱘ CoS ؐǄ 

 

㔎ⳕ䜡㕂  cos-value খ᭄ⱘ㔎ⳕؐЎ 6Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䆒໛䗮䖛ׂᬍ
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 dscp-value 㸼⼎ Voice VLAN 䇁䷇⌕ⱘ DSCP ؐǄ 

 

㔎ⳕ䜡㕂  dscp-value খ᭄ⱘ㔎ⳕؐЎ 46Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䆒໛䗮䖛ׂᬍ Voice VLAN ⱘ䇁䷇⌕ⱘ CoS Ϣ DSCP ؐᴹᦤ催䇁䷇⌕ⱘӬܜ㑻ˈֱ 䆕䗮

䆱䋼䞣Ǆ 

 

䜡㕂В՟  
՟ 1˖䜡㕂 Voice VLAN ⱘ䇁䷇⌕Ӭܜ㑻ˈDSCP Ў 40Ǆ 
Ruijie(config)# voice vlan dscp 40 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show voice vlan 
ᰒ⼎ Voice VLAN ⱘ䜡㕂ֵᙃϢᔧࠡ

⢊ᗕǄ 

   

 

 

 

   



䜡㕂
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䜡㕂В՟  
՟ 1 䆒̟㕂 OUI ഄഔ 0012.3400.0000 Ў Voice VLAN ⱘড়⊩ഄഔˈॖ ଚЎ Company AǄ

Ruijie(config)# voice vlan mac-address 0012.3400.0000 mask 

ffff.ff00.0000 description Company A 

 

 


Q�¸   
짜 ੑҿ 
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~ ⊼ᛣ 

1˅ᔧッষՓ㛑њ Voice VLAN ᑊᎹ԰೼᠟Ꮉ῵ᓣᯊˈᖙ乏᠟Ꮉᇚッষ

ܹࡴ Voice VLANˈᠡ㛑ֱ䆕 Voice VLAN ࡳ㛑⫳ᬜǄ 

2˅ᔧッষᎹ԰Ѣ㞾ࡼ῵ᓣᯊˈЎֱ䆕ࡳ㛑䖤㸠ℷᐌˈ䇋⊼ᛣϡ㽕ᇚッ

ষⱘ native VLAN 䆒㕂Ў Voice VLANǄ 

3˅䫤᥋ѻક Trunk Port/Hybrid Port 㔎ⳕৃҹӴ䕧᠔᳝ VLAN ⱘ᡹᭛ˈ

䇋ܜᇚ Voice VLAN Ңッষⱘ VLAN 䆌ৃ߫㸼Ё⿏ݡˈߎᠧᓔ Voice 
VLAN ܹࡴ㛑ˈҹֱ䆕᳾䖲᥹䇁䷇䆒໛ⱘッষϡӮࡳ Voice VLANˈ៪

䭓ᯊ䯈ϡՓ⫼ⱘッষϔⳈ偏⬭೼
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ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  

Ўњ㛑໳᳈དഄ䖯㸠⫼᠋䇁䷇⌕Ϣ᭄᥂⌕ߚ⾏Ӵ䕧ˈৃҹᠧᓔ Voice VLAN ⱘᅝܼ῵ᓣǄ

ᠧᓔᅝܼ῵ᓣৢ䆒໛Ӯᇍ᡹᭛ⱘ⑤ MAC ഄഔ䖯㸠Ẕᶹˈᔧ᡹᭛⑤ MAC ഄഔᰃৃ䆚߿ⱘ

Voice VLAN OUI ഄഔᯊˈܕ䆌䆹᡹᭛೼ Voice VLAN  Ӵ䕧ˈ৺߭ᇚ䆹᡹᭛϶ᓗǄݙ

~ ⊼ᛣ 
ᓎ䆂⫼᠋ሑ䞣ϡ㽕೼ Voice VLAN ЁৠᯊӴ䕧䇁䷇੠Ϯࡵ᭄᥂Ǆ㢹ⱘ

⹂᳝ℸ䳔㽕ˈ䇋⹂䅸 Voice VLAN ⱘᅝܼ῵ᓣᏆ݇䯁Ǆ 

 

& 䇈ᯢ 

ᅝܼ῵ᓣϟˈҙᇍ untagged ᡹᭛ঞᏺ᳝ Voice VLAN tag ⱘ᡹᭛䖯㸠

⑤ MAC ഄഔẔᶹˈᇍѢᏺ᳝݊ᅗ䴲 Voice VLAN tag ⱘ᡹᭛ˈ䆒໛ᣝ

✻ VLAN 㾘߭ᇍ᡹᭛䖯㸠䕀থ੠϶ᓗⱘ໘⧚ˈϡফ Voice VLAN ᅝܼ/
᱂䗮῵ᓣⱘᕅડǄ  

 

䜡㕂В՟  
՟ 1˖ᠧᓔ Voice VLAN ⱘᅝܼ῵ᓣǄ 
Ruijie(config)# voice vlan security enable 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show voice vlan 
ᰒ⼎ Voice VLAN ⱘ䜡㕂ֵᙃϢᔧࠡ

⢊ᗕǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 

 

᮸ 䃧 ⩑ Ҹ  

 4.28
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  
䗮䖛ℸੑҸˈৃ ᶹⳟ Voice VLAN ⱘ䜡㕂ֵᙃϢᔧࠡ⢊ᗕˈࣙ ᣀՓ㛑 Voice VLAN 㛑ⱘࡳ

ッষⱘᎹ԰῵ᓣǄ 
 

䜡㕂В՟  

՟ 1˖ᶹⳟ䆒໛ᔧࠡⱘ Voice VLAN ⢊ᗕ 
Ruijie(config)# show voice vlan 

Voice VLAN status: ENABLE              //Voice VLAN Փ㛑⢊ᗕ 

Voice VLAN ID: 2                         //Voice VLAN ID 

Voice VLAN security mode: Security   //ᅝܼ῵ᓣᰃ৺ᠧᓔ 

Voice VLAN aging time: 5 minutes     //㗕࣪ᯊ䯈 

Voice VLAN cos: 6                       //䇁䷇⌕ CoS ؐ 

Voice VLAN dscp: 46                    //䇁䷇⌕ DSCP ؐ 

Current voice vlan enabled port mode: //Փ㛑 Voice VLAN ⱘッষϢ῵ᓣ

PORT                        MODE 

---------------------------------------------------- 

Fa0/1                       Auto            

 

 ੑҸ ᦣ䗄 

 voice vlan vlan-id 
ܼሔՓ㛑 Voice VLANˈ䆒㕂ϔϾ

VLAN Ў Voice VLANǄ 

 voice vlan aging minutes 䆒㕂 Voice VLAN 㗕࣪ᯊ䯈Ǆ 

 voice vlan cos cos-value 䆒㕂 Voice VLAN 䇁䷇⌕ⱘ CoS ؐǄ

 voice vlan dscp dscp-value 䆒㕂 Voice VLAN 䇁䷇⌕ⱘ DSCP ؐǄ

 voice vlan enable Փ㛑ッষⱘ Voice VLAN  㛑Ǆࡳ

 voice vlan mode auto 䜡㕂ッষⱘ Voice VLAN Ꮉ԰῵ᓣǄ 

Ⳍ݇ੑҸ 

 voice vlan security enable ᠧᓔ Voice VLAN ⱘᅝܼ῵ᓣǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 ᮄ๲ੑҸ 

43.2.2 show voice vlan oui 

ᰒ⼎ᔧࠡ䆒໛ᬃᣕⱘ OUI ഄഔǃOUI ഄഔ᥽ⷕ੠ᦣ䗄ֵᙃǄ 

show voice vlan oui 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴ ᮴ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  䗮䖛ℸੑҸˈৃᶹⳟᔧࠡ䆒໛ᬃᣕⱘ䇁䷇
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44 锐捷交换机安全功能兼容模式配置命令 

44.1 配置相关命令 

44.1.1 rgos-security compatible 

㔎ⳕᚙމϟˈ䫤᥋Ѹᤶᴎᅝܼࡳ㛑Ў RGOS ᆍ῵ᓣ݅ᄬˈ䗮䖛ੑҸݐ rgos-security 
compatible 䆒㕂ݐᆍ῵ᓣ݅ᄬ བ̠ᵰ㽕䆒㕂៤ RGOS 䴲ݐᆍ῵ᓣ݅ᄬ Փ̍⫼ no ੑҸ䆒㕂  ̟

rgos-security compatible 

no rgos-security compatible 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴ ᮴ 

 

㔎ⳕ䜡㕂  㔎ⳕ䜡㕂ϟˈ䫤᥋Ѹᤶᴎᅝܼࡳ㛑Ў RGOS  ᆍ῵ᓣ݅ᄬݐ

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ~ ⊼ᛣ ׂᬍݐᆍ῵ᓣ݅ᄬੑҸПৢˈᖙ乏䞡ਃѸᤶᴎᠡ㛑Փ䜡㕂⫳ᬜ 
 

 

䜡㕂В՟  
՟ 1˖䜡㕂ᅝܼࡳ㛑Ў䴲 RGOS   ˖ᆍ῵ᓣ݅ᄬݐ
Ruijie(config)#no gos-security compatible 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ᮴ ᮴ 

 

 ᮴ 

  

 

䄂쯥䐀  

ᑮ  
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45 配置 RLDP 命令 

45.1 配置相关命令 

45.1.1 rldp detect-interval 

Փ⫼䆹ੑҸ䜡㕂 RLDP ೼ッষϞথ䗕᥶⌟᡹᭛ⱘ䯈䱨Ǆ 

rldp detect-interval interval 

no rldp detect-interval 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 interval ᥶⌟䯈䱨ˈপؐ㣗ೈЎ 2-15 ⾦ 

 

㔎ⳕ䜡㕂  3 ⾦Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  
བᵰᰃ೼ᓔਃњ stp ⱘ⦃๗ϟˈᓎ䆂䆒㕂ⱘ䯈䱨h᳔໻᥶⌟⃵᭄ৢᕫࠄⱘᘏᯊ䯈ᇣѢ stp
ⱘᢧᠥᬊᬯᯊ䯈Ǆ 

 

䜡㕂В՟  
ϟ䴶ᰃϔϾ䜡㕂᥶⌟䯈䱨Ў 5s ⱘ՟ᄤ: 

Ruijie(config)# rldp detect-interval 5 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 rldp detect-max 䜡㕂᳔໻᥶⌟⃵᭄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

45.1.2 rldp detect-max 

Փ⫼䆹ੑҸ䜡㕂 RLDP ೼ッষϞথ䗕᥶⌟᡹᭛ⱘ᳔໻⃵᭄ˈབᵰ䍙䖛䖭ϾẔ⌟⃵᭄ˈ䚏ሙッ

ষҡ✊᮴ડᑨˈ߭䫒䏃㹿䆞ᮁЎᬙ䱰䫒䏃Ǆ 
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rldp detect-max num 

no rldp detect-max 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 num ᳔໻᥶⌟⃵᭄,পؐ㣗ೈЎ 2-10 

 

㔎ⳕ䜡㕂  2 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸᰃ੠᥶⌟䯈䱨㒧ড়Փ⫼ⱘˈ⫼Ѣ⹂ᅮ᳔໻᥶⌟ᯊ䯈Ǆ 

 

䜡㕂В՟  
ϟ䴶ᰃϔϾ䜡㕂᳔໻᥶⌟⃵᭄Ў 5 ⱘ՟ᄤ˖ 

Ruijie(config)# rldp detect-max 5 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 rldp detect-interval 䜡㕂᥶⌟䯈䱨 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

45.1.3 rldp enable 

䆹ੑҸ᥻ࠊ RLDP ⱘܼሔࡳ㛑ᓔ݇Ǆ 

rldp enable 

no rldp enable 

 খ᭄ ᦣ䗄 

   খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ݇䯁Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 
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Փ⫼ᣛᇐ  া᳝ܼሔ RLDP ᠧᓔˈッষ RLDP ᠡ㛑䖤㸠Ǆ 

 

䜡㕂В՟  
ϟ䴶ᰃᠧᓔⱘ՟ᄤ˖ 

Ruijie(config)# rldp enable 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 rldp port 䜡㕂ッষⱘ RLDP  㛑ࡳ

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

45.1.4 rldp port 

䆹ੑҸ䜡㕂ッষⱘ rldp Ẕ⌟ˈৠᯊᣛᅮẔ⌟㉏ൟ੠ᬙ䱰໘⧚ᮍ⊩Ǆ 

rldp port {unidirection-detect | bidirection-detect | loop-detect } {warning | 
shutdown-svi | shutdown-port | block} 

no rldp port { unidirection-detect | bidirection-detect | loop-detect } 

 খ᭄ ᦣ䗄 

 unidirection-detect ऩ৥䫒䏃Ẕ⌟㉏ൟ 

 bidirection-detect ঠ৥䫒䏃Ẕ⌟㉏ൟ 

 loop-detect ⦃䏃Ẕ⌟㉏ൟ 

 warning 䄺ਞ໘⧚ 

 shutdown-svi shutdown ッষ᠔೼ svi 

 shutdown-port shutdown ッষ 

খ᭄䇈ᯢ 

 block ݇䯁ッষⱘᄺд䕀থ 

 

㔎ⳕ䜡㕂  ᮴㔎ⳕؐǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  া᳝ܼሔ RLDP ᠧᓔⱘᚙމϟˈッষⱘ RLDP Ẕ⌟ᠡ㛑䍋԰⫼Ǆ 

 

䜡㕂В՟  ϟ䴶ⱘ⼎՟೼ fas 0/1 Ϟ䜡㕂њ rldp Ẕ⌟ˈᣛᅮẔ⌟㉏ൟЎ⦃䏃Ẕ⌟ˈᬙ䱰໘⧚Ў݇䯁ッ
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ষᄺд䕀থǄ 

Ruijie(config)# interface fas 0/1 

Ruijie(config-if)# rldp port loop-detect block 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 rldp enable ܼሔ rldp 䜡㕂ੑҸ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

45.1.5 rldp reset 

䆹ੑҸՓ᠔᳝㹿 rldp shutdown ៪ disable ⱘッষ䞡ᮄ䖯ܹ rldp Ẕ⌟Ǆ 

rldp reset 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  
ϟ䴶ⱘ⼎՟ⓨ⼎䆹ੑҸⱘՓ⫼˖ 

Ruijie# rldp reset 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 rldp enable Rldp ܼሔ䜡㕂ੑҸ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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45.2 显示与监控命令 

45.2.1 show rldp 

ᰒ⼎ rldp ⱘッষẔ⌟ֵᙃǄ 

show rldp [interface interface-id] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 Interface-id 䳔㽕ᰒ⼎ⱘッষ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  ᮴ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

45.2.2 debug rldp 

ᠧᓔ rldp ᳡ࡵ䇗䆩ᓔ݇Ǆ䆹ੑҸⱘ no ᔶᓣ݇䯁䇗䆩ᓔ݇Ǆ 

debug rldp [packet | event | error] 

undebug rldp [packet | event | error] 

 খ᭄ ᦣ䗄 

 packet ᬊথ rldp ᡹᭛ⱘ䇗䆩ֵᙃǄ 

 event ッষ⢊ᗕব࣪ⱘ䇗䆩ֵᙃǄ 
খ᭄䇈ᯢ 

 error Ẕ⌟䖛⿟Ёথ⫳䫭䇃ⱘ䇗䆩ֵᙃǄ 
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㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  ᮴ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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46 配置 TPP 命令 

46.1 配置相关命令 

46.1.1 topology guard 

೼ܼሔ䜡㕂ੑҸ῵ᓣϟˈՓ⫼ topology guard ੑҸᓔਃᢧᠥ䰆ᡸࡳ㛑ⱘܼሔᓔ݇ǄՓ⫼䆹ੑ

Ҹⱘ no 䗝乍ᴹ⽕ℶᢧᠥ䰆ᡸࡳ㛑Ǆ  

[no] topology guard 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᢧᠥ䰆ᡸࡳ㛑㔎ⳕЎᠧᓔ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂ੑҸ῵ᓣ 

 

Փ⫼ᣛᇐ 
 ᢧᠥ䰆ᡸࡳ㛑咬䅸ᰃᠧᓔⱘˈ䖭ḋৃҹ᳈དⱘֱᡸ㔥㒰ˈҹܡ㔥㒰಴ফᬏߏ㗠䗴៤ᢧᠥ

ᤃ㤵Ǆᅗ䳔㽕ϢੑҸ cpu topology-limit 䜡ড়Փ⫼Ǆ 

 

䜡㕂В՟  

ϟ䴶ⱘ՟ᄤᰒ⼎བԩᓔਃ੠݇䯁ܼሔᢧᠥ䰆ᡸࡳ㛑˖ 

Ruijie(config)# topology guard 

Ruijie(config)# no topology guard 

 

 ੑҸ ᦣ䗄 

 tp-guard port enable  Փ㛑䆹ッষⱘᢧᠥ䰆ᡸࡳ㛑Ǆ Ⳍ݇ੑҸ 

 cpu topology-limit  䆒㕂 CPU ߽⫼⥛乘䄺Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

46.1.2 tp-guard port enable 
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Փ㛑䆹ッষⱘᢧᠥ䰆ᡸࡳ㛑ˈՓ⫼䆹ੑҸⱘ no 䗝乍ᴹ⽕ℶ䆹ッষⱘᢧᠥ䰆ᡸࡳ㛑Ǆ 

[no] tp-guard port enable 

 খ᭄ ᦣ䗄 
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ੑҸ῵ᓣ  ⡍ᴗੑҸ῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ੑҸ⫼Ѣᶹⳟᔧࠡⱘ tpp 䜡㕂ঞッষẔ⌟ᚙމǄ 

 

䜡㕂В՟  
ϟ䴶ⱘ՟ᄤᰒ⼎བԩᰒ⼎ᢧᠥ䰆ᡸࡳ㛑ֵᙃ˖ 

Ruijie# show tpp 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 topology guard Փ㛑ܼሔᢧᠥ䰆ᡸࡳ㛑 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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47 配置文件系统命令 

47.1 配置相关命令 

47.1.1 cd 

䆒㕂᭛ӊ㋏㒳ⱘᔧࠡ䏃ᕘǄ 

cd [filesystem:][directory] 

 

 খ᭄ ᦣ䗄 

 filesystem ᣛᅮⱘ᭛ӊ㋏㒳Ǆ䆹খ᭄ᖙ乏ᨎᏺĀ˖ā খ᭄䇈ᯢ 

 directory ᣛᅮⱘⳂᔩ 

 

㔎ⳕ䜡㕂  㔎ⳕᔧࠡⳂᔩ೼೼ flash ⱘḍⳂᔩϟ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ 
 cd ੑҸᇚᬍবᔧࠡ᭛ӊ㋏㒳ⱘᔧࠡǄ᭛ӊ㋏㒳݊ҪੑҸЁˈ㢹Փ⫼Ⳍᇍ䏃ᕘ˄े䏃ᕘϡ

ҹĀ/āᓔྟ˅ˈ߭ᰃ৥ᇍѢ㋏㒳ⱘᔧࠡ䏃ᕘǄ㽕ᶹⳟ㋏㒳ᔧࠡ䏃ᕘˈՓ⫼ pwd ੑҸǄ 

 

䜡㕂В՟  

՟ 1˖ᇚᔧࠡ䏃ᕘ䆒㕂Ў usb0 ⱘḍⳂᔩ 

Ruijie# cd usb0:/ 

՟ 2˖ᇚᔧࠡ䏃ᕘ䆒㕂Ў sd वⱘḍⳂᔩ 

Ruijie# cd sd0:/ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 pwd ᰒ⼎ᔧࠡ᭛ӊ䏃ᕘ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 

 ᮴  ੑҸग़৆ 
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47.1.2 copy 

Ң⑤ࠄⳂⱘᣋ䋱ӏᛣ᭛ӊǄ 

copy source-url destination-url 

 

 খ᭄ ᦣ䗄 

 source-url 
㹿ᣋ䋱ⱘ⑤᭛ӊ URLǄḍ᥂᭛ӊᰃϞӴ䖬ᰃϟ䕑ࡼ

԰ˈ䖭Ͼ⑤ഄഔৃҹᰃᴀഄ៪㗙䖰⿟ⱘǄ খ᭄䇈ᯢ 

 destination-url 
Ⳃⱘ᭛ӊ URLǄḍ᥂᭛ӊᰃϞӴ䖬ᰃϟ䕑ࡼ԰ 䖭̍Ͼ

Ⳃⱘഄഔৃҹᰃᴀഄ៪㗙䖰⿟ⱘǄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  

Փ⫼ copy ੑҸৃҹᅲ⦄ᴀഄ৘⾡ᄬټҟ䋼П䯈ⱘᣋ䋱ҹঞ੠㔥㒰᳡఼ࡵП䯈ⱘ᭛ӊӴ

䕧Ǆ 

⡍ᅮ᭛ӊ㋏㒳ⱘ URL ࠡ㓔˖ 

ࠡ㓔 䇈ᯢ 

flash: 
flash ᄬټҟ䋼Ǆ䖭Ͼࠡ㓔೼᠔᳝䆒໛Ϟ䛑ৃҹՓ⫼Ǆ

ᔧ URL ϡՓ⫼ࠡ㓔ⱘᯊ׭ˈ㔎ⳕ㸼⼎ flashǄ䗮ᐌ䆒

໛ⱘਃࡼЏ⿟ᑣ䛑ֱᄬ೼ flash ϞǄ 

tftp: TFTP 㔥㒰᳡఼ࡵ 

xmodem: Փ⫼ xmodem ण䆂৥㔥㒰䆒໛ᬊথ᭛ӊ 

slave: ᴎㆅᓣ䆒໛ЁҢᵓϞⱘ flash 

usb0: ㄀ϔϾ usb 䆒໛ 

usb1: ㄀ѠϾ usb 䆒໛ 

sd0: ㄀ϔϾ sd व 

 

~ ⊼ᛣ 䆹᪡԰ϡᬃᣕ䗮䜡ヺ. 

 

& 䇈ᯢ ≵᳝ᣛᅮ URL ࠡ㓔߭㔎ⳕ㸼⼎ᔧࠡ᭛ӊ㋏㒳 
 

 

䜡㕂В՟  ՟ 1˖Ң tftp ᳡఼ࡵϞϟ䕑᭛ӊ 
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Ruijie#copy tftp://192.168.201.54/rgos.bin flash:/ 

՟ 2˖ϞӴ᭛ӊࠄ tftp ᳡఼ࡵ 

Ruijie#copy flash:/rgos.bin tftp://192.168.201.54/rgos.bin 

՟ 3˖Փ⫼ xmodem ϟ䕑᭛ӊ 

Ruijie# copy xmodem: flash:/config.text 

՟ 4˖ᇚ᭛ӊᣋ䋱ࠄ U Ⲭ 

Ruijie#copy flash:/config.text usb0:/config.text 

՟ 5˖ᇚ᭛ӊᣋ䋱ࠄҢㅵ⧚ᵓ 

Ruijie#copy flash:/config.text slave:/config.text 

՟ 6˖ᇚ᭛ӊҢ flash ᣋ䋱ࠄ sd व 

Ruijie#copy flash:/rgos.bin sd0:/rgos.bin 

՟ 7˖ᇚ᭛ӊҢ U Ⲭᣋ䋱ࠄ sd व 	5�_
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  

䰸ߴ url ᣛᅮԡ㕂ⱘ᭛ӊǄ䆹ੑҸᬃᣕߴ䰸ᴀഄᄬټҟ䋼Ϟⱘ᭛ӊˈे URL ᖙ乏ᰃ flash:/ 
usb0:/ u̍sb1:/ slave:/ЁⱘϔϾǄᔧ url ϡᣛᅮࠡ㓔ᯊˈ㸼⼎ߴ䰸ᔧࠡ᭛ӊ㋏㒳Ϟⱘ᭛ӊǄ

 

~ ⊼ᛣ 䆹᪡԰ϡᬃᣕ䗮䜡ヺ. 
 

 

䜡㕂В՟  

՟ 䰸ᔧࠡⳂᔩϟⱘߴ˖1 tmpfile ᭛ӊ 

Ruijie# delete tmpfile 

՟  ߴ˖2 䰸ҢᵓϞⱘ rgos.bin.bak ᭛ӊ 

Ruijie# delete slave:/rgos.bin.bak 

՟ 䰸ߴ˖3 sd वϞⱘ aaa.bin ᭛ӊ 

Ruijie# delete sd0:/aaa.bin 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 copy ᣋ䋱᭛ӊ 

  dir ᰒ⼎ᔧࠡⳂᔩϞⱘ᭛ӊ⏙ऩ 

 

ᑇৄ䇈ᯢ  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  

䕧ܹᣛᅮⱘⳂᔩ䏃ᕘᰒ⼎䆹Ⳃᔩϟⱘ᠔᳝᭛ӊֵᙃˈ㔎ⳕ᮴খ᭄ᯊᰒ⼎ⱘᰃᴀⳂᔩϟⱘ

᭛ӊֵᙃǄ 

~ ⊼ᛣ 䆹᪡԰ϡᬃᣕ䗮䜡ヺ. 
 

 

䜡㕂В՟  

՟ 1˖ᰒ⼎ҢᵓϞḍⳂᔩⱘ᭛ӊֵᙃ 

Ruijie# dir slave0:/ 

Directory of slave:/ 

    Mode Link      Size               MTime Name 

-------- ---- --------- ------------------- ------------------ 

            1  10838016 2008-01-01 00:01:53 rgos.bin 

            1       399 2008-01-01 00:01:37 config.text 

            1       399 2008-01-01 00:17:58 cfg.txt 

-------------------------------------------------------------- 

3 Files (Total size 11210782 Bytes), 0 Directories. 

Total 33030144 bytes (31MB) in this device, 20463616 bytes (19MB) 

available. 

՟ 2˖ᰒ⼎ᔧࠡⳂᔩϟⱘ᠔᳝᭛ӊⱘֵᙃ 

Ruijie# dir 

Directory of temp:/ 

    Mode Link      Size               MTime Name 

-------- ---- --------- ------------------- ------------------ 

            1       399 2008-01-01 00:17:58 a.dat 

-------------------------------------------------------------- 

1 Files (Total size 399 Bytes), 0 Directories. 

Total 33030144 bytes (31MB) in this device, 20463616 bytes (19MB) 

available. 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 pwd ᰒ⼎ᔧࠡ䏃ᕘ 
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47.1.5 mkdir 

߯ᓎⳂᔩ 

mkdir directory 

 খ᭄ ᦣ䗄 

 directory 㽕߯ᓎⱘⳂᔩⱘৡ⿄ খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  

䕧ܹ㽕߯ᓎⱘⳂᔩৡ⿄ेৃ(ࣙᣀ䏃ᕘֵᙃ)Ǆ 

~ ⊼ᛣ 

བᵰ߯ᓎⱘ᭛ӊ།Ꮖ㒣ᄬ೼ˈ߭ᇚ߯ᓎ༅䋹Ǆབᵰ㽕߯ᓎⳂᔩⱘϞϔ

㑻Ⳃᔩϡᄬ೼ˈ߭᮴⊩߯ᓎᣛᅮⳂᔩǄेˈབᵰ㽕߯ᓎ

flash:/backup/temp ⳂᔩˈԚᰃ flash:/backup Ⳃᔩϡᄬ೼ˈ߭Ⳃᔩ߯

ᓎ༅䋹Ǆ㾷އⱘᮍ⊩ᰃ߯ܜᓎ flash:/bakcup Ⳃᔩˈ✊ৢ߯ݡᓎ

flash:/backup/temp 
 

 

䜡㕂В՟  

՟ 1˖೼ḍⳂᔩϟ߯ᓎ test Ⳃᔩ ̟  

Ruijie# mkdir test 

՟ 2˖೼ sd वḍⳂᔩϟ߯ᓎⳂᔩ test2 

Ruijie# mkdir sd0:/test2 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 rmdir ߴ䰸Ⳃᔩ 

  pwd ᰒ⼎ᔧࠡ᭛ӊ㋏㒳䏃ᕘ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 

 ᮴  ੑҸग़৆ 
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47.1.6 rename 

 ᣛᅮⱘ᭛ӊ៪㗙᳈ৡ᭛ӊࡼ⿏

rename url1 url2 

 খ᭄ ᦣ䗄 
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 ᮴  

   

47.1.7 rmdir 

 䰸ⳂᔩǄߴ

rmdir directory 

 খ᭄ ᦣ䗄 

 directory 㽕ߴ䰸ⱘⳂᔩৡ,ᖙ乏ЎぎⳂᔩ খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ϡᬃᣕ䗮䜡ヺ᪡԰,㽕ߴ䰸ⱘⳂᔩᖙ乏ЎぎⳂᔩǄ 

 

䜡㕂В՟  
བᵰᔧࠡⳂᔩϟ᳝ϔϾ tmp ⳂᔩˈᑊϨ䆹ⳂᔩЁ≵᳝᭛ӊǄ 

Ruijie# rmdir tmp 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 mkdir 
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 খ᭄ 
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Փ⫼ᣛᇐ  
䗮䖛ᰒ⼎᭛ӊ㋏㒳ֵᙃⱘੑҸˈৃҹњ㾷ᔧࠡ䆒໛Ϟ᠔᳝ᬃᣕⱘ᭛ӊ㋏㒳ˈҹঞ䖭ѯ᭛

ӊ㋏㒳Ϟⱘৃ⫼ぎ䯈ᚙމǄ 

 

䜡㕂В՟  
՟ 1˖ᰒ⼎᭛ӊ㋏㒳ֵᙃ 

Ruijie#show file systems 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 ᮴  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 
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48 系统管理配置 

48.1 CPU 利用率查看命令 

48.1.1 cpu-log 

㽕᠟Ꮉ䜡㕂 CPU ߽⫼⥛᮹ᖫֵᙃ㾺থ䮼䰤,ৃҹՓ⫼ cpu-logǄ 

cpu-log log-limit low_num high_num 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

48.1.2 show cpu 

㽕ᶹⳟ㋏㒳 CPU ߽⫼⥛ֵᙃˈ䇋ᠻ㸠⡍ᴗ⫼᠋῵ᓣੑҸ show cpuǄ 

show cpu 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 Փ⫼䆹ੑҸৃҹᶹⳟ㋏㒳ⱘ CPU ߽⫼ᚙމˈࣙᣀ᳔䖥 5 ⾦䩳ݙǃ᳔䖥 1 ǃ᳔䖥ݙ䩳ߚ 5

㒳ⱘ㋏ݙ䩳ߚ CPU ߽⫼⥛ˈҹঞ↣Ͼӏ߿ߚࡵ೼᳔䖥 5 ⾦䩳ݙǃ᳔䖥 1 ǃ᳔䖥ݙ䩳ߚ 5
ⱘݙ䩳ߚ CPU ߽⫼⥛ㄝֵᙃǄ 

 

䜡㕂В՟ 

 ϟ䴶ⱘ⼎՟ᰃᠻ㸠 show cpu ⱘϔϾ䖤㸠㒧ᵰǄ 

Ruijie# show cpu 

======================================= 

     CPU Using Rate Information 

CPU utilization in five seconds: 25% 

CPU utilization in one minute  : 20% 

CPU utilization in five minutes: 10% 

  NO   5Sec   1Min   5Min   Process  

  0     0%     0%     0%    LISR INT  

  1     7%     2%     1%    HISR INT  

  2     0%     0%     0%    ktimer  

  3     0%     0%     0%    atimer  

  4     0%     0%     0%    printk_task  
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  5     0%     0%     0%    waitqueue_process  

  6     0%     0%     0%    tasklet_task  

  7     0%     0%     0%    kevents  

  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  

 10     0%     0%     0%    mtdblock  

 11     0%     0%     0%    gc_task  

 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  

 14     0%     0%     0%    bdflush  

 15     0%     0%     0%    kupdate  

 16     0%     3%     1%    ll_mt  

 17     0%     0%     0%    ll main process  

 18     0%     0%     0%    bridge_relay  

 19     0%     0%     0%    d1x_task  

 20     0%     0%     0%    secu_policy_task  

 21     0%     0%     0%    dhcpa_task  

 22     0%     0%     0%    dhcpsnp_task  

 23     0%     0%     0%    igmp_snp  

 24     0%     0%     0%    mstp_event  

 25     0%     0%     0%    GVRP_EVENT  

 26     0%     0%     0%    rldp_task  

 27     0%     2%     1%    rerp_task  

 28     0%     0%     0%    reup_event_handler  

 29     0%     0%     0%    tpp_task  

 30     0%     0%     0%    ip6timer  

 31     0%     0%     0%    rtadvd  

 32     0%     0%     0%    tnet6  

 33     2%     0%     0%    tnet  

 34     0%     0%     0%    Tarptime  

 35     0%     0%     0%    gra_arp  

 36     0%     0%     0%    Ttcptimer  

 37     8%     1%     0%    ef_res  

 38     0%     0%     0%    ef_rcv_msg  

 39     0%     0%     0%    ef_inconsistent_daemon  

 4t_daemon  

 4t_daemon  

 4t_dvmp_snp  
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 44     0%     0%     0%    ef6_inconsistent_daemon  

 45     0%     0%     0%    imid  

 46     0%     0%     0%    nsmd  

 47     0%     0%     0%    ripd  

 48     0%     0%     0%    ripngd  

 49     0%     0%     0%    ospfd  

 50     0%     0%     0%    ospf6d  

 51     0%     0%     0%    bgpd  

 52     0%     0%     0%    pimd  

 53     0%     0%     0%    pim6d  

 54     0%     0%     0%    pdmd  

 55     0%     0%     0%    dvmrpd  

 56     0%     0%     0%    vty_connect  

 57     0%     0%     0%    aaa_task  

 58     0%     0%     0%    Tlogtrap  

 59     0%     0%     0%    dhcp6c  

 60     0%     0%     0%    sntp_recv_task  

 61     0%     0%     0%    ntp_task  

 62     0%     0%     0%    sla_deamon  

 63     0%     3%     1%    track_daemon  

 64     0%     0%     0%    pbr_guard  

 65     0%     0%     0%    vrrpd  

 66     0%     0%     0%    psnpd  

 67     0%     0%     0%    igsnpd  

 68     0%     0%     0%    coa_recv  

 69     0%     0%     0%    co_oper  

 70     0%     0%     0%    co_mac  

 71     0%     0%     0%    radius_task  

 72     0%     0%     0%    tac+_acct_task  

 73     0%     0%     0%    tac+_task  

 74     0%     0%     0%    dhcpd_task  

 75     0%     0%     0%    dhcps_task  

 76     0%     0%     0%    dhcpping_task  

 77     0%     0%     0%    dhcpc_task  

 78     0%     0%     0%    uart_debug_file_task  

 79     0%     0%     0%    ssp_init_task  

 80     0%     0%     0%    rl_listen  

 81     0%     0%     0%    ikl_msg_operate_thread  

 82     0%     0%     0%    bcmDPC  
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 83     0%     0%     0%    bcmL2X.0  

 84     3%     3%     3%    bcmL2X.0  

 85     0%     0%     0%    bcmCNTR.0  

 86     0%     0%     0%    bcmTX  

 87     0%     0%     0%    bcmXGS3AsyncTX  

 88     0%     2%     1%    bcmLINK.0  

 89     0%     0%     0%    bcmRX  

 90     0%     0%     0%    mngpkt_rcv_thread  

 91     0%     0%     0%    mngpkt_recycle_thread  

 92     0%     0%     0%    stack_task  

 93     0%     0%     0%    stack_disc_task  

 94     0%     0%     0%    redun_sync_task  

 95     0%     0%     0%    conf_dispatch_task  

 96     0%     0%     0%    devprob_task  

 97     0%     0%     0%    rdp_snd_thread  

 98     0%     0%     0%    rdp_rcv_thread  

 99     0%     0%     0%    rdp_slot_change_thread  

100     4%     2%     1%    datapkt_rcv_thread  

101     0%     0%     0%    keepalive_link_notify  

102     0%     0%     0%    rerp_msg_recv_thread  

103     0%     0%     0%    ip_scan_guard_task  

104     0%     0%     0%    ssp_ipmc_hit_task  

105     0%     0%     0%    ssp_ipmc_trap_task  

106     0%     0%     0%    hw_err_snd_task  

107     0%     0%     0%    rerp_packet_send_task  

108     0%     0%     0%    idle_vlan_proc_thread  

109     0%     0%     0%    cmic_pause_detect  

110     1%     1%     1%    stat_get_and_send  

111     0%     1%     0%    rl_con  

112    75%    80%    90%    idle 

೼Ϟ䴶ⱘ߫㸼ⱘ 3 㸠߿ߚ㸼 5 ⾦ 1 ߚ 5 ݙ䩳ߚ

ᘏⱘ CPU ߽ LISRǃHISR ੠݋ԧⱘ CPU ߽

ᚙމ݊৿Н  

ᄫ↉ 

5Sec ܯฬ堀᳔ࡵߌ 5 ⾦ CPU ߽⫼⥛ 

1Min ܯฬ堀᳔ࡵߌ 1 ߚ CPU ߽⫼⥛ 

5Min ܯฬ堀᳔ࡵߌ 5 ߚ CPU ߽⫼⥛ 
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ㄪ⬹Ў bgpǄ 

ᇍѢ᳾ᓔਃⱘ䏃⬅ण䆂ˈᣛᅮЎӬܜ䗔ߎⱘ䏃⬅ण䆂ˈᑊϡ㛑ᐂࡽ㋏㒳㦋ᕫ䎇໳ⱘݙᄬ

䌘⑤Ǆ 

& 䇈ᯢ 
ᣛᅮњ䆹ㄪ⬹ҙҙᰃϔᅮ⿟ᑺϞֱᡸ㋏㒳ݙᄬϡ䎇ᯊⱘ䞡㽕㔥㒰Ϯ

ℶ䖤㸠Ǆ䏃⬅णذᑊߎᄬ䖯ϔℹ⍜㗫ˈ᠔᳝䏃⬅ण䆂䛑ᇚ䗔ݙ㢹ˈࡵ

䆂䗔ৢߎӮ೼ϸߚ䩳Пৢᇱ䆩䞡ᮄਃࡼǄ 
 

Ǐ䜡㕂⫼՟ǐ 

  
՟ 1˖ҹϟВ՟њЎᇚ BGP 䆒ᅮЎӬܜ䗔ߎⱘ䏃⬅ण䆂Ǆ 

Ruijie(config)# memory-lack exit-policy bgp 

 
ǏⳌ݇ੑҸǐ 

 ੑҸ ᦣ䗄 
 

 show memory ᰒ⼎ݙᄬֵᙃ 

Ǐᑇৄ䇈ᯢǐ 

  - 

ǏੑҸग़৆ǐ 

 ⠜ᴀো 䇈ᯢ 

 10.3(4b3) ᮄ๲ੑҸ  

   

48.2.2 show memory 

㽕ᶹⳟ㋏㒳ᔧࠡݙᄬՓ⫼ᚙֵމᙃˈ䇋ᠻ㸠⡍ᴗ⫼᠋῵ᓣੑҸ show memoryǄ 

show memory 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 Փ⫼䆹ੑҸৃҹᶹⳟ㋏㒳ᔧࠡⱘݙᄬ⢊ᗕ੠ݙᄬՓ⫼ᚙމˈࣙᣀ㋏㒳ⱘ⠽⧚ݙᄬᘏ䞣ˈ

ҹঞᔧࠡ㋏㒳ⱘぎ䯆义᭄ǃぎ䯆ݙᄬᘏ䞣ㄝⳌֵ݇ᙃǄ 

 

䜡㕂В՟  

ϟ䴶ⱘ⼎՟ᰃᠻ㸠 show memory ⱘϔϾ䖤㸠㒧ᵰǄ 
Ruijie#show memory 

System Memory Statistic: 
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  Free pages: 1079 

    watermarks : min 379, lower 758, low 1137, high 1516 

  System Total Memory : 128MB, Current Free Memory : 5283KB 

  Used Rate : 96% 

Ϟ䴶߫㸼Ёⱘֵᙃࣙ৿བϟ޴Ͼ䚼ߚ˖ 

ᄬ义Ўݙᄬ义Ͼ᭄ˈϔϾぎ䯆ݙ⫼ৃ .1 4k ໻ᇣⱘݙᄬぎ䯈Ǆ 

 ˖ᄬ∈㒓ⱘᛣНݙᄬ∈㒓ؐˈϟ㸼Ў৘ݙ .2

∈㒓 䇈ᯢ 

min 
ࠄˈḌ䖤㸠ݙᄬᵕッϡ䎇ˈҙ໳㓈ᣕ෎ᴀⱘݙ

䖒ℸ∈㒓ˈ᠔᳝Ϟሖᑨ⫼῵ഫᇚϡৃ䖤㸠Ǆ 

lower 
䖒ℸ∈㒓ˈᇚ᳝ϔϾϞሖ䏃ࠄˈᄬϹ䞡ϡ䎇ݙ

⬅ण䆂㞾ࡼ䗔ߎˈᑊ䞞ᬒݙᄬǄ䗔ߎण䆂ⱘ᥻

খⳟࠊ memory-lack exit-policy ੑҸǄ 

low 

䖒ℸ∈㒓ˈϞሖ䏃⬅ण䆂ᇚ䖯ܹࠄˈᄬϡ䎇ݙ

OVERFLOW ⢊ᗕˈℸ⢊ᗕϟˈ䏃⬅䆒໛ᇚϡ

ϡৄࠊᄬϡ䎇ᯊˈ㋏㒳᥻ݙᄺдᮄⱘ䏃⬅Ǆݡ

 䆌ੑҸᠻ㸠Ǆܕ

high 
ˈ㺩ܙᄬݙ㺩ˈℸ∈㒓ҹϞˈ㸼⼎㋏㒳ܙᄬݙ

䏃⬅䆒໛৘䏃⬅ण䆂ᇚᇱ䆩Ң OVERFLOW ⢊

ᗕᘠ
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49 配置门限命令 

49.1 配置相关命令 

49.1.1 threshold set  

䆒㕂ᣛᅮ䆒໛ⱘ৘㉏䮼䰤ؐˈৃկ䆒㕂䮼䰤᳝ 3 ㉏ˈ߿ߚЎ CPU ߽⫼⥛䮼䰤ǃݙᄬ߽⫼⥛

䮼䰤ǃ⏽ᑺ䮼䰤ǄᇍѢ CPU ߽⫼⥛䮼䰤੠ݙᄬ߽⫼⥛䮼䰤ˈЏ㽕⫼Ѣկ MIB 䇏পˈᴹњ㾷

㋏㒳 CPU ੠ݙᄬⱘ㐕ᖭ⿟ᑺˈ≵᳝ᇍᑨⱘ syslogǄ 

⫼᠋ৃ⫼ no ᇚᶤϔ㉏䮼䰤ᘶ໡៤咬䅸ؐǄ 

threshold set {cpu | memory } [M1 | M2 | slot n | member n] warning_value 
critical_value 

no threshold set {cpu | memory } 

 খ᭄ ᦣ䗄 

 cpu | memory ᣛᅮ㽕䆒㕂ⱘ䮼䰤㉏ൟ ⦄̍ᬃᣕϝ⾡䮼䰤ⱘ䆒㕂 c̍pu
Ў CPU ߽⫼⥛䮼䰤ˈmemory Ўݙᄬ߽⫼⥛䮼䰤 খ᭄䇈ᯢ 

 M1 | M2 | slot n ᣛᅮ㽕䆒㕂䮼䰤ⱘῑԡˈ೼ᴎㆅᓣ䆒໛Ϟᖙ乏ᣛᅮˈ

n Ў㒓वῑো 

 
 member n ᣛᅮ㽕䆒㕂䮼䰤ⱘේ঴៤ਬˈ೼ᬃᣕේ঴䆒໛Ϟᖙ乏

ᣛᅮˈn Ўේ঴៤ਬো 

 
 warning_value ㄀ϔ㑻䮼䰤ˈਞ䄺䮼䰤ˈcpu ੠ memory 䮼䰤ⱘ㣗

ೈЎ 1 ~ 100 

 
 critical_value ㄀Ѡ㑻䮼䰤 Ϲ̍䞡ਞ䄺䮼䰤 䳔̍㽕໻Ѣਞ䄺䮼䰤Ǆcpu

੠ memory 䮼䰤ⱘ㣗ೈЎ 1 ~ 100 

  no ᇚᶤϔ㉏䮼䰤ᘶ໡៤咬䅸ؐ 

 

㔎ⳕ䜡㕂 

 䮼䰤㔎ⳕЎ咬䅸ؐǄ 

CPU ߽⫼⥛䮼䰤咬䅸㄀ϔ㑻䮼䰤Ў 90ˈ㄀Ѡ㑻䮼䰤Ў 100. 

ᄬ߽⫼⥛䮼䰤咬䅸㄀ϔ㑻䮼䰤Ўݙ 90ˈ㄀Ѡ㑻䮼䰤Ў 100. 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 
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䜡㕂В՟ 

 ՟ 1˖䆒㕂ᴎㆅᓣ䆒໛ M1 ῑⱘݙᄬ߽⫼⥛䮼䰤Ǆ  

Ruijie(config)# threshold set memory M1 70 90 

 

՟ 2˖䆒㕂ේ঴䆒໛Ѡো៤ਬⱘ CPU ߽⫼⥛䮼䰤Ǆ  

Ruijie(config)# threshold set cpu member 2 70 90 

 

 ੑҸ 
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Ruijie# show threshold cpu M1 

 

՟ 2˖ᰒ⼎ේ঴䆒໛ⱘ᠔᳝៤ਬⱘݙᄬ߽⫼⥛䮼䰤Ǆ 

Ruijie# show threshold memory 

 

Ⳍ݇ੑҸ  
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50 配置系统日志命令 

50.1 配置相关命令 

50.1.1 clear logging 

㽕⏙䰸ݙᄬ㓧ކऎЁⱘ᮹ᖫֵᙃˈ䇋೼⡍ᴗ⫼᠋῵ᓣϟᠻ㸠䆹ੑҸǄ 

clear logging 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  䆹ੑҸা⏙䰸ݙᄬ㓧ކऎЁ᮹ᖫ᡹᭛ݙᆍǄϡ㛑⏙䰸᮹ᖫ᡹᭛ⱘ㒳䅵ֵᙃǄ 

 

䜡㕂В՟  
ϟ䴶⼎՟⏙䰸ݙᄬ㓧ކऎЁ᮹ᖫ᡹᭛ݙᆍǄ 

Ruijie# clear logging 

 

 ੑҸ ᦣ䗄 

 logging on ᠧᓔ᮹ᖫᓔ݇ 

 show logging ᶹⳟ㓧ކऎЁ᮹ᖫ᡹᭛ 
Ⳍ݇ੑҸ 

 logging buffered ᇚ᮹ᖫֵᙃ䆄ᔩݙࠄᄬ㓧ކऎ 

 

ᑇৄ䇈ᯢ  ᮴ 
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more flash:filename 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 Filename ˖  ᮹ᖫ᭛ӊৡ⿄ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  
೼ᠽሩ FLASH Ё᮹ᖫ᭛ӊᰃᣛ᭛ӊৡࠡ㓔ᏺ᳝”//f2/”ˈ”//f3/’ⱘ᭛ӊǄ䆹ੑҸাܕ䆌ᶹⳟ

᮹ᖫ᭛ӊˈϡܕ䆌Փ⫼䆹ੑҸখ㗗݊Ҫ䴲᮹ᖫ᭛ӊǄ 
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level 

᮹ᖫֵᙃⱘϹ䞡ᗻˈҢ 0 ࠄ 7ǄৃҹՓ⫼㑻߿ৡ⿄ˈ

гৃҹⳈ᥹Փ⫼᭄ᄫǄ 

 

㔎ⳕ䜡㕂  
㓧ކऎ咬䅸໻ᇣЎ 4k BytesǄ 

᮹ᖫֵᙃⱘϹ䞡ᗻЎ 7Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

⒵ˈ᳔߭ᮽⱘ᮹ᖫֵᙃᇚ㹿ݭᄬऎ㹿ݙऎぎ䯈ᰃᕾ⦃Փ⫼ⱘˈབᵰᣛᅮ໻ᇣⱘކᄬ㓧ݙ 

㽚ⲪǄ㽕ᶹⳟݙᄬ㓧ކऎⱘ᮹ᖫֵᙃˈ䇋Փ⫼⡍ᴗ⫼᠋ੑҸ show loggingǄ 

ऎЁⱘ᮹ᖫֵᙃᰃЈᯊᗻⱘˈ䆒໛䞡ਃ៪㗙ᠻ㸠⡍ᴗ⫼᠋ੑҸކᄬ㓧ݙ clear loggingˈ
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.1.4 logging console 

㽕䆒㕂ܕ䆌೼᥻ৄࠊϞᰒ⼎ⱘ᮹ᖫֵᙃ㑻߿ 䇋̍೼ܼሔ䜡㕂῵ᓣϟᠻ㸠䆹ੑҸǄ䆹ੑҸⱘ no
ᔶᓣ⽕ℶ೼᥻ৄࠊϞᠧॄ᮹ᖫ᡹᭛Ǆ 

logging console level  

no logging console 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ 
 level  

᮹ᖫ᡹᭛ⱘϹ䞡ᗻˈ㣗ೈҢ 0 ࠄ 7ǄৃҹՓ⫼㑻߿ৡ

⿄ˈгৃҹⳈ᥹Փ⫼᭄ᄫǄ݇Ѣ᮹ᖫֵᙃϹ䞡ᗻⱘ䆺

㒚䇈ᯢˈ䇋খ㗗㸼 1Ǆ 

 

㔎ⳕ䜡㕂  Debugging (7) 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䆒㕂ϔϾ᮹ᖫϹ䞡ᗻҹৢˈ೼᭄ؐϞㄝѢ៪ԢѢ䆹Ϲ䞡ᗻ㑻߿ⱘ᮹ᖫ᡹᭛ᇚ㹿ᰒ⼎೼᥻

 ϞǄৄࠊ

䗮䖛 show logging ੑҸৃҹᶹⳟ᮹ᖫ䆒㕂ⱘⳌ݇খ᭄੠㒳䅵Ǆ 

 

䜡㕂В՟  
ϟ䴶⼎՟䆒㕂ܕ䆌೼᥻ৄࠊᰒ⼎ⱘ᮹ᖫֵᙃ㑻߿Ў 6˖ 

Ruijie(config)# logging console informational 

 

 ੑҸ ᦣ䗄 

 logging on ᠧᓔ᮹ᖫᓔ݇  
Ⳍ݇ੑҸ 

 show logging 
ᶹⳟ㓧ކऎЁ᮹ᖫ᡹᭛ˈҹঞⳌ݇᮹

ᖫ䜡㕂খ᭄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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50.1.5 logging count 

㽕ᠧᓔ᮹ᖫ㒳䅵ࡳ㛑ˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠䆹ੑҸǄ㽕⏙䰸᮹ᖫ㒳䅵᭄᥂ᑊ݇䯁᮹ᖫ㒳

䅵ࡳ㛑ˈ䇋Փ⫼䆹ੑҸⱘ no ᔶᓣǄ 

logging count 

no logging count 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
䗮䖛ℸੑҸᠧᓔ᮹ᖫ㒳䅵ࡳ㛑ǄҢੑҸᠧᓔᯊᓔྟ㒳䅵Ǆᠻ㸠 no logging count ੑҸᯊˈ

㒳䅵ࡳ㛑㹿݇䯁ˈᑊϨ㒳䅵᭄᥂㹿⏙䰸Ǆ 

 

䜡㕂В՟  
ᠧᓔ᮹ᖫ㒳䅵ࡳ㛑˖ 

Ruijie(config)# logging count 

 

 ੑҸ ᦣ䗄 

 show logging count ᶹⳟ㋏㒳Ё৘῵ഫ᮹ᖫֵᙃ 
Ⳍ݇ੑҸ 

 show logging  
ᶹⳟ᮹ᖫ῵ഫⱘ෎ᴀ䜡㕂ֵᙃϢ᮹ᖫ

㓧ކऎЁⱘ᮹ᖫֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 facility-type Syslog 䆒໛ؐˈ݋ԧⱘ䆒㕂ؐ䇋খ㗗Փ⫼ᣛफǄ 

 

㔎ⳕ䜡㕂  Local7(23) 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 ϟ㸼˄㸼 2˅ᰃ Syslog ৃ㛑ⱘ䆒໛ؐ˖ 

Numerical Code Facility 

0 kernel messages 

1 user-level messages 

2 mail system 

3 system daemons 

4 security/authorization messages  

5 messages generated internally by syslogd 

6 line printer subsystem 

7 network news subsystem 

8 UUCP subsystem 

9 clock daemon   

10 security/authorization messages 

11 FTP daemon 

12 NTP subsystem 

13 log audit 

14 log alert  

15 clock daemon   

16 local use 0  (local0) 

17 local use 1  (local1) 

18 local use 2  (local2) 

19 local use 3  (local3) 

20 local use 4  (local4) 

21 local use 5  (local5) 

22 local use 6  (local6)   

23 local use 7  (local7) 
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咬䅸䆒໛ؐЎ(local7)  23Ǆ 

 

䜡㕂В՟  
ϟ䴶ⱘ䆒㕂 Syslog 䆒໛ؐЎ kernel˖ 

Ruijie(config)# logging facility kern 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 logging console 
䆒㕂ܕ䆌೼᥻ৄࠊϞᰒ⼎ⱘ᮹ᖫֵᙃ

㑻߿ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.1.7 logging file flash 

㽕ᇚ᮹ᖫֵᙃֱᄬ೼ᠽሩ FLASH Ёˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠䆹ੑҸǄপ⍜೼ᠽሩ FLASH
Ё䆄ᔩ᮹ᖫֵᙃˈՓ⫼䆹ੑҸⱘ no ᔶᓣǄ 

logging file flash:filename [max-file-size] [level] 

no logging file 

 খ᭄ ᦣ䗄 

 Filename ᮹ᖫ᭛ӊৡǄϡᏺ᭛ӊ㉏ൟˈ೎ᅮЎ txt ㉏ൟǄ 

 
max-file-size 

᮹ᖫ᭛ӊⱘ᳔໻ؐǄҢ 128K ࠄ 6M bytesˈ㔎ⳕ໻ᇣ

Ў 128KǄ খ᭄䇈ᯢ 
 

level 

⫼ǄৃҹՓ߿᮹ᖫ᭛ӊЁⱘ᮹ᖫֵᙃ㑻ࠄ䆌㹿䆄ᔩܕ

㑻߿ৡ⿄ˈгৃҹⳈ᥹Փ⫼᭄ᄫǄ㔎ⳕࠄݭᠽሩ

FLASH ⱘЁ᮹ᖫ㑻߿Ў 6Ǆ݇ Ѣ᮹ᖫֵᙃⱘ㑻߿ 䇋̍

খ㗗㸼 1Ǆ 

 

㔎ⳕ䜡㕂  ϡ㛑ᇚ᮹ᖫֵᙃ䆄ᔩࠄᠽሩ FLASH ЁǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 བᵰ≵᳝ Syslog Serverˈ៪㗙෎Ѣ৘⾡ᅝܼ㗗㰥ϡᏠᳯ೼㔥㒰ЁӴ䕧᮹ᖫֵᙃˈৃҹ䗝

ᢽᇚ᮹ᖫֵᙃⳈ᥹ֱᄬ೼ᠽሩ FLASH ЁǄ 

᮹ᖫ᭛ӊৢ㓔Ў೎ᅮЎ txtˈ䜡㕂᭛ӊৢ㓔ৡᇚ㹿ᢦ㒱Ǆ  
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~ ⊼ᛣ 
ᇚ᮹ᖫֵᙃ䆄ᔩࠄᠽሩ FLASHˈᖙ乏঺໪䞛䌁ᠽሩ FLASHˈབᵰ≵

᳝䞛䌁ᠽሩ FLASH l̍ogging file flash ᇚ㹿㞾ࡼ䱤㮣 ϡ̍ܕ䆌䖯㸠䜡㕂Ǆ



䜡㕂㋏㒳᮹ᖫੑҸ 

50-9 

 

䜡㕂В՟  
ϟ䴶⼎՟䜡㕂ܕ䆌೼ VTY にষϞᠧॄⱘ᮹ᖫֵᙃ㑻߿Ў 6˖ 

Ruijie(config)# logging monitor informational 

 

 ੑҸ 
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 logging  ᇚ᮹ᖫֵᙃথ㒭 Syslog Server 

 logging file flash: ᇚ᮹ᖫֵᙃ䆄ᔩ೼ᠽሩ FLASH Ϟ 

 logging console 
䆒㕂ܕ䆌೼᥻ৄࠊϞᰒ⼎ⱘ᮹ᖫֵᙃ

㑻߿ 

 logging monitor 
䆒㕂ܕ䆌೼ VTY にষ(བ telnet にষ)
Ϟᰒ⼎ⱘ᮹ᖫֵᙃ㑻߿ 

 logging trap 
䆒㕂ܕ䆌থ䗕㒭 Syslog Server ⱘ᮹

ᖫֵᙃ㑻߿ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.1.10 logging rate-limit 

㽕ᠧᓔ᮹ᖫ䗳⥛䰤ࡳࠊ㛑ˈ䰤ܕݙ⾦↣ࠊ䆌䕧ߎⱘ᮹ᖫֵᙃˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠䆹ੑ

ҸǄ㽕݇䯁᮹ᖫ䗳⥛䰤ࡳࠊ㛑ˈ䇋Փ⫼䆹ੑҸⱘ no ᔶᓣǄ 

logging rate-limit {number | all number | console {number | all number}} [except severity] 

no logging rate-limit 

 খ᭄ ᦣ䗄 

 number ↣⾦䩳ܕݙ䆌໘⧚ⱘ᮹ᖫֵᙃˈ㣗ೈЎ 1—10000˗

 
all 

䆒㕂ᇍ᠔᳝ⱘ᮹ᖫֵᙃ䖯㸠䗳⥛᥻ࠊˈࣙᣀ 0—7 㑻

᠔᳝᮹ᖫֵᙃ˗ 

 console 䆒㕂↣⾦䩳ܕݙ䆌೼᥻ৄࠊϞᰒ⼎ⱘ᮹ᖫֵᙃ᭄˗ 

 
except 

ᇣѢㄝѢℸϹ䞡ᗻ㑻߿ⱘ᮹ᖫֵᙃˈϡ䖯㸠䗳⥛᥻

Ў߿咬䅸㑻˗ࠊ error(3)ˈᇍᇣѢㄝѢ error 㑻߿ⱘ᮹

ᖫֵᙃϡ䖯㸠䗳⥛᥻ࠊ˗ 

খ᭄䇈ᯢ 

 
severity 

᮹ᖫֵᙃϹ䞡ᗻ㑻߿ˈ㑻߿䍞ᇣˈϹ䞡ᗻ䍞催ˈ㣗ೈ

Ў 0—7 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈϡ䖯㸠䗳⥛᥻ࠊǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ℸੑҸ᥻ࠊ㋏㒳ⱘ᮹ᖫֵᙃ䕧ߎǄՓ⫼ℸੑҸˈৃҹ䰆ℶ໻䞣ⱘ᮹ᖫֵᙃ䕧ߎǄ 
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䜡㕂В՟  
䆒㕂↣⾦䩳ܕݙ䆌໘⧚ⱘ᠔᳝᮹ᖫֵᙃ˄ࣙᣀ debug˅Ў 10 ᴵˈԚᰃᇍ warning ঞ᳈Ϲ

䞡㑻߿ϡ䖯㸠᥻ࠊ˖ 

Ruijie(config)#logging rate-limit all 10 except warnings 

 

 ੑҸ ᦣ䗄 

 show logging count ᶹⳟ㋏㒳Ё৘῵ഫ᮹ᖫֵᙃ 
Ⳍ݇ੑҸ 

 show logging  
ᶹⳟ᮹ᖫ῵ഫⱘ෎ᴀ䜡㕂ֵᙃϢ᮹ᖫ

㓧ކऎЁⱘ᮹ᖫֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 logging  ᇚ᮹ᖫֵᙃথ㒭 Syslog server 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.1.14 logging synchronous 

㽕ᠧᓔ⫼᠋䕧ܹϢ᮹ᖫֵᙃ䕧ߎৠℹࡳ㛑ˈ䰆ℶ⫼᠋ℷ೼䕧ܹᄫヺᯊ㹿ᠧᮁˈ䇋೼㒓䏃䜡㕂

῵ᓣϟᠻ㸠䆹ੑҸǄ㽕݇䯁⫼᠋䕧ܹϢ᮹ᖫֵᙃ䕧ߎৠℹࡳ㛑ˈ䇋Փ⫼䆹ੑҸⱘ no ᔶᓣǄ 

logging synchronous 

no logging synchronous 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈ⫼᠋䕧ܹϢ᮹ᖫֵᙃ䕧ߎৠℹࡳ㛑݇䯁Ǆ 

 

ੑҸ῵ᓣ  㒓䏃䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ℸੑҸᠧᓔ⫼᠋䕧ܹϢ᮹ᖫֵᙃ䕧ߎৠℹࡳ㛑ˈৃҹ䰆ℶ⫼᠋ℷ೼䕧ܹⱘᄫヺᯊ㹿ᠧᮁǄ

 

䜡㕂В՟  

Ruijie(config)#line console 0 

Ruijie(config-line)#logging synchronous 

བᵰℷ೼䕧ܹੑҸᯊˈᠧॄッষ UP-DOWN ᮹ᖫֵᙃˈ߭䕧ܹⱘੑҸӮ䞡ᮄ䕧ߎ˖ 

Ruijie#configue terminal 

Oct  9 23:40:55 %LINK-5-CHANGED: Interface GigabitEthernet 0/1, 

changed state to down 

Oct  9 23:40:55 %LINEPROTO-5-UPDOWN: Line protocol on Interface 

GigabitEthernet 0/1, changed state to DOWN 

Ruijie# configue terminal          //⫼᠋䕧ܹⱘੑҸ䞡ᮄ䕧ߎˈ㗠ϡ㹿ᠧᮁ

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show running-config ᶹⳟ㋏㒳ⱘ䜡㕂ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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㽕೼᮹ᖫֵᙃЁࡴϞᑣোˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠䆹ੑҸǄ䆹ੑҸⱘ no ᔶᓣপ⍜೼᮹ᖫ

ֵᙃЁⱘᑣোǄ 

service sequence-numbers 

no service sequence-numbers 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮹ᖫֵᙃЁϡᏺᑣোǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 䰸њ೼᮹ᖫֵᙃЁࡴϞᯊ䯈᠇ֵᙃҹ໪ˈ䖬ৃҹ೼᮹ᖫֵᙃЁࡴϞᑣোˈᑣোҢ 1 ᓔྟǄ

乎ᑣǄৢܜϞᑣোҹৢˈህৃҹ䴲ᐌ⏙Ἦഄⶹ䘧᮹ᖫֵᙃ᳝≵᳝϶༅ˈҹঞ᮹ᖫѻ⫳ⱘࡴ

 

䜡㕂В՟  
ϟ䴶⼎՟䜡㕂೼᮹ᖫֵᙃЁࡴϞᑣো˖ 

Ruijie(config)# service sequence-numbers 

 

 ੑҸ ᦣ䗄 

 logging on ᠧᓔ᮹ᖫᓔ݇  Ⳍ݇ੑҸ 

 service timestamps ਃ⫼᮹ᖫֵᙃЁⱘᯊ䯈᠇ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.1.17 service sysname 

㽕೼᮹ᖫֵᙃЁࡴϞ㋏㒳ৡˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠䆹ੑҸǄ䆹ੑҸⱘ no ᔶᓣপ⍜೼᮹

ᖫֵᙃЁⱘ㋏㒳ৡǄ 

service sysname 

no service sysname 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 
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㔎ⳕ䜡㕂  ᮹ᖫֵᙃЁϡᏺ㋏㒳ৡǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
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 datetime 
ᔧࠡ䆒໛᮹ᳳˈḐᓣ˖᳜ ᮹ᳳ ᯊ˖ߚ˖⾦ˈ՟˖Jul 
27 16:53:07 

 msec 
ᔧࠡ䆒໛᮹ᳳᬃᣕ↿⾦ᰒ⼎ˈḐᓣ˖᳜ ᮹ᳳ ᯊ:ߚ:
⾦.↿⾦ ՟˖Jul 27 16:53:07.299 

 year   
ᔧࠡ䆒໛᮹ᳳᬃᣕᑈӑᰒ⼎ˈḐᓣ˖ᑈ ᳜ ᮹ᳳ ᯊ˖

 ՟˖2007 Jul 27 16:53:07 ⾦˖ߚ

 

㔎ⳕ䜡㕂  
᮹ᖫֵᙃЁⱘᯊ䯈᠇ˈЎᔧࠡ䆒໛ᯊ䯈Ǆབᵰ䆒໛≵᳝ RTCˈ߭㞾ࡼ䇗ᭈЎ䆒໛ਃࡼᯊ

䯈Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  
Փ⫼ Uptime 䗝乍ⱘᯊ䯈Ḑᓣᰃ䆒໛㞾ҢϞ⃵ਃࠄࡼⳂࠡⱘ䖤㸠ᯊ䯈ˈऩԡЎ⾦ǄՓ⫼

Datetime 䗝乍ⱘᯊ䯈ḐᓣЎᔧࠡ䆒໛ⱘ᮹ᳳˈ ᑈˉ᳜ˉ᮹   ᇣᯊ˖ߚ䩳˖⾦Ǆ 

 

䜡㕂В՟  

ϟ䴶⼎՟䜡㕂ਃ⫼ Log ֵᙃ੠ Debug ֵᙃⱘᯊ䯈᠇ˈḐᓣЎ Datetime˖ˈᑊϨᬃᣕ↿⾦

ᰒ⼎˖ 

Ruijie(config)# service timestamps debug datetime msec 

Ruijie(config)# service timestamps log datetime msec 

Ruijie(config)# end 

Ruijie(config)# Oct 8 23:04:58.301 %SYS-5-CONFIG_I: Configured from 

console by console 

 

 ੑҸ ᦣ䗄 

 logging on ᠧᓔ᮹ᖫᓔ݇  Ⳍ݇ੑҸ 

 service sequence-numbers ਃ⫼᮹ᖫֵᙃЁⱘᑣো 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.1.19 terminal monitor 

䆹ੑҸܕ䆌೼ᔧࠡ VTY にষϞᰒ⼎᮹ᖫֵᙃǄ㽕݇䯁೼ᔧࠡ VTY にষϞᰒ⼎᮹ᖫֵᙃˈ䇋

Փ⫼䆹ੑҸⱘ no ᔶᓣǄ 

terminal monitor 
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terminal no monitor 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈ೼ VTY にষϞϡܕ䆌ᰒ⼎᮹ᖫֵᙃǄ 

 

ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  
ᴀੑҸাᰃ䆒㕂ᔧࠡ VTY ⱘЈᯊሲᗻǄ԰ЎЈᯊሲᗻ䆒㕂ˈᅗϡӮ㹿∌ЙֱᄬǄ೼ VTY
㒜ッӮ䆱㒧ᴳৢˈ㋏㒳ᇚ䞛⫼咬䅸䆒㕂㗠䆹Јᯊሲᗻ䆒㕂ᇚ༅ᬜǄ᥻ৄࠊϞгৃҹᠻ㸠

䆹ੑҸˈԚϡ䍋԰⫼Ǆ 

 

䜡㕂В՟  
ϟ䴶⼎՟ˈ䆒㕂ᔧࠡ VTY にষܕ䆌ᠧॄ᮹ᖫֵᙃǄ 

Ruijie# terminal monitor 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.2 显示相关命令 

50.2.1 show logging 

㽕ᶹⳟ᮹ᖫ䜡㕂ⱘখ᭄ǃ㒳䅵ֵᙃˈҹঞݙᄬ㓧ކऎЁⱘ᮹ᖫ᡹᭛ˈ䇋೼⡍ᴗ⫼᠋ሖᠻ㸠䆹

ੑҸǄ 

show logging 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 
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ੑҸ῵ᓣ  ⡍ᴗ⫼᠋῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟  

ϟ䴶⼎՟ᰃᠻ㸠 show logging ⱘϔϾ㒧ᵰ˖ 

Ruijie# show logging 

Syslog logging: enabled 

Console logging: level debugging, 4 messages logged 

Monitor logging: level informational, 0 messages logged 

Buffer logging: level debugging, 6 messages logged 

Timestamp debug messages: datetime 

Timestamp log messages: disabled 

Sequence log messages: enable  

Trap logging: level debugging, 2 message lines logged,0 reserved,0 

fail  

logging to  202.101.11.22  

logging to  192.168.200.112  

Log Buffer (Total 4096 Bytes) : have written 680  

00001 2004-11-17 10:20:59  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/0, changed state to up 

00002 2004-11-17 10:20:59  Ruijie: %7:%LINE PROTOCOL CHANGE: 

Interface FastEthernet 0/0, changed state to UP 

00003 2004-11-17 10:57:18  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to administratively down 

00004 2004-11-17 10:57:21  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to down 

00005 2004-11-17 10:57:41  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to administratively down 

00006 2004-11-17 10:57:43  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to down 

᮹ᖫֵᙃ䇈ᯢ˖ 

ᄫ↉ 䇈ᯢ 

Syslog logging ᮹ᖫᓔ݇˖ᠧᓔᰒ⼎ enabled,݇䯁ᰒ⼎ disabled

Console logging ᠧॄ೼᥻ৄࠊϞ᮹ᖫֵᙃⱘ㑻߿ˈҹঞ㒳䅵 

Monitor logging ᠧॄ೼ VTY にষϞ᮹ᖫֵᙃⱘ㑻߿ˈҹঞ㒳䅵 

Buffer logging 䆄ᔩ೼ݙᄬ㓧ކऎЁ᮹ᖫֵᙃⱘ㑻߿ˈҹঞ㒳䅵 

Timestamp debug messages Debug ֵᙃᯊ䯈᠇Ḑᓣ 

Timestamp log messages Log ֵᙃᯊ䯈᠇Ḑᓣ 
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Sequence log messages ᑣোᓔ݇ 

Trap logging থ䗕㒭 Syslog Server ᮹ᖫֵᙃⱘ㑻߿ˈҹঞ㒳䅵

Log Buffer  䆄ᔩ೼ݙᄬ㓧ކऎЁⱘ᮹ᖫ᡹᭛ 
 

 

 ੑҸ ᦣ䗄 

 logging on ᠧᓔ᮹ᖫᓔ݇ Ⳍ݇ੑҸ 

 clear logging  ⏙䰸᮹ᖫ㓧ކऎЁⱘ᮹ᖫ᡹᭛ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

50.2.2 show logging count 

㽕ᶹⳟ㋏㒳Ё৘῵ഫ᮹ᖫֵᙃѻ⫳ⱘ⃵᭄ˈҹঞ᳔ৢѻ⫳ⱘᯊ䯈ㄝ㒳䅵ֵᙃˈ䇋೼⡍ᴗ῵ᓣ

ϟᠻ㸠䆹ੑҸǄ 

show logging count 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  
ЎњՓ⫼᮹ᖫ᡹᭛㒳䅵ࡳ㛑ˈ䳔㽕೼ܼሔ䜡㕂῵ᓣϟˈᠻ㸠 logging count ੑҸǄshow 
logging count ੑҸˈৃҹᰒ⼎ᶤᴵ᮹ᖫֵᙃˈѻ⫳ⱘ⃵᭄ˈ᳔ৢϔ⃵ߎ⦄ⱘᯊ䯈Ǆ 

䗮䖛 show logging ੑҸˈৃҹⳟࠄ᮹ᖫֵᙃ㒳䅵ࡳ㛑ᰃ৺ᠧᓔǄ 

 

䜡㕂В՟ 

 ϟ䴶⼎՟ᰃᠻ㸠 show logging count ⱘ㒧ᵰ˖ 

Ruijie# show logging count 

Module Name   Message Name Sev Occur      Last Time 

====================================================SYS           

CONFIG_I         5   1         Jul 6 10:29:57 

------------------------------------------SYS       TOTAL      1 
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 ੑҸ ᦣ䗄 

 logging count ᠧᓔ᮹ᖫ㒳䅵ࡳ㛑ᓔ݇ 

 show logging  
ᰒ⼎᮹ᖫ῵ഫⱘ෎ᴀ䜡㕂ֵᙃϢ᮹ᖫ

㓧ކऎЁⱘ᮹ᖫֵᙃ 

Ⳍ݇ੑҸ 

 clear logging ⏙䰸᮹ᖫ㓧ކऎⱘ᮹ᖫֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 



䜡㕂ේ঴ੑҸ 

51-1 

51 配置堆叠命令 

51.1 堆叠配置命令 

51.1.1 device-description 

䜡㕂䆒໛߿ৡ 

device-description [member member] description 

 খ᭄ ᦣ䗄 

 member পؐ 1-MAX, 䜡㕂ⱘ៤ਬ䆒໛. খ᭄䇈ᯢ 

 description ᄫヺ䭓ᑺЎ 31, ᣛ䆒໛ⱘ߿ৡ 

 

㔎ⳕ䜡㕂  㔎ⳕЎ SWITCH 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  Փ⫼ show member ᶹⳟ䜡㕂ֵᙃ 

 

䜡㕂В՟  
ᣛᅮ៤ਬ䆒໛ 2 ⱘ߿ৡЎ red-giant 

Ruijie(config)# device-description member 2 red-giant 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 show member [member] ᰒ⼎ member 䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  ᮴⡍⅞ᗻ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

51.1.2 device-priority 

䜡㕂䆒໛Ӭܜ㑻 

device-priority [member] priority 
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 খ᭄ 



䜡㕂ේ঴ੑҸ 

51-3 

Ruijie(config)# member 2 

Ruijie@2(config)# exit 

Ruijie(config)# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴⡍⅞ᗻ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

51.1.4 stack 

ᣛᅮᶤッষЎේ঴ষ 

stack {on | off} [copper | fiber] 

 খ᭄ ᦣ䗄 

 on 䆹ッষЎේ঴ষ 

 off 䆹ッষϡЎේ঴ষ 

 copper 䆹᥹ষЎ⬉㓚ේ঴ˈܝ⬉໡⫼ষ䗖⫼ 

খ᭄䇈ᯢ 

 fiber 䆹᥹ষЎܝ㓚ේ঴ˈܝ⬉໡⫼ষ䗖⫼ 

 

㔎ⳕ䜡㕂  ේ঴῵ഫ咬䅸ሲᗻЎේ঴ষ,݊ԭഛ咬䅸ϡሲѢේ঴ষ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 ѸᤶᴎЁা㛑᳝ϸϾේ঴ষৠᯊ⫳ᬜ,བᵰ⫼᠋䜡㕂њ໮Ͼේ঴ষ,ᇚՓ⫼བϟॳ߭䗝ᢽ

᳝ᬜේ঴ষ:ᇚ῵ഫߚЎϝ㉏:ේ঴῵ഫ-⌏ࡼ῵ഫ-೎ᅮ῵ഫ.ӬܜՓ⫼䴴ࠡߚ㉏, བᵰ↣㉏

Ё᳝ϸϾҹϞⱘේ঴ষ,߭䗝ᢽ᥹ষ ID ᳔ᇣⱘϸϾේ঴ষЎ᳝ᬜේ঴ষ 

 

䜡㕂В՟  

ᣛᅮ៤ਬ䆒໛ 2 ⱘ gigabitEthernet 0/3 ষЎේ঴ষ 

Ruijie(config)# interface gigabitEthernet 2/0/3 

Ruijie(config-if)# stack on 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 
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 show stack interface ᰒ⼎ේ঴ষ䜡㕂ֵᙃǄ 

 

ᑇৄ䇈ᯢ  S2900 ㋏߫Ѹᤶᴎাᬃᣕᣛᅮ switch port Ўේ঴ষ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

51.1.5 synchronize 

ৠℹ᭛ӊࠄ᠔᳝ේ঴៤ਬ䆒໛ 

synchronize flash: filename 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 filename 䳔㽕ৠℹⱘ᭛ӊৡ 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ේ঴㋏㒳ϟ䗮䖛 TFTP ៪ XMODEM ϟ䕑ⱘ᭛ӊᇚ㞾ࡼⱘৠℹࠄ᠔᳝៤ਬ䆒໛. 

 

䜡㕂В՟  

䖯ܹ੠䗔ߎ៤ਬ䆒໛ 2 䜡㕂῵ᓣ 

Ruijie(config)# member 2 

Ruijie@2(config)# exit 

Ruijie(config)# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

51.2 显示堆叠信息 
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51.2.1 show member 

ᰒ⼎ේ঴៤ਬ䆒໛ֵᙃǄ 

show member [member] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 member পؐ 1-MAX, ᣛᅮⱘ៤ਬ䆒໛. 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴⡍⅞ᗻ 

 

䜡㕂В՟  

Member Mac Address     Priority   Software Ver  Hardware Ver  

Description 

---------   --------    ------------     ----   ------------ 

1  00d0.f822.3100         1   RGOS 10.1    1.0    SWITCH 

2  00d3.f822.33aa         1   RGOS 10.1    1.0    SWITCH 

3  00d3.f824.33ac         1   RGOS 10.1    1.0    SWITCH 

4  00d3.f824.33b2         1   RGOS 10.1    1.0    SWITCH 

5  00d3.f824.33b4         1   RGOS 10.1    1.0    SWITCH 

6  00d3.f824.33b6         1   RGOS 10.1    1.0    SWITCH 

7  00d3.f824.33b8         1   RGOS 10.1    1.0    SWITCH 

8  00d0.f822.8803         8   RGOS 10.1    1.0    SWITCH 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 - - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

51.2.2 show stack interface 

ᰒ⼎䆒໛ේ঴ষ䜡㕂ֵᙃǄ 
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show stack interface 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴ 

 

䜡㕂В՟ 

 Member  Interface Running Status  Configure Status   Status    Type

----- -----------  ---------------  --------   ------    ----- 

     1    Gi1/0/1       active          stack on     up    copper 

     1   Gi1/0/24       active          stack on     up    fiber 

     2    Gi2/0/1       active          stack on     up    copper 

     2   Gi2/0/24       active          stack on     up    fiber 

     3    Gi3/0/1       active          stack on     up    copper 

     3   Gi3/0/24       active          stack on     up    fiber 

     4    Gi4/0/1       active          stack on     up    copper 

     4   Gi4/0/24       active          stack on     up    fiber 

     5    Gi5/0/1       active          stack on     up    copper 

     5   Gi5/0/24       active          stack on     up    fiber 

     6    Gi6/0/1       active          stack on     up    copper 

     6   Gi6/0/24       active          stack on     up    fiber 

     7    Gi7/0/1       active          stack on     up    copper 

     7   Gi7/0/24       active          stack on     up    fiber 

     8    Gi8/0/1       active          stack on     up    copper 

     8   Gi8/0/48       active          stack on     up    fiber 
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