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⁮ Ὠ ҉ ̆֗ ᴉӝа Ԉ֗ᴉ ᾊᾃ ֗ᴉ

‍ ⁸ȁ ȁ ֙ȁᶢ ȁּ ȁ ὲӹ ȁ ὲὤ ‍ ұ н

Ȃ 

 

 ȁ  ȁ  ȁ  ȁ

 ȁ  ȁ 
 ȁ   Ὠ ᾊ

̆а ֛ᾐȂ 

 

 

 

ὁ  
ᾊᵑ ᶕ ⁸ᴐ̆ὲᾃ ̆ а ̆ Ὧ Ὠ

ᵏ ᶕ Ȃ Ὠ ᾗ ᾊ ╒ᶑ ὲᾃ ῆ

ת̆ ұ ᾊѐ ȁаῆ ̆Ԉ ̆

Ὠ а ֗Ȃ 
 



 

₥  

 

ᾊ ֒ ѝ̔RGOS®10.2(3) Ȃ 

 

҉ Ю‟ӝ  

¸  

¸ ӝ  

¸  

҉  

1.  

ᴇ̔ 5 ᴇȂ 

 

注意、说明 ᾃ ₥ ╗ б Ȃ 

 

ᶕ ̔ Courier New ̆ѐ ᴇ̆ 5 ̆

 ᶕ Ȃᶕ ѐ ӱ ὡ ᶕ ̆ ╗ ᴇ Ȃ 

2. ԇ  

ԇ ᴇ Arial̆έᴇ Ὧ Ѭ Ю̔ 

ᴇ̔ ԇ Ὧ ̂ ԇѐᶑ а ‍̃ ╗ ᴇ Ȃ 

ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  



 

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 

//̔ ѝ Ȃ 509C2F0Tj
/TT13.22 Tc  Gc 128  Td M8x2j8x2J []0 d Tf
0 Tc 0.56 -24.669c 20 0 12F06D63E3C2F9D8324F1DDB15AB> Tf
0.0015 Tc 4.583 0rTd
009Tj
/TT2 1 Tf

0 Tc 0.56 -2171 0 0 0.5 89.88 7890 Td
8 622.46Tj
/TT<1D.0043A45A01C4BTT1 F9D82FA147662CC21DDB15AB6<4640E22BC47B841AA10530454BTFDF9AA0146841B928D097FFE20016E3]TJ
/09A1B8DA51045A09A6F1DDB15ABBC07D Tc  .583 -1.44 TDT<16E39A1D0F56TjDF9C2F0 Tf
17 0 Td
(5Tj
/TT2 1 Tf

/TTcs 89.88  scnf

/TTCS 89.88  SCNc 124  Tf

0 .994 0 T0 0 12 89.88290 Td
8 5762F0T4
/TT<0061> Tf

0 0015 Tc 13.919 Tw2D63E3C2F0Tj115F0FC90121D Tc  gTf
0 Tc 0 Tw 4.583 00 10.5 89.88 78918d
(4 5762F0T4
/TT<E20016E3/TT3413A0A1/TT1319A447661AA105309AA01468E20016E3]TJ
/45F5DD09T1 1 Tf
17Tc 0 Tw18Tj
/TT2 1 Tf

/TTcs 89.88  scnf

2_3994 0 T0 0 12 89.88290 Td
8 538.6)Tj
/TT2F0T9> Tf

0 0015 Tc1.22D63E3C2F0Tj/09A0A5C0121D Tc  gTf
0 Tc 0 Tw 4.0 10.5 89.88 789188.52 538.6)Tj
/TT241C81BTJ
T1319A42BC47T1330614B80CT1311CD1AA105309759118>]TJ
19A01CC445AF]TJ
15993F55E3C2F03907191 Tf
17Tc 0 Tw2
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ԇ  

ᴳ ԇ ̆ Ԉ ᴳ ԇ Ȃ 

ў ꜛ ԈЮᾃ ̔ 

¸ ԇ  

¸ ╠ 

¸ ᾗ ԇ 

¸ ᴳ ԇ no default  

¸ CLI ᶕ  

¸ ᴳ ԇ 

¸ ᴳ  

¸ CLI  ᶕ  

¸ CLI 

ԇ  

‍ а ̆ ₥ ԇ ᾱ ҩ

Ԉᴳ ԇȂ 

ԇ Ю ὡ ̂?̃ Ԉ‟  э ԇ ᴳ ԇȂ 

Уэ ֶ ̆ Ἴ ұ

̂User EXEC ̃̆ Ԉᴳ ԇȂ Ю̆ Ԉᴳ

ԇ̆ з ԇ ╖ ҂ ⁮УҾ ⁸̆ᴿ ẹ show ԇ Ȃ

ԇ ᴐ аֶ ᶑ Ȃ 

ᴳ ԇ̆ Ἴ ὡ ̂Privileged EXEC ̃Ȃ ̆

ὡ ὡ ԇȂ Ю̆ Ԉᴳ

ԇ̆ з ὡὤ Ȃ 

ᴳ ̂ὤ ȁ ̃ ԇֶ̆ ₥ ӊ

Ȃ ᶑ ҩ ᶕ ̆ Ҿ ԇ ᶑ Ю ̆ ╟

ᾋ Ȃ ὡ ̆ Ἴ ὡὤ Ȃӱὤ

  ̆ Ԉ ὡ Ȃ 

Ю ‟ ҩ ԇ ȁ ᴉ э ȁ ȁ ᴉ Ȃ

Ḯ ѝ “Ruijie”Ȃ 

ԇ ̔ 
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ԇ    ЮУ

 Ὧұ

User EXEC 
̂ ̃ Ἴ ὡ

Ȃ 
Ruijie> 

ὡ exit ԇ

Ȃ 
ὡ ̆

ὡ enable ԇȂ 

ᴳ

ȁ

ᶕ  

Privileged 
EXEC 
̂ ̃ 

Ю ̆ ᴳ

enable ԇ

ὡ Ȃ

Ruijie# 

⁮

̆ ὡ disable
ԇȂ 

ὡὤ

̆ ὡ

configure ԇȂ 

ᴳ

ԇ

Ȃ

έ ԇ

ᶑ Ȃ 

Global 
configuration 
̂ὤ

̃ 

Ю ̆ ᴳ

configure
ԇ ὡ

Ȃ 

Ruijie(co
nfig)# 

⁮

̆ ὡ exit ԇ

end ԇ̆

ὡ Ctrl+C
Ȃ 

ὡ

̆ ὡ interface 
ԇȂ interface
ԇѐ

ὡ Уэ

Ȃ 
ὡ VLAN
̆ ὡ vlan 

vlan_id ԇȂ 

ᴳ

ԇ

э

ὤ Ȃ

Interface 
configuration 
̂

̃ 

ὤ

Ю ̆ ᴳ

interface
ԇ ὡ

Ȃ 

Ruijie(co
nfig-if)# 

⁮

̆ ὡ end
ԇ̆ ὡ Ctrl+C

Ȃ ⁮

ὤ ̆

ὡ exit ԇȂ

interface ԇѐ

ὡ У

э

Ȃ 

ᴳ

Ȃ 

Config-vlan 
̂VLAN

̃ 

ὤ

Ю ̆ ᴳ
vlan vlan_id

ԇ ὡ

Ȃ 

Ruijie(co
nfig-vlan
)# 

⁮

̆ ὡ end
ԇ̆ ὡ Ctrl+C

Ȃ 
⁮ὤ

̆ ὡ exit
ԇȂ 

ᴳ

VLAN
Ȃ 
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╠ 

Ԉ ԇ Ю ὡ ̂?̃‟  э ԇ ԇȂ ҂

Ԉ‟  ԇὯ э ԇ ᶕ Ȃ Ю ̔ 

ԇ  

Help ֗ᴉ ԇ Ю ╠

ᶕ Ȃ 

abbreviated-command-entry? 

ԇὯ ѕȂ 
ᴿ ̔ 
Ruijie# di? 
dir disable 

abbreviated-command-entry<Tab>

ᴳ ԇ Ὧ Ȃ 
ᴿ ̔ 
Ruijie# show conf<Tab> 
Ruijie# show configuration 

? 
‟  ԇ ЮУэὯ Ὧ Ȃ 
ᴿ ̔ 
Ruijie# show ? 

command keyword ? 

‟  Ὧ Ὧ ЮУэ Ȃ 
ᴿ ̔ 
Ruijie(config)# snmp-server 
community ? 
WORD  SNMP community string 

 

 

~ 注意： 

ұ ԇ̆ ⁮ word/string Ὧ ἵ ᾳЮִ̆Ἴּר

Ὧ ̆ έᴇ ╖ ὯȂ ̔ 

Ruijie(config)#aaa domain ? 
  WORD     Specific domain configure 
  default  Default domain configure 
  enable   Domain enable configure 

̆ aaa domain d ԇ̆ ִἼּר Ὧ default̆ ԇ

aaa domain default Ȃ 

 

ᾗ ԇ 

ᾗ ԇ̆ ὡ ԇὯ У ‍ ̆ ‍ ⁞

У ԇὯ Ȃ 
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ᴿ show configuration ԇ Ԉᾗ ̔ 

Ruijie# show conf 

ᴳ ԇ no default  

ΰѱ ԇ no Ȃ ̆ᴳ no э ╖ ̆

б ԇ ᴐȂᴿ ԇ no shutdown Ὧ ԇ

shutdown ᴐ̆ Ȃᴳ а no Ὧ Ὧ

Ὧ Ȃ 

ԇ default ̆ ԇ default ԇ ѝ ḣȂ

ԇ ḣ ╖ ̆ ᾳЮ default ᴐ no
Ȃ ‍ ԇ ḣ ἵ ╖ ̆ ᾳЮ̆default

no ᴐ Ȃ default ԇ ╖ ̆

ѝ ἵ Ȃ  

CLI ᶕ  

Ю ‟ ҩ ᴳ CLI ⁮ ᶕ Ȃ 

CLI ᶕ ̔ 

ᶕ  Ѭ ᴉ ╠ 
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‍ Ȃ 

ӱ ԇ ὡ ԇ̆ Ю ѐ ᴐ̔ 

ᴐ  

Ctrl-P Э

 
ԇ ѐ ₥У ԇȂӱ У ̆

ᴳ ᴐ Ԉ Ȃ 

Ctrl-N Ю

 
ᴳ ҩ Ctrl-P Э ᴐѮ ̆ᴳ ᴐ ԇ

ѐ ⁮ У ԇȂ ᴳ ᴐ Ԉ Ȃ

 

ᴳ  

ԇ ᴳ ⁮ ╖ Ȃꜛ ̔ 

¸  

¸ ԇ ╟  

 

Ю ‟  ̔ 

╖    

Ctrl-B Ἵ ⁮ Уэ Ȃ 

Ctrl-F Ἵ ⁮ Уэ Ȃ 

Ctrl-A Ἵ ⁮ ԇ Ȃ 

ᾃ

╟Ἵ Ȃ 

Ctrl-E Ἵ ⁮ ԇ Ȃ 

Backspace ‮ Ἵ Уэ Ȃ ‮ ὡ

Ȃ 
Delete  ‮ Ἵ Ȃ 

Return  
ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ  

╟ У У

Ȃ 
Space  

ᾃ   ᾃ Э

╟У ̆ ЮУ ᾃ ̆Ө  ᾃ

ᴳ Ȃ 
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ԇ ╟  

Ԉᴳ ╖ ѐ ╟ ̆ ԇ̆ᴳ ԇ

Ԉ Ȃל Ἵ ̆ э ԇ ֶ ᴇ ╟ 20
э ת̆ Ӱ ԈᴳἽ ⁮₥ ⁮ ԇ Ȃ 

ԇ Ἵ ╟ ᴐ Ю ̔ 

╖   

Ἵ Уэ  Ctrl-B 

Ἵ ⁮  Ctrl-A 

Ἵ ₥ Уэ  Ctrl-F 

Ἵ ╟⁮  Ctrl-E 

ᴿ ԇ mac-address-table static ὡ Уэ

Ȃ Ἵ У ̆ э ԇ ᴇ ╟

ԓ
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⁞ Ԇ ԇ ԇ ₥ ѐ ԇ ̆ ὤ

Ю̆ ὡ alias ? Ԉ‟  ₥ Ԉ ⁞ ὤ ԇ ̔ 

Ruijie(config)#alias ? 
aaa-gs                 AAA server group mode 

acl                     acl configure mode 
bgp                     Configure bgp Protocol 

config                 globle configure mode 
...... 

ԇ⁞ ╠ᶕ ̆ ⁞ ₥ ֶ Уэ ̂*̃̆ зֶ ԈЮ

̔ 

*command-alias=original-command 

ᴿ ̆ EXEC Ю̆ ԇ⁞ ”s” ”show”Ὧ Ȃ‡ ὡ”s?” Ԉ

’s’ Ὧ ⁞ ╠ᶕ ̔ 

Ruijie#s? 

*s=show  show  start-chat  start-terminal-service 

⁞ Ԇ ԇа Уэ ̆‡ֶᴳ ԇꜛ Ȃᴿ ̆

EXEC Ю ⁞ ”sv”Ԇ ԇ”show version”̆‡̔ 

Ruijie#s? 

*s=show  *sv=”show version” show  start-chat 

start-terminal-service 

⁞ ӱ ὡ ԇ Уэ ̆₥ а Ȃ Э ᴿ ̆

ԇѮ₥ ὡҩ ̆ а ⁞ ̔ 

Ruijie# s? 

show  start-chat  start-terminal-service 

ԇ⁞ ҂ Ԉ ԇ ╠ᶕ ̆ᴿ Ю ԇ⁞

”ia”Ԇ ”ip address”̆‡ Ю̔ 

Ruijie(config-if)#ia ? 
A.B.C.D  IP address 

dhcp     IP Address via DHCP 
 

Ruijie(config-if)#ip address 

‟ ҩ”ip address” ԇ ᶕ ̆ з ⁞ ԇȂ 

ԇ⁞ ᴳ ὡ̆ ‡а ⁞Ȃ 

ᴳ show aliases ԇ Ԉ ѐ ⁞ Ȃ 
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CLI 

ᴳ CLIѮ₥̆ ᴳ Уэ PC Ȃ ╟ ̆

֒ ֒‫ ע Ԉᴳ CLIȂ ᴳ

ᴳ ѕ ̂Consolẽ ̆ ѝ ̂Outband̃ Ȃ

ҩ Ὧ ̆ Ԉ Telnet Ȃ ч

Ԉ ԇ Ȃ
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Ӈ  

 

ӊ УҾ ᴐ̔ 

¸ ԇ ⁸  

¸ ⁸ 

¸  

¸  

¸ ԇ  

¸  

¸ ᶕ  

¸ ⁸  

¸ Эᴳ telnet 

¸  

¸ ֒ѐ ԇ 

¸ ╘ Ὧ  

 

& 说明： 

Ὧ CLI ԇ ᴳ ᶕ ̆ ȇ Ӈ

ԇȈȂ 

 

ԇ ⁸  

 

⁸ Э Уэ ╕ ̆ ᴳ ԇᶑ ‚‍

⁞Ȃ ԇ Ԉ ⁸ ̆ ⁞ Ԉ ╖ ̆ ⁸

ὲ Ԉᴳ ԇȂ 
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ӱ ὤ ̆ ԇ ᶑ ֒ѐ ̆ Эּ Ҿ ֒ ̂ ᴳ

TFTP̃̆ ԏ ᶑ ԇ ὤȂ ԇ ᶑ ὡ ֒Ѯ₥ ╗

̆ ԇ ԇȂ ԇ enable secret ᴳ ҩ

╗ Ȃ 

ԇ ⁞  

֗ᴉ ⁞ ԇ̆ ⁞ 15 Ȃ 

⁞ ԇ 

ӊ ᵏЮ ԇ ұ ⁞ ԇȂ 

ԇ  

Ruijie(config)# enable password 
[level level] {password | encryption-type 
encrypted-password} 

ԇȂ ₥ 15
ԇ̆ з

ὤ ԇ ᾳЮ Ȃ 
15 ԇ̆

ֶ  Уэ ̆ ╟ ѝ

ὤ ԇȂ 
15 ԇ 15

ὤ ԇ ὤ ̆ ֶ

 Уэ ᶕ Ȃ 

Ruijie(config)# enable secret [level 
level] {encryption-type 
encrypted-password} 

ὤ ԇ̆╖ б ԇ

ᴳת̆ ҩ ԇ╗

Ȃѝҩ ὤ ̆ ᴳ

ὤ ԇȂ 

Ruijie# enable [level]  
Ruijie# disable [level] 

‎ ⁞̆ӱ ᴂ

⁞‎ ⁮ ⁞

ὡ ⁞ ԇȂ 

ԇѐ̆ ᴳ levelὯ ̆‡ѝ ⁞ Ѭ ԇȂ

ҩ ⁞ ԇ ̆ ԇ ұ Ҿ ⁞ Ȃ 

э ⁞ 

ᾳЮ̆ чэ ԇᶑ ⁞̔ ⁞̂1 ̃

⁞̂ 15 Ȃ̃ת Ԉѝ э ԇ‚‍ 16 э ⁞Ȃ

а ⁞ ԇ̆ Ԉ а ⁞ᴳ а ԇ Ȃ 

⁞ ԇ ᾳЮ̆ ὡ ⁞Ӊа ԇ Ȃѝҩ
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ԇ  

⁞ᴳ У ԇ̆‡ Ԉ ԇ ᴳ ҫ ᴂ

⁞̕ ԇ ᴳ УҾ̆‡ Ԉ ԇ ᴳ ҫ

⁞Ȃ 

ᴔ Ԉᴳ Ю ԇ ԇ ̔ 

ԇ  

Ruijie# configure terminal ὡὤ  

Ruijie(config)# privilege mode [all] {level 
level | reset} command-string 

ԇ ⁞‚‍Ȃ 
mode ̇ ԇ CLI

ԇ ̆ᴿ ̔config ὤ

̕exec ԇ

̆interface
Ȃ 

all ̇ ԇ ԇ

̆ ѝ ⁞Ȃ 
level level ̇ ⁞̆ ӱ

0 ⁮ 15Ȃlevel 1
⁞̆level 15 ⁞̆

⁞ ‎ Ԉᴳ

enable/disable ԇȂ 
command-string ̇
ԇȂ 

У ԇ ̆ Ԉ ὤ Юᴳ no privilege mode [all] 
level level command ԇȂ 

ԇ ᴿ 

Ю reload ԇ ὲ ԇ ҫ ⁞ 1 з ⁞ 1 ѝ ⁞̂

ԇѝ”test”̃ ̔ 

Ruijie# configure terminal 
Ruijie(config)# privilege exec all level 1 reload 
Ruijie(config)# enable secret level 1 0 test 
Ruijie(config)# end 

ὡ 1 ̆ Ԉ ԇ ԇ̔ 

Ruijie# disable 1 
Ruijie> reload ? 
at                     reload at a specific time/date 

cancel                 cancel pending reload scheme 
in                     reload after a time interval 
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<cr>  

Ю reload ԇ ὲ ԇ ѝ ḣ ̔ 

Ruijie# configure terminal 
Ruijie(config)# privilege exec all reset reload 
Ruijie(config)# end 

ὡ 1 ̆ ԇ ̔ 

Ruijie# disable 1 
Ruijie> reload ? 
% Unrecognized command. 

̂linẽ ԇᶑ  

ӊ ̂ TELNET̃ ԇ ̆ line ԇᶑ ̆

line Ю ԈЮ ԇ̔ 

ԇ  

Ruijie(config-line)# password password line ԇ 

Ruijie(config-line)# loginie(config-line.0>Tj
/TT5 1 Tf
0.0017 Tc 2.251 0 Td
(line)Tj
/C2_0 1 Tf
0 Tc 1.977 0 Td
[<4793>6<43C309B704B8>]B11878>TjJ
/TT1 1 Tf
3.594 0 Td
( )Tj
ET
132.42 484616 4448 1.92 re
f
132.9 485.98519.24 0.48 re
f
352.14 484616 4448 1.92 re
f
132.62 485.98511.2 0.48 re
f
503.82 484616 4448 1.92 re
f
132.9  48439.30.48 21.247re
f
132.9  48439.30.9.72 0.48 re
f
0.2.14 48439.30.48 21.247re
f
132.62 48539.30.1.2 0.48 re
f
503.82 48439.30.48 21.247re
f
133.82 48439.30.48 2148 re
f
50
/TT1 1 Tf
10.5 0 0 10.5 134.267re418203 Tm
<1.92 43T6S0 cs 0 10.  scn3T6S0 CS 0 10.  SCN.21 4 
BT2_0 1 Tf
2 Tr 10.2 0 10.231.88 533.8863 Tm
<0A59B7>
/C2_0 1 Tf
3.12 0.4nfig-l3 T0DlinA5C0121l3 T>
0 G
gC2_0 1 Tf
0 Tc 10.5 0 0 10.5 411.88 53367.43 Tm
<0A56>T1D72 T75D45D213542>T4F1529027.689502C83F090.4553213542>T0AF3j
/TT5 1 Tf
0.0017 Tc 11.6.3 0 Td
[<ine ԇᶘ ə
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⁸ 

 

₥ У ԏ ҩ ᴉ ᶑ ԇ ⁸ Ȃ

ҩ ԇᶑ ̆ ҩ AAA ̆‡

̆ ԏ Ԉ УҾ ╘

̆ ₥ ԏ ‾ RADIUS ╘

⁸ Ȃ 

‾ RADIUS ╘ ⁸̆ аᾋ

ᶑ ᶕ ̆ ╗ ᶕ ⁮ RADIUS ╘

Э ̆ ╘ У ȁ ȁὭӎ

ᶕ ̆ᵳұ ⁸ ̆ ᶕ ὤ Ȃ 

 

ӊ ұ ֙ ̆ў ұ AAA Ю̆

‟ ѐ ̕Ԉ AAA Ю̆ ѐ Ȃ 

֙ ̆ ὤ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# username name 
[password password | password 
encryption-type encrypted password]  

ᴳ ╗ ԇ ֙  

Ruijie(config)# username name 
[privilege level] ѝ ⁞̂ ̃ 

 

 

֙ ̆ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-line)# login local AAA Ю̆

 

Ruijie(config-line)# login 
authentication {default | list-name} 

AAA Ю̆ AAA
Ȃ ᴳ AAA ‟ ѐ

̆ꜛ Radius ȁ

ȁ Ȃ 
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& 说明： 

AAA ȁRadius ╘ Ԉ ‟ ̆ AAA Ὧ

Ȃ 

 

 

 

ѐ ̆ ᵏέᴇ ( ȁ ȁ )
( ȁ‍ȁ )Ԉ ᶕ Ȃ ұУ ̆ У ᴳ ᴔ Ἴ

ѝ ₥ Ȃ ̆ ̆ᴔ҂ Ԉ

ᶢ Ȃ ў ұ Ү֒

Ȃ 

 

ᴔ Ԉ Э Ȃ ᴔ ҩ

̆ Ԉᴔ ѝῆУ Ю ̆ ᴳ Ю ̆

Ӱ Ȃ Ԉ У ̆ ‡Эа

ᾋ ̆ ᴔ ᶢ Э Ȃ 



Ӈ  

http://www.ruijie.com.cn 

Ю̔ 

ᴔ Ԉ Юᴳ show clock ԇ ᶕ ̆

Ю̔ 

Ruijie# sh clock                             // ₥  
05:54:43 CHN-BJ Wed 2008-01-30 

֒  

УҾ ᴳ ֒ ̂calendar̃ Ἱ ֒ ̆ ֒ а

̆ ѝ ֒ ̆ ᴳ Ὧ Ю҂ Ȃ 
֒ ֒ а ̆ ֒ ̆ ԇ ֒

⁸ ֒ Ȃ 

֒ ֒ ̆ Ю clock update-calendar э

ԇ̆ ֒ ֶ ֒ ḣȂ 

ԇ ᴐ  

Ruijie# clock update-calendar ֒ ֒  

ᴳ Ю ԇ Ԉ ₥ ֒ ⁸⁮ ֒ ̔ 

Ruijie# clock update-calendar 

 

 

ᴉᴳ reload [modifiers] ԇ⁸ ‚̂schemẽ̆Ԉ

Ȃ ╖ ̆ Ҿ Ю(  ұ ὲ ) Ԉ

ѝ ᵏ ᴐЭ ᵳ‾Ȃmodifers reload ᵏ У ԇ ̆ Ԉᴳ

ԇ ᴳ ╗ Ȃ modifiers inȁatȁcancelȂέᴇᴳ Ю̔ 

1. reload  in   mmm | hhh:mm  [string] 

У Ȃ mmm  hhh:mm ᾱ

̆Ԉ‍ ѝ ᴁ̆ Ԉ֗ У ὡȂ string Уэ ╠ ̆

Ԉ ѝ э ‚ Уэ╠ ̆Ԉᵳ ̆

 ұ ̆ 10 ‍ ̆ ԏ Ԉ ὡ reload  in  10  
testȂ 

2. reload  at  hh:mm month day year [string] 

э Ȃ ὡ ḣ э Ȃ
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year , ὡ̆‡ ֙ ֙̆ ұ ԏ

⁸ҩ а 31 ̆ ԈУ ̆ ₥ 1 1 ⁮

11 30 Ѯ ̆‡ ὡ ֙Ȃת ̆ ₥ ֙ѝ 12
֙̆ зἵ 1 э  ̆
ᾳЮ̆ ὡ ֙ 1 ֙ а ӭ 1

֙̆ ὡ̆‡ ֶ ѝ ӭ 1 ֙̆ӱ Ȃstring
ЭȂ ₥ 2005-01-10 14:31̆ ԏ Э

̆ ԏ Ԉ ὡ reload at  08:30 11 1  newdayȂ Ḯ ₥

2005-12-10 14:31̆ ԏ 2006-01-01  12:00 ̆ ԏ Ԉ

ὡ reload at  12:00  1 1 2006  newyearȂ 

3. reload  cancel 

ԇ ‮ ‚Ȃ ₥ ԏ ҩ 8 30
̆ ὡ reload cancel ̆ ‮ Ȃ 

 

& 说明： 

ᴳ at ̆‡ ₥ 

 

1
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Reload reason: midday 
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ԇ  

 

ѝҩ ᵳ̆ᴔ ԈѝУ (System Name)
Ȃ ᴔ ѝ CLI ԇ ̆‡ ̂

32 э ̆‡ ὲ₥ 32 э ̃ ᴐѝ ԇ ̆

ע Ȃע ᾳЮ̆Ԉέᴇ ᴐѝ ̆ᴿ

”S2924G”ȁ”R2692” Ȃ 

 

ӊ ᵏὤ Ю ԇ ̔ 

ԇ ᴐ  

Ruijie(Config)# hostname name 
̆

̆ а

255 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no hostname ᴁ ḣȂЮ

ᴿ RGOS̔ 

Ruijie# configure terminal                     // ὡὤ  
Ruijie(config)# hostname RGOS      // ѝ RGOS 
RGOS(config)#                                       // ᶢ  

ԇ  

ᴔ ԇ ̆‡ ̂ 32 э ̆‡

ὲ₥ 32 э ̃ ᴐѝ ̆ ע Ȃᴔע

Ԉ ὤ Юᴳ prompt ԇ ԇ ̆ ԇ EXEC
Ȃ 

ԇ ᴐ  

Ruijie# prompt string 
ԇ ̆

̆ 32э ̆‡ ὲ

₥ 32 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no prompt ԇ ѝ ḣȂ 
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̆ᴔ УҾ ᶕ Ȃᴔ Ԉ

⁮ э Ȃᴔ Ԉ… ч ̂banner̃̔

Ȃ ⁮ ̆ ̆

Ἴ ЭȂ‾ ̆ᴔ Ԉ УҾ ѝ ̂

Ὧ ̃ Ȃ Ѯ ̆ ў ᴐ

ᵏУҾ ᶕ Ȃ ᾳЮ̆ Ȃ 

 

ᴔ Ԉ… ꜛ У ᶕ ᶕ ̆ ̆ Ҿᶕ

ֶ Ȃ Ԉ ԈЮὤ ԇ ᶕ ̔ 

ԇ ᴐ  

Ruijie(config)# 
banner motd c 
message c 

(message of the day) Ȃc ‍ ̆

э‍ Ԉ ֗ᴉ ( ’&’ )Ȃ ὡ‍ ̆

̆ ᴔ Ԉ ὡ ̆ᴔ ὡ‍

ὡ̆ ̆ ὡ

‍ Ӱ ὡ ̆‡ Ҿ х Ȃ

̆ ᶕ ѐа   ᴐѝ‍ ̆

а 255 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no banner motd ‮ ᶕ Ȃ

Ю ᴿ ҩ ᴉ Уэ ̆ ԏᴳ (#)ᴐѝ‍ ̆

ᶕ ѝ“Notice: system will shutdown on July 6th.”̆ ᴿ Ю̔ 

Ruijie(config)# banner motd #                        // ‍  
Enter TEXT message.  End with the character '#'. 

Notice: system will shutdown on July 6th.#        // ‍  
Ruijie(config)# 

 

Ԉ ԈЮὤ ԇ ᶕ ̔ 

ԇ ᴐ  
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Ruijie(config)# banner 
login c message c 

Ȃc ‍ ̆ э‍

Ԉ ֗ᴉ ( ’&’ )Ȃ ὡ‍ ̆ 
̆ ᴔ Ԉ ὡ ̆ᴔ

ὡ‍ ὡ̆

̆ ὡ ‍ Ӱ ὡ

̆‡ Ҿ х Ȃ ̆

ѐа   ᴐѝ‍ ̆

а 255 э Ȃ 

ᴔ Ԉ ὤ Юᴳ no banner login ‮ Ȃ 

Ю ᴿ ҩ ᴉ Уэ ̆ ԏᴳ (#)ᴐѝ‍ ̆

ѝ“Access for authorized users only. Please enter your password.”̆
ᴿ Ю̔ 

Ruijie(config)# banner login #                     // ‍  
Enter TEXT message.  End with the character '#'. 

Access for authorized users only. Please enter your password. 

#                                                         // ‍  
Ruijie(config)# 
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⁸  

Ю̆ Ԉᴳ ԈЮ ԇ ⁸ ̔ 

ԇ ᴐ  

Ruijie(config-line)# speed speed 

⁸ ּ ̆ ᴁ

bpsȂ ұѕ ̆ᴔ

ּ ѝ 9600 ȁ

19200 ȁ 38400 ȁ 57600 ȁ

115200 ѐ Уэ̆

9600Ȃ 

Ю ᴿ ᴉ ѕ ѝ 57600 bps̔ 

Ruijie# configure terminal                  // ὡὤ  
Ruijie(config)# line console 0           // ὡ ⁸  

Ruijie(config-line)# speed 57600        // ⁸ ѝ 57600 
Ruijie(config-line)# end                            // ⁮  

Ruijie# show line console 0                       // ⁸  
CON     Type    speed   Overruns 

* 0     CON     57600   0 
Line 0, Location: "", Type: "vt100" 

Length: 25 lines, Width: 80 columns 
Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 
Timeouts:      Idle EXEC    Idle Session 

               never        never 
History is enabled, history size is 10. 

Total input: 22 bytes 
Total output:  115 bytes 

Data overflow:  0 bytes 
stop rx interrupt:  0 times 

Modem: READY 

Эᴳ telnet 

 

Telnet TCP/IP ѐ ұ ̆  ҩ ᵏ

╖ ȂTelnet Client ╘ѝ ⁮ Э

ᵏᴳ Telnet Client Эὲӹ

╘Ȃ Ю Э ֛ Telnet б

A ̆ ὡ telnet ԇᾋ B̆ ὲ Ȃ 
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1 

ᴳ Telnet Client 

Ԉ Э telnet ԇ ⁮ Э ̔ 

 

 

ԇ ᴐ  

Ruijie# telnet host-ip-address  telnet ⁮ ̆

Ԉ ў IP Ȃ 

Ю ᴿ ᴉ Telnet ֶ ̆ ip
192.168.65.119̔ 

Ruijie# telnet 192.168.65.119      // ⁮ telnetֶ  
Trying 192.168.65.119 ... Open 

User Access Verification                  // ὡ  
Password: 

 

 

Ԉ ̆ ⁸ ̂ꜛ

̆Ԉ ⁮ ֶ ̃̆ ḣ̆ ֗ᴉ ὡ  

ᶕ ̆ѐ Ȃ 

 

₥ ̆ ᾃ̆ ֗ᴉ ὡᶕ ̆ ╘ ѐ

Ȃ 
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ᴿ ̔ ֒ line_rcms_script.text ұ Э Telnet ╖

̆ ֒ᾃ Ю̔ 

configure terminal 
line tty 1 16 

transport input all 
no exec 

end 

̔ 

Ruijie# execute flash:line_rcms_script.text  
executing script file line_rcms_script.text ...... 
executing done 

Ruijie# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# line vty 1 16 
Ruijie(config-line)# transport input all 
Ruijie(config-line)# no exec 
Ruijie(config-line)# end 

 

&  说明： 

֒ ֒ ֒ѐ ᾃ Ԉ ̆У PC Э

TFTP ּ ⁮ Flash ѐȂ ᾃ ὤ ֛

ὡ̆ ̆ CLI ԇ ֒ ᾃ Ȃ ̆ ұ
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Ruijie# configure terminal                      // ὡὤ  
Ruijie(config)# enable service ssh-server    // SSH Server 

HTTP ╘  

ᴳ ᾃ Web Ḁ̆ Ԉ ὲ HTTP ╘ ̆

╘ ╘ Ȃ 

ԇ ᴐ  

Ruijie(Config)# ip http port number HTTP ╘ ̆ 80

Ruijie(Config)# ip http authentication 
{ enable | local } 

web ̆ ѝ

enableȂ 
enable ̔   enable 
password enable secret ԇ

ԇ ̆ ԇ

15 ̕ 
local  ̔ username

ԇ ԇ

̆ 15
̕ 

Ԉ Ю̆ᴳ ԈЭ ԇ no ̆ ѝ ḣȂԈЮᴿ

Ӈ Э Http Server̆ ╘ ѝ 8080̆
̔ 

Ruijie# configure terminal                      // ὡὤ  

Ruijie(config)# enable service web-server     // Web Server 
Ruijie(config)# username name password pass  //  

Ruijie(config)# username name privilege 15   //  
Ruijie(config)# ip http port 8080              // ╘  
Ruijie(config)# ip http authentication local //  
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LINE 



LINE
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ԇ Ю ў CTRL ֒

Эּ Ю ̆ ч ̔У ᴳ TFTP ̆ У

ᴳ Xmodem ѕ Ȃ 

 

ԏ ӱԈЮΰэ ᴉ ֒ 

¸ TFTP ּ ֒ 

¸ XMODEM ּ ֒ 

TFTP ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ ў TFTP Server ֒̕ Ю ֒

̕ ⁮ ̆ Юᴳ ԈЮ ԇЮ ֒̆

Location ‡ ὡ TFTP Server IP Ȃ 

ԇ ᴐ  

Ruijie# copy tftp: //location/ 
filename flash: filename 

Ю ў URL ֒

filename
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XMODEM ּ ֒ 

У ӱў Ю ֒⁮ ̆ У ӱ Эּ ֒⁮ў Ȃ 

CLI ԇ Ю̆ Ю ֒ Ю ̔ 

Ю ₥̆ Ἴ Windows ⁮ ̕

Юᴳ ԈЮ ԇЮ ֒̕ ў Windows ѐ̆ “ּ
” ѐ “ ֒”╖ ̆ 1 ̔ 

 

1 

  ֒ ў Ю ֒̆ “Xmodem”̆
 “ ”̆‡ Windows Ԉ ꜛȂ 2 ̔ 

 

2 

ԇ ᴐ  

Ruijie# copy xmodem flash:filename ӱў Ю ֒⁮

ѝ filenameȂ 

CLI ԇ Ю̆ Ю ֒ Эּ̔ 

Эּ₥̆ Ἴ Windows ⁮ ̕
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Юᴳ ԈЮ ԇЭּ ֒̕ ў Windows ѐ̆ “ּ
” ѐ “ ֒”╖ Ȃ 3 ̔ 

 

3 

  Эּ ֒ ẏᴁ ̆ “Xmodem”̆  “
”̆ ֶ У ẏ ֒ ̆  “ ”

֒Ȃ 4 ̔ 

 

4 

ԇ ᴐ  

Ruijie# copy flash:filename xmodem ӱ Эּ ֒ filename
⁮ў  

 

 

а ̆ᴳ Ԉᴳ Э tftp xmodem
ּ֒ ⁮ ЭȂּ ╖ ̆ ╟ ̆ ֒ ֶ ╟ ₥
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̆ э а ӝ ӮὡȂ 

֒ Э ╟ᴐ а ̔ 

1̃ ᴐ̆ ̆ ╟ ᴁ̆

ᾋ ╟ Ȃ 

2̃ ꜛ ̆ Ԉ н╘ ̆ Уэ ֒

ᴐȂ Ἴ ̆ ᴁȂ ᾋ ╟ ̆

╟ ╖ ֶ ╟ ̆ н╘ Ȃ 

╟ ╖ ̔ ұў Уэ╖ ֶ̆ ѐ ӱ ̆

н╘ У ̆ ӹԏ ў ѐ

аУ ̆ ӹԏ ּ֒ ̆ ӹԏ ̆Ԉᴳ

э ᶑ У Ȃ 

 

~ 注意： 

֗ᴉ Ḁ ў ̆ ֶ ӱ ̆ӱ ᶑ У

Ȃ ᴐֶᴳ э ѐ ὡ ⁮ Ȃ

₥а ̆ ‡ х Ȃ 
₥̆ show version ֒

б У ̆а ў ‎ ̂ᴿ

̔redundancy force-switchover̃̆ ‡ֶ Ȃ 
 

¸ ֒ ̔ 

1̃ ὡ ֒ ֒ ѝ RGOS.bin 

2̃ ᴳ Э copy ԇ̆ ֒Ю ⁮ Э 

3̃ Э ӱ ̆ ўӱ ў ╖̆ ╖

Ю ̔ 

Upgrade Slave CM MAIN successful!! 
Upgrade CM MAIN successful!! 

1̃ У ᴁ ᴐ 

2̃ ᾋ ╟ ̆ ֶ֒ ̆ ֶ ⁮ נ Ю ̔ 

Installing is in process ...... 

Do not restart your machine before finish !!!!!! 
...... 

3̃ ᴐ ̆ ֶ ⁮ נ Ю ̔ 

Installing process finished ...... 
Restart machine operation is permited now !!!!!! 
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~ 注意： 

╟ ѐֶ̆ аἵ ̆У   נ ̆ ╘

а ᴁ ̆҂а ᵳ ὲӹ Ȃ 

 

 

& 说明： 

ұ ὡ ֶ ╟ ᴐȂ 

 

¸ ֒ ̔ 

Э 1̇7̆ ᴁ ֶ

ҩȂ 
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ᶕ έ 

Ping  

ѝҩ ̆ Echo ̆ ꜛ У

э ꜛ ̆ ꜛ̆

Echo ̆ Ԉ ה ȁ ̆‾ RGOS ᵏ

Ping έ̆ Ԉ ╠ ȁ ᴁ ѐ Ȃ 

Ping ԇ Ю̆ Ю̆

Ping ╖ ̆ Ю̆ Ԉ Ping ╖ Ȃ 

ԇ ᴐ  

Ruijie# ping [ip] [address [length 
length] [ntimes times] [data 
data][ source source] [timeout 
seconds] ] 

Ping̔ έ 

Ping ╖ ̆ Ԉ Ю ̆ 5 э

ѝ 100Byte ꜛ ⁮ IP ̆ ̂ ѝ 2 ̃ᾃ̆

ꜛб ꜛ רּ ̂ ‍ а ̆ ὨὭ ‍ רּ

̃̆ ‡ ļ!Ľ ̕ ꜛб ꜛаּר ‡̆ ļCĽ ̕

̆‡ ļ.Ľ Ȃ  Уэ ᶕ ȂԈЮѝ ping
ᴿ̔ 

Ruijie# ping 192.168.5.1 
Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 

seconds: 
< press Ctrl+C to break > 

!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 

ms 

Ping ╖ ̆ Ю Ȃ Ping ѐ̆ Ԉ

ꜛ э ȁ ȁ Ȃ Ping ╖ У ̆ ҂  Уэ

ᶕ ̆ ԈЮѝУэ Ping ᴿ̔ 

Ruijie# ping 192.168.5.197 length 1500 ntimes 100 data ffff source 
192.168.4.190 timeout 3 
Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, timeout 
is 3 seconds: 

  < press Ctrl+C to break > 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
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Success rate is 100 percent (100/100), round-trip min/avg/max 
= 2/2/3 ms 

Ruijie# 

Traceroute   

Traceroute ԇ̆ Ԉ ꜛӱ ⁮ ̆

ὯȂTraceroute ԇў ұ ̆ ̆ῆ

ᴁ ᴁ Ȃ 

ּ ‡ ̆Уэ ꜛ Уэ Ὧ̆ ꜛѐ TTL
῏ 1 ᴐȂ TTL ѝ 0 ̆ Ὧᵳх э ꜛ̆ Уэ

а ꜛ Ȃ э ‡̆Traceroute ԇ ̔

Ἴ Уэ TTL ѝ 1 ꜛ̆ Уэ Ὧᵳ Уэ ICMP
̆Ԉ ꜛа ̆ ѝ TTL ̆Ѯ ꜛ TTL ╗ 1

̆ үэ Ὧ TTL ̆ э У Ю ̆ ⁮

⁮ ̆ Уэ ICMP TTL ᶕ ̆ᵳ Юҩ

ӱ ⁮ ̆IP ꜛ э Ȃ 

Traceroute ԇ Ԉ Ю ̆έᴇ ԇ

Ю̔ 

ԇ ╖  

Ruijie# traceroute [protocol] [destination [probe 
probe] [ttl minimum  maximum]  [ source 
source] [timeout seconds]] 

ꜛ  

ԈЮѝ Traceroute чэᴿ ̆Уэѝ ̆Уэѝ

Ҿ Ὧа ᾳȂ 

1̈ Traceroute ᴿ ̔ 

Ruijie# traceroute 61.154.22.36 
  < press Ctrl+C to break > 
Tracing the route to 61.154.22.36 

 
1      192.168.12.1        0 msec  0 msec  0 msec 

2      192.168.9.2         4 msec  4 msec 4 msec 
3      192.168.9.1         8 msec  8 msec  4 msec 

4      192.168.0.10        4 msec  28 msec  12 msec 
5      202.101.143.130    4 msec  16 msec  8 msec 

6      202.101.143.154   12 msec  8 msec  24 msec 
7      61.154.22.36       12 msec  8 msec  22 msec 

ӱЭ Ԉ ⁮̆ӱ IP ѝ 61.154.22.36 ў ̆

ꜛ ҩ Ҿ Ὧ̂1̇6̃̆  ҩ⁮ Ὧ ̆

ұ ‍ ̆ Ȃ 
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2̈ ѐ Ҿ Ὧа Traceroute ᴿ ̔ 

Ruijie# traceroute 202.108.37.42 
< press Ctrl+C to break > 
Tracing the route to 202.108.37.42 

1      192.168.12.1       0 msec  0 msec  0 msec 
2      192.168.9.2        0 msec  4 msec 4 msec 

3      192.168.110.1     16 msec  12 msec  16 msec 
4      *  *  * 

5      61.154.8.129       12 msec  28 msec  12 msec 
6      61.154.8.17         8 msec  12 msec  16 msec 

7      61.154.8.250       12 msec  12 msec  12 msec 
8      218.85.157.222     12 msec  12 msec  12 msec 

9      218.85.157.130     16 msec  16 msec  16 msec 
10     218.85.157.77      16 msec  48 msec  16 msec 

11     202.97.40.65       76 msec  24 msec  24 msec 
12     202.97.37.65       32 msec  24 msec  24 msec 

13     202.97.38.162      52 msec  52 msec  224 msec 
14     202.96.12.38       84 msec  52 msec  52 msec 

15     202.106.192.226    88 msec  52 msec  52 msec 
16     202.106.192.174    52 msec  52 msec  88 msec 

17     210.74.176.158    100 msec  52 msec  84 msec 
18     202.108.37.42       48 msec  48 msec  52 msec 

ӱЭ Ԉ ⁮̆ӱ IP ѝ 202.108.37.42 ў

̆ ꜛ ҩ Ҿ Ὧ̂1̇17̃̆ з Ὧ 4   ҩ Ȃ 
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ў ‚‍̆ ѬȂ

‍ѝԈЮч ̔ 

¸ ү (L2 interface)  

¸ Ь (L3 interface) (Ь ) 

ү (L2 interface) 

ў ү Ὧ Ѭ̆ ‍ѝԈЮΰ  

¸ Switch Port 

¸ L2 Aggregate Port 

Switch Port 

Switch Port Э э ̆ ү Ӈ ╖ Ȃ Ԉ У

э Access Port Уэ Trunk Port̆ Ԉ Switch Port ԇ̆ Уэ

ѝУэ Access Port Trunk PortȂSwitch Port ұ

бѮ Ὧ ү ̆ за Ȃ 

Access Port 

э Access Port ұУэ VLAN, ּ ұ э VLAN ȂУ ұ

Ȃ 

VLAN 

э Access Port ұУэ VLAN̆ Ԉ VLAN VLAN̆

Ԉа Ȃ 

б  

Access Port   а TAG ̆з ԈЮЬ ̔ 

¸ Untagged  

¸ VID ѝ Access Port VLAN Tagged  
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¸ VID ѝ 0 Tagged  

Untagged  

Access Port а TAG ̆ ѝ TAG ╗ VLAN TAGȂ

₥̆ ╗ TAĞᾋ Ȃ 

Tagged  

Access ⁮ TAG ̆ ԈЮ ֒ ̔ 

¸ TAG VID̂VLAN ID̃б VLAN ID ̆ ̆

TAG Ȃ 

¸ TAG VID̂VLAN ID̃ѝ 0 ̆ Ȃ TAG ѐ̆VID̗0 
ұ ⁞ ִἼ Ȃ 

¸ TAG VID̂VLAN ID̃б VLAN ID а заѝ 0 ̆х Ȃ 

Trunk Port 

эTrunk port Ԉ ұ эVLAN̆ ұ эVLAN ̆У

ұ Ѯ ̆҂ Ԉ ұ Ȃ 

VLAN 

ѝ Trunk Port Ԉ ұ э VLAN̆ Ԉ Уэ Native vlan ᴐѝ

VLANȂ ᾳЮ Trunk port ּ VLAN ̆ѝҩ῏ ̆῏

̆ VLAN ‟ ⁸ Trunk port ּ Ҿ VLAN
Ȃ 

 

~ 注意： 

Trunk native vlan Trunk native 
vlan ѝУ ̆ ‡ Ȃ 

 

б  

Trunk port Untagged ἵ VLAN ᾃ tagged ȂTrunk Port
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Trunk port ⁮ TAG ̆ ԈЮ ֒ ̔ 

¸ Trunk Port ⁮ TAG VID ұ Trunk port Native vlan
̆ἵ ̕ ̆ TAG ᾋ Ȃ 

¸ Trunk Port ⁮ TAG VID а ұ Trunk port Native 
vlan̆ת VID ἵ VLAN ID ̆ ̕ ̆ ᶑ

TAGȂ 

¸ Trunk Port ⁮ TAG VID а ұ Trunk port Native 
vlan̆з VID аἵ VLAN ID ̆х Ȃ 

 

& 说明： 

Untagged Ethernet ̆ PC Ԉ ⁞

̕TAG ע MAC MAC Ѯ ̆╗Э

ҩ 4bytes VLAN ᶕ ̆҂ VLAN TAG Ȃ 

 

Hybrid  

Hybrid Ԉ ұ э VLAN̆ Ԉ э VLAN ̆

Ԉ ұ Ѯ ̆҂ Ԉ ұ ȂHybrid Trunk 
а Ѯ ұ Hybrid Ԉἵ э VLAN а ̆

Trunk ἵ VLAN а , ̔Hybrid 
╗ὡ VLAN Ȃ 

L2 Aggregate Port 

Aggregate port э Ȃ ԏ Ԉ э

У Уэ ̆ э ԏ ѮѝУэ Aggregate 
Port̂ԈЮ AP ̃Ȃ 

ұү Ӈ AP ẹУэ Switch port̆ Ԉ э

╗ ᴳ ̆ ҩ Ȃ ̆ L2 Aggregate port
L2 Aggregate port Э ̆ AP ѐ У

̆L2 Aggregate port ֶ ╟ э Э ⁮ὲӹ

Э̆ ҩ Ȃ 

 

~ 注意： 

L2 Aggregate Port Ԉѝ Access port Trunk Port̆ת Уэ

AP ѝ У ̆ ѫὤ Access Port̆ ѫὤ Trunk portȂ 
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Ь (L3 interface) 

ў Ь Ὧ Ѭ̆ ‍ѝԈЮΰ  

¸ SVI (Switch virtual interface) 

¸ Routed Port 

¸ L3 Aggregate Port 

SVI(Switch virtual interface) 

SVI Ӈ ̆ Ь Ӈ ȂSVI Ԉṁѝ

̆ Ȃ ҂ Ԉ… SVI ѝУэ Ὧ ̆

ұ э VLAN ̆ ұЬ ѐ VLAN Ѯ

Ȃ… Уэ SVI ̆ interface vlan ԇ … SVĬ
SVI ‍ IP VLAN Ѯ Ȃ 

̆VLAN20 ў ҵ ̆ Ь ̆

VLAN20ᾃ ў A VLAN30ᾃ ў B VLAN20 SVI1
VLAN30 SVI2 Ȃ 

 

1 

Routed Port 

Уэ Routed Port Уэ ̆ Ь Э Уэ ̆ УэЬ

Ȃ Ь Э̆ Ԉ э ѝ Routed port̆ᴐѝ

Ь Ӈ Ὧ ȂУэ Routed Port бУэ Vlan Ὧ ̆ ᴐѝ

Уэ ȂRouted port аέ ү Ӈ ╖ Ȃ no switchport
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ԇ Уэү Switch port ѝ Routed port, Routed port ‍ IP
Ȃ ̆ ᴳ no switchport ԇ ̆ Ὧ

̆ ‮ ү Ȃ 

 

~ 注意： 

Уэ L2 Aggregate Port ̆ а switchport/ no 
switchport ԇ ‎ Ȃ 

 

L3 Aggregate Port 

L3 Aggregate port L2 Aggregate PortУ ̆҂ э

Уэ Э Ȃ ѝ Ь Ȃ ұЬ Ӈ

̆AP ᴐѝЬ Ӈ Ὧ ̆ ұ У ᾃ


P
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ұ Aggregate Port̆ὲ ѝ 1̇ Aggregate Port э Ȃ 

ұ SVĬὲ э SVI VLAN VIDȂ 

~ 注意： 

Э ѝ 0̆ ╟ ( ) ӱ 1
Ȃ 

 

ԇ ᴳ  

ὤ Юᴳ interface ԇ ὡ Ȃ 

ԇ ᴐ  

Ruijie(config)# interface ID 

ὤ Ю ὡ interface
ԇ̆ ὡ Ȃ ҂ Ԉ

ὤ Юᴳ interface 
range interface range macro
ԇ У Ȃת Ѭ

Уэ ᾃ

έ  

Юᴿ  ҩ ὡ Gigabitethernet 2/1 ᴿ̔ 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# 

Ю Ὧ Ȃ 

ᴳ interface range ԇ 

У  

Ԉᴳ ὤ Ю interface range ԇ э Ȃ ὡ

interface range ̆ ұ ᾃ Ȃ 
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ԇ ᴐ  

Ruijie(config)# interface range 
{port-range | macro macro_name} 

ὡУ Ȃ 
interface range ԇ Ԉ

Ȃ 
macro Ԉᴳ Ѭ̆

ᴳ ѬȂ 
э Ԉᴳ ̂,̃ Ȃ 
У ԇѐ ѐ

ұ Ȃ 

ᴳ interface range ԇ ̆ range ̔ 

̔ 

vlan vlan-ID - vlan-ID, VLAN ID  1͘4094̕ 

Fastethernet slot/{ Уэ port} - { Уэ port}̕ 

Gigabitethernet slot/{ Уэ port} - { Уэ port}̕ 

TenGigabitethernet slot/{ Уэ port} - { Уэ port}̕ 

Aggregate Port Aggregate port  - Aggregate port ,  1͘MAX̕ 

Уэ interface range ѐ ̆ ὤ fastethernet̆
gigabitethernet ὤ Aggregate Port̆ ὤ SVIȂ 

Ю ᴿ ὤ Юᴳ interface range ԇ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface range fastethernet 1/1 - 10 
Ruijie(config-if-range)# no shutdown 
Ruijie(config-if-range)# 

Ю ᴿ ᴉᴳ ‍ ̂,̃ э range̔ 

Ruijie# configure terminal 
Ruijie(config)# interface range fastethernet 1/1-5, 1/7-8 
Ruijie(config-if-range)# no shutdown 
Ruijie(config-if-range)# 

ᴳ Ѭ 

Ԉ ѬУҾ Ԇ ὡȂת ᴳ interface range
ԇѐ macro Ὧ Ѯ₥̆ Ἴ ὤ Юᴳ define 

interface-range ԇ Ѭ Ҿ Ȃ 
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ԇ ᴐ  

Ruijie(config)# define 
interface-range macro_name 
interface-range 

Ѭ ѬȂ 
macro_namė Ѭ ̆а 32
э Ȃ 

Ѭ ᾃ Ԉꜛ э Ȃ 
У Ѭѐ ѐ

ұ Ȃ 

Ruijie(config)# interface range 
macro macro_name 

Ѭ ѕ ᶑ ᾃ ѐ̆ᴳ

interface range ԇ ̆ Ԉᴳ Ѭ

Ԇ ὡ

ѕȂ 

ὤ Юᴳ no define interface-range macro_name ԇ ‮

ѬȂ 

ᴳ define interface-range ԇ Ѭ ̆ ̔ 

̔ 

͠ vlan vlan-ID - vlan-ID, VLAN ID  1͘4094̕ 
͠ fastethernet slot/{ Уэ port} - 1.56 0 Td
(/{)TjTj
/TT1 1 Tf
6(32)Tj
/ TfE 
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Ruijie# configure terminal 
Ruijie(config)# no define interface-range ports1to2N5to7 
Ruijie# end 

Ӯ  

Ҿ ̆ Ԉ Ӯ ᵏ Ȃ Ԉ ὲѐУ Ӯ ᴳ ȂУ

Ӯ ̆ ȁ ȁ ȁ Ӯ

̆ Ӯ ̆ Ӯ Ҿ ᴳ ḣ̆

Ԉ Ҿ Ȃ 
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Ruijie(config-if)# description PortForUser A 
Ruijie(config-if)# end 

Ҿ ᾳЮ̆ э Ȃ Ԉ

Ὧ Уэ Ȃ Ὧ Уэ ̆‡ э Э аֶ ֗ᴉ ̆

э ъ э ╖ Ȃ ҂ Ԉ

Уэ Ὧ Ȃ ч ̔Up Down̆ Ὧ

̆ ѝ   Ruijie 
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Ruijie(config-if)# end 

 

~ 注意： 

IEEE Ὧ ῆ̆︢Ἲ Master Slave
. 

S3250 ‟Ӈ ̆ а ̆

Ȃ 

S3250 ‟Ӈ ̆ ︢Ἲ Ȃ 

 

MTU 

Ӈ ̆ ֶ ⁮ ұԈ ῆ ̆

ѝ jumbo Ȃ Ԉ MTU ⁸ ἵ

Ȃ 

MTU ѐ ̆аꜛ Ԉ Ȃ 

MTU ὡ Ȃ   аֶ MTUȂ ⁮ ̆

MTŬ х Ȃ  

MTU ἵ ѝ 64~9216 ̆ ѝ 4 ̆ ѝ 1500 Ȃ 

ԇ ȂSVI а MTU Ȃ 

ԇ ᴐ  

Ruijie(config-if)# Mtu num MTU 
Num̔<64-9216> 

Ю ᴿ ҩ ᴉ Gigabitethernet 1/1 MTU̔ 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# mtu 64 
Ruijie(config-if)# end 

ү  

Ю ҩү ̆ Ὧ VLAN ľ

VLANĿ ľ ұ ⁸ĿȂ 
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ү Ю ̔ 

  

ᴐ  ү Ӈ  

Switch port  access port 

ἵ VLAN  VLAN 1͘4094 

VLAN̂ ұ access port
̃ VLAN 1 

Native VLAN̂ ұ trunk port
̃ VLAN 1 

Ӯ  copper 

 Up 

  

  

  

  

Aggregate port  

⁸ Ὧ  

ᶑ  Ὧ  

ὤ Ὧ  

 

Switch Port 

access/trunk port 

ў Switchport ᴐ (access/trunk port)
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Ruijie(config)# interface gigabitethernet 1/2 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# end 

ԇ ᴐ  

Ruijie(config-if)# switchport  
access vlan vlan-id access port VLANȂ 

Юᴿ ᴉ access port gigabitethernet 2/1 vlan ѝ 100Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport access vlan 100 
Ruijie(config-if)# end 

trunk port native VLAN 

ԇ ᴐ  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id trunk port NATIVE VLANȂ 

Юᴿ ᴉ Trunk Port Gigabitethernet 2/1 Native vlan ѝ 10Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport trunk native vlan 10 
Ruijie(config-if)# end 

ὤ̆ Ὧ ὤ ᶕ ľ ұ

⁸Ŀ̔  

ԇ ᴐ  

Ruijie(config-if)# switchport 
port-security ὤȂ 

Юᴿ ᴉ Gigabitethernet 2/1 ὤȂȂ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# end  

̆ ̆ ľ ̆ ̆ ĿȂ 

Юᴿ ᴉ Gigabitethernet 2/1 ѝ access port̆ VLAN ѝ 100̆
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̆ ̆ ѝ ̆ ὤ ̔ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 2/1 
Ruijie(config-if)# switchport access vlan 100 
Ruijie(config-if)# speed auto 
Ruijie(config-if)# duplex auto 
Ruijie(config-if)# flowcontrol auto 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# end 

Hybrid  

Ԉ ԈЮ Hybrid ̔ 

ԇ  

configure terminal ὡ  

interface <interface> ὡ  
Ἲ,︢Ἲ̆ЪἺ 

switchport mode hybrid ѝ ѝ hybrid  

no switchport mode ‮  

switchport hybrid native vlan id hybrid VLAN

switchport hybrid allowed vlan 
[[add] [tagged | untaged]] |remove ] vlist   ‡ 

Ruijie# configure terminal  
Ruijie(config)# interface g 0/1 
Ruijie(config-if)# switchport mode hybrid 
Ruijie(config-if)# switchport hybrid native vlan 3 
Ruijie(config-if)# switchport hybrid allowed vlan untagged 
20-30 

Ruijie(config-if)# end 
Ruijie# show running interface g 0/1 

L2 Aggregate Port 

ў ᴉ… L2 Aggregate Port L2 Aggregate Port Ὧ УҾ

Ȃ 

Ԉ Юᴳ aggregateport … L2 Aggregate Port̆έᴇ

ľ Aggregate PortĿȂ 





 

http://www.ruijie.com.cn 

Ruijie(config-if)# end 

SVI 

ў ᴉ… SVI SVI УҾ Ὧ Ȃ 

interface vlan vlan-id … Уэ SVI ᶢ Уэ SVIȂ 

SVI ̔ 

ԇ ᴐ  

Ruijie(config)# interface vlan vlan-id ὡ SVI Ȃ 

SVI Ὧ ̆ ᶕ ľ IP ĿȂ 

Ю ᴿ ᴉ ὡ ̆ з SVI 100 ‍ IP ̔ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface vlan 100 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 
Ruijie(config-if)# end 

Routed port 

ᴉ… Routed Port Routed Port УҾ Ὧ Ȃ 

Ю̆ ὡ э ̆ᴳ no switchport … Routed portȂ 

… Уэ Routed port Routed port ‍ IP ̔ 

ԇ ᴐ  

Ruijie(config-if)# no switchport Shut Down
Ь  

Ruijie(config-if)# ip address ip_address 
subnet_mask IP Ȃ 

 

~ 注意： 

Уэ L2 Aggregate Port ̆ а switchport/ no 
switchport ԇ ‎ Ȃ 

 

Ю ᴿ ᴉ Уэү Routed Port̆ з ‍ IP
̔ 
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ὤ 

а 3 ̕ 3
̆ Ὧ ̕

2 ̆ ѝ ḣὯ

Ȃ 

а ap̕╗ὡ Ὧ ̆   ap
̕ ╗ὡ ap ₥

Ȃ 

ὤ  а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

arp check а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

 а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

Ip  

а 2 ̕ 2
̆ip х ̕

3 ̆ ѝ

ip ̕ 

╗ὡAP̆ AP ̕  AP̆
Ȃ 

shutdown а  ╗ὡAP̆ AP ̕  AP̆
Ȃ 

2 а ╗ὡ 3 ap̆3 а ╗ὡ 2 ap̕2 ̆3 ̆2 ap̆3
ap SVI а ҵ  ̕ע

 

ᾃ ̆ ᴿȂ Ю show ԇ

Ȃ Ю ᴳ ԈЮ ԇ ̔ 

ԇ ᴐ  

Ruijie# show interfaces 
[interface-id]  

Ruijie# 

  

Ruijie# show interfaces 
[interface-id  ]  ]  

Ruijie# show interfaces 
[interface-id
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Mtu          : 1500 
PhysAddress   : 

LastChange    : 0:0h:0m:0s 
AdminDuplex   : Auto 

OperDuplex    : Unknown 
AdminSpeed    : 1000M 

OperSpeed     : Unknown 
FlowControlAdminStatus : Enabled 

FlowControlOperStatus : Disabled 
Priority    : 1 

ԈЮᴿ ѝ SVI 5 ᶕ ̔  
Ruijie# show interfaces vlan 5 
VLAN   : V5 

Description            : SVI 5 
AdminStatus           : up 

OperStatus            : down 
Primary Internet address      :  192.168.65.230/24 

Broadcast address           :  192.168.65.255 
PhysAddress           : 00d0.f800.0001 

LastChange            : 0:0h:0m:5s 

 ԈЮᴿ ѝ Aggregate Port 3 ̔ 

Ruijie# show interfaces aggregateport 3̔ 
Interface   : AggreatePort 3 

Description : 
AdminStatus : up 

OperStatus  : down 
Hardware    : - 

Mtu         : 1500 
LastChange  : 0d:0h:0m:0s 

AdminDuplex : Auto 
OperDuplex  : Unknown 

AdminSpeed  : Auto 
OperSpeed   : Unknown 

FlowControlAdminStatus : Autonego 
FlowControlOperStatus  : Disabled 

Priority    : 0  

ԈЮᴿ GigabitEthernet 1/1 ᶕ ̔ 

Ruijie# show interfaces gigabitEthernet 1/1 switchport 
Interface  Switchport Mode      Access    Native    Protected 
VLAN lists 

---------- ---------- --------- --------- --------- --------- 
------------ 

gigabitethernet 1/1      Enabled  Access      1         1         
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Enabled   All 

 ԈЮᴿ ѝ Gigabitethernet 2/1 ̔ 

Ruijie# show interfaces gigabitethernet 1/2 description 
Interface           Status     Administrative    Description 

------------  ---------       -----------    ---------------- 
gigabitethernet 2/1      down        down         Gi 2/1 

 ԈЮᴿ ѝ ḣ 

Ruijie# show interfaces gigabitethernet 1/2 counters 
Interface : gigabitethernet 1/2 

5 minute input rate  ̔ 9144 bits/sec, 9 packets/sec 
5 minute output rate ̔ 1280 bits/sec, 1 packets/sec 
InOctets             : 17310045 
InUcastPkts          : 37488 

InMulticastPkts      : 28139 
InBroadcastPkts      : 32472 

OutOctets            : 1282535 
OutUcastPkts         : 17284 

OutMulticastPkts     : 249 
OutBroadcastPkts     : 336 

Undersize packets    : 0 
Oversize packets     : 0 

collisions           : 0 
Fragments            : 0 

Jabbers              : 0 
CRC alignment errors : 0 

AlignmentErrors      : 0 
FCSErrors            : 0 

dropped packet events (due to lack of resources): 0 
packets received of length (in octets): 

64:46264, 65-127: 47427, 128-255: 3478, 
256-511: 658, 512-1023: 18016, 1024-1518: 125 

LinkTrap  

ѐ Ԉ ұ LinkTrap̆ ╖ ̆

Link SNMP̆ע   LinkTrap, Ѯ‡а Ȃ ᾳЮ̆ ╖

Ȃ 

ԇ 

ԇ ᴐ  
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Ruijie(config-if)# [no] snmp trap link-status Ὧ link 
trap ╖ . 

 

ѡᴿ 

Ю ѝа Link trap: 

Ruijie(config)# interface gigabitEthernet 1/1 
Ruijie(config-if)# no snmp trap link-status 



Aggregate Port  
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Aggregate Port  

ᴉ Э Aggregate PortȂ 

 

Aggregate Port 

ԏ Ԉ э У Уэ ̆ э ԏ Ѯ

ѝ Aggregate Port̂ ԈЮ AP Ȃ̃ ᵏ AP ╖ IEEE802.3ad
ῆ̆ Ԉ ұ ̆ ᵏ Ȃ 

AP ѐ У ̆ ֶ ╟ ‍ ⁮ AP ѐ

ὲ Э ȂAP ѐУ ⁮ ̆ аֶ

⁮ὲ ЭȂ  

 

1 ὴ AP  

 

AP Ԉ MAC ȁ MAC ̆ MAC + MAC
ȁ IP ̆ IP Ԉ IP + IP ḣ

‍ ⁮ AP ѐȂ Ԉ aggregateport load-balance ‍



Aggregate Port  
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Ȃ 

MAC MAC ‍ ⁮ AP э

ѐȂа MAC ̆ а ̆ MAC ̆ӱ У

э Ȃ 

MAC MAC ‍ ⁮ AP э

ѐȂ MAC ̆ӱ Уэ ̆а MAC
̆ӱа Ȃ 

MAC+ MAC MAC MAC
‍ ⁮ AP э ѐȂέ а MAC+ MAC
‍ ⁮ Уэ AP ѐȂ 

IP IP IP IP ‍ Ȃа

IP IP а ̆ IP IP ‡

Ȃ ұЬ ̆

Ю ⁮ү ̆‡ ╟ ү MAC MAC
Ȃ 

IP + IP IP IP ‍ Ȃ

ұЬ ̆ Ю ⁮ү ̆‡ ╟

ү MAC Ȃέ а IP+ IP ‍

⁮ Уэ AP ѐȂ 

ԏ а ‍ ̆Ԉᵳ ⸗ ‍

⁮ э Э̆Ἱ‍‾ Ȃ 

Ю ѐ̆УэӇ AP б ̆ ᾃ ѐ ̂ ѐ

Э 4 PC ̃Ԉ ѝ Ὧ̆ ̂ ѐ Ю 2 PC ̃

  MAC Ὧ MAC ̆ѝҩ бὲӹў Ѯ

ὲӹ ‍ ̆ ѝ MAC ̕

Ӈ ̆‡ ѝ MAC Ȃ 



Aggregate Port  
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2  AP  

Aggregate Port 

Aggregate Port  

AP Ю ̔ 

 ḣ 

ү AP   

Ь AP   

 ὡ MAC ‍ Ȃ 

 

Aggregate PortG!�Û�Ð5B 

AP



Aggregate Port  
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ү ╗ὡү AP̆Ь ╗ὡЬ APȂ 

AP а ὤ╖ Ȃ 

╗ὡУэа AP ̆AP ֶ ╟… Ȃ 

Уэ ╗ὡ AP̆ AP ԆȂ 

Уэ ӱ AP ѐ‮ ̆‡ ѝὲ╗ὡ AP ₥ Ȃ 

 

~ 注意： 

Уэ ╗ὡ AP ,а Э ֗ᴉ , ⁮   AP. 

 

Aggregate Port 

Ю̆ Ю ╗ὡ AP̔ 

ԇ ᴐ  

Ruijie(config-if-range)# 
port-group port-group-number

╗ὡУэAP( эAPа ̆

‡ … э AP)Ȃ 

Юᴳ no port-group ԇ Уэ   APȂ 

Ю ᴿ ү Ԉ 0/1 ү AP 5 ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface range gigabitEthernet 0/1 
Ruijie(config-if-range)# port-group 5  
Ruijie(config-if-range)# end 

Ԉ ὤ Юᴳ ԇ Ruijie(config)# interface aggregateport n (n
ѝ AP ) … Уэ AP( AP n а )Ȃ 

Ь Aggregate Port 

ᾳЮ̆Уэ Aggregate Port Уэү AP̆ УэЬ

AP̆ Ю ᴐȂ  

Ю ᴿ ᴉ УэЬ AP ̂AP 3̃̆ з IP
̂192.168.1.1̃̔ 

Ruijie# configure terminal 
Ruijie(config)# interface aggretegateport 3 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 192.168.1.1 255.255.255.0 



Aggregate Port  
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Ruijie(config-if)# end  

Aggregate Port  

Ю̆ Ю AP ̔ 

ԇ ᴐ  

Ruijie(config)# 
aggregateport 
load-balance {dst-mac | 
src-mac | src-dst-mac | 
dst-ip | src-ip | ip } 

AP ̆ ᴳ ̔ 
dst-mac ̔ ὡ MAC

‍ Ȃ AP ѐ̆ MAC
⁮ ̆ MAC а

‍ ⁮а  
src-mac ̔ ὡ MAC
‍ Ȃ AP ѐ̆ а MAC

‍ ⁮а ̆ MAC
ᴳ  

ip̔ IPб IP ‍ Ȃа

IPĺĺ IP а

̆ У IPĺĺ IP
Ȃ 

dst-ip̔ ὡ IP ‍

Ȃ AP ѐ̆ IP
⁮ ̆ IP а ‍ ⁮

а  
src-ip̔ ὡ IP ‍

Ȃ AP ѐ̆ а IP ‍

⁮а ̆ IP
ᴳ  
src-dst-mac̔ MAC б MAC

‍ Ȃа MACĺĺ MAC
а ̆ У MACĺĺ

MAC Ȃ 

AP ⁮ ḣ̆ Ԉ ὤ Юᴳ ̔ 
no aggregateport load-balance ԇȂ 

Aggregate Port 

Ю̆ Ю AP Ȃ  

ԇ ᴐ  

Ruijie# show aggregateport 
[port-number]{load-balance | 
summary} 

AP Ȃ 

Ruijie# show aggregateport load-balance 



Aggregate Port  
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Load-balance : Source MAC address 

Ruijie#show aggregateport 1 summary 

AggregatePort MaxPorts SwitchPort Mode   Ports            
------------- -------- ---------- ------  

Ag1           8        Enabled    ACCESS 
 



VLAN  
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VLAN  

ᴉ IEEE802.1q VLAN 

 

VLAN ̂Virtual Local Area Network̃ ̆ Уэ

Э‚‍  Ȃ э ұ ISO ү Ȃ



VLAN  
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VLAN 

ӊ VLAN IEEE802.1Q ῆ̆ 4094 э VLAN(VLAN ID 
1-4094)ὲѐ VLAN 1 а ‮ VLANȂ 

VLAN  

Ԉ Уэ VLAN ̆ э ̆Ԉ

э Ԉ ұ э VLANȂὯұ VLAN ̆ Ю

̔ 

VLAN  VLAN  



VLAN  
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VLAN State Active ActivĕInactive 

 

… ȁᶢ Уэ VLAN 

Ю̆ Ԉ… ᶢ Уэ VLAN̔ 

ԇ ᴐ  

Ruijie(config)# vlan vlan-id 

ὡУэ VLAN IDȂ ὡ У

э VLAN ID̆‡ ֶ… Уэ

VLAN̆ ὡ

VLAN ID̆‡ᶢ VLANȂ 

Ruijie(config)# name vlan-name 

̂ ѝ̃ VLAN Уэ Ȃ

У ̆‡ ֶ ╟ѝ

Уэ  VLAN xxxx̆ὲѐxxxx
0 ᴁ VLAN ID Ȃ ̆

VLAN 0004 VLAN 4
Ȃ 

VLAN ̆ ὡ no name ԇ Ȃ 

Ю Уэ… VLAN 888̆ ѝ Test888̆ зᶑ ֒ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# vlan 888 
Ruijie(config-vlan)# name test888 
Ruijie(config-vlan)# end 

‮ Уэ VLAN 

а ‮ VLAN̂VLAN 1 Ȃ̃ 

Ю‮ Уэ VLAN̔ 

ԇ ᴐ  

Ruijie(config)# no vlan vlan-id ὡУэ VLAN ID̆‮ Ȃ 

VLAN ‍ Access  

Уэ ‍ Уэа VLAN̆ ѫ э VLAN ╟ … Ȃ 

Ю̆ Уэ ‍ Уэ VLAN̔ 

 



VLAN  
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ԇ ᴐ  

Ruijie(config-if)# switchport 
mode access 

Ѭ VLAN ̂ү

ACCESS ̃ 

Ruijie(config-if)# switchport 
access vlan vlan-id э ‍ Уэ VLAN 





VLAN  
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ԇ ᴐ  

Ruijie(config-if)# switchport 
mode trunk Ѭ ѝү Trunk  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id ѝ э Уэ Native VLAN 

Уэ Trunk Trunk Ὧ ᴁ ḣ̆ ᴳ no 
switchport  trunk ԇȂ 

Ѭ Trunk VLAN ‟  

Уэ Trunk Ԉּ VLAN̂1̇4094
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1,3-4094 

Native VLAN 

Уэ Trunk TAG UNTAG 802.1Q Ȃὲѐ UNTAG ּ

Native VLAN Ȃ Native VLAN VLAN 1Ȃ 

Ю̆ ԈѝУэ Trunk Native VLANȂ 

ԇ ᴐ  

Ruijie(config-if)# switchport 
trunk native vlan vlan-id Native VLAN 

Trunk Native VLAN ‟ VLAN 1̆ ᴳ no switchport 
trunk native vlan ԇȂ 

Уэ Native VLAN VLAN ID̆ э Trunk ֶ̆ ╟

Ω TAGȂ 

Уэ Native VLAN ѝУэа VLAN ̆ аֶ ╟…

VLANȂ ̆Уэ Native VLAN Ԉа VLAN ‟ ѐȂ

̆Native VLAN а Ȃ 

VLAN  

Ю̆ Ԉ VLAN ᶕ Ȃ ᶕ ꜛ VLAN VIDȁVLAN
ȁVLAN Ԉ VLAN ᶕ ȂԈЮ ‟ҩ Ὧ ԇ̔ 

ԇ ᴐ  

show vlan [id vlan-id] VLAN  

Ю Уэ VLAN ᴿ ̔ 

Ruijie# show vlan 
VLAN[1] "VLAN0001" 

GigabitEthernet 3/1 
GigabitEthernet 3/2 

GigabitEthernet 3/3 
GigabitEthernet 3/4 

GigabitEthernet 3/5 
GigabitEthernet 3/6 

GigabitEthernet 3/7 
GigabitEthernet 3/8 

GigabitEthernet 3/9 
GigabitEthernet 3/10 
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GigabitEthernet 3/11 
GigabitEthernet 3/12 

VLAN[6] "VLAN0006" 
GigabitEthernet 3/1 

Ruijie# show vlan  id 1 
VLAN[1] "VLAN0001" 

GigabitEthernet 3/1 
GigabitEthernet 3/2 

GigabitEthernet 3/3 
GigabitEthernet 3/4 

GigabitEthernet 3/5 
GigabitEthernet 3/6 

GigabitEthernet 3/7 
GigabitEthernet 3/8 

GigabitEthernet 3/9 
GigabitEthernet 3/10 

GigabitEthernet 3/11 
GigabitEthernet 3/12 

VLAN ᴿ 
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Э ̆ ᾃ ‚‍ѝ VLAN 10ȁVLAN 20ȁVLAN 30̆Ԉ ҵ

2 ̕3 э VLAN IP ‍⁞ѝ 192.168.10.0/24ȁ192.168.20.0/24ȁ
192.168.30.0/24̆3 э VLAN 3 Ӈ IP ╒ ҵ Ȃ 

 

ᴿԈ Ӈ 1 ὡӇ ѝᴿ Ȃ Ю̔ V L A N 	 Ä � y � — � � 0 › q $ 5 % � Ú � ÿ � �
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# ╗ vlan ѝ 10ȁ20 
Ruijie(config-if)#switchport trunk allowed vlan add 10,20 

# ὡ Gi 0/3 
Ruijie(config-if)#interface GigabitEthernet 0/3 

# ᵐ v l a n

ѝ  
Ruijie(config-if)#switchport trunk allowed vlan add Ruijie(config21 E¯�90Ã	· vlan ѝ 10ȁ20  

Ruijie(config-if)#switchport trunk allowed vlan add 10,20 

#  ὡGi 0/3 interface GigabitEthernet 0/3 

# ᵐ v l a n

ѝ  
Ruijie(config-if)#switchport trunk allowed vlan add Ruijie(config21 E¯�90Ã	· vlan ѝ 10ȁ  

Ruijie(config-if)#switchport trunk allowed vlan add 10,20 

#  ὡ  
Ruijie(config-if)#s w i t c h p o r t  t r u n k  a l l o w e d  v l a n  a d d � Ã � ü � � � — � x � 6 � � � Þ � ¹ , ß147213542 105B5164302C808D9d
(v Td
(Gi 0/3 )Tj
/T1_9 1 Tf
0 31jTj
5Td
<040E>Tj
/TT id0 1 Tf
-0.0019 Tc 1.#)Tj
2.886
(20)Tj
/CS09E12FC4
/CS288A15D5
/CS08D9d
(v1 0  4.251 0 Td
(Gi 0/3 )T12537 Td
(# )Tj
/e(config-if)#)Tj
25.526j-2.783Tc 10.8 0 T#show1_2 1 9 TdTf
1029VLAN  Name       Status                Ports      ---- --------  --------   -------------------------------    1 VLAN0f)#  STATIC     Gi0/1, Gi0/5, Gi0/6, Gi0/7                               Gi0/8, Gi0/9, Gi0/
-0 Gi0/
1                                         Gi0/120 Gi0/
30 Gi0/
40 Gi0/
5                                       Gi0/16, Gi0/17, Gi0/18, Gi0/Tc                                       Gi0/2-0 Gi0/21, Gi0/220 Gi0/23                                       Gi0/Tc                                   10 VLAN0f10  STATIC    Gi0/20 Gi0/3                             20 VLAN0f20  STATIC    Gi0/20 Gi0/30 Gi0/c                      30 VLAN0f30  STATIC    Gi0/30 Gi0/c       1288A15D5 1288A15D5
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Gi0/3      enabled   TRUNK    1       1      Disabled  10,20,30 

# Gi 0/4 vlan  

Ruijie#show interface GigabitEthernet 0/4 switchport 
Interface Switchport Mode  Access Native Protected VLAN lists 

-------- ---------- -----  ------ ------ --------- ----------  
Gi0/4      enabled   TRUNK    1       1      Disabled  20,30 

Â … SVI ̆ IP  

# ὡὤ  
Ruijie#configure terminal 

# … SVI 10 
Ruijie(config)#interface vlan 10 

# SVI 10 IP  
Ruijie(config-if)#ip address 192.168.10.1 255.255.255.0 

# … SVI 20 
Ruijie(config-if)#interface vlan 20 

# SVI 20 IP  
Ruijie(config-if)#ip address 192.168.20.1 255.255.255.0 

# … SVI 30 
Ruijie(config-if)#interface vlan 30 

# SVI 30 IP  
Ruijie(config-if)#ip address 192.168.30.1 255.255.255.0 

# ⁮ὤ  
Ruijie(config-if)#exit 

¸ ὡӇ Switch A Э  

Â … VLAN 

# ὡὤ  
Ruijie#configure terminal 

# … VLAN 10 
Ruijie(config)#vlan 10 

# … VLAN 20 
Ruijie(config-vlan)#vlan 20 

# ⁮ὤ  
Ruijie(config-vlan)#exit 

Â ѝ VLAN ‍ Access  

# ὡ Gi 0/2-12 
Ruijie(config)#interface range GigabitEthernet 0/2-12 

# Gi 0/2-12 ѝ Access  
Ruijie(config-if)#switchport mode access 

# Gi 0/2-12 ‍ VLAN 10 
Ruijie(config-if)#switchport access vlan 10 

# ὡ Gi 0/13-24 
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Ruijie(config-if)#interface range GigabitEthernet 0/13-24 

# Gi 0/13-24 ѝ Access  
Ruijie(config-if)#switchport mode access 

# Gi 0/13-24‍ VLAN 20 
Ruijie(config-if)#switchport access vlan 20 

# ⁮ὤ  
Ruijie(config-if)#exit 

Â Э Ӈ trunk  

# ὡ Gi 0/1 
Ruijie(config)#interface GigabitEthernet 0/1 

# Gi 0/1 ѝ trunk  
Ruijie(config-if)#switchport mode trunk 

# ⁮ὤ  
Ruijie(config-if)#exit 
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Super VLAN  

Super VLAN  

 

Super VLAN VLAN ‚‍ У ȂSuper VLAN ѝ VLAN ̆ У

ж עִ IP Ȃὲ Уэ IP ‍ а VLAN(Sub 
VLAN)̆ Ҿ Sub VLAN ұУэ Super VLANȂ Уэ Sub VLAN

̆а Sub VLAN Ѯ ү ҵ Ȃ Sub VLAN ᾃ
Ь ᶕ ̆ ᴳ Super VLAN IP ᴐѝ Ὧ ̆

э VLAN ὭӎУэ IP ̆ӱ ҩ IP Ȃ ̆ѝҩ а Sub 
VLAN Ь ҵ Sub VLAN бὲӹ ҵ ̆ ‾ ARP Ԇ ╖

Ȃ ARP Ԇ Ԉ ARP б ̆ӱ ҩү

Ь ҵ Ȃ Ю̆Super VLAN Sub VLAN ARP Ԇ
╖ Ȃ 

Super VLAN Ԉ IP ̆ ꜛ э Sub VLAN
Super VLAN ‍ Уэ IP ̆ ᵳ Ȃ 

 

1 

Ю УЮ VLAN ᾳЮ̆чэ Sub-VLAN Ѯ ᶕ ̆ Э

̔ 

Sub VLAN2 Sub VLAN4 Super VLAN3̆ѝ Super VLAN3 ‍ Уэ IP
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̆ Sub VLAN2 Sub VLAN4 ᴁұ ȂḮ Sub VLAN2 ѐ У ў

PC1 б ѐ У ў PC2 ᶕ̆PC1 б ұ У ̆

‡   IP ARP Ȃ ѫЬ ⁮ ARP ̆

ὲ Sub VLAN2 ᾃ ү ̆ У֙

ARP ̆ ARP Ἴ ARP ѐ IP а

Sub-VLAN2 ѐ̆ х ̆ ѝ PC1 Уэ

̆ ѫ ў PC1̕ а SuperVLAN3 MAC
PC1̆ ARP Ԇ ᴐȂ PC1 PC2 ᶕ ARP

Ԇ ̆ PC1 PC2 ꜛ̕ PC1 PC3 ᶕ‡

Ȃ 

⁸̔ 

¸ Super VLANа ꜛ ֗ᴉ ̆ ꜛ Sub VLAN̆ Sub VLANꜛ

Ȃ 

¸ Super VLAN а ṁѝὲ Super VLAN Sub VLANȂ 

¸ Super VLAN а 1Q vlan ᴳ Ȃ 

¸ VLan 1 а ᴐѝ SuperVLANȂ 

¸ Sub VLAN а ѝ ̆а IP Ȃ 

¸ SVLAN а ᴳ VRRP̆а Ȃ 

¸ ұ Super VLAN ACL QOS а Sub VLAN Ȃ 

Super VLAN 

Ԉᴳ Ю ԇ Super VLANȂ 

ԇ ᴐ  

Ruijie# configure ὡὤ  

Ruijie(config)# vlan vlan-id ὡ VLAN  

Ruijie(config-vlan)# supervlan SuperVLAN ╖  

Ruijie(config-vlan)# end ⁮  

ᾳЮ̆Super VLAN ╖ Ὧ ̆ᴳ no supervlan ԈὯ

supervlan ╖ Ȃ 

Super VLAN Sub VLAN 

ѝ SuperVLAN SubVLAN̆ SuperVLAN ѬȂ 

Ԉᴳ Ю ԇ ᴳУэ VLAN ұ Super VLAN SubVLANȂ 
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~ 注意： 

ұ а SubVLAN  

 

ԇ ᴐ  

Ruijie# configure ὡ  
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Super VLAN  

Sub VLAN ᾃ Ь ᶕ , Ἴ … SuperVLAN
Ь Ȃ 

ᴳ SuperVLAN SVI ᴐѝ  

ὤ Ю Ю‟ Ȃ 

ԇ ᴐ  

Ruijie# configure ὡ  

Ruijie(config)# interface vlan vlan-id ὡ SVI  

Ruijie(config-vlan)# ip address ip mask IP  

Ruijie(config-vlan)# end ⁮  

Ruijie# show run ₥  

 

VLAN Ԇ ARP ╖  

Ԉᴳ Ю ԇ VLAN Ԇ ARP ╖ ̆ӱ ἵ SubVLAN Ѯ ҵ

ᶕȂ ᾳЮ ╖ Ȃ 

ὤ Ю Ю‟ Ȃ 

ԇ ᴐ  

Ruijie# configure ὡ  

Ruijie(config)# vlan vlan-id ὡ VLAN  

Ruijie(config-vlan)# proxy-arp VLAN ARP Ԇ ╖   

Ruijie(config-vlan)# end ⁮  

Ruijie# show run ₥  

ᴳ no proxy-arp Ὧ Vlan Ԇ ARP ╖ Ȃ 

supervlan  

Ԉᴳ Ю ԇ SuperVLAN  

ԇ ᴐ  

Ruijie# show supervlan supervlan  

 



Super VLAN  
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switchport access vlan 4 
! 

˽ … SuperVLAN Ь  

interface Vlan 3 

ip address 192.168.1.1 255.255.255.0  
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Protocol VLAN  

Protocol VLAN  

⁮ ̆ VLAN ‍ ̆ᴳ ұ У Уэ

VLAN̆ ԈЮЬ ̔ 

1. VLAN ID ̂UNTAG Priority ̃̆ Ө ұ

VLAN ‍ ̆ ╗ TAG VLAN ID ὡ PVIDȂ 

2. VLAN ID ̂UNTAG Priority ̃̆ ұ

VLAN‍ ̆ ╗TAG VLAN ID ֶӱ ὡ Э

VLAN ID ѐ ̆ б ὡ Э

а ̆ ұ VLAN ‍ ‍ VLAN IDȂ 

3. TAG ̆ὲ VLAN ‍ TAG ѐ VLAN ID ᾱ Ȃ 

Protocol VLAN ұ VLAN‍ ̆ὲ Ԉ У

VLAN ID ‚‍⁮ Уэ VLANȂ 

Protocol VLAN Trunk ̆ ұ Access ᴐ Ȃ 

ӊ ὤ ұ IP VLAN ‍ Э ұ Ԉ

VLAN ‍ ч VLAN ‍ Ȃ 

ұ IP VLAN ‍ ὤ ̆ ҩ ұ IP VLAN ‍

̆ὲ ⁮ Trunk ЭȂ 

1. ὡ ѝ VLAN ID ,з ὡ IP רּ IP
̆ ‚‍⁮ VLAN ᾃȂ 

2. ὡ ѝ VLAN ID ,з ὡ Ԉ רּ

ὡ Э Ԉ ̆ ‚‍⁮

VLAN ᾃȂ 

ұ IP VLAN ‍ ִἼ ұ ұ Ԉ VLAN ‍ ̆

Ԉ ҩ ұ IP Ԉ ұ Ԉ VLAN ‍

̆з ὡ ч ̆ ұ IP VLAN ‍ ᴐ Ȃ 

VLANȁ TrunkȁAccess AP ̆ᾋ Protocol 
VLAN̆ Trunk Э ҩ Protocol VLAN̆ ѫ Trunk

VLAN ‟ ꜛ Protocol VLAN Ὧ VLAN 
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Protocol VLAN  

Protocol VLAN 

ᾳЮ̆ Protocol VLAN  

Ԉ profile 

Ю Ԉ  

ԇ  

configure terminal ὡ  

protocol-vlan profile id frame-type 
[ type] ether-type [type] 

Ԉ

profile 

no protocol-vlan profile id ‮ profile  

no protocol-vlan profile profile  

end   VLAN  

show protocol-vlan profile profile  

show protocol-vlan profile id э profile  

ѡᴿ Ю 

Ruijie# configure terminal 
Ruijie(config)# protocol-vlan  profile 1 frame-type  ETHERII 
ether-type EHTER_AARP 
Ruijie(config)# protocol-vlan  profile 2 frame-type  SNAP 
ether-type 0x809b 
Ruijie(config-vlan)# end 
Ruijie# show protocol-vlan profile 
profile           frame-type  ether-type        Interfaces|vid 

-------      ---------   ----------         ----------- 
1             ETHERII      EHTER_AARP        NULL|NULL 

2             SNAP          ETHER_APPLETALK  NULL|NULL 

 

& 说明： 

1. Profile ⁮ ЭѮ ̆  
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2. э Profile ̆ Ἴ‮ Profilĕᾋ Profile 

3. а ӊ Profile э а ̆S3250 7 э profileȂ 
 

profile 

Ԉ Ю : 

ԇ  

configure terminal ὡ  

interface [ ID] ὡ  

protocol-vlan profile id vlan vid profile ⁮  

no protocol-vlan profile Э profile 

no protocol-vlan profile id Э э profile 

end    

Ю ᴿ profile 1 profile 2 ⁮ 3 GE 1,VLAN ‍ ѝ VLAN 101
102: 

Ruijie# configure terminal 
Ruijie(config)# interface gi 3/1 
Ruijie(config-if)# protocol-vlan profile 1 vlan 101 
Ruijie(config-if)# protocol-vlan profile 2 vlan 102 
Ruijie(config-if)# end 
Ruijie# show protocol-vlan profile 
profile           frame-type  ether-type      Interfaces|vid 

-------      ---------   ----------      -------------- 
1             ETHERII      EHTER_AARP      gi3/1|101 

2             SNAP          ETHER_APPLETALK  gi3/1|102 

 

& 说明： 

э Э Ԉ profile 

profile а Э Ԉ а vid 

а ‟ӊ Ԉ а VID Ȃ 
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Protocol VLAN  

Ԉ ԈЮ Protocol VLAN
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Private VLAN  

Private VLAN  

╘ ᵏ э Уэ VLAN̆‡ ұУ VLAN
4096 ⁸ҩ ╘ ᵏ ̕ Ь Э̆ эVLAN ‍

Уэ У ‟ ̆ ᾳ IP ̆У ᾱ

Private VLAN Ȃ 

VLAN(Private VLAN) Уэ VLAN ү ‚‍ э ̆ э

Уэ VLAN ̔ў VLAN(Primary VLAN) ╠ VLAN(Secondary 
VLAN)Ȃ 

Уэ VLAN Ԉ э VLAN ̆ Уэ VLAN Ԇ Уэ

Ȃ Уэ VLAN ѐ VLAN Ὥӎ Уэў VLANȂ э

╠ VLAN ID а Ȃ 

Уэ VLAN ѐ Уэў VLAN̆ ╠ VLAN Уэ VLAN ѐ

ү ̆ ч ╠ VLAN̔ 

¸ VLAN(Isolated VLAN)̔ Уэ VLAN ѐ а ҵ ү

ᶕȂУэ VLAN ѐ Уэ VLANȂ 

¸ ᴇ VLAN(Community VLAN)̔ Уэ ᴇ VLAN ѐ Ԉҵ ү

ᶕ̆תа бὲ ᴇ VLAN ѐ ү ᶕȂУэ VLAN ѐ

Ԉ э ᴇ VLANȂ 

̂Promiscuous Port̃̆ ұў VLAN ѐ ̆ Ԉб֗ ̆

ꜛ Уэ VLAN ѐ ╠ VLAN ᴇ Ȃ 

(Isolated Port)̆ VLAN ѐ ̆ б Ȃ 

ᴇ (Community port)̆ ұ ᴇVLANѐ ̆ Уэ ᴇVLAN ᴇ

Ԉҵ ̆҂ Ԉб Ȃа бὲ ᴇ VLAN ѐ ᴇ

VLAN ѐ Ȃ 

VLAN ѐ̆ ў VLAN Ԉ… SVI ̆ ╠ VLAN а Ԉ… SVIȂ 

VLAN ѐ Ԉѝ SPAN ̆а Ԉѝ ẹ Ȃ 
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Private VLAN  

Private VLAN  

ᾳЮ̆ Private VLAN  

VLAN ᴐѝ VLAN 

Ю ԇ 

ԇ  

configure terminal ὡ  

vlan vid ὡ VLAN  

private-vlan{community | isolated| primary} VLAN  

no private-vlan{community | isolated | primary} VLAN  

end   VLAN  

show vlan private-vlan [type] VLAN 

] 1BT
/C2_0 1 T2 Tc 1020 0 10.53761.88 580.01 Tf> Td
(]  )Tj
/TT2 1 0 1 Tf
 Tw 10.01 T31 T31D0A403C01211 T3> Td62 rnal V L A NV L A N
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Ruijie# configure terminal 
Ruijie(config)# vlan 404 
Ruijie(config-vlan)# private-vlan isolated 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan 
VLAN Type  Status    Routed   Interface   Associated VLANs 

--- ----   --------  ------   ---------   ------------------ 
303 comm  inactive  Disabled               no association  

404 isol  inactive  Disabled               no association  

Ὧ Secondary VLAN Primary VLAN 

Ю Ὧ Secondary VLAN Primary VLAN̔ 

ԇ  

configure terminal ὡ  

vlan p_vid ὡ Primary VLAN  

private-vlan association 
{svlist | add svlist | remove svlist} Ὧ Secondary VLAN 

no private-vlan association б Secondary VLAN
Ὧ  

end   VLAN  

show vlan private-vlan [type] VLAN 

ѡᴿ Ю̔ 

Ruijie# configure terminal 
Ruijie(config)# vlan 202 
Ruijie(config-vlan)# private-vlan association 303-307,309,440 
Ruijie(config-vlan)# end 
Ruijie# show vlan private-vlan 
VLAN Type  Status    Routed   Interface   Associated VLANs 
--- ----   --------  ------   ---------   ------------------ 

202 prim  inactive  Disabled               303-307,309,440 
303 comm  inactive  Disabled               202  

304 comm  inactive  Disabled               202  
305 comm  inactive  Disabled               202  

306 comm  inactive  Disabled               202  
307 comm  inactive  Disabled               202  

309 comm  inactive  Disabled               202  
440 comm  inactive  Disabled               202  
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&  说明： 

ᴐ ѝ Primary VLAN VLAN Ȃ 

 

Secondary VLAN Primary VLAN Ь  

Ԉ Ю ̔ 

ԇ  

configure terminal ὡ  

interface vlan p_vid ὡ Primary  
VLAN  

private-vlan mapping 
{svlist | add svlist | remove svlist} 

Secondary VLAN ⁮

Primary VLAN SVI Ь Ӈ

Ȃ 

end    

Ю ᴿ Secondary VLAN ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface vlan 202 
Ruijie(config-if)# private-vlan mapping add 303-307,309,440 
Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

ᴐѐ Primary VLAN Secondary VLAN Ὧ Ȃ 

 

ү ᴐѝ VLAN ў  

ԈЮ ү ᴐѝ VLAN ў (Host Port)̔ 
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switchport mode private-vlan host ѝү Ӈ  
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Ю ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode private-vlan promiscuous 
Ruijie(config-if)# switchport private-vlan mapping 202 add 203 
Ruijie(config-if)# end 
Ruijie# 

 

&  说明： 

ᴐѐ Primary VLAN Secondary VLAN Ὧ  
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private VLAN 

Ԉ ԈЮ Private VLAN ᾃ ̔ 

ԇ  

show vlan private-vlan [type] private VLAN ᾃ  

Ruijie# show vlan private-vlan 
VLAN Type  Status    Routed   Interface   Associated VLANs 
--- ----   --------  ------   ---------   ------------------ 

202 prim   active   Enabled    Gi0/1       303-307,309,440 
303 comm   active   Disabled   Gi0/2       202  

304 comm   active   Disabled   Gi0/3       202  
305 comm   active   Disabled   Gi0/4       202  

306 comm   active   Disabled                202  
307 comm   active   Disabled                202  

309 comm   active   Disabled                202  
440 comm   active   Enabled    Gi0/5       202  
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Private VLAN ὴ ᴿ 

Ӈ Э Private VLAN  

 

ч Э Private VLAN ̆… Уэ Primary VLAN̆Уэ

Community VLAN̆Уэ Isolated VLAN. Уэ Community VLAN ᾃ ў Ԉ

ү ̆Isoated VLANᾃ ў бὲ ў ҵа Private VLANᾃת̆

ў б Ȃ 
 

̆ ҩ S86ȁS5750 Ѯ ӊ а PVLAN̆ Ю

S86 S5750Ȃ 
 

 

 

 

# … VLAN 99 ѝ Primary VLAN̆… VLAN 100 ѝ Community VLAN̆…

VLAN 101 ѝ Isolated VLAN̆ Ὧ ў VLANȂ 

Ruijie#configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#vlan 99 
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Ruijie(config-vlan)#private-vlan primary  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 100 
Ruijie(config-vlan)#private-vlan community  

Ruijie(config-vlan)#exit 
Ruijie(config)#vlan 101 

Ruijie(config-vlan)#private-vlan isolated  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 99 
Ruijie(config-vlan)#private-vlan association 100,101 

Ruijie(config-vlan)#exit    

˽ 0̉1 0̉2 ұCommunity VLAN 100, 0/3 ұ Isolated VLAN 
101, 0/4 ѝ Promiscuous PortȂ 

Ruijie(config)#interface gigabitEthernet 0/1 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

100 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/2 
Ruijie(config-if)#switchport mode private-vlan host  

Ruijie(config-if)#switchport private-vlan host-association 99 
100 

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/3 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

101 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/4 
Ruijie(config-if)#switchport mode trunk  

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/5 

Ruijie(config-if)#switchport mode private-vlan promiscuous  
Ruijie(config-if)#switchport private-vlan mapping 99 add 

100-101 
Ruijie(config-if)#show vlan private-vlan  

VLAN  Type       Status   Routed   Ports                  
Associated VLANs 

----- ---------- -------- -------- -------------------------- 
99    primary    active   Disabled Gi0/4, Gi0/5               

100-101            
100   community  active   Disabled Gi0/1, Gi0/2, Gi0/4        99  

101   isolated   active   Disabled Gi0/3, Gi0/4               99  
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Ь Ӈ Э Private VLAN  

 

Private VLAN Ь Ӈ Э̆ Ԉѝ Private VLAN Уэ SVI.Уэ

Private VLAN Ю VLAN̂ꜛ Primary VLAN б Secondary VLAÑ

Ԉ Уэ SVI ᾃ. Ээ ᴿ Э̆ѝ Primary VLAN Уэ

IP , ұ ᴳ Secondary VLAN Primary VLAN
Ь Ȃ  

 

 

 

ЭУэנ # ᴿ̆… VLAN 99 ѝ Primary VLAN̆… VLAN 100 ѝ

Community VLAN̆… VLAN 101 ѝ Isolated VLAN̆ Ὧ ў VLANȂ 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 
Ruijie(config)#vlan 100 

Ruijie(config-vlan)#private-vlan community  
Ruijie(config-vlan)#exit 

Ruijie(config)#vlan 101 
Ruijie(config-vlan)#private-vlan isolated  
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Ruijie(config-vlan)#exit 
Ruijie(config)#vlan 99 

Ruijie(config-vlan)#private-vlan primary  
Ruijie(config-vlan)#private-vlan association 100,101 

Ruijie(config-vlan)#exit 

˽ 0̉1 0̉2 ұ Community VLAN 100̆ 0/3 ұ Isolated 
VLAN 101̆ 0/4 ѝ Promiscuous PortȂ 

Ruijie(config)#interface gigabitEthernet 0/1 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

100 
Ruijie(config-if)#exit        

Ruijie(config)#interface gigabitEthernet 0/2 
Ruijie(config-if)#switchport mode private-vlan host  

Ruijie(config-if)#switchport private-vlan host-association 99 
100 

Ruijie(config-if)#exit 
Ruijie(config)#interface gigabitEthernet 0/3 

Ruijie(config-if)#switchport mode private-vlan host  
Ruijie(config-if)#switchport private-vlan host-association 99 

101 
Ruijie(config-if)#exit 

Ruijie(config)#interface gigabitEthernet 0/4 
Ruijie(config-if)#switchport mode private-vlan promiscuous  

Ruijie(config-if)#switchport private-vlan mapping 99 add 
100-101 

Ruijie(config-if)#exit 

# ѝ Primary VLAN Уэ SVI (192.168.1.1)̆Ԉ Secondary VLAN
Primary VLAN Ь Ȃ 

Ruijie(config)#interface vlan 99 config-if)#exit 
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802.1Q tunneling 

802.1Q tunneling 

╘ ᵏ н VLAN VLAN ID ֶ

Ȃ Уэ ╘ VLAN ̆ за ╘

Ӈ У Ȃ э Уэ VLAN ֶ

⁸ ̆ з VLAN ֶ   802.1Q Ѭ 4096Ȃ 

‾ IEEE 802.1Q Tunneling( )╖ ̆ ╘ Ԉ Уэ VLAN( ╘  VLAN)
э VLAN Ȃ VLAN ᶑ ̆ ᴳ ὡ

╘ а VLAN ̆҂ֶ ╘ ᾃ ѐ ‍ ּ Ȃ

Tag VLAN ̆Уэ IEEE 802.1Q Tunneling( )
ѝ (Tunnel Port)Ȃ Ḁ̆ Ԉ УэVLAN

ᴐѝ ж VLANȂ ̆ э Ө Уэ ╘ VLAN̆

╘ ѐּ ╘ VLAN ꜛ Tag ̆Ԉ ╘ VLAN ѐ

ּ Ȃ 

Ӈ ӱὲУэTRUNK ̆ 802.1Q TAG ὡ⁮ ╘

Уэ Ȃ ╘ ѝ (Asymmetric 
Link)̆ ѝ У Уэ Trunk  Port̆ У Уэ Tunnel PortȂа

Tunnel Port ҫа VLAN Ȃ Ю ̔ 

 

1 

ӱ Trunk Port ὡ⁮ ╘ Уэ

Vlan ID IEEE 802.1Q TagȂ ὡ⁮ ֶ̆ ╗У

802.1Q Tag ( ѝ ╘ Tag)̆ꜛ Уэ VLAN ID̆ э VLAN ID э
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а Ȃ TAG ֶ ᶑ ᾃ Ȃ ὡ⁮ ╘

Э Tağ ╘ Tag VID̆ᾃ Tag ‡ᶑ ҩ ὡ

VIDȂЮ ҩ Tag ╗ ̔ 

 ̆ᾃ
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¸ Tag ִἼ ⁸ 

802.1Q tunneling  

Ю̆802.1Q ╖ ̕ 

802.1Q tunneling  

802.1Q ̆ 802.1Q Уэ (Asymmetric 
Link)̆ э ж Уэ VLANȂ Native VLAN

Ȃ 

Native Vlan ̔ Уэ 802.1Q ̆ 802.1Q 
Trunk Уэ Ȃ ╘ ᵏ ᾃ Ӈ

̆ 802.1Q Trunk, Trunk Ȃ TRUNK
̆ Э TRUNK Native VLAN б Tunnel port ACCESS VLAN
а ̆ ѝVidѝNative VLAN ӱ Trunk   Ḁ̆Tagֶ Ω

Ȃ 

̔ ѝ 802.1Q Tunneling ֶ ╗ 4 э ╘ VLAN Tağ
ֶӱ 1518 ╗⁮ 1522Ȃ 

Uplink ̔Up-link ұ ὲӹ ╘ Э

Ȃ Э 1 ѐ ╘ Trunk Ports̆Uplink ὲ У

Trunk ̆а ̆ӱ Uplink   Tag Ȃ ӱ Trunk Port
  ̆ Native VLAN ̆‡ а tag Ȃ 

Tag ִἼ ⁸̔ TAG ᾳЮ̆ ᾃ Tag( Tag) ִἼ ⁸

⁮ Tag( ╘ Tag)Ȃ 

802.1Q tunneling ⁸ 

802.1Q tunneling Ю ⁸̔ 

¸ а ѝ Tunnel Port 

¸ Ap Ԉ Tunnel Port 

¸ ѝ Tunnel а ᾋ 802.1x ╖ Ȃ 

¸ ѝ Tunnel Эа Ȃ 

¸ ѝ Tunnel Эа╗ὡ STP Ȃ 

¸ ѝ Tunnel Эа GVRPȂ 

¸ ѝ Tunnel ᴳ System-guardȂ 
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Уэ 802.1Q tunneling  

ὤ Юᴳ Interface ԇ ὡ Ȃ Ю

Tunnel Port ̔ 

ԇ  

configure terminal ὡὤ  

interface <interface> ὡ  

switchport access vlan <vid> Access VLANȂ э

Access VLAN а  
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Юᴿ  ҩ ᴉ Tag ִἼ ⁸ ᴿ̔ 

Ruijie(config)# interface gigabitethernet 0/1 
Ruijie(config-if)# inner-priority-trust enable 
Ruijie(config)# end 
Ruijie# show inner-priority-trust interface gigabitethernet 0/1 
Port  inner-priority-trust 

------   ------------------- 
Gi0/1  enable 
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MAC  

MAC  

 

MAC ꜛ ҩ ұ ᶕ ȂMAC ꜛ ҩ╟ ȁ

ȁ Ь ̆ ԏ ӱԈЮΰэ MAC Ȃ 

╟  

╟ ⁮ ╟ ҃⁮ MAC Ȃ Уэ ⁮У

эꜛ ̆ эꜛ э Ὧ ̆ ⁮ ѐ̆

а ҃ Ȃ  

⁮Уэꜛ ̆ ꜛ MAC ҃⁮ ╟ ̆‡

эꜛ ⁮б эMAC Ὧ Э̆ ‡̆ эꜛ

Ȃ 

҃ ע аᾋᴳ а ὲ╟ Ȃ ұ

ѐУэ ̆ ( ע ᾱ ) ⁮Ԉ э

ѝ ꜛ̆‡ э ע Ȃ Ԉ ᾳ ╟

ע Ȃ ע ֶ̆ ѐ

ע ѝ ̆ ᾋ ⁮Ԉ Ҿ ѝ

ꜛ ֶ̆ VLAN ѐ ὲ ̆ ҩУҾа

Ȃ ע ̆‡ ע ̆ Ȃ

╗ ̆ а ҃̆ ҃ э Ѯ₥̆ э

ֶУ ᴐ  ̆ ⁮Ԉ Ҿ ѝ ꜛ ̆

VLAN ѐ ὲ ̆ ҂ֶ ҩУҾа Ȃ 

ᴁ ̆ ҃⁮ ╟ х ̆ ҃ Ҿ

Ȃ 

Ю̆ӱ ҃⁮ ֶ ў ת̆

ӱ ̆‡ ӱ аֶ ҃⁮ ̆ ӱ ⁮ mac ѝ

Э mac ֶ̆ ⁮ Ȃ 

 

~ 注意： 

ұ Ю а , ᾋ╗Э hash ᾰ
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, Ҿ ᾳЮ, ֶ  , з ѐ Ҿ ֶ ע

а Ȃѡᴿ Ю: 

Ḯ A B , A ѝў . A B .
Ḯ , A B , ұ а . 

  B Э Уэ mac1+vid1+Bport , A Э ת .
э ҂ֶ ⁮ ѐ.   ҩ.  

mac1 ( pc)ӱ B Bport ⁮ A Aport , 
mac1+vid1 ҃ , ұ A , з Ἴа

mac1+vid1 , Ԉ ⁮ , ⁮ B, B
mac1+vid1 , ұ B mac1+vid1+Aport

mac1+vid1+Bport . ұ ⁸ ѐ mac1+vid1+Bport
‮ ת , B ⁮ mac1+vid1+Aport . , 

ᴳ ҩ ע , ѐ mac1+vid1+Bport ҂аֶ ע . 
╟ , ԇ clear mac-address-table dynamic. 

 

 

╗ MAC Ȃ ╟ ╖ ̆а ╟

̆ ‮ (а ҃ ̆(ע Ԉ

ᶑ ֒ѐ̆ ᴳ ᴁ̆ ҂аֶх Ȃ  

 

╗ MAC Ȃ ⁮Ԉ ѝ ꜛ ֶ

х Ȃ аֶ ̆ע ‮ ̆ Ԉ

ᶑ ⁮ ֒ѐ̆ ᴳ ᴁ̆ ҂аֶх Ȃ  

УҾ ̆ Ԉ Ҿ MAC ѝ

̆ Ҿ б Ȃ 

MAC VLAN Ὧ  

MAC VLAN Ὧ ̆ MAC Ԉ э VLAN ѐ

̆а VLAN ѐ ԈὯ а Ȃ э VLAN
Э У֙ ȂУэVLAN ҃ MAC ̆ ұὲӹVLAN

̆Ӱ ҃Ȃ  
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MAC  

MAC  

Ю ̔ 

ᾃ   

ע  300  

╟  ╟ ҃ 

 ֗ᴉ  

 ֗ᴉ  

 

~ 注意： 

ע ֶб ḣ У Ḷ аֶת̆ ḣ 2 ᷁Ȃ 

 

ע  

Ю ѝ ע ̔  

ԇ ᴐ  

Ruijie(config)#  
mac-address-table aging-time [0 
|10-1000000]  

Уэ ҃ ᶑ ╟

ѐ ̆ ᴁ ̆

10̇1000000 ̆ ѝ 300 Ȃ ᴔ

эḣѝ 0 ̆ ╖ע

Ὧ ̆ ҃⁮ аֶ  Ȃע

Ԉ ὤ Ю ԇ no mac-address-table aging-time
ע ѝ ḣȂ 

‮ ╟  

Ю̆ Ԉᴳ ԇ clear mac-address-table dynamic ‮ Э

╟ ̕ Ԉᴳ ԇ clear mac-address-table dynamic address 
mac-address ‮ У э MAC ̕ Ԉ ᴳ ԇ clear 



MAC  



MAC  

http://www.ruijie.com.cn 

Ԉ ὤ Ю ԇ no mac-address-table filtering mac-addr 
vlan vlan-id ‮ Уэ Ȃ  

Ю ᴿ ҩ ᴉ VLAN 1 ᾃ MAC ѝ 00d0.f800.073c
ꜛ̔  

Ruijie(config)# mac-address-table filtering 00d0.f800.073c 
vlan 1  

MAC ᶕ  

MAC ᶕ ̔ 

ԇ ᴐ  

Ruijie# show mac-address-table 
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Total Mac Address Space Available: 8159 

ע  

Ruijie# show mac-address-table aging-time 
Aging time    : 300  

MAC ע  

 

ҩ ұ ѐ ע ᾰͅᴳ MAC ╖

У MAC ╖ ̆ ҃⁮Уэ MAC
‮ Уэ ҃⁮ MAC ̆Уэ MAC ע ᶕ ֶ

ӊ ̆ ԈSNMP Trap ᶕ NMS( ᴐ )Ȃ
Уэ MAC ╗ ӊ ̆ ԏ Уэ ( э MAC

) ᴳ ̆ Уэ MAC ‮ (Уэᴳ ̆

ע ᾃ ֗ᴉ ̆ MAC
ӱ ѐ‮ ) ӊ ̆‡ Уэ ṃ ᴳ ҩȂ 

ᴳ ̆ ֶ  ᾃֶ MAC ӊע

( Э )̆ ╗Ȃѝҩ῏ ̆ Ԉ

MAC Ȃ ֶ ᶕ ╗Ԉ ̆

ᶕ ѐ̆ ꜛ ҩ эMAC ע ᶕ ̆ ֶ

῏ Ȃ 

MAC ӊ ̆ ᶕ ֶ ⁮ MAC ѐȂ

Trap NMS MAC ע Trap̆
Ԉ MAC ҩ MAC ע Ȃ 

MAC ╖ ұ ת̆ MAC Уэὤ ὯȂ MAC
ὤ ὯὯ ̆‡ MAC Ȃ ὤ

Ὧ з MAC ╖ע ᾳЮ̆ э ֶӊ MAC
ע ̆ ╖ Э MAC ע аֶ Ȃ

Ԉ  

 

~ 注意： 

MAC Ө ╟ ̆ ұ ע аֶӊ ᶕ

Ȃ 
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MAC ע ᶕ  

Ю̆ᴔ Ԉᴳ Ю ‟ ԇ MAC ᶕ ̔ 



MAC
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ᴔ Ԉ Юᴳ show address-bind [ip-address ip | mac-address mac]
ԇ IP/MAC Ȃ  

Ruijie# show address-bind ip-address 3.3.3.3 

IP Address      Binding MAC Addr 
-----------     ----------------- 

3.3.3.3         00d0.f811.1112 

  

ᴔ Ԉ Юᴳ show address-bind summary ԇ ѐ

Ὧ Ԉ э   

Ruijie# show address-bind summary 
Total Bind Addresses in System : 0 

Max Bind Addresses limit in System : 1000 
System Address bind status:SUCCESS 

 

~ 注意： 

System Address bind status ѐ Ь ̔SUCCESS̆ ᴳ

ҩ ԇ address-bind install ԇ ╖ ̕FAIL̆ ᴳ ҩ

ԇ address-bind install ԇ̆ת ұ ֒ а Ԉ ̆

Ԉ ̆ а ̆ Ԉ‮ ‍

ᾋ ̕Uninstall̆ Ὧ̆

а Ȃ 
 

IP  

‍ѝὸ ̆ ̆ш Ь ̆ ѝш Ȃὲ

‡̆ Ю  

 Ipv4 ‡ IPV6 ‡ 

ш  ἵ IPV4+MAC ֒

Ȃ 
аἵ ֗ᴉ ipv6
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ԇ ᴐ  

Ruijie# configure terminal ὡὤ  
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DHCP Snooping  

DHCP Snooping Ӯ 

DHCP 

DHCP ╟ ‍ ̆ IP ȂУ ὴ

DHCP IP Ю ̔ 

 

1 

DHCP Client  DHCP DISCOVER DHCP Server̆ Client У

ᾃ ⁮ ╘ ̆‡ DHCP DISCOVER Ȃ 

DHCP Server ⁮ DHCP DISCOVER ̆ У Client ‍
( IP )̆   DHCP OFFER Ȃ 

DHCP Client ⁮ DHCP OFFER ̆   DHCP REQUEST ̆

╘ ̆ ὲӹ ╘ ╘ ‍ Ȃ 

╘ ⁮ DHCP REQUEST ̆ Ԉ‍ ̆ Ԉ‍ ̆‡

DHCP ACK ̕ а ‍ ̆‡ DHCP NAK ȂDHCP Client
⁮ DHCP ACK ̆ ᴳ ╘ ‍ Ȃ ⁮ DHCP NAK̆

‡ DHCP DISCOVER Ȃ 

DHCP Snooping 

DHCP Snoopinĝ DHCP ̃ Ԉ ╘ Ѯ DHCP Ӈҵ

̆ Ԉ DHCP ̆ DHCP ╘ ȂԈЮ ҩ
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DHCP Snooping ᴳ ╖ ̔ 

DHCP Snooping Trust ̔ ұDHCP IP Ӈҵ ᴳ ̆

╘ IP Ȃѝҩ ╘ ̆

ѝч ̆TRUST UNTRUST Ȃ ұ DHCP ̆

Ө ὲ ⁮TRUST Ȃ ұDHCP ╘ ̆Ө TRUST
̆ х UNTRUST Ȃ DHCP ╘

ѝ TURST ̆ὲӹ ѝ UNTRUST ̆ Ԉ

DHCP ╘ Ȃ 

DHCP Snooping ̔ DHCP ̆  

IP ̆ У ȂDHCP Snooping
╘ Ѯ Ӈҵ ̆ ⁮ IP Ԉ MACȁVIDȁPORTȁ

ᶕ Уэ ̆ӱ УэDHCP Snooping Ȃ  

DHCP Snooping ╖ DHCP ̆х а

╘̆
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2 

Agent Remote ID 

 

3 

DHCP Snooping ╖  

DHCP snooping ╖ DHCP Ӈҵ ̆

ᶕ (IP ȁMACȁVLANȁPORTȁ )̆ DHCP snooping
Ȃ DHCP snooping ѐ ᶕ ╗⁮ IP ֒ ѐ̆ӱ

⁸ DHCP snooping ѐ IP ̆

IP Ȃ 

DHCP Snooping Bootp  

DHCP Snooping ұDHCP ὤ ⁸╖ ̆ ұBootp ὸ

а Ȃў ѝ Bootp ѐа DHCP Ὧ Option̆ ̔ ȁ

Ȃ DHCP Snooping Bootp ѐ

⁸Ȃ 

ᴐ ̆ ԏ DHCP Snooping╖ ҩ ̆

╗ҩ Bootp ȂDHCP Snooping DHCP Ӈҵ

̆ ╗ҩ Bootp ̆ Bootp ̆ ֶ IP
ȁMAC ȁ VLAN ᶕ ̆ ╗Уэ ⁮ DHCP 

Snooping ѐȂ 

Bootp DHCP Snooping ѐ ұУэ ̆

Ȃ Bootp Ӈҵ ѐ╟ ת̆ ‮

ᴐ ̆ ╟ ԇ ‮ Ȃ 

DHCP snooping Ὧ ὤ╖  

DHCP Snooping IP ̆а ARP Ȃ
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ѝҩ ╗ ὤ ̆ ARP ̆ ARP Ȃ̂ ARP
̆ Ԉ ARP-CHECKȁDAI Ὧ ̃ 

DHCP Snooping ὲӹ Ү   

1̈DHCP Snooping╖ бDHCP Relay Option 82╖ ҵ ̆ а

DHCP Snooping DHCP Relay Option82 ╖ Ȃ 

2̈ ѝ TRUST ̆аᾋ Ю ὤ ⁸Ȃ 

3̈ DHCP Snooping ╖ ̆ DHCP CPU ̆а ὤ

⁸ Ȃ ̔1̃ ᴳ DHCP а ὤ

̆ ᵑ Ԉ ⁮ IP ̕2̃ Ԉ ⁮ IP ת̆ IP
ֶ ѝа ὤ х ̆ ᾳЮ ֶ Э Ȃ 

 

DHCP Snooping  

Ὧ DHCP Snooping 

ᾳЮ̆ DHCP Snooping ╖ ѝὯ Ȃ ╖ ̆DHCP 
Snooping DHCP Ȃ 

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# [no] ip dhcp snooping Ὧ DHCP snooping 

Ю DHCP snooping ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping 
Ruijie(config)# end 

DHCP Snooping Bootp  

ᾳЮ̆ DHCP Snooping ╖ а Bootp Ȃ ╖

̆DHCP Snooping Bootp ̆

Bootp ╗⁮#

ԇRuijie# configure terminal ὡ
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Ruijie(config)# [no] ip dhcp snooping 
bootp-bind 

Ὧ DHCP snooping
Bootp  

Ю DHCP Snooping ╖ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping bootp-bind 
Ruijie(config)# end 

MAC ╖  

ᾳЮ̆ MAC ╖ ѝὯ Ȃ ╖ ̆DHCP Snooping
ֶ UNTRUST Э DHCP У Ȃ

MAC DHCP CLIENT  MAC ̆ ̆‡

̕ ‡ ̆‡х Ȃ 

ԇ  

Ruijie# configure terminal ὡ  
Ruijie(config)# [no]ip dhcp snooping 
verify mac-address Ὧ MAC ╖  

Ю MAC ╖  

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping verify mac-address 
Ruijie(config)# end 

 

ᾳЮ̆ ѐа Ȃ Ҿ ᾳЮ̆

IP ̆ Ԉ ╖ Ȃ 

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# [no] ip dhcp snooping 
 binding mac-addrees vlan vlan_id ip  
ip-address interface interface-id 

DHCP Snooping
 

Ю ╗Уэ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping binding 00d0.f801.0101 vlan 
1 ip 192.168.1.1 interface fastethernet 0/9 
Ruijie(config)# end 
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~ 注意： 

1̈ аֶб╟ ᾰ Ȃ ҩ ̆Ӱ Ԉ

╟ IP Ȃ 
2̈ Bootp ұ Ȃ‮ Bootp б‮ ̆
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Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping database write-to-flash 
Ruijie(config)# end 

ѝ TRUST  

ᾳЮ̆ ѝ UNTRUSTȂ ԇ̆ Уэ ѝ ѝ

TRUST ̆ DHCP ╘ ȂDHCP Snooping ╖ Ө TRUST
DHCP ̆х UNTRUST DHCP Ȃ 

ԇ  

Ruijie# configure terminal ὡ  

Ruijie(config)# interface fastethernet 0/1 ὡ  

Ruijie(config-if)# [no] ip dhcp snooping trust ѝ TRUST  

Ю fastethernet 0/1ѝ TRUST ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip dhcp snooping trust 
Ruijie(config-if)# end 

DHCP Snooping ѐ ╟ ᶕ  

ԇ ұ‮ DHCP Snooping ѐ ╟ ᶕ Ȃ 

ԇ  

Ruijie# clear ip dhcp snooping binding ₥ ѐ ╟

ᶕ  

Ю ╟ ₥ ѐ ╟ ᶕ ̔ 

Ruijie# clear ip dhcp snooping binding 

DHCP snooping ὲӹ  

DHCP snooping 

ԇ ұ DHCP Snooping ╖ ₥ ᾁ 

ԇ  
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Ruijie# show ip dhcp snooping dhcp snooping Ὧ

ᶕ  

ᴿ ̔ 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 
Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0(not write) 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                    Trusted      

------------------------     -------      
FastEthernet0/11             yes          

DHCP snooping ᶕ  

ԇ ұ DHCP Snooping ѐ ᶕ ̔ 

ԇ  

Ruijie# show ip dhcp snooping binding DHCP Snooping
ѐ ᶕ  

ᴿ ̔ 

Ruijie# show ip dhcp snooping binding 

Total number of bindings: 1 

MacAddress      IpAddress  Lease  Type  VLAN  Interface 
-------------  --------------- ---------- -------------  

00d0.f801.0101 192.168.1.1   -   static 1  fastethernet 0/1 

DHCP snooping Ὧ 

ԇ ұ DHCP Snooping ᶕ ὯȂ 

ԇ  

Ruijie# debug ip dhcp snooping {event | 
packet} 

/Ὧ DHCP Snooping
ᶕ Ὧ 

ᴿ ̔ 

Ruijie# debug ip dhcp snooping event 

Ruijie# debug ip dhcp snooping packet 
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IGMP Snooping  

 

IGMP 

IGMP Ѯ₥̆ ἼӮ IP ᴐ Ȃ 

Internet Э̆ ֶ ᴇн╘

ѝᶕ ּ ‍Ȃ ּ а У н╘ּ

̆ ѝ ╘ ѝ Уэ ᵏУэ ᾃ IP ̆

Э҂ ּ ᾃ ̆ ҩ ̆IP а

̆ IP ἵ Уэў Уэ IP Уэ ў ת̆

ұа ў Ҿ ̆ ҩ Ȃ ᾳЮ

̂Multicast̃ ̆   ᾱҩУэў э

Ȃ Ю Ȃ 
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Ȃ IGMP v3 Уэ ̆ ὁа ȁ

̆ ὲ э Ὥ Уэ

ѐ Ȃ 

IGMPv2 ̆IGMPv3 ҩԈЮч ̔Membership Query ȁ
Version 3 Membership ReportȂὲѐ Membership Query ‍ѝЬ ̔ 

¸ General Query̔ ұ Ю ᶕ ̕ 

¸ Group-Specific Query̔ ұ Ю ᶕ ̕ 

¸ Group-and-Source-Specific Query̔ ѝ IGMPv3 ѐ ╗ ̆ ұ

Ю ‟ ѐ   Ȃ 

IGMP Version3 Юὸ IGMP Version1
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2 

ў   IGMP ReportȁIGMP Leave
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fast-leave 

IGMP Leave “а Э ̆

IGMP Query ̆ў ̆ ת̆” ѐ̂

Уэ Уэ ѐ̃̆ IGMP Snooping Ԉ ⁮ LEAVE
̆ ╖ ѝ Fast LeaveȂ 

IGMP snooping suppression 

ұ IGMP Snooping ̆ э э IGMP ̆ э

╗ὡ ⁮ Query ֶ Уэ Report ̆ ү

ұ Уэ Report ֶ ⁮ ̆ Уэ

Query ⁮ Snooping ֶ̆ ⁮ э Report Ȃѝҩ῏ ╘

Report ╒̆ ў ╗ὡ Уэ ̆ү

⁮ УэReport ⁮ ̆ὲ Report ⁸Ȃ

╖
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2. Э ѝ  

̔ 

1.  

2. ῏ ̆ ‾  

IGMP Snooping 

ԏ ӱԈЮΰэ ᴉ IGMP Snooping 

¸ IGMP Snooping ḣ 

¸ IGMP Profiles 

¸  

¸  

¸ IVGL  

¸ DISABLE  

¸ Query  

¸  

¸ IGMP Snooping  

¸ IGMP FilteringȂ 

IGMP Snooping ḣ 

IGMP Snooping  DISABLE  

 а ̆а ╟

҃Ȃ 

 Ὧ  

IGMP Profile ѝ ̆ ѝ Deny 

SVGL Multicast Vlan VLAN 1 

IGMP Filtering  

IGMP Snooping   
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~ 注意： 

VLANȁ AccessȁTrunkȁAP ᾋ IGMP 
Snooping ̆ ‡ а⁮ Ȃ ѝԈЭ Ҿ ү

̆ ᶢ Ҿ ̆Ѯ

ӊ Ȃ 
̆ ү ᴐ private vlan Ю̆‡а igmp snoopingȂ 

Igmp snooping Hash ᾰ ̆ У ₂

э ת⁸ ╗ ̆ ѫ Hash ᾰ ҩȂ 
 

IGMP Profiles 

ἼӮ Уэ IGMP Profile ̆ Ԉ ѬУ ‟ ̆ Ѭ

permit/deny ╟ᴐ̆Ԉ ᵏ ľSVGL Ŀȁľ

ĿȁľIGMP Filtering Ŀ ╖ ᴳ Ȃ

Уэ IGMP Profile Ὧ ⁮Уэ╖ Э̆ᾋ ᶢ ֶ̆ ⁮ ╖

Ȃ 

Ю̆ Ю Уэ Profile̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp profile 
profile-number 

ὡ IGMP Profile ̆‍ Уэ

Ԉᵏ ̆ ѝ 1̇65535Ȃ
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1        pim-dvmrp 

 

ұ ṁѝ VLAN ᾃ ̆

Ȃת Ҿ а ̆ Ԉ IGMP 
Profile Ȃ 

Ю̆ Ю ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping vlan 
vlan-id mrouter interface interface-id profile 
profile name 

ѝ э

ȁ Ὧ profileȂ
profile ֶ

⁮ э ЭȂ 

Ruijie(config)# end Ȃ 

Ԉ no ip igmp Snooping vlan vlan-id mrouter interface interface-id 
profile ‮ б profile Ὧ Ȃ 

ԈЮ ᴿ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp Snooping vlan 1 mrouter interface 
gigabitEthernet 0/7 profile 1 
Ruijie(config)# end 
Ruijie# show ip igmp Snooping mrouter 
Vlan    Interface      State     IGMP profile 

----    ---------      ------   ------------- 
1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 
 

╟ ҃ ע  

╟ ҃ ̆╟ ҃ ֶᴳ 300s ᴐѝ ע ̆

ע ᾃ ⁮ ҃ Mrtoue ̆‡ֶ‮ ╟ ⁮

̆ Ю ԇ‡ Ԉ ע ̆ 1-3600sȂ 

Ю̆ Ю ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
dyn-mr-aging-time time 

╟ ע ̆

time ̔<1-3600> 
ḣѝ 300sȂ 
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Ruijie(config)# end Ȃ 

Ԉ no ip igmp snooping dyn-mr-aging-time ע ѝ

ḣȂ 

ԈЮ ╟ ע ѝ 100 ᴿ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip igmp snooping dyn-mr-aging-time 100 
Ruijie(config)# end 

IVGL  

Ю̆ Ю IGMP Snooping ѝ IVGL ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp Snooping ivgl  IGMP Snoopingѝ

IVGL Ȃ 
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Ю̆ Ю Query ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
query-max-respone-time seconds 

Query
̆ ѝ 1-65535̆

ѝ 10  

Ruijie(config)# end Ȃ 

ᴳ no ip igmp Snooping query-max-respone-time ԇ ḣȂ 

 

Ю̆ Ю ╖ ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
source-check port Ȃ 

Ruijie(config)# end Ȃ 

ᴳ no ip igmp snooping source-check port ԇὯ ╖ Ȃ 

Fast-leave 

Ю̆ Ю igmp snooping fast-leave ̔ 

ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
fast-leave enable 

ү

fast-leave ╖ Ȃ 

Ruijie(config)# end Ȃ 

ᴳ no ip igmp snooping fast–leave enalbe ԇὯ fast-leave ╖ Ȃ 

ԈЮᴿ fast–leave ╖ ̔ 
Ruijie# configure Terminal 
Ruijie(config)# ip igmp snooping fast–leave enalbe 
Ruijie(config)# end 

IGMP Snooping Suppression 

Ю̆ Ю igmp snooping suppression̔ 
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ԇ ᴐ  

Ruijie(config)# ip igmp snooping 
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VLAN  Address                 Member ports 
---- --------------   ----------------------------- 

1     224.1.1.1               GigabitEthernet 0/7(S) 

IGMP Filtering 

Ҿ ᾳЮ̆ ⁸ э У ȁ ⁸

Ю ἵ ╟ ╗ὡ ȂIGMP Filtering ҩ Ȃ 

Ԉ Уэ IGMP Profile Уэ Ю̆ ⁮ IGMP Report
̆‡ү ֶ э ╗ὡ IGMP 

Profile ἵ ѮᾃȂ ̆‡ἵ ╗ὡ̆Ѯ Ȃ 

҂ Ԉ Уэ Ю ἵ ╗ὡ э ̆ ̆ү

҂аᾋ ȁ IGMP Report Ȃ 

Ю̆ Ю IGMP Filtering̔ 

ԇ ᴐ  

Ruijie(config)# interface interface-id ὡ Ȃ 

Ruijie(config-if)# ip igmp snooping filter 
profile-number 

̂ ̃ Profile ұ

̆profile number ѝ
1- 65535. 

Ruijie(config-if)# ip igmp snooping 
max-groups number 

̂ ̃ἵ ΰэ ╟

╗ὡ ,
ѝ 0 – 4294967294Ȃ 

Ruijie(config-if)# end Ȃ 

 

IGMP Snooping ᶕ  

ԏ ᵏ Ὧ IGMP snooping ᶕ Ю̔ 

¸ ₥  

¸ ᶕ  

¸ ╟  

¸  

¸ IGMP Profile 

¸ IGMP Filtering 
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₥  

Юᴳ Ю ԇ IGMP Snooping ₥ ᴐ ὤ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping  IGMP Snooping ₥ ᴐ

ὤ Ȃ 

ԈЮᴿ ᴳ show ip igmp snooping ԇ IGMP Snooping ᶕ ̔ 

Ruijie# show ip igmp snooping 
Igmp-snooping mode    : IVGL 
SVGL vlan-id           : 1 

SVGL profile number    : 0 
Source check port       : Disabled 

Query max respone time : 10(Seconds) 

IGMP snooping ḣ 

Юᴳ Ю ԇ IGMP Snooping ḣᶕ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping statistics  
[vlan vlan-id] 

IGMP Snooping
ᶕ Ȃ 

Ruijie# clear ip igmp snooping statistics  IGMP Snooping
ᶕ  

ԈЮᴿ ᴳ show ip igmp snooping statistics ԇ IGMP Snooping
ᶕ ̔ 

Ruijie# show ip igmp snooping statistics 
GROUP     Interface     Last report        Last leave      Last 

                              time           time          reporter 
--------------- ------------ -------------  -------------   - 

224.1.1.2 VL1:Gi4/2    0d:0h:0m:7s      ----     192.168.9.250 
                             Report pkts: 1            Leave pkts: 0 

ᶕ  

Юᴳ Ю ԇ IGMP Snooping ᶕ ̔ 

ԇ ᴐ  
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Ruijie# show ip igmp snooping mrouter  IGMP Snooping
ᶕ Ȃ 

ԈЮᴿ ᴳ show ip igmp snooping ԇ IGMP Snooping
ᶕ ̔ 

Ruijie# show ip igmp snooping mrouter 
Vlan    Interface        State      IGMP profile number 

----      --------          -------      ------------------- 
1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 

╟  

Юᴳ Ю ԇ ѐ ‡̆ GDA ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping gda-table ѐ

‡ Ȃ 

 

Ruijie# 
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Ruijie# show ip igmp profile profile-number  IGMP Profileᶕ Ȃ

 

IGMP Filtering 

Юᴳ Ю ԇ IGMP Filtering ᶕ ̔ 

ԇ ᴐ  

Ruijie# show ip igmp snooping interface 
interface-id  

IGMP Filtering
ᶕ Ȃ 

ԈЮѝ IGMP Filtering ᶕ  

Ruijie# show ip igmp snooping interface GigabitEthernet 0/7 
Interface          Filter Profile number      max-groups 

----------        ----------------------     -----------        
GigabitEthernet 0/7            1                 4294967294 

IGMP Snooping ὲ ⁸ 

IGMP Snooping ᴳ (Masks)̆ Ѭ

ȇ ⁸‟ Ȉ Ȃ ȁ ACL Ь Ὥ

ӎ ̆ а ӊ Ȃ ұ ̆

Ԉ Ь ╖ ֶ ҵ Ȃ ╖ чэ ̆

чэ ̆ACL ᾱұ ч ╖ ╟ȂḮ ACL
ᾳ ᴳ 8 э ̆ ὲѐ֗ᴉУэ╖ ̆‡

ACL ᴳ ῏ чэȂ ╟ ̆‡ ACL ᴳ

῏ 4 э̆ ⅓Ю 4 эȂ ̆ ACL ᴳ ҩ э ᴳ⅓ᴍ

а⁮ ч ̆‡ ȁ ╖ ̆

ֶ ᶕ Ȃ Ь ╖ э╖ ѝ ⁸

̆ Ԉ ῏ ὲ ч ╖ ╖ Ȃ Ь

╖ ̆ ̆‡ ԈὯ ╖ ̂‮

̃ ‮ э ACL ACĔ ‡ Ԉ

Ȃ 

IGMP Snooping ̆ ̆‡

ұ а ╖ ̆ ̔Source port 
check applying failed for hardware out of resourcesȂ Ḁ ὲ

̆ Ὧ ̆ Ȃ 

 

& 注意： 

ұ S32 ‟ ̆ igmp snooping ᾳЮ̆ access ⁮

vlan ̆ з igmp group ‡̆‡ ֶ
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⁮ igmp group ѐ ᾊ Ȃ 
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¸ э ID̂Port ID̃̆ ִἼ Ȃ 

Ѯ Ӈ BPDÛBridge Protocol Data Units̆ ἷ̃

ᴧ ᶕ Ȃ Ҿ Ԉ

01-80-C2-00-00-00̂︠Ὡ ⁸̃ѝ Ȃ 

э BPDU ԈЮ Ҿ ̔ 

¸ Root Bridge ID̂ ѝ ID̃Ȃ 

¸ Root Path Cost̂ ̃Ȃ 

¸ Bridge ID̂ ID̃Ȃ 

¸ Message Agê ̃ 

¸ Port ID̂ ID̃Ȃ 

Forward-Delay TimeȁHello TimeȁMax-Age Time Ьэ Ȃ 

ὲӹУҾ ȁע ᴁȂ 

Уэ ⁮ ִἼ BPDÛ Bridge ID̆ Root Path 
Cost ̃̆ ᶑ Ҿᶕ ̆ ּ Ҿᶕ Ȃ

⁮ ᴂִἼ BPDŬ х ᶕ Ȃ  

⁸ ᴳ ִἼ ᶕ э ѐּ ̆BPDU Ӈ ҩЮ

̔ 

¸ ѐ ҩУэ ѝ ̂Root BridgẽȂ 

¸ э Уэ ̂Root Port̃̆ ᵏ ⁮ Root 
Bridge Ȃ 

¸ э  ҩ⁮ ̂Root Bridgẽ Ȃ 

¸ э LAN ҩ ̂Designated Bridgẽ̆ᴁұ LAN б Ѯ

ѐȂ LAN ѝ ̂Designated Port̃Ȃ 

¸ ̂Root port̃ ̂Designated Port̃ ὡ Forwarding Ȃ 

¸ ὲӹа ѐ ұ Discarding  

Bridge ID 

IEEE 802.1W ῆ ̆ э У ̂Bridge ID̃̆

ѐ Ԉ ѝ ῆ   ̂Root Bridgẽ ȂBridge ID 8 э

̆ 6 э ѝ mac ̆₥ 2 э Ю ̆₥ 4 bit ִ

Ἴ ̂Prioritỹ̆ 8 bit System ID̆ѝԈ ̆ RSTP ѐ

ḣѝ 0̆ ִἼ 4096 ᷁ Ȃ 

 Priority value System ID 

Bitᴁ 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1
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4 

Ь Switch ҩ Spanning Tree ̆ ԏ Ӈ BPDU  

̂Root Bridgẽѝ Switch AȂSwitch B чэ Switch A
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7 

RSTP  

Ӯ RSTP ╖ ̆ “ ” ForwardingȂ 

STP ̂Port Rolẽ 30 (ѝ Forward-Delay Time 2
᷁̆Forward-Delay Time ̆ ѝ 15 ) ᾋ Forwarding ̆ з

ע ̆ э Root Port Designated Port 30 ᾋ

Forwardinğ э ѝУэ 50 Ȃ 

RSTP Forwarding аУ ҩ̆ 8 ̆Switch A
RSTP “Proposal” ̆Switch B Switch A ִἼ ̆

Switch A ѝ ̆ ⁮ ѝ Root Port̆ Forwardinğ ӱ Root 
Port Switch A “Agree” ȂSwitch A Designated Port ⁮“ ”̆҂

Forwarding ҩȂ Switch B Designated Port “Proposal” ᵑ

Ȃ Э̆RSTP ע У

̆ ⁮ Ȃ 
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9 

 

10 

ȁЮ ѝ“ ” ̆  ‍שּ

 

11 

RSTP б STP ὸ  

RSTP Ԉб STP ὤὸ ̆RSTP ֶ ⁮ BPDU
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╟″ бѮ STP RSTP ̆ б STP
ҵ STP Forwarding ̆ 30 ᾋ Forwardinğ

RSTP ╖ Ȃ 

̆RSTP STP
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14 

ӱ A ᵑ CȁD ⁮ B ӱ A ⁮ B
ᾳЮֶ̆ A B DISCARDINĜ 15

̃Ȃ ұ CȁD аꜛ Vlan1̆ Vlan1 ꜛ̆ A
Vlan1 б B Vlan1 Ȃ 

 

15 

ѝҩ ᾱ э ̆MSTP ӊ ҩ̆ Ԉ У Уэ э Vlan ‚‍

ѝУэ Instancĕ Instance Уэ ̂MST Regioñ̆

̂ эᾃ ѝ IST̆Internal Spanning-treẽ̕ э

MST region ұУэ ᴇ̆бὲӹ MST Region ᾋ

̆  Уэ ᴇ ̆ ѝ CST̂Common Spanning TreẽȂ 

̆ԈЭ Ԉ MSTP Ю 16 ̔ A B
MSTP Region 1 ᾃ̆MSTP Region 1 ӊ ̆ Ԉ

DISCARDINĞ MSTP Region 2 ᾳ҂ У Ȃ Region 1
Region 2 ‍⁞ ұчэ ̆ ч “ ” ̆ Ὧ

У DISCARDINGȂ 
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16 

̆ ὁҩ ӊ ̆҂ Vlan а Ȃ 

ᴉ‚‍ MSTP Region 

ԈЭ ̆ ̆ MSTP ӊ ᴐ ̆ Ἴ ‚‍

MSTP Region̆ MSTP Region ᾃ “MST ᶕ ”У Ȃ 

MST ᶕ ꜛ ̔ 

¸ MST ̂Namẽ̔ 32 э ѕ MSTP 
RegionȂ 

¸ MST Revision Number̔ Уэ 16bit ᶢ ḣ MSTP RegionȂ 

¸ MST Instance—vlan ̔ Ԉ… 64 э Instancê id
ӱ 1 ⁮ 64̃̆ Instance 0 ⁸ ̆ Ԉ Ὥ 65 э InstanceȂ

Ԉ ‍ 1-4094 э Vlan ұа Instancê 0̇64̃̆ ‍ Vlan
ұ Instance 0Ȃ ̆ э MSTÎMST Instancẽ Уэ“Vlan ”̆

BPDU MSTIᶕ MSTIᾃ ̆а CIST ὲӹMSTI
Ȃ 

spanning-tree mst configuration ὤ ԇ ὡ“MST ”
ԈЭᶕ Ȃ 

MSTP BPDU ԈЭᶕ ̆ У ⁮ BPDU MST ᶕ

У ̆ ֶ ѝ Э ұ Уэ MST Region̆
‡ ѝ ӱ Уэ Region Ȃ 
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& 建议： 

ԏ Ὧ STP Ю Instance—vlan ̆ ᾋ

MSTP̆Ԉᶑ Ȃ 

 

MSTP region ᾃ ̂IST̃ 

‚‍ MSTP Region ̆ э Region э Instance Bridge 
PriorityȁPort Priority   э Instance Root BridgĕԈ

Э э Port Rolĕ Port Role Instance ᾃ

FORWARDING DISCARDING Ȃ 

̆ MSTP BPDU Ӈ ̆IST(Internal Spanning Tree) ҩ̆

э Instance ҂ ҩ ̂MSTĨ̆ὲѐ Instance 0
б CST Ὥ ѝ CIST̂
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MSTI 2̂ Instance 2̃ ̆ 19̆C ִἼ ̆ ѝ Region Root̆
ᾋ ὲӹ ̆ A B DISCARDINGȂ ̆ Instance 2
“Vlan ” ̆ B ⁮ CȁA ⁮ C ̆ ҩ э“Vlan ” Ȃ 

 

19 

MSTP аὯ Уэ ұ э Vlan̆ Ԉ

Vlan
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20 

CIST Regional Root аУ Region ᾃ Bridge ID ̆
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STP RSTP УэRegion̆аб֗ᴉУэ

Уэ RegionȂ 

MSTP  

Port Fast 

̆ ѫ Ԉ ѝ Port Fast̆
Forwardinğ ὁ Forwarding ̂ а Port Fast
̆ 30 Forwarding̃ȂЮ ҩУэ Ҿ Ԉ ѝ

Port Fast enableȂ 

 

21 

ҩPort Fast ѐ ⁮BPDŬ‡ Port Fast Operational State
ѝ DisabledȂ ֶ STP ForwardingȂ 

╟ ⁞(AutoEdge ╖ ) 

AutoEdge ╖ У ᾃ(ѝ 3 )̆ а⁮Ю

BPDŬ‡ ѝ а У ̆ӱ ѝ

̆ ὡ Forwarding Ȃ ╟ ѝ ⁮ BPDU ╟

⁞ѝ Ȃ 

Ԉ spanning-tree autoedge disabled ԇ ╟ ⁞╖

Ȃ 

╖ Ȃ 
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~ 注意： 

1) ╟ ╖ б Port Fast ᾰ ̆Ԉ ѝῆȂ 

2) ╖ ᴐ ұ бЮ ѐ̆ Ԉ STP
а ╖ Ȃ ұ ̆ Autoedge
аֶ ̆ ѐ ̆ Ȃ 

3) Ἴ ҩ BPDU Filter ‡̆ Forwardinğаֶ ╟ ⁞ѝ

Ȃ 

4) ╖ б Ȃ 

5)  AutoEdge╖ IEEE 802.1D 2004 ῆ Ѭ̆ ѐ B̆ridge 
Hello Time ᶢ ѝ 1.0-2.0Ȃ Ԉ ᴳ AutoEdge ╖

Hello Time ᾃ̆  ҩ ֶ ї Ȃ

Hello Time ḣ   ̆ Ἴ AutoEdge ╖ Ὧ Ȃ 

 

BPDU Guard 

BPDU Guard ὤ enablĕ҂ э Interface enableȂ ч

Ҿ ⁞Ȃ 

Ԉ ѐ spanning-tree portfast bpduguard default ԇ ὤ

BPDU Guard enabled ̆ Ю̆ э Interface ҩ Port 
Fast ╟ ѝ ̆ Interface ⁮ҩ BPDŬ ֶ

ὡ Error-disabled ̆Ԉ ̕ э Ὧ ̆ ѐ

╗ҩУ ̆ᴳ Ȃ 

҂ Ԉ Interface Ю spanning-tree bpduguard enable ԇ

э�|�EíÛ›

G!5B�’�õ�ã��*ü
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Fast Operational disabled̆BPDU Filter ҂ ╟ Ȃ 

҂ Ԉ Interface Ю spanning-tree bpdufilter enable ԇ э

Interface BPDU Filter enablê б Ὧ Ȃ̃ э ᾳЮ

Interface а BPDŬ҂а BPDŬ з Forwarding Ȃ 

 

TC Guard 

Tc-Protection ╖ Ԉᶑ ӊ tc ῏ ╟ MAC ARP
‮ ת̆ ⁮ TC   Ḁ ֶӊ ‮ ᴐ̆ з TC

̆ э Ȃᴳ TC Guard ╖ ̆ ԏἵ ὤ

Э TC Ȃ Уэ ⁮ TC Ḁ̆ ὤ ҩ TC 
Guard Э ҩ TC Guard̆‡

ӊ TC ̆ᴳ TC аֶ ⁮ὲ ̆ ⁸ ѐ

TC  ̆ᶑ ̆ ὲ Ь Э̆ ╖ ὁ

ὡ ѐ Ȃ 

 

~ 注意： 

1) ᴳ tc-guard ╖ ֶᴳ Ѯ ѐ Ȃ 

2) ѐ tc   ᾳЮᾋ ╖ Ȃ 

3) ὤ tc-guard,‡ аֶ tc Ȃ ұ ὡ

Э Ȃ 

4) tc-guard,‡ ұ ӊ Ԉע ⁮ tc ̆ а

ὲ Ȃ Э ̆ ὲ ╖ Ȃ 

 

BPDU MAC  

BPDU MAC ѝҩ ӝѝ BPDU  Ӈ ᴳ

MSTP ᴐа Ȃ ҩ Ӈ ̆

BPDU MAC ⁮ Ӈ BPDU ̆х ὲӹ

BPDU ̆ӱ ⁮  Ȃᴔ Ԉ interface Ю ѝ

BPDU MAC MAC ̆Уэ ἵ Уэ MAC
̆ no bpdu src-mac-check
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BPDU  

BPDU Ԉ 1500 ̆ BPDU х ̆Ԉ ⁮

BPDU Ȃ 

Root Guard ╖  

ѐ ֙ ‚‍ Уэ ᾃ̆ ұ ӝ

ѐ  ̆ ⁮ִἼ ᶕ ̆ӱ ₥

ᴁ ̆ ╟ȂRoot Guard ╖ ѝҩ

ᾳ   Ȃ 

Root Guard ╖ ̆ ⁸ὲ ᴿЭ ѝ Ȃ

⁮ִἼ BPDU ᶕ ̆ Root Guard╖

ѝ root-inconsistent (blocked)Ȃ 

Root Guard ѝ blocked ̆ Ὧ Root Guard
╖ Ὧ ᶑ ╖ ̂ Юᴳ spanning-tree guard 
none ԇ̃̆ ᴳѮ ѝ Ȃ 

 

~ 注意： 

1) ᴳ Root Guard ֶ ү ᶕѐ Ȃ 

2) Root Guard ╖ ֶ̆ ⁸ѝ ̆ ‎

ѝ Blocked Ȃ 

3) Root Guard MST0 ⁮ ִ BPDU ֶ̆

⁸ὲ ᴿѐ ѝ Blocked Ȃ 

4) Уэ а Root Guard Loop Guard Ȃ 

5) Root Guar ̆ ╟ ⁞╖ Ȃ 

 

Loop Guard ╖  

STP ѐ̆Ӈ ὲӹ ᵑ а Э Ӈ

BPDU Ȃת ұ ̆ Ҿ а

⁮Э BPDU ̆ ֶ ⁮ Forwarding
̆ Ӈ ӊ ȂLoop Guard ╖ ⁸ ӊ Ȃ 

ұ ҩ Loop Guard ╖ ̆ У ᾃ а⁮Э

BPDU ̆Loop Guard ╖ ̆ ѝ loop-inconsistent 
(Block̃ э ⁸ ӊ Ȃ ⁮ ⁮ BPDU ̆
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ֶӱ loop-inconsistent ѐ ̆ Ȃ 

 

~ 注意： 

1) ұὤ Loop Guard Ȃ 

2) Уэ а Root Guard Loop Guard Ȃ 

3) Loop Guard ̆ ╟ ⁞╖ Ȃ 

 

MSTP 

Spanning Tree  

Ю ‟  Spanning Tree  

 ḣ 

Enable State Disablĕа STP 

STP MODE MSTP 

STP Priority 32768 

STP port Priority 128 

STP port cost ╟″  

Hello Time 2  

Forward-delay Time 15  

Max-age Time 20  

Path Cost   

Tx-Hold-Count 3 

Link-type ╟″  

Maximum hop count 20 

vlan б ᴿ Ὧ  vlan ұ ᴿ 0 
ᴿ 0 

spanning-tree reset ԇ Spanning Tree ⁮ (аꜛ

Ὧ Span) 
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ȁὯ Spanning Tree  

Spanning-tree ̆ ̆

MSTP Ȃ 

Ὧ Spanning-tree Ȃ 

ὡ ̆ ԈЮ Spanning Tree ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree Spanning Tree Ȃ 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show spanning-tree Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ Spanning Tree ̆ no spanning-tree ὤ ԇ

Ȃ 

Spanning Tree  

802.1 Ὧ ῆ̆STPȁRSTPȁMSTP Ьэ Spanning Tree
ᾋ ṁ ̆ ֶҵ ὸ Ȃת ⁮ Ҿ а

ὤ ῆ ̆ ֶ УҾὸ Ȃ ԏ ᵏ ѫУ ԇ

̆Ԉᵏ ὲӹ б аὸ ̆ ‎ ⁮ᴂ

Spanning Tree ̆Ԉὸ ѮȂ 

̆ ӱ MSTP ‎ ⁮ RSTP STP ̆ Ὧ MSTP Region
ᶕ Ȃ 

MSTP Ȃ  

ὡ ̆ ԈЮ Spanning Tree ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
mode mstp/rstp/stp ‎ Spanning Tree Ȃ 

Ruijie(config)# end ⁮ Ȃ 

Ruijie# show spanning-tree Ȃ 
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16̆32̆48̆64̆80̆96̆112̆128̆
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Ruijie(config-if)# spanning-tree 
[mst instance-id] cost cost 

а instance ִἼ

̆ а╗ instance ̆

instance 0 Ȃ 
instance-id̆ ѝ 0̇64 
cost ̆ Э ̆ ḣ

ѝ 1 ⁮ 200,000,000Ȃ ḣѝ

interface ╟ Ȃ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show spanning-tree 
[mst instance-id] interface 
interface-id 

Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree mst cost ԇ

Ȃ 

Path Cost ̂path cost method̃ 

Path Cost ѝ ḣ ̆ ֶ ╟   Path 
CostȂת IEEE 802.1d IEEE 802.1t ҩа Path Cost
ḣ̆802.1d ḣ ̂short̃̂ 1—65535̃̆802.1t ḣ

̂long̃(1—200,000,000)Ȃ У У э ᾃ Path Cost
ῆȂ ѝ ̂IEEE 802.1t ̃Ȃ 

Ю ‟ ч а ╟ Path CostȂ 

Interface IEEE 802.1d̂short̃ IEEE 802.1t̂long̃ 

 100 2000000 
10M 

Aggregate 
Link 95 1900000 

 19 200000 
100M 

Aggregate 
Link 18 190000 

 4 20000 
1000M 

Aggregate 
Link 3 19000 

ὡ ̆ ԈЮ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 
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Ruijie(config)# spanning-tree 
pathcost method long/short 

̆

ḣѝ ̂ long̃

̂short̃̆ ḣѝ ̂long̃Ȃ
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ԇ ᴐ  

Ruijie# clear spanning-tree 
detected-protocols ⁸  

Ruijie# clear spanning-tree 
detected-protocols interface 
interface-id 

Уэ  

 

MSTP Region 

ұ Уэ MSTP Region̆ ΰ

̂Namẽȁ Revision Numberȁ Instance—Vlan Ȃ 

ᴔ Ԉ 0̇64 Instanceꜛ ҾVlan̆⅓Ю Vlan ╟‍ Instance 
0ȂУэ Vlan ұУэ InstanceȂ 

ԏ Ὧ STP Ю Instance—Vlan ̆ ᾋ

MSTP̆Ԉᶑ Ȃ 

ὡ ̆ ԈЮ MSTP Region̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree 
mst configuration ὡ MST Ȃ 

Ruijie(config-mst)# instance 
instance-id vlan vlan-range 

vlan ╗⁮Уэ MST instance ѐ 
instance-id̆ ѝ 0̇64 
vlan-rangĕ ѝ 1̇4094 
ѡᴿ ̔ 
instance 1 vlan 2-200 vlan 2⁮
vlan 200 ╗⁮ instance 1 ѐȂ 
instance 1 vlan 2,20,200 vlan 
2ȁvlan 20̆vlan 200 ╗⁮ instance 1
ѐȂ 

̆ Ԉ no ԇ vlan ӱ

instance ѐ‮ ̆‮ vlan ╟ ὡ

instance 0Ȃ 

Ruijie(config-mst)# name 
name 

MST ̆ ѕ Ԉ

32 э Ȃ 

Ruijie(config-mst)# revision 
version 

MST revision number̆ ѝ 0̇
65535Ȃ ḣѝ 0 

Ruijie(config-mst)# show MST Ȃ 

Ruijie(config-mst)# end ⁮ Ȃ 
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Ruijie# copy running-config 
startup-config ᶑ Ȃ 

MST Region Configuration ̆ Ԉ no spanning-tree mst 
configuration ὤ ԇȂ ҂ Ԉ no instance instance-id ‮

instanceȂ ̆no nameȁno revision Ԉ‍⁞ MST nameȁMST revision 
number ⁮ ḣȂ 

ԈЮѝ ᴿ̔  

Ruijie(config)# spanning-tree mst configuration 
Ruijie(config-mst)# instance 1 vlan 10-20 
Ruijie(config-mst)# name region1 
Ruijie(config-mst)# revision 1 
Ruijie(config-mst)# show  
Multi spanning tree protocol : Enable Name [region1] 

Revision 1 
Instance Vlans Mapped 

-------- --------------------- 
0 1-9,21-4094 

1 10-20 
------------------------------- 

Ruijie(config-mst)# exit 
Ruijie(config)# 

 

~ 注意： 

vlan instance Ὧ ₥ ╘ ᶑ vlan … ̆ ‡

‍ӊ Э ֶ  vlan instance Ὧ Ȃ 

 

Maximum-Hop Count 

Maximum-Hop Count̆ ҩ BPDU Уэ Region ᾃ

х Ȃ Instance Ȃ 
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Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

⁮ ḣ̆ no spanning-tree max-hops ὤ ԇ

Ȃ 

ὸ  

ὸ ̆ Ԉᴳ BPDU ₥

а MSTI ᶕ ̆Ԉ бὲ ӊ Ѯ ҵ Ȃ 

ὡ ̆ ԈЮ ὸ ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)#interface interface-id ὡ  

Ruijie(config-if)# spanning-tree 

Ruijie303.0fig-if)#
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ὡ ̆ ԈЮ Port Fast̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)# spanning-tree 
portfast interface portfastȂ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show spanning-tree 
interface interface-id portfast Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ Port Fast̆ Interface Ю spanning-tree portfast 
disable ԇ Ȃ 

Ԉ ὤ ԇ spanning-tree portfast default
PortfastȂ 

Ὧ ╟ ⁞ 

У ᾃ(ѝ 3 )̆ ⁮ BPDŬ‡ ╟ ⁞ѝ

Ȃֶת ѝ ⁮ BPDU ᴳ Port Fast Operational Stateѝ disabled̆ ╖

Ȃ 

ὡ ̆ ԈЮ 5�+’



MSTP  

http://www.ruijie.com.cn 

Ὧ Autoedgĕ Interface Ю spanning-tree autoedge 
disabled ԇ Ȃ 

BPDU Guard 

BPDU Guard ̆ Э ⁮BPDŬ‡ֶ ὡError-disabled 
Ȃ 

ὡ ̆ ԈЮ BPDU Guard̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# spanning-tree portfast 
Bpduguard default ὤ BPDU guard 

Ruijie(config)# interface interface-id 
ὡ interface
̆ interface ꜛ

Aggregate LinkȂ 

Ruijie(config-if)# spanning-tree portfast interface portfast̆
ὤ bpdufilter Ȃ

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 

Ὧ BPDU Guard̆ ὤ ԇ
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Ruijie(config)# interface 
Interface-id 

ὡ interface
interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)# spanning-tree 
portfast interface portfastȂ 

Ruijie(config-if)# end ⁮  

Ruijie# show running-config  

Ruijie# copy running-config 
startup-config ᶑ  

Ὧ BPDU Filter̆ Ԉ ὤ no spanning-tree portfast 
bpdufilter default  

э Interface BPDU Filter̆ Ԉ Interface
spanning-tree bpdufilter enable spanning-tree bpdufilter 
disable Ὧ � Ä
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Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 
Ruijie# copy running-config 
startup-config ᶑ Ȃ 

BPDU MAC  

BPDU MAC ̆ MAC ѝ MAC BPDU ̆

ὲ BPDU Ȃ 

ὡ ̆ Ԉ ԈЮ BPDU MAC ̔ 

ԇ ᴐ  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)# interface 
Interface-id 

ὡ interface ̆

interface ꜛ Aggregate 
LinkȂ 

Ruijie(config-if)#bpdu 
src-mac-check  H.H.H bpdu mac Ȃ 

Ruijie(config-if)# end ⁮ Ȃ 

Ruijie# show running-config Ȃ 

Ruijie# copy running-config 
startup-config ᶑ Ȃ 
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ԇ Ѭ 

Ruijie# show spanning-tree MSTP ᶕ

ᶕ  

Ruijie# show spanning-tree summary MSTP instance ᶕ

ὲ ᶕ  

Ruijie# show spanning-tree  
inconsistentports 

ᶑ ᶑ block
 

Ruijie# show spanning-tree mst 
configuration MST ᶕ  

Ruijie# show spanning-tree mst 
instance-id instance MSTP ᶕ  

Ruijie# show spanning-tree mst 
instance-id interface interface-id
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1) Switch A 

# Gi 0/1 Gi 0/2 ұ Trunk ̆… VLAN 2 VLAN 3Ȃ 
Ruijie# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# switchport mode trunk  
Ruijie(config-if)# exit 
Ruijie(config)# vlan 2 
Ruijie(config-vlan)# exit 
Ruijie(config)# vlan 3 
Ruijie(config-vlan)# exit 

# ѝMSTP ̆ VLAN 2 ⁮ Instance 1̆ VLAN 3 ⁮

Instance 2̆ MST ѝ ruijiĕMST Revision Numberѝ 1̆ MST
ᶕ ̆ Ȃ 

Ruijie(config)# spanning-tree mode mstp  
Ruijie(config)# spanning-tree mst configuration  
Ruijie(config-mst)# instance 1 vlan 2 
%Warning:you must create vlans before configuring instance-vlan 
relationship 

Ruijie(config-mst)# instance 2 vlan 3 
%Warning:you must create vlans before configuring instance-vlan 
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Ruijie(config)# spanning-tree  
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Ruijie# show spanning-tree  
StpVersion : MSTP 

SysStpStatus : ENABLED 
MaxAge : 20 

HelloTime : 2 
ForwardDelay : 15 

BridgeMaxAge : 20 
BridgeHelloTime : 2 

BridgeForwardDelay : 15 
MaxHops: 20 

TxHoldCount : 3 
PathCostMethod : Long 

BPDUGuard : enabled 
BPDUFilter : Disabled 

LoopGuardDef  : Disabled 
###### mst 0 vlans map : 1, 4-4094 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:19m:44s 
TopologyChanges : 1 

DesignatedRoot : 1000.00d0.f822.33aa 
RootCost : 0 

RootPort : 1 
CistRegionRoot : 1000.00d0.f822.33aa 

CistPathCost : 200000 
###### mst 1 vlans map : 2 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 32768 

TimeSinceTopologyChange : 0d:0h:1m:46s 
TopologyChanges : 7 

DesignatedRoot : 1001.00d0.f834.56f0 
RootCost : 200000 

RootPort : 2 
###### mst 2 vlans map : 3 

BridgeAddr : 00d0.f82a.aa8e 
Priority: 4096 

TimeSinceTopologyChange : 0d:0h:1m:44s 
TopologyChanges : 5 

DesignatedRoot : 1002.00d0.f82a.aa8e 
RootCost : 0 

RootPort : 0 

# Fa 0/1 ᶕ  
Ruijie# show spanning-tree interface fastEthernet 0/1 
PortAdminPortFast : Disabled 

PortOperPortFast : Disabled 
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PortAdminAutoEdge : Enabled 
PortOperAutoEdge : Disabled 

PortAdminLinkType : auto 
PortOperLinkType : point-to-point 

PortBPDUGuard : Disabled 
PortBPDUFilter : Disabled 

PortGuardmode  : None 
###### MST 0 vlans mapped :1, 4-4094 

PortState : forwarding 
PortPriority : 128 

PortDesignatedRoot : 1000.00d0.f822.33aa 
PortDesignatedCost : 0 

PortDesignatedBridge :1000.00d0.f822.33aa 
PortDesignatedPort : 8002 

PortForwardTransitions : 1 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : rootPort 
###### MST 1 vlans mapped :2 

PortState : discarding 
PortPriority : 128 

PortDesignatedRoot : 1001.00d0.f834.56f0 
PortDesignatedCost : 0 

PortDesignatedBridge :8001.00d0.f822.33aa 
PortDesignatedPort : 8002 

PortForwardTransitions : 5 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : alternatePort 
###### MST 2 vlans mapped :3 

PortState : forwarding 
PortPriority : 128 

PortDesignatedRoot : 1002.00d0.f82a.aa8e 
PortDesignatedCost : 0 

PortDesignatedBridge :1002.00d0.f82a.aa8e 
PortDesignatedPort : 8001 

PortForwardTransitions : 1 
PortAdminPathCost : 200000 

PortOperPathCost : 200000 
Inconsistent states : normal 

PortRole : designatedPort 
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SPAN  

 

SPAN 

Ԉ ᴳ SPAN Уэ Э ⁮Ӈ Э Уэ ‍

RMON ‍ ԍ Э ‍ Э ȂSPAN э Э

MIRROR ⁮ э Э ‍ Ȃ 

ᴿ ̆ 1 ѐ̆︢Ἲ 5 Э ⁮ҩ︢Ἲ 10̆ 10
Э ‍ ԍ 5 ̆ 5 Э Ȃ 

 

1  SPAN ᴿ 

SPAN Ԉ ὡ ӱ   ̆ꜛ ὡ Ȃ 

SPAN а Ӈ ̆ ὡ ӱ  

ҩУ֙⁮ Ȃ Уэ ̆ᴿ Уэ 100Mbps
Уэ 1000Mbps х Ȃ 

ᶕ  

S3250 ‟ӊ Э̆ ẹ Ḁ̆ ẹ ѝ untag ̆ ẹ⁮

ẹ   ֶ tag Ȃ 

SPAN  

‍ ҩ SPAN Ὧ УҾ  
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SPAN ֶ  

Уэ SPAN ֶ Уэ Ȃ Ԉ э э

ὡ̆   Ȃ 

Уэ SPAN ֶ ̆Switched port routed port Ԉ ѝ

ȂSPAN ֶ а Ӈ ᴐȂ 

Ԉ SPAN ֶ Уэ disabled port Э̆ ̆SPAN а Э ᴐ

⁮ ᴳ ȂShow monitor session session number ԇ

ҩ SPAN ֶ ᴐ ȂУэ SPAN ֶ Э а Э ⁮

ұ ᴐ Ȃ 

 

SPAN ֶ ꜛ ԈЮ ̔ 

SPAN
SPAN ֶ ⁮
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SPAN ֶ Уэ (҂ )̆ ұ Ȃ 

ԈЮ ̔ 

¸ Ԉ switched portȁrouted port APȂ 

SPAN 

‍ ҩ ᴉ Ӈ Э SPAN̆ ꜛ ԈЮ :  

SPAN  

╖  
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… Уэ SPAN ֶ  

… Уэ SPAN ֶ ( ) ( )Ȃ 

ԇ ᴐ  

Ruijie(config)# monitor 
session session_number 
source interface interface-id
[̆| -] {both | rx | tx} 

Ȃ ұ interface-id̆
Ȃ 

Ruijie(config)# monitor  
session session_number 
destination interface 
interface-id {encapsulation | 
switch} 

Ȃ ұ interface-id̆
 

╗ encapsulation ẹ ╖

, ╗ switch ẹ Ӈ ╖

Ȃ 

‮ SPAN ֶ ̆ ᴳ no monitor session session_number ὤ
ԇȂ ‮ SPAN ֶ ̆ ᴳ no monitor session all ὤ ԇȂ

ᴳ no monitor session session_number source interface interface-id ὤ

ԇ no monitor session session_number destination interface 
interface-id ‮  

Ю эᴿ ҩ ᴉ… УэSPANֶ ֶ̔ 1Ȃ Ἴ̆ ₥ֶ 1
̆ 1 MIRROR ⁮ 8ȂShow monitor session 

ԇ ұ Ȃ 

Ruijie(config)# no monitor session 1 
Ruijie(config)# monitor session 1 source interface  
gigabitEthernet 3/1 both 
Ruijie(config)# monitor session 1 destination interface  
gigabitEthernet 3/8 
Ruijie(config)# end 
Ruijie# show monitor session 1 
sess-num: 1 
src-intf: 

GigabitEthernet 3/1 frame-type Both 
dest-intf: 

GigabitEthernet 3/8 

ӱ SPAN ֶ ѐ‮ Уэ  

ӱУэ SPAN ֶ ѐ‮ Ȃ 
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IP б ╘  

IP  

IP Ӯ 

IP 32ᴁү ⁸ ̆ѝҩ҉ᾗ ᵳ̆У ︠ ⁸ Ȃ︠ ⁸

̆‍ѝ ̆ 8 ᴁ̆ ӱ 0~255̆ Ѯ ľ.Ŀ ̆

ľ192.168.1.1Ŀ ︠ ⁸ IP Ȃ 

IP Ѭ̆ IP ҵ Ȃ32 ᴁ IP чэ ‍

̔1̃ ‍̕2̃ ‍Ȃ ‍ ΰэ ᴁ ḣ̆ ₥

ᴳ ѐ IP Ԉ‚‍ Ȃ 

A ̆ ᴁѝľ0Ŀ̆ 7э ᴁ ̆24э ᴁ

Ȃ Ὥ 128 э A Ȃ 

 

B ̆₥чэ ᴁѝľ10Ŀ̆ 14э ᴁ ̆16э ᴁ

Ȃ Ὥ 16,348 э B Ȃ 

 

C ̆₥Ьэ ᴁѝľ110Ŀ̆ 22 э ᴁ ̆8 э ᴁ

Ȃ Ὥ 2,097,152 э C Ȃ 

 

D ̆₥ э ᴁѝľ1110Ŀ̆ὲᴍ ᴁѝ Ȃ 
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& 说明： 

₥ э ᴁѝľ1111Ŀ аἵ ‍ ̆ Ҿ ѝ E ̆

ұᶑ Ȃ 

 

ѐ̆ IP ‚ ̆У IP
‍ Ȃ бҵ ̆‡ ⁮ ‍ IP
Ȃѐ שּ Ԉ ѐ ҵ ᶕ ѐ ̂CNNIC̃ ̆ IP ‍

ѝ ҵ б ‍ Ὠ ̂ ICANN,Internet Corporation for 
Assigned Names and Numbers̃
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C 192.168.0.0~192.168.255.255 256 э C  

Ὧұ IP ȁTCP/UDP ὲ ‍ ᾰͅ RFC 1166 Ȃ 

IP ֗╘‟  

IP ֗╘ꜛ ԈЮ ת̆ У ṁ̆ὲ ֗╘ Ԉ

έᴇ ᾱ Ȃ 

¸ IP ̂ ̃ 

¸ ̂ARP̃ ̂ ̃ 

¸ IP ⁮ ̂ ̃ 

¸ Ὧ IP ̂ ̃ 

¸ ꜛ ̂ ̃ 

IP  

Уэ ҩ IP ̆ Ԉ IP ̆ ҩ IP
IP
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б IP Ὧ Ю‟֗╘‟ ̆ԈЮ֗╘ᴐѝ ̆ Ԉ

ᾳᾱ ̔ 

¸ э IP  

э IP  
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ѐ̆ ῆ ת̆ Э

ѐ MAC ̆ ҃ Э ѝMAC ̆MAC
ЭԆ IP ̕2̃ ̆ ҵ ЭԆ IP ̆

҂ ҩ Ȃ 

Эч IP Ѯ ᶕ̆ 48 MAC Ȃ

IP MAC ѝ ̂ARP Ȃ̃ MAC
IP ѝ ̂RARP



IP б ╘  

http://www.ruijie.com.cn 

ARP  

₥ ARP Ethernet II ̆ ӊ ѐ҂ ѝ ARPA Ὧ Ȃ 

ARP  

ARP ╟ ҃⁮ IP MAC ᴐ Ȃ

̆ARP ᾰѐᶑ ת̆ ARP ҂ ̆

Ԉ ‾ Ȃ ⁞ ̆ ‡У а ARP Ȃ 

ARP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# arp timeout seconds 
ARP ̆

0-2147483̆ὲѐ 0
а  ע

Ruijie(config-if)# no arp timeout  

ᾳЮ̆ ѝ 3600 ̆ 1 э Ȃ 

Ὧ IP  

IP ╖ ᾳЮ ╟ ̆ а IP ╖ ̆ ‡а

ᴐȂὯ IP ᴳ х ̆ з ╖ Ȃ 

Ὧ IP ╖ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no ip routing Ὧ IP ╖  

Ruijie(config)# ip routing ╟ IP ╖  

 

ꜛ  

ꜛ ѝ э Э ў Ȃ ӊ ч

ꜛ̔1̃ ̆ ѝУэ ў ̆ ў

‍ὤѝľ1Ŀ̕2̃ ̆ ѝ ў ̆

32 ᴁὤѝľ1Ŀ Ȃ ꜛ ₥ УҾ IP ᴳ ̆ὲѐꜛ ︠‍

IP Ȃ Ԉ ᴉ ⁸ ᴳ ꜛ Уэ ӝ Ȃ 
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ꜛȂ 

⁞ұ 255.255.255.255 ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip broadcast-address ip-address …  

Ruijie(config-if)# no ip broadcast-address  

 

IP  

̆ ԈЮ֗╘ ̆ ᴐȂ 

¸ ᾰ ᾃ  

¸  

ᾰ ᾃ  

Ԉ‮ УҾ ᾰȁ ȁ ὤ ᾃ ̆ў ꜛ Ьэ ̔ 

1) ARP ᾰ̕ 

2) ў ⁮ IP ̕ 

3) Ȃ 

ԇ ᴐ  

Ruijie# clear arp-cache ARP ᾰ 

Ruijie# clear ip route {network [mask] | *} IP  

 

 

Ԉ IP ȁ ᾰȁ ᾃ ̆ Ҿᶕ

︠‍ ╠Ȃ ⁮ ̆ Ԉ ꜛ

Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show arp ARP ᾰ  
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Ruijie# show ip arp IP ARP ᾰ  

Ruijie# show ip interface [interface-type 
interface-number] IP ᶕ  

Ruijie# show ip route [network [mask] ]   

Ruijie#show ip route   

Ruijie# ping ip-address [length bytes] [ntimes 
times] [timeout seconds]  

 

IP ᴿ 

ᵏҩԈЮ IP ᴿ̔ 

¸ IP ᴿ 

IP ᴿ 

¸  

IP ‍ 1Ȃ 
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A B̆ 192.168.12.0/24 Э Уэ 172.16.3.0/24̆
чэ ‍→ ҩȂԈЮ ᾗ  A B Ȃ 

A ̔ 

interface FastEthernet 0/0 

ip address 172.16.3.1 255.255.255.0 secondary 
ip address 192.168.12.1 255.255.255.0 

! 
interface FastEthernet 0/1 

ip address 172.16.1.1 255.255.255.0  
! 

router rip 
network 172.16.0.0 

network 192.168.12.0 

 
B : 

interface FastEthernet 0/0 

ip address 172.16.3.2 255.255.255.0 secondary 
ip address 192.168.12.2 255.255.255.0 

! 
interface FastEthernet 0/1 

ip address 172.16.2.1 255.255.255.0  
! 

router rip 
network 172.16.0.0 

network 192.168.12.0 

IP ╘  

IP ╘ ֗╘‟  

IP ╘ ̆ꜛ ԈЮ ֗╘̆ԈЮ֗╘ ֗╘̆ Ԉ

̔ 

¸ Ὧ 

¸ IP  

Ὧ 
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Ὧ̆‡ ὤ Ю Ю ԇ̆ ԇ no
‮ ὯȂ 

ԇ  

ip default-gateway ip-address Ὧ 

Ὧ̆ Ю ԇȂ 

ԇ  

show ip redirects Ὧ 

ԇ ү Э Ȃ 

IP  

IP ᵏҩ ╘ ⁸ IP ̆ICMP ᵏҩ Ҿ

╘Ȃ ֗ᴉ ̆ ὡ ╘ ICMP ў ὲ

Ȃ ICMP Ѭ̆ RFC 792Ȃ 

IP ̆ ԈЮ ֗╘̔ 

¸ ICMP а  

¸ ICMP  

¸ ICMP  

¸ IP MTU 

¸ IP  

ICMP а  

⁮ ѝ ꜛ̆ ꜛѐ ҩ а IP
̆ ICMP а Ȃ ̆ ұа

а ꜛ ̆҂ֶ ICMP ў а Ȃ

Ȃ 

ICMP а ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip unreachables ICMP а ў а
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IP б ╘  

http://www.ruijie.com.cn 

IP MTU ḣ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip mtu bytes MTU ḣ̆ 68~1500 

Ruijie(config-if)# no ip mtu ḣ 

 

IP  

ӊ IP Ȃ ⁮ IP ꜛ ֶ̆ IP ш

ȁ ȁ ̆ Ҿ RFC 791 ѐ

Ȃ ⁮ ꜛ ҩὲѐУэ ̆ ֶ ╟ᴐ̕

⁮ ̆ ֶ Уэ ICMP ̆ х

ꜛȂ ӊ ᾳЮ IP Ȃ 

IP ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip source-route IP  

Ruijie(config)# no ip source-route Ὧ IP  
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DHCP  

DHCP Ӯ  

DHCP(Dynamic Host Configuration Protocol̆╟ ў ) RFC 2131
ѐ ̆DHCP ѝҵ Эў ᵏ ȂDHCP ұ

Client/Server ᴐ ̆DHCP ╘ ѝ ╟ ў ‍ IP ᵏ

ў Ȃ 

DHCP Ь ⁸‍ IP ̔ 

1) ╟‍ ̆DHCP ‍ Ѩ IP ̕ 

2) ╟ ‍ ̆DHCP ‍ У ֶ IP ̂

Ԉў╟ ̃̕ 

3) ̆ IP Ȃ Ԉ DHCP
IP Ȃ 

Ь ‍ ѐ̆ ╟ ‍ Ԉ ᴳ аᾋ Ȃ 

DHCP ұBOOTP(Bootstrap Protocol) ̆

έ BOOTP ѐ Ԇ ╖ ̆ б BOOTP DHCP ╘ Ӈ

ҵȂBOOTP ѐ Ԇ ╖ ̆ᴳ э Уэ DHCP
╘ ȂRFC 951 RFC 1542 DHCP ҩ Ȃ 

DHCP ╘ Ӯ 

ӊ DHCP ╘ ὤ RFC 2131 ̆ў ╖ ѝў ‍

IP ȂDHCP ᴐ 3-1 Ȃ 

 

1  DHCP ᴐ  

DHCP IP Ю̔ 
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1) ў DHCPDISCOVER ꜛ Э DHCP ╘ ̕ 

2) DHCP ╘ ў DHCPOFFER ꜛ̆ꜛ IP ȁMAC
ȁ ᶕ Ԉ ̕ 

3) ў DHCPREQUEST ꜛ̆ ╘ ‍ ᵏ IP
̕ 

4) DHCP ╘ ў DHCPACK ꜛ̆ ў Ȃ 

 

& 说明： 

DHCP Ԉ ⁮ э DHCP ╘ DHCPOFFER ꜛ̆

֗ᴉУэ DHCPOFFER ת̆ꜛ ⁮ Уэ

DHCPOFFER ꜛȂ ̆DHCP ╘ DHCPOFFER ѐ аУ

ѝ ‍ ̆ ᾳЮ̆DHCP
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¸ Ԉ ѐע IP ‍ Ȃ 

 

~ 注意： 

ӊ ₥ Ԉ Ԉ FRȁPPPȁHDLC Э DHCP Ȃ 

 

DHCP ѐ Ԇ Ӯ 

DHCP ѐ Ԇ ̆ DHCP ╘ Ѯ DHCP ꜛȂ

DHCP б ╘ а Уэ Э̆ DHCP ѐ Ԇ

DHCP ȂDHCP ѐ Ԇ ̆б а

̆ ּ ̆ У аֶᶢ IP ꜛᾃ Ȃ

DHCP ѐ Ԇ ⁮ DHCP ̆ Уэ DHCP ̆  

Ȃ 

DHCP ̆DHCP ѐ Ԇ ẹ DHCP ╘ ̕ DHCP ╘

̆DHCP ѐ Ԇ ẹ DHCP Ȃ 

DHCP  

DHCP̆ Ю ֗╘‟ ̆ὲѐ₥Ьэ ֗╘ Ȃ 

¸ DHCP ╘ бѐ Ԇ ̂ ̃ 

¸ ǔ ȏ ̆ ̃ ¸ ȏ ̆ ̃ ¸  ƿ ȏ ̆ Д ¸ ὁ DPingTj
/C2_0 1 Tf
0 Tc 2 251 0 Td
<0AD9020F5B44>2C8409C345D03C5>Tj
/TT0 1 Tf
170 Td
( )Tj
/C2_1 1 Tf
-193503 -1.189 Td
<007A>Tj
/TT0 1 Tf
6.749 0 Td
( )Tj
/C2_0 1 Tf
1.251 0 Td
<07213542>Tj
/TT0 1 Tf
-0.00204Tc 2.251 0 Td
(DPingTj
/C2_0 1 Tf
0 Tc 2 251 0 Td
<0AD9035E1B0CAB0CABC842C8409C345D03C5>Tj
/TT0 1 Tf
10.219 Tc 3 0 Td
( ))Tj
/C2_1 1 Tf
-0Tc -145503 -1.189 Td
<007A>Tj
/TT0 1 Tf
0.749 0 Td
( )Tj
/C2_0 1 Tf
1.251 0 Td
<0A4B09EFE52509791097>-j
/TT0 1 Tf
-0.0022 Tc 5.351 0 Td
(DHCP)Tj
/C2_0 1 Tf
0 Tc 3.08 0 Td
<1176180B30C30721354202C8309C345D03C5>Tj
/TT0 1 Tf
1 0 Td
( )Tj
/C2_1 1 Tf
-34.331 -2.183 Td
<007A>Tj
/TT0 1 Tf
6.0021642030.972Tdw .749 0 Td
( )PP
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ԇ ᴐ  

Ruijie(config)# service dhcp DHCP ╘ DHCPѐ Ԇ

╖  
Ruijie(config)# no service dhcp Ὧ DHCP ╘ ѐ Ԇ ╖

 

DHCP  

⁞ ̆DHCP ╘ ֶ ѐ Ѭ ‍

DHCP Ȃ ̆ ᴔ ᶑ УҾ а ‍ ̆ ‍ ╘

ҩ̆ᴔ Ѭ Ҿ аἵ ‍ Ȃ 

Ҿ а ‍ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp excluded-address 
 low-ip-address [ high-ip-address ] 

Ѭ IP ̆

Ҿ DHCP аֶ‍

 
Ruijie(config)# no ip dhcp excluded-address 
low-ip-address [ high-ip-address ]  

DHCP ╘ ̆Уэ ҃ ‍ ὤ аἵ DHCP
‍ ̆ Ԉ чэ ̔1̃аֶ ᾰ ̕2̃DHCP ‍ ̆

῏ ҩ ̆ӱ DHCP ‍ Ȃ 

DHCP  

DHCP ‍ Ԉ ּ DHCP ̆ DHCP
ѐ ѬȂ DHCP ̆ ᴳ ҩ DHCP ╘ ̆҂а

‍ ת̕ ҩDHCP ╘ ̆а ҩDHCP 
̆DHCP ѐ Ԇ ᴐ Ȃ 

ᴔ Ԉ DHCP э Ѭȁ ̆

Ȃ ӊ Ԉ Ѭ э ̆ DHCP ꜛѐ ѐ Ԇ IP
ᾱ ‍ э Ȃ 

¸ DHCP ꜛѐ ѐ Ԇ IP ̆ ‍ б DHCP ꜛ

IP У Ȃ Ѭ э ̆

‍ ̕ 

¸ DHCP ꜛѐ ѐ Ԇ IP ̆ ‍ б У

Ȃ Ѭ э ̆ ‍ Ȃ 

DHCP ̆ ԈЮ֗╘̆ὲѐ₥Ьэ֗╘

̔ 
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¸ ὡὲ ̂ ̃ 

¸ ὲ ̂ ̃ 

¸ Ὧ̂ ̃ 

¸ ̂ ̃ 

¸ ̂ ̃ 

¸ ╘ ̂ ̃ 

¸ NetBIOS WINS ╘ ̂ ̃ 

¸ NetBIOS ̂ ̃ 

ὡὲ  

ὡ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp pool dhcp-pool ὡ

 

ѝ“Ruijie(dhcp-config)#”Ȃ 

╟ ֒ 

╟ ֒ ╟ ⁮ ╟ ẹ ֒Ȃ ╟ ẹ ֒

DHCP Ю ᴐ Ȃ 

╟ ֒̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie (dhcp-config)# bootfile filename ╟ ֒  

 

Ὧ 

Ὧ̆ э ᴐѝ ╘ ‍ Ὧ Ȃ Ὧ

IP б DHCP IP У Ȃ 

Ὧ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# default-router address  
[address2…address8] Ὧ 
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DHCP ╘ ‍ ̆ ᾳЮ ѝ 1 Ȃ ⁮

̆ ‡ а ᴳ Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# lease {days [hours] [ minutes] | infinite}  

 

 

Ԉ ̆ ў ̆а ў

ֶ ╟╗Э ў Ȃ 

̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# domain-name domain  

 

╘  

ў ̆ DNS ╘ Ȃ

DHCP ᴳ ╘ ̆ ѐ ԈЮ ԇ̔ 

ԇ  

Ruijie(dhcp-config)# 
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ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# netbios-name-server address 
[address2…address8] DNS ╘  

 

NetBIOS  

DHCP NetBIOS ̔1 B̃roadcast̆ ̆

NetBIOS ̕2̃Peer-to-peer̆ ̆

WINS ╘ NetBIOS ̕3̃Mixed̆ ̆Ἴ

̆ б WINS ╘ ̕4̃Hybrid̆
̆ Ἴ WINS ╘ NetBIOS ̆ ⁮ ̆

NetBIOS Ȃ 

ᾳЮ̆ ᴐ ѝ Ȃ

WINS ╘ ̆ ѝ ̕ ҩ WINS ╘ ̆ ѝ Ȃ 

DHCP NetBIOS ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(dhcp-config)# netbios-node-type type NetBIOS  

 

DHCP  

╟ ̆ ὲ ̆ѝ DHCP ╘

ᵏҩУэ ‍ Ȃ ̆ ‡

ѐ ‍ ȂDHCP ‍ ѐ ̆

̆ DHCP ѐ ⁮ ѐ

̆ ЮУэ ̆ ⁮‍ Уэ Ȃ 

̆ ѐ ԈЮ ԇ: 

ԇ ᴐ  

Ruijie(dhcp-config)# network 
network-number mask DHCP

 
 

& 注意： 

ӊ DHCP ╟ ѐ̆ ‍ Ԉ ID
ѝ ̆ DHCP ╟ ѐа ч֙ ̕

╘ Ѯ Э ᾕᴍ[ Ԉ
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̆ ҂ Ԉ ѐ ⁮ ╘ ]̆ ֶ ╘ ‍   ̆

‍ ̕ 

̆ѝҩ ὁЭ ̆ Ḁ̆ ὲ ̆

̆ ὁ ⁮ ╘ ᾕᴍȂ 

 

 

IP MAC Ὧ Ȃ ч ̔1̃
̆ DHCP ╘ ѐ̆ Ѭ IP MAC

̆ ὲ Уэ ̕2 ╟̃ ̆DHCP ╘ ⁮

DHCP ̆╟ ӱ ѐ‍ IP
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Ping ꜛ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp ping 
packets number 

DHCP ╘ ‍ Ѯ₥

Ping ꜛ ̆ ѝ 0 ‡а

Ping ᴐ̆ ѝ 2Ȃ 
 

Ping ꜛ  

ᾳЮ̆DHCP ╘ Ping ᴐ 500 ̆ ѝ IP
ў Ȃᴔ Ԉ Pingꜛ ̆ ╘ Ping

Ȃ 

Ping ꜛ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
Ruijie(config)# ip dhcp ping 
timeout milliseconds 

DHCP ╘ Ping ꜛ ̆

ѝ 500msȂ 
 

Ԉ DHCP  

ӊ Ԉ DHCP ╟ ‍ IP Ȃ Ԉ

DHCP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

PPP Э DHCP  

ӊ ppp DHCP ╟ ‍ IP Ȃ DHCP
̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

FR Э DHCP  

ӊ FR DHCP ╟ ‍ IP Ȃ DHCP
̆ ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

HDLC Э DHCP  

ӊ HDLC DHCP ╟ ‍ IP Ȃ

DHCP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip address dhcp DHCP ⁮ IP  

 

& 说明： 

10.1 ‍ӊ Э̆ PPPȁHDLCȁFR
ЭԈ dhcp IPȂ 

 

ᶕ  

DHCP ╘  

DHCP ╘ Ь ԇ̔ 

1̃ ԇ̆ Ԉ DHCP ȁ ᾰ ȁ ╘ ᶕ ̕ 

2̃ ̂debug̃ ԇ̆   ᶕ ̆ў ұ ̕ 

3̃ ԇ̆  

DHCP ǳ  

DHCP ǳ  
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ԇ ᴐ  

Ruijie# debug ip dhcp server [events |  
packet] DHCP ╘  

DHCP ╘ ᴐ ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show ip dhcp binding 
[address] DHCP ᶕ  

Ruijie# show ip dhcp conflict   DHCP ᾰ ᶕ  

Ruijie# show ip dhcp server statistics DHCP ╘ ᶕ  

 

DHCP  

DHCP ч ԇ̆ Ԉ Э ԈЮ ᴐ̔ 

1̃ ̂debug̃ ԇ̆   ᶕ ̆ў ұ . 

2̃ ԇ̆ DHCP Ὧᶕ Ȃ 

DHCP ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# debug ip dhcp client  DHCP  

DHCP ᶕ ̆ ԇ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show dhcp lease DHCP ᶕ  

 

ᴿ 

ᵏҩ 3 э ᴿ ̔ 

¸ ᴿ  

¸ ᴿ  

¸ DHCP ᴿ  
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ᴿ  

ԈЮ ѐ̆ ѬҩУэ net172̆ ѝ 172.16.1.0/24̆
Ὧѝ 172.16.16.254̆ ѝ rg.com̆ ╘ ѝ 172.16.1.253̆WINS ╘

ѝ 172.16.1.252̆NetBIOS ѝ ̆ ѝ 30 Ȃ ѐ

ҩ 172.16.1.2~172.16.1.100 ̆ὲᴍ ѝ ‍ Ȃ 

ip dhcp excluded-address 172.16.1.2 172.16.1.100 
! 

ip dhcp pool net172 
network 172.16.1.0 255.255.255.0 

default-router 172.16.1.254 
domain-name rg.com 

dns-server 172.16.1.253 
netbios-name-server 172.16.1.252 

netbios-node-type h-node 
lease 30 

 

ԈЮ ѐ̆ MAC ѝ 00d0.df34.32a3 DHCP ‍ IP ѝ

172.16.1.101̆ ѝ 255.255.255.0̆ў ѝ Billy.rg.com̆ Ὧѝ

172.16.1.254̆WINS ╘ ѝ 172.16.1.252̆NetBIOS ѝ Ȃ 

ip dhcp pool Billy 

host 172.16.1.101 255.255.255.0 
hardware-address 00d0.df34.32a3 ethernet 

client-name Billy 
default-router 172.16.1.254 

domain-name rg.com 
dns-server 172.16.1.253 

netbios-name-server 172.16.1.252 
netbios-node-type h-node 

DHCP  

ԈЮ ѐ̆ѝ FastEthernet 0/0 DHCP ╟‍ Ȃ 

interface FastEthernet0/0 
ip address dhcp
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DHCP Relay  
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1 

VLAN 10 VLAN 20 ‍⁞ 10.0.0.1/16 20.0.0.1/16 ̆ DHCP 
Server 30.0.0.1/16 Э̆30.0.0.2 DHCP Server 10.0.0.1/16
20.0.0.1/16 ╟ IP ̆ ᴐѝ Ὧ Э DHCP Relay 
Agent̆ DHCP Server IP ѝ 30.0.0.2 Ԉҩ 

DHCP Relay Agent Information(option 82) 

RFC3046 Ѭ̆ѐ DHCP relay ̆ Ԉ ╗Уэ option
DHCP client УҾ ᶕ ̆ӱ ᴳ ╘ Ԉ

ᶕ ‍ а IP̆ RFC3046 Ѭ̆ ᴳ option
ѝ 82̆ ҂ ᴐ option82̆ option Ԉ ‍ э ̆

ᴳ Circuit ID Remote IDȂ Ὠ  relay agent 
information ч ̆У б 802.1x/SAM relay agent 
information option dot1x̆ У vid̆slot̆port̆Ԉ

mac ᶕ relay agent information option82̆Ю ч option
ᾃ Ԉ УҾὴ УҾ ̔ 

1. relay agent information option dot1x̔ 802.1x Ԉ

ӊ RG-SAMȂ RG-SAM 802.1x ѐ Ю а IP
̆ DHCP client vid Circuit ID Ȃ DHCP relayЭּ

⁮ DHCP server ̆ DHCP server ̆ Ԉ а ‍

а IP Ȃ Circuit ID Ю̆ὲѐ priviliage vid
чэ ̔ 
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2 

2. relay agent information option82̔ option а ὲӹ

̆ DHCP relay ѐ̆ ⁮ DHCP ᴇ ̆Ԉ

ᶕ ̆ option82 ᶕ Эּ⁮ ╘ ̆option
Ю̔ 

Agent Circuit ID 

 

3 

Agent Remote ID 

 

4 
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DHCP relay Check Server-id ╖   

DHCP ̆ ֶѝ Уэ э DHCP ╘ ̆ӱ ֙̆

ѝУ ╘ ᴐа ᴳ Ȃ DHCP эӇ

ҵ ѐ̆ DHCP client DHCP REQUEST ҩ ╘ ̆

ֶ ѐ Уэ server-id option ̆ Ҿ ѐѝ

ҩ῏ ╘ ╒̆ ԏ relay ᴳ ̆

server̆ а Уэ DHCP server̆Э DHCP 
check server-id ╖  

DHCP 

DHCP ѐ Ԇ  

ὤ Ю̆ Ю DHCP ѐ Ԇ ̔ 

ԇ ᴐ  

Ruijie (config)# service dhcp DHCP Ԇ   

Ruijie(config)# no service dhcp Ὧ DHCP Ԇ Ȃ 
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Ruijie(config)# no IP helper-address  
A.B.C.D 

‮ Уэὤ DHCP ╘

 

Ruijie(config-if)# no IP helper-address  
A.B.C.D 

‮ Уэ DHCP ╘

 

 

DHCP option dot1x 

DHCP Relay Agent Information ̆

а ‍ а IP ̆ ԏ Ԉ ip dhcp relay 
information option dot1x DHCP relay option dot1x ╖ ̆

╖ ̆ relay ֶ 802.1x ╗ option ᶕ ⁮ ╘

̆ ╖ dot1x ╖ ᴳ Ȃ 

ὤ Ю̆ Ю DHCP option dot1x̔ 

ԇ ᴐ  

Ruijie(config)# ip dhcp relay 
information option dot1x DHCP option dot1x ╖   

Ruijie(config)# no ip dhcp relay 
information option dot1x Ὧ DHCP option dot1x ╖ Ȃ 

 

DHCP option dot1x access-group 

option dot1x ѐ̆ ⁸ ᴂ IP
УҾ IP ̆Ԉ ⁸ᴂ Ѯ ҵ ̆ Ԉ

ԇ ip dhcp relay information option dot1x access-group acl-name
̆ acl-name Ѭ ACL Ἴ ̆ Ԉ Ҿᾃ ̆ў

ұ Ѯ ҵ Ȃ ̆ Ὧ ACL ⁮

Э̆ з ACL ACĔбὲ Ὧ ACL ᾰ

Ὧ ̆ᴿ ̔ 

ѝ ‚У IP ̆ѝ 192.168.3.2-192.168.3.254̆

192.168.4.2-192.168.4.254̆192.168.5.2-192.168.5.254̕ 192.168.3.1ȁ
192.168.4.1ȁ192.168.5.1 ᴐѝ Ὧ ̆а‍ Ȃ‡ Ѯ₥

ᴳ 192.168.3.x-5.x ⁮ web portal ԈЮ ֒Ȃ

Э Ю̔ 

Ruijie# config  
Ruijie(config)# ip access-list extended DenyAccessEachOther
OfUnauthrize 

Ruijie(config-ext-nacl)# permit ip any host 192.168.3.1      

//ἵ Ὧ  

Ruijie(config-ext-nacl)# permit ip any host 192.168.4.1  
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Ruijie(config-ext-nacl)# permit ip any host 192.168.5.1  
Ruijie(config-ext-nacl)# permit ip host 192.168.3.1 any   

//ἵ IP ѝ Ὧ  
Ruijie(config-ext-nacl)# permit ip host 192.168.4.1 any 
Ruijie(config-ext-nacl)# permit ip host 192.168.5.1 any 
Ruijie(config-ext-nacl)# deny ip 192.168.3.0 0.0.0.255 192.1
68.3.0 0.0.0.255      

// ҵ   
Ruijie(config-ext-nacl)# deny ip 192.168.3.0  0.0.0.255  192.
168.4.0  0.0.0.255 

Ruijie(config-ext-nacl)# deny ip 192.168.3.0  0.0.0.255  192.
168.5.0  0.0.0.255 

Ruijie(config-ext-nacl)# deny ip 192.168.4.0  0.0.0.255  192.
168.4.0  0.0.0.255  

Ruijie(config-ext-nacl)# deny ip 192.168.4.0  0.0.0.255  192.
168.5.0  0.0.0.255  

Ruijie(config-ext-nacl)# deny ip 192.168.5.0  0.0.0.255  192.
168.5.0  0.0.0.255   

Ruijie(config-ext-nacl)# deny ip 192.168.5.0  0.0.0.255  192.
168.3.0  0.0.0.255   

Ruijie(config-ext-nacl)# deny ip 192.168.5.0  0.0.0.255  192.
168.4.0  0.0.0.255   

Ruijie(config-ext-nacl)# exit 

ᾋᴳ ԇ ip dhcp relay information option dot1x access-group  
DenyAccessEachOtherOfUnauthrize ԇ ὤ Э 

ὤ Ю̆ Ю DHCP option dot1x access-groupȾ Ruijie(confil)# ip dhcp rla(y)43( )]TJ
-0.0001 Tc .04230 Tw-6.6691 -11490 Td
[(infom(ationc)6(option dot1x access-gr)-5(ou( )]TJ
/TT6 1 Tf
-0.0036 Tc 0 Tw 0 -11490 TD
nact-nmze)Tj
/TT0 1 Tf
0 Tc 4.509 0 Td
( )Tj
/C2_0 1 Tf 156006-11540 Td
<14682AFnherOfUnauthri
-0.001 Tc .00320 Tw27.251 0 Td
[(DHCP)15( option dot1xr)-6acs)-4l( )-223( )]TJ
.
132.42 3236.7  .48731306 r
Tf132.9 326.6 206.52w .487 r
Tf339.42 3236.7  .48731306 r
Tf339.9 326.6 1634.9w .487 r
Tf.50.82 3236.7  .48731306 r
Tf132.42 284.66  .48739.006 r
Tf339.42 284.66  .48739.006 r
Tf.50.82 284.66  .48739.006 r
TfBTJ
/TT0 1 Tf
0.0029 Tc 0 Tw 105 10 0 105 138.006271.46503Tmd
[(Rui)5(jie(confil)# )]TJ
/T50 1 Tf
0.0096 Tc 0.0130 Tw6.6691 0 Td
[noy ipdcy 



DHCP Relay  



DHCP Relay  

http://www.ruijie.com.cn 

 
Ruijie(config)# ip helper-address192.18.100.2      // ╗ὤ

╘  
Ruijie(config)# interface GigabitEthernet 0/3  

Ruijie(config-if)# ip helper-address 192.18.200.1  // ╗

╘  
Ruijie(config-if)# ip helper-address 192.18.200.2  // ╗

╘  
Ruijie(config-if)# end 

DHCP relay ὲӹ Ү  

ұү ̆
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ip dhcp relay information option dot1x 
interface GigabitEthernet 0/1 

interface GigabitEthernet 0/2 
interface GigabitEthernet 0/3 

no switchport 

ip helper-address 192.168.200.1 
ip helper-address 192.168.200.2 
interface VLAN 1 

ip address 192.168.193.91 255.255.255.0 
line con 0 

exec-timeout 0 0 
line vty 0 

exec-timeout 0 0 
login 

password 7 0137 
line vty 1 2 

login 
password 7 0137 

line vty 3 4 
login 

end 

DHCP ὴ ᴿ 

IP Э  

 

1ȁ Ԉ IP Э ̕ 

2ȁ IP Э Ȃ 
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‍  

DHCP Snooping Ӈ б DHCP Relay Ӈ access ̆

Client Ԉ ╟ IP Э ̆ DHCP Relay
Ȃ IP Э ч ṁ ̔У ὤ Ю

DAÎ╟ ARP ╖ ̃̆ У Ю ̆

arp-check ╖ Э Ȃ ᴿ У ṁ Ȃ 

 

Э ̆ Ю ̔ 

¸ DHCP Snooping ̔ 

# DHCP Snooping ╖  
Ruijie(config)# ip dhcp snooping 

# б ╘ Gi0/2 ѝ ᶕ֗  
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# ip dhcp snooping trust 

# Gi0/2 ѝ ARP ᶕ֗  
Ruijie(config-if)# ip arp inspection trust 
Ruijie(config-if)# exit 

# VLAN DAI ╖  
Ruijie(config)# ip arp inspection vlan 1 

# IP ̂SVI1̃ 
Ruijie(config)# interface vlan 1 
Ruijie(config-if)# ip address 10.2.0.1 255.255.0.0 

#  Ruijie(config)# 
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¸ DHCP Relay  

# DHCP ѐ Ԇ  
Ruijie(config)# server dhcp 

# ╗Уэὤ DHCP ╘  
Ruijie(config)# ip helper-address 10.1.1.1 

# б Snooping IP  
Ruijie(config)# interface gigabitEthernet 3/1 
Ruijie(config-if)# no switchport  
Ruijie(config-if)# ip address 10.2.1.1 255.255.0.0 

# б Server IP  
Ruijie(config)# interface gigabitEthernet 3/2 
Ruijie(config-if)# no switchport  
Ruijie(config-if)# ip address 10.1.0.1 255.255.0.0 

¸ DHCP Server Э ̔ 

# ѝ Relay IP  
Ruijie(config)# interface gigabitEthernet 4/1 
Ruijie(config-if)# no switchport 
Ruijie(config-if)# ip address 10.1.1.1 255.255.0.0   

# DHCP ╘  
Ruijie(config)# service dhcp 

# DHCP ̆ Ҿ аֶ ‍  
Ruijie(config)# ip dhcp excluded-address 10.1.1.1 10.1.1.10 

# ὡ  
Ruijie(config)# ip dhcp pool star 

# Ὧ 
Ruijie(dhcp-config)# default-router 10.2.1.1  

# DHCP  
Ruijie(dhcp-config)# network 10.2.0.0  255.255.0.0  

# ⁮ Уэ ̂10.2.0.0/16̃  
Ruijie(config)# ip route 10.2.0.0  255.255.0.0  10.1.0.1 
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DNS  

DNS  

э IP Ԉ Уэў ̆ў Уэ э ѕ ̆ ѕѮ

Ȃ ҩў ̆ а IP IP ̆ ᴃ

Ѭ ў ҩȂ DNS ╖ Ȃ 

ў ⁮ IP ч ̔1̃ ̆ Э ў ⁮ IP
̆ ̆ з ᵏ ᴳ ̕2̃╟

̆ У ̂DNS̃̆ ж DNS ╘ Э ў ⁮ IP
̆ Э ᴳ ў ᶕ ̆ Ἴ ⁮ DNS ╘ ў

IP Ȃ 

ў ̆ ⁮ ў IP ṁ ̂ ў

̃Ȃ ў ̆҂ DNS Ȃ

̆ Ԉ Ἴ ̆ а ╖̆ᾋ

╟ Ȃ Ԉ УҾ ὡ ѐ̆

Ԉ Ȃ  

 9Tj
/C2_0 1 Tf-0.0022 Tc 13 0 Td
(D0.5 131.88 632.3604 307.70S)Tj
0.32 w 
/f
0 Tc 2.36 0 Td
<45AF3E200TT0 350E2CD5Tj
/TT1 F2D140CF-6<35E0 1 Tf
11 0 Td
(9Tj
/C2_0 1 TET
q
288.84 Tj
. Td
[55.d
<1  ) re
13d
(4 Tj
. Tdm
h
283(DN Tj2.22
<145.d
<1346  re
W* n6 
852 g
13d
(4 T75.02C[55.d
1  ) re
f
Q6 
852 g
138.0N T78.6 145.d
1346  re
36 0gT13 1 1 TBT/f
0 Tc 2.36(DNS)T0.5 131.88 6320S
(I 281.6NS)Tj
0>1
-215FB1 Tf
0 Tr 2.004 0 Td
( 6Tj
/C2_0 1 TET
q
2144 T Tj
. Td

/T.78
<1  ) re
2(  ) Tj
. Tdm
h
C81.6N Tj2.22
<214494
<1346  re
W* n6 
852 g
2(  ) T75.02C
/T.78
1  ) re
f
Q6 
852 g
294.72 T78.6 214494
1346  re
36 0gTBT/f
0 Tc 2.36(DNS)T0.5 131.88 63380604 281.6NS)Tj
0[>350E2CD5C3C1D610 1 Tf
-0Tr 2.004 0 T3
( 6Tj
/C2_0 1 TET
1345E) Tj
. Td0.96 1w9d
re
361345E
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ԇ ᴐ  
Ruijie(config)# ip  
Domain-lookup DNS ╖ Ὧ 
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NTP  

NTP 

Network Time Protocol̂ NTP̃ ᴳ ע У ̆ Ԉ

ᴳ ὲ ╘ ṁ ̆ע Ԉ ᵏ ῆ ̂LAN
Эб ῆ ұ 1 ̆WAN Эΰ︠ ̃̆з ᴳ ╗

 Ȃ 

NTP ᵏῆ ̆ Ἴ ῆ ̆ У ῆ

UTCȂ NTP UTC Ԉ ȁ ȁ ̆҂ Ԉӱ

Internet Э Ȃ ҩῆ Ȃ 

ѝ ╘ ̆NTP ᴳ ҩ ⁞(Authentication) ⁸̆

ᶕ ╘ ̆Ԉ ᵏ

ᶑ ⁸Ȃ 

SNTP NTP ע ̆ὲ ᶕ ὤ Ȃ а SNTP
ҩע ̆ ҩ ̆ SNTP Э

а NTPȂSNTP а ὤ ⁞ ⁸Ȃ ₥ NTP ╖ ̆

Ԉӱ ╘ Э Ȃ 

NTP 

Ӯ ԏ ѐ NTP Ȃ 

¸ NTP ὤ ὤ ⁞ ⁸ 

¸ NTP ὤ  

¸ NTP ὤ ᶕ֗ ID 

¸ NTP ╘  

¸ Ὧ NTP  

¸ NTP ╖ Ὧ 

¸ NTP  

NTP ὤ ὤ ⁞ ⁸ 

NTP б ╘ ╗ ᶕ̆╗ ѝ ╗ ⁸Ȃ 
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NTP ╗ б ╘ ᶕ‍ч ̔ Ў NTP ὤ

ὤ ⁞Ԉ ὤ Ὧ ̕ ү̆ ᶕ ╘ ᶕ֗ ̕

NTP ὤ ὤ ⁸ ұ Уэ ת̆ б ╘ Ѯ ╗

ᶕ̆ ╘ Ȃ 

ᾳЮ̆ аᴳ ὤ ὤ ⁞ ⁸Ȃ ᴳ ὤ ⁞ ⁸‡а

ᶕ ╗ Ȃת ӨӨ ҩὤ ὤ ̆ аԆ У ҩ╗

╘ б ᶕ̆ ὲӹὤ ╘ ╗

╘ ╗ ᶕȂ 

ὤ ὤ ⁞ ⁸̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

ntp authenticate NTP ὤ ὤ ⁞ ⁸Ȃ 

no ntp authenticate Ὧ NTP ὤ ὤ ⁞ ⁸Ȃ 

ntp authentication-keyȁntp trusted-key ᶕ֗

Ȃ 

NTP ὤ  

NTP ὤ ὤ ̆ Ю ὤ Ȃ 

ὤ ̆ э Уэ У key-id ̆ Ԉ ntp 
trusted-key key-id ѝὤ ᶕ֗ Ȃ 

ὤ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

ntp authentication-key key-id md5 
key-string [enc-type] 

NTP ὤ Ȃ 
key-id̔1-4294967295 
key-string̔ ֗  
enc-type̔ 0 7 ч Ȃ 

no ntp authentication-key key-id md5 
key-string [enc-type] ‮ NTP ὤ Ȃ 

ҩὤ а У ̆ ᴳ Ѯ₥

ѝὤ ᶕ֗ Ȃ 

 

~ 注意： 

₥ 1024 ̆ э ╘ ἵ УУэ

ὤ ᶕȂ 
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NTP ὤ ᶕ֗ ID 

ὤ ὤ Уэ ̆ Уэὤ ὤ ᶕ֗

Ȃ ᶕ֗ ̆ Ԉ ╗ ⁮ Ȃ 

ὤ ᶕ֗ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

ntp trusted-key key-id NTP ὤ ᶕ֗ IDȂ 

no ntp trusted-key key-id ‮ NTP ὤ ᶕ֗ IDȂ 

ԈЭЬ ӨӨ ὤ ⁸ Уэ ̆ б ╘

╗ ᶕ ╘ ᶕ֗ Ȃ 

 

~ 注意： 

‮ ὤ ̆‡ ᶕ֗ᶕ ҂ֶ ‮ Ȃ 

 

NTP ╘  

ᾳЮ̆ NTP ╘ Ȃ б 20 э

NTP ╘ Ӈҵ̆̂ ὤ Ԉ Ὧ ̃ Ԉѝ Уэ ╘

Уэ ̆ б ╘ ╗ ᶕȂ 

б ╘ ᶕ ѝ NTP 3̆ Ԉ NTP ̆

Э ╘ NTP Ȃ 

Уэ NTP ╘ ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ntp server ip-addr [version 
version][ source if-name 
number][key keyid][prefer] 

NTP ╘  
version̂NTP ̃̔1-3 
if-namê ̃̔ꜛ  
AggregateportȁDialer   
GigabitEthernetȁLoopbackȁ 
MultilinkȁNullȁTunnelȁVirtual-pppȁ
Virtual-templateȁVlan Ȃ 
keyid̔1-4294967295 

no ntp server ip-addr ‮ NTP ╘  

ҩὤ ὤ ⁞Ԉ ⁸̆ Ḁ ╘ ᶕ ᶕ֗
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̆ ұ ╘ ╗ ᶕ̆ ╗ ᶕ ╘ ᶕ֗

Ȃ 

Ὧ NTP  

ԇ ╖ Ὧ Э NTP Ȃ 

ᾳЮ̆֗ Э NTP Ԉ ᵏ ̆

э╖ ̆ Ԉ Э ⁮ NTP Ȃ 

 

~ 注意： 

╖ ԇ IP ̆ ὲӹ

Э ԇȂ 

 

Ю ԈЮ ԇ̆ Ὧ NTP ̔ 

ԇ ᴐ  

interface interface-type number ὡ  

ntp disable Ὧ NTP ╖ Ȃ

NTP ╖ ̆ Юᴳ no ntp disable ԇ 

NTP ╖ Ὧ 

no ntp ԇ ╖ Ὧ NTP ╘̆ṃ ̆ Ὧ NTP
ᶕ Ȃ 

ᾳЮ̆NTP ╖ Ὧ ת̆ ҩ NTP ╘ NTP ὤ ⁞

⁸̆NTP ╖ ֶ Ȃ 

Ὧ NTP̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

no ntp Ὧ NTP ╖ Ȃ 

ntp authenticate  
ntp server ip-addr [version 
version][ source if-name number][key 
keyid][prefer] 

NTP ╖  
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NTP  

ѝҩ ̆ У ѐ ֶ ╘ 8 э

Ӈҵ̆ Ю ѐ̆NTP ѝ 1 ‍ ̆

⁮ ╟ ЮУ ̆ ╟ Ḁ Ԉᴳ

ԇȂ 

NTP ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

ntp synchronize  

no ntp synchronize Ὧ  

ѝ Ѯ 30 ‍ ЮУ ̆ ╗

╘ ҂ֶ ̆ NTP ṃ Ḁᴳ ԇ҂ֶ

̆ ѐᴳ ԇаֶ ֗ᴉ Ȃ 

Ὧ ԇ Ὧ NTP ԇ Ԉṃ ̂ ѐ̃

Ὧ ╖ ̂ ̃̆ а ̆Ὧ NTP ԇаӨӨֶὯ NTP
╖ ̆ зֶ Ὧ NTP ᶕ Ȃ 

NTP ᶕ  

NTP 

NTP ╖ ̆ Ԉ ԇ   ᶕ ̆

Ȃ 

NTP ╖ ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

debug ntp ╖ Ȃ 

no debug ntp Ὧ ╖ Ȃ 

 

NTP ᶕ  

Ю̆ Ԉᴳ show ntp status ԇ ₥ NTP ᶕ Ȃ 

NTP ᶕ ̆ Ю ԈЮ ԇ̔ 
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ԇ ᴐ  

show ntp status ₥ NTP ᶕ  

ҩ Ὧ ᶕ ╘ Ѯ ԇ   ᶕ Ȃ 

Ruijie# show ntp status 
Clock is synchronized, stratum 9, reference is 192.168.217.100 
nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision 

is 2**18 
reference time is AF3CF6AE.3BF8CB56 (20:55:10.000 UTC Mon Mar 

1 1993) 
clock offset is 32.97540 sec, root delay is 0.00000 sec 

root dispersion is 0.00003 msec, peer dispersion is 0.00003 msec 

̔starumԆ ₥ ̆reference ѝ ╘ ̆frep ₥

̆precision ѝ ₥ ̆reference  time ѝ ╘

UTC ḣ̆clock offset ѝ ₥ Ḷ ̆ root delay ѝ ₥ ̆

root dispersion ѝ ╘ ̆peer dispersion ѝ ╘ Ȃ 

ᴿ 

ԈЮ ѐ̆ ѐ Уэ ѝmaster NTP ╘ ̆ ҩ

⁸̆ ҩУэ key-id ѝ 6ȁkey-string ѝ wooooop ̆ ѝ

╘ ᶕ֗ ̕ѝҩ Ԉ Э NTP ╘

̆ ԏ Ю ̆ ╟ ὤ ̆ Уэ NTP ╘ У

̆ ԏ ╘ ѝ Э э NTP ╘ ̆

Ȃ 

Ruijie(config)# no ntp 
Ruijie(config)# ntp authentication-key 6 md5 wooooop  
Ruijie(config)# ntp authenticate 
Ruijie(config)# ntp trusted-key 6 
Ruijie(config)# ntp server 192.168.210.222 key 6 
Ruijie(config)# ntp synchronize 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ntp disable 
Ruijie(config-if)# no ntp disable 
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UDP-Helper  

UDP-Helper  

UDP-Helper Ӯ 

UDP-Helper ў ╖ UDP ѐ Ȃ

╘ ̆ UDP ╘ ̆

⁮ѐ ᴐ Ȃ 

ᴳ UDP-Helper ╖ ̆ ⁮ UDP ″ ̆

э UDP б רּ ̆ ᶢ IP
ѝ ╘ IP ̆Ԉ ╘ Ȃ 

ᴳ UDP-Helper ╖ ̆ 69ȁ53ȁ37ȁ137ȁ138ȁ49
ѐ Ȃ 

 

&　说明: 

BOOTP/DHCP ѐ DHCP Relay ᴳ UDP 67ȁ68
̆ 67ȁ68 а UDP-Helper ѐ Ȃ  

 

UDP-Helper 

UDP-Helper  

    ḣ 

ѐ ╖  Ὧ  

ѐ UDP  
UDP-Helper ╖ 69ȁ

53ȁ37ȁ137ȁ138ȁ49 UDP
ѐ Ȃ 

ѐ ╘   
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╟ UDP-Helper ѐ ╖  

 ԇ ╖   

Ruijie(config)# udp-helper 
enable 

udp-helper enable ԇ ╟

UDP ѐ ╖ Ȃ

UDP ѐ ұὯ

 

ᴳ no udp-helper enable ԇ Ὧ UDP ѐ ╖ Ȃ 

 

&　说明: 

1) ᾳЮѐ ╖ ұὯ Ȃ 

2) ╟ UDP ѐ ╖ ̆‡ 69ȁ53ȁ37ȁ137ȁ138ȁ49
UDP ѐ Ȃ 

3) Ὧ DUP ѐ ╖ ̆ UDP
̆ꜛ Ȃ 

 

ѐ ╘  

 ԇ ╖   

Ruijie(config-if)# ip helper-address 
IP-address 

UDP ѐ

╘ Ȃ ᾳЮ ѐ

╘ Ȃ 

ᴳ no ip helper-address ԇ‮ ѐ ╘ Ȃ 

 

&　说明: 

1) Уэ 20 э ╘  

2) ѐ ╘ Э ̆ ╟ UDP-Helper
╖ ̆ӱ UDP ̆ Ԉ ⁮

╘ ЭȂ 

 

ѐ UDP  
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 ԇ ╖   

Ruijie(config)# ip forward-protocol 
udp ID 

ѐ UDP Ȃ 
ҩUDP ̆‡

ѐ ̆ ‡

Ȃ 
ᴳ UDP-Helper ╖ ̆

69ȁ53ȁ37ȁ137ȁ138ȁ49
ѐ  

ᴳ no ip forward-protocol udp port ԇὯ ѐ UDP Ȃ 

 

&　说明: 

¸ UDP-Helper ѐ ╖ ҩѐ ╘ ̆

ѐ UDP Ȃ ‡̆ ֶ ᶕ Ȃ  

¸ ╟ UDP ѐ ╖ ̆ 69ȁ53ȁ37ȁ137ȁ138ȁ49
UDP ╖ ֶ ╟̆а ᾋ Ȃ 

¸ 256 э ѐ UDP Ȃ 

¸ ч ̆ ip forward-protocol udp domain ip 
forward-protocol udp 53 Ȃ 
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SNMP  

SNMP Ὧ  

 

SNMP Simple Network Manger Protocol̂ ̃ ᾗ̆ 1988
8 ѝУэ ῆ RFC1157Ȃ⁮ ₥̆ ֳ

̆SNMP ѝҮ Э ῆ̆ ұ ҵ ѐᴳ Ȃ

‾ SNMP ̆ Ԉ Э ᶕ ȁ ȁ

ᴁȁ ‚̆ SNMP ╖ Ȃ 

SNMP Уэ ̆ѝ / ╘ ̆ꜛ Ьэ ‍̔ 

¸ SNMP  

¸ SNMP Ԇ  

¸ MIB ᶕ  

SNMP ̆ SNMP ⁸ ̆҂ ѝNMS 
(Network Management System)Ȃ NMS Э HP 
OpenView ȁCiscoViewȁCiscoWorks 2000̆ ̆

ҩУ ֒̇̇Star ViewȂ Ҿ ֒ Ԉ ᵳ

Ȃ 

SNMP Ԇ ̂SNMP Agent̃ Э ֒̆ ȁ з

NMS ⁸ ̆҂ Ԉў╟ УҾ NMSȂ 

NMS Agent Ὧ Ԉ Ю ̔ 

 

1  ̂NMS̃б Ԇ ̂Agent̃ Ὧ  

MIB̂Management Information Basẽ Уэ ᶕ Ȃ



SNMP  

http://www.ruijie.com.cn 

ѐꜛ ҩ ᶕ ̆ѝҩ SNMP ѐ У э

ἷ̆MIB ѐ ἷȂ

э ἷȂ Ю MIB ̆ѝҩ У ѐ э

ἷ System̆ Ԉ Уѕ ̆ {1.3.6.1.2.1.1} Уѕ ѝ

ἷ Object Identifier̂ ἷ ̃̆MIB ‡ ἷ

Ȃ 

 

2  MIB  

SNMP  

₥ SNMP ԈЮ ̔ 

¸ SNMPv1 ̔ Уэ ̆ RFC1157 ѐ ѬȂ 

¸ SNMPv2C̔ ұὭ ᴇ̂Community-Based̃ SNMPv2 , 
RFC1901 ѐ Ѭ Уэ Ȃ  

¸ SNMPv3 ̔ ⁞ ╗ ̆ ᵏҩԈЮ ὤ ̔ 

1. ᶑ ּ ѐа ̕ 

2. ᶑ ӱ  ̕ 

3. ╗ ̆ ᶑ ̕ 

SNMPv1 SNMPv2C ұὭ ᴇ̂Community-based̃ ὤ Ȃ

Ѭў Ԉ (Commumity String) Ԇ MIB
ᴐ Ȃ 

SNMPv2C ╗ҩ Get-bulk ᴐ ⁸ з ᴐ ╗

ᶕ ȂGet-bulk ᴐ У ѐ ᶕ  
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̆ӱ ῏ - ȂSNMPv2C ╒ ꜛ Ἱ

Ԇ Ԉּש‍а ̆ SNMPv1 ѐ Ҿ Ө У Ԇ Ȃ

Ԇ Ԉּש‍ Ȃ ұ Э SNMPv1
SNMPv2C ᴐ ̆ SNMP Ԇ ⁞ SNMPv1 SNMPv2C

̆ з Ȃ 

SNMP ᴐ 

SNMP ѐ NMS Agent Ѯ Ӈҵᶕ ̆ Ѭҩ 6 ᴐ ̔ 

1. Get-request ᴐ̔NMS ӱ Agent Уэ э ḣȂ 

2. Get-next-request ᴐ̔NMS ӱ Agent Уэ э ЮУэ

ḣȂ 

3. Get-bulk ᴐ̔NMS ӱ Agent ḣ̕ 

4. Set-request ᴐ̔NMS Agent Уэ э ḣȂ 

5. Get-response ᴐ̔Agent Уэ э ḣ̆ Agent NMS₥

3 э ᴐ ᴐȂ 

6. Trap ᴐ̔Agent ў╟   ̆ NMS ҾҮ Ȃ 

₥ 4 э NMS Agent   ̆ чэ Agent NMS ̂

̔SNMPv1 а Get-bulk ᴐ̃ȂЮ ҩ ΰ ᴐȂ 

 

3  SNMP  

NMS Agent   ₥ 3 ᴐ Agent ᴐ UDP 161 Ȃ

Agent   Trap ᴐ UDP 162 Ȃ 
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SNMP ὤ 

SNMPv1 SNMPv2 ᴳ ⁞ ᴳ MIB Ȃѝҩ

̆  (NMS) ѐ Ѭ э У Ȃ 

Уэ Ԉ ԈЮ : 

¸ (Read-only)̔ѝ ᴐ ᵏ MIB Ȃ 

¸ ᾗ(Read-write)̔ѝ ᴐ ᵏ MIB ᾗ Ȃ 

SNMPv2 Э̆ SNMPv̍ ὤ Ԉ ὤ ⁞

ὤ ⁸ ̕ ₥ ὤ Ь ⁞̔SNMPv1ȁ

SNMPv2CȁSNMPv3Ȃ 

Ю ѝ ₥ ὤ Ԉ ὤ ⁞ 

ὤ ὤ ⁞ ⁞ ╗  

SNMPv1 noAuthNoPriv    

SNMPv2c noAuthNoPriv    

SNMPv3 noAuthNoPriv    

SNMPv3 authNoPriv MD5
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4̔ ̆ 27 э ̆ ѬȂ 

5̔16 ⁸ḣ̆ 27 э ̆ ѬȂ 

6-127̔ᶑ Ȃ 

128-255̔ Ȃ 

SNMP  

SNMP ᴐ ὤ Ю ̆ SNMP ₥̆

Ἴ ὡὤ Ȃ 

 

SNMPv1/SNMPv2C ұὭ ᴇ̂Community-based̃ ὤ ̆SNMP
Ԇ ̂Community-String̃ ᴐ̆б

а SNMP а ̆ х Ȃ ұ NMS Agent Ѯ
Ȃ 

¸ Ԉ ‟ Ὧ ̆ IP NMS Ԉ ̕ 

¸ Ԉ Ὥ ᴇ ᴐ ̆ ReadOnlŷ ̃ ReadWritê ᾗ̃̕  

¸ ̆ ұ ұ Ȃ ̆ ἵ   
MIB ̕ 

¸ Ԉ ᴳ IPȂ а ̆‡ а ⁸ᴳ

IP Ȃ ѝа ⁸ᴳ IP ̕ 

SNMP ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server community 
string [view view-name] [ro | rw] [host 
host-ip] [num] 

Ȃ 
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¸ ԈѝУ ᾗ ̕ 

¸ SNMPv3 ̆ Ԉѝὲ ᴳ ὤ ⁞̆

ȁ ╗ ̕ 

MIB ̆ ὤ Ю Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server view  
view-name oid-tree {include | exclude} 

… Уэ MIB ̆ꜛ Ὧ

MIB Ȃ 

Ruijie(config)# snmp-server group  
groupname {v1 | v2c |v3 {auth | noauth 
| priv}}  [read  readview] [write   
writeview] [access {num | name}] 

… Уэ ̆ Ὧ Ȃ 

ᴳ no snmp-server view view-name ԇ ‮ Уэ ̆ ᴳ no 
snmp-server view view-name oid-tree ԇ Уэ ѐ‮ У Ȃ҂ Ԉ

ᴳ no snmp-server group groupname ԇ ‮ Уэ Ȃ 

SNMP  

Ԉᴳ ұ ὤ ὤ ̆ ұ ҮἼNMS ᴳ  

ұ SNMPv3 ̆ Ԉ ὤ ⁞ȁ ̂MD5 SHAпȁ ԇȁ

╗ ̂ ₥ DESп  

SNMP ̆ ὤ Ю Ю ԇ̔ 
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ԇ ᴐ  

Ruijie(config)# snmp-server host host-addr 
traps [version {1|2c |3 [auth | noauth | 
priv]}] community-string [udp-port port-num] 
[type] 

SNMP ў ̆ў

̆ ̆ ̂

SNMPv3 Ю ȁ̃ ὤ

⁞̂Ө SNMPv3 ̃  

 

SNMP Ԇ  

Ԉ SNMP Agent ̆ ȁ ᴁ ȁ

‟ ᶕ ̆NMS Ҿ ̆ᵳ Ԉ ӝ̆

ᴁ ᶕ Ȃ 

SNMP Ԇ ̆ ὤ Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server contact text  

Ruijie(config)# snmp-server location text ᴁ  

Ruijie(config)# snmp-server chassis-id 
number ‟  

 

Ѭ SNMP Ԇ  

ѝҩ῏ ̆ Ԉ Ѭ SNMP Ԇ ꜛ Ȃ ὤ

Ю̆ Ю ԇ̔ 
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Ὧ SNMP Ԇ  

а ұ ԇ̆ ӊ ᵏҩὯ snmp Ԇ ԇ̆ ԇֶ snmp
ת̆╘ аֶ Ԇ ᶕ ̕ Ὧ SNMP Ԇ ╘̆ ὤ

Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# no enable service 
snmp-agent  Ὧ SNMP Ԇ ╘ 

 

Agent ў╟ NMS Trap  

Trap Agent а ў╟ NMS ̆ ұ УҾ Ү

֒ Ȃ аἵ Agent ў╟ Trap ̆ ἵ ̆ ὤ

Ю̆ Ю ԇ̔ 

ԇ ᴐ  

Ruijie(config)# snmp-server enable 
traps [type] [option]  ἵ Agent ў╟ Trap  

Ruijie(config)# no snmp-server 
enable traps [type] [option] Agent ў╟ Trap  

 

Link Trap  

ѐ Ԉ ұ LinkTrap̆ ╖ ̆

Link SNMP̆ע   LinkTrap, Ѯ‡а Ȃ ᾳЮ̆ ╖

Ȃ 

ԇ ᴐ  

Ruijie(config)# interface interface-id ὡ  

Ruijie(config-if)# [no] snmp trap 
link-status 

Ὧ link trap
╖ . 

Ю ѝа Link trap: 

Ruijie(config)# interface gigabitEthernet 1/1 
Ruijie(config-if)# no snmp trap link-status 
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SNMP logging: enabled 
SNMP agent: enabled 

. 

ұЭ ᶕ Ю ̔ 



SNMP  
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entPhysicalContainsEntry  
entPhysicalContainsEntry.entPhysicalChildIndex 

entLastChangeTime 

SNMP  

Ю̆ show snmp user ₥Ԇ Э SNMP
Ȃ 

Ruijie# show snmp user  

User name: test 

Engine ID: 8000131103000000000000 
storage-type: permanent     active 

Security level: auth priv 
Auth protocol: SHA 

Priv protocol: DES 
Group-name: g1 

SNMP  

Ю̆ show snmp group ₥Ԇ Э Ȃ 

Ruijie# show snmp group  
groupname: g1 
securityModel: v3 

securityLevel:authPriv 
readview: default 

writeview: default 
notifyview:  

groupname: public 
securityModel: v1 

securityLevel:noAuthNoPriv 
readview: default 

writeview: default 
notifyview:  

groupname: public 
securityModel: v2c 

securityLevel:noAuthNoPriv 
readview: default 

writeview: default 
notifyview: 

Ю̆ show snmp view ₥Ԇ Э Ȃ 

Ruijie# show snmp view  



SNMP  

http://www.ruijie.com.cn 

default(include) 1.3.6.1 
test-view(include) 1.3.6.1.2.1 

SNMP ѡᴿ 

ὴ ᴿ 

¸  

̆ ᴐ NMS Ԉ ̆NMS IP ѝ

192.168.12.181̆ IP ѝ 192.168.12.1̆ ᴐ Э ҩ

֒̂Ԉ HP OpenView ѝᴿ̃Ȃ 

 

5  SNMP ὴ  

¸ έᴇ  

╟ SNMP Ԇ ╘̔ 

Ruijie(config)# snmp-server community public RO 

ὤ Ю̆ ԈЭ ԇ̆ ᵳ ╟ҩ SNMP Ԇ ╘╖

̆ NMS ᵳ Ԉ SNMP ҩ̆а ҩ

̆а ᶢ ̆ Ȃὲӹ Ȃ 

ᾗ ╖ ̆ Ԉ Ю ̔ 

Ruijie(config)# snmp-server community private RW 

ԈЮ SNMP УҾԆ ̆NMS Ԉ Ҿ

УҾ ᶕ ̆ ѝ ̔ 

Ruijie(config)# snmp-server location fuzhou 
Ruijie(config)# snmp-server contact wugb@i-net.com.cn 
Ruijie(config)# snmp-server chassis-id 1234567890 
0987654321 
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ԈЮ ̆ ἵ ў╟ NMS УҾ Trap ̆ ѝ

̔  

Ruijie(config)# snmp-server enable traps  
Ruijie(config)# snmp-server host 192.168.12.181 public 

Э ̆ SNMPԆ ̆NMSᵳ Ԉ

ҩ̆Ԉ HP OpenView ѝᴿ̆ Ԉӊ ̆ Ю ̔ 

 

6   

Ԉ ѐ ἷ ̆   HP OpenView
TOOL->SNMP MIB Brower ̆  Ю ̆ Name ѐ ὡ IP
192.168.12.1̆ Community Name ѐ ὡ Public̆ MIB έᴇ

ἷ̆ Ю SystemȂ   Start Query̆ᵳ MIB
ҩ̆έᴇ
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7  MIB  

HP OpenView ╖ ̆ ̆ Ԉ  

̆ὲӹ έᴇ SNMP ╖ ̆ ֒ ̆ а

̔ 

 

8   

SNMP ‟ Ὧ ⁸ ᴿ 

ӊ Ԉ ‟ Ὧ ̆ ‟ ѐἵ NMS Ԉ‾

SNMP Agent ̆ ⁸ NMS ̆ SNMP  
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ὤ Ȃ 

ὤ Ю̔ 

Ruijie(config)# access-list 1 permit 192.168.12.181 
Ruijie(config)# snmp-server community public RO 1 

Э ̆ IP ѝ 192.168.12.181 ў ‾ SNMP
ҩȂ   

SNMPv3 Ὧ ᴿ 

ԈЮ ἵ SNMPv3 ̅╗ v3user
MIB-2(1.3.6.1.2.1) Ю Ȃ ѝ MD5̆
ᴳ ѝ MD5-Auth̆ DES ╗ ̆╗ ѝ DES-PrivȂ ἵ

192.168.65.199 Ԉ SNMPv3 TrapȂ Trap ᴳ ѝ v3user,
̅╗ ̆ ѝ MD5̆ᴳ ѝ

MD5-Auth̆ DES ╗ ̆╗ ѝ DES-PrivȂ 

Ruijie(config)# snmp-server view v3userview 1.3.6.1.2.1 include 
Ruijie (config)# snmp-server group v3usergroup v3 priv read 
v3userview write v3userview 
Ruijie (config)# snmp-server user v3user v3usergroup v3 auth 
md5 md5-auth priv des56 des-priv 
Ruijie (config)# snmp-server host 192.168.65.199 traps version 
3 priv v3user 
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~ 注意： 

ӊ ₥ Ԉ Ȃ ḣ 1-65535 Ѯ ̆ Ԉ

10 ⁸ Ȃ 

 

Bucket-number̔ ⁸ ҩ ȁ Ȃ э שּ ̆

У Ȃ ᶑ Ю ̆Bucket-number ҩᶑ

̆ ⁮ ḣ ̆‡ ȂBucket-number ḣ

1-65535̆ ḣ 10Ȃ 

Interval̔ Ȃ ḣ 1800 ̆ ḣ 1-3600 Ѯ Ȃ 

Ү֒  

ᴔ Ԉᴳ Ю ԇ ̔ 

ԇ ᴐ  

Ruijie(config)# rmon alarm number variable 
interval {absolute | delta} rising-threshold value 
[event-number] falling-threshold value 
[event-number] [owner ownername] 

╗Уэ ⁸  

Ruijie(config)# rmon event number [log]  [trap 
community] [description description-string] ╗УэҮ֒   

Ruijie(config)# no rmon alarm number  ‮ Уэ  

Ruijie(config)# no rmon event number  ‮ УэҮ֒  

number̔ (Ү֒ ) ̆ 1-65535Ȃ 

variable̔ Ȃ Ȃ 

interval̔ Ȃ <1-4294967295> 

Ὧ Absolute ⁮ ḣ Э ȁЮ ̆Ὧ Delta
‾ Э ḣ Э ȁЮ Ȃ 

value ѬҩЭ ȁЮ ḣȂ 

event-number̔ ҩЭ Ю Ḁ̆ Ү֒ ѝ Event-number
Ү֒Ȃ 

Ὧ Log Ү֒ ╟ᴐ ̔ Ү֒ 

Ὧ Trap Ү֒ ╟ᴐ ̔ Trap ⁮ Ȃ 

community̔ Trap Ȃ 

description-string̔Ү֒  
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RMON  

ԇ ᴐ  

Ruijie(config)# show rmon alarm  

Ruijie(config)# show rmon event Ү֒  

Ruijie(config)# show rmon history   

Ruijie(config)# show rmon statistics   

 

RMON ᴿ 

ᴿ 

Ԉ 3̆ᴳ Ю ԇ̔ 

Ruijie(config)# interface gigabitEthernet 0/3 
Ruijie(config-if)# rmon collection stats 1 owner zhangsan 

ᴿ 

10 ‍ Ԉ 3 ᶕ ̆ᴳ Ю ԇ̔ 

Ruijie(config)# interface gigabitEthernet 0/3 
Ruijie(config-if)# rmon collection history 1 owner zhangsan 
interval 600 

Ү֒ ᴿ  

Уэ MIB ╖ ȂЮ ᴿ ҩ

MIB-II ѐ IfEntry ѐ ᴿ ifInNUcastPkts.6( 6 Э ⁮ э ̆

ᴿ ѝ 1.3.6.1.2.1.2.2.1.12.6) ╖ Ȃέᴇ╖ ѝ̔Ӈ

30 6 Э ⁮ э ̆ע ⁮ э

Э (30 ₥) ╗ҩ 20 э 20 эԈЭ̆ Э ╗ 10 э
10 ԈЮ̆‡ ̆ Ү֒ 1 ᴐ( ⁮

ѐ̆ ѝĿrmonĿ Trap̆Ү֒ ѝľifInNUcastPkts is too 
muchĿ)Ȃ Ү֒ ѝ zhangsanȂ 

Ruijie(config)# rmon alarm 10 1.3.6.1.2.1.2.2.1.12.6 30 delta 
rising-threshold 20 1 falling-threshold 10 1 owner zhangsan 
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Ruijie(config)# rmon event 1 log trap rmon description "ifIn
NUcastPkts is too much " owner zhangsan 

rmon ᴿ 

show rmon alarm 

Ruijie# show rmon alarm 
Alarm : 1 

Interval : 1 
Variable : 1.3.6.1.2.1.4.2.0 

Sample type : absolute 
Last value : 64 

Startup alarm : 3 
Rising threshold : 10 

Falling threshold : 22 
Rising event : 0 

Falling event : 0 
Owner : zhangsan 

show rmon event 

Ruijie# show rmon event  
Event : 1 
Description : firstevent 

Event type : log-and-trap 
Community : public 

Last time sent : 0d:0h:0m:0s 
Owner : zhangsan 

Log : 1 
Log time : 0d:0h:37m:47s 

Log description : ipttl 
Log : 2 

Log time : 0d:0h:38m:56s 
Log description : ipttl 

show rmon history 

Ruijie# show rmon history  
Entry : 1 

Data source : Gi1/1 
Buckets requested : 65535 
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Buckets granted : 10 
Interval : 1 

Owner : zhangsan 
Sample : 198 

Interval start : 0d:0h:15m:0s 
DropEvents : 0 

Octets : 67988 
Pkts : 726 

BroadcastPkts : 502 
MulticastPkts : 189 

CRCAlignErrors : 0 
UndersizePkts : 0 

OversizePkts : 0 
Fragments : 0 

Jabbers : 0 
Collisions : 0 

Utilization : 0 

show rmon statistics 

Ruijie#  show rmon statistics 
Statistics : 1 
Data source : Gi1/1 

DropEvents : 0 
Octets : 1884085 

Pkts : 3096 
BroadcastPkts : 161 

MulticastPkts : 97 
CRCAlignErrors : 0 

UndersizePkts : 0 
OversizePkts : 1200 

Fragments : 0 
Jabbers : 0 

Collisions : 0 
Pkts64Octets : 128 

Pkts65to127Octets : 336 
Pkts128to255Octets : 229 

Pkts256to511Octets : 3 
Pkts512to1023Octets : 0 

Pkts1024to1518Octets : 1200 
Owner : zhangsan 
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RIP  

RIP Ӯ 

RIP (Routing Information Protocol) У ̆ Ԉ Ӯ

ѐ ⁮ҩ У ȂRIP ̆ У

ȂRIP RFC 1058 ѐ ѬȂ 

RIPᴳ UDP Ӈ ᶕ ̆UDP ѝ 520Ȃ ᾳЮRIPv1 ѝ

̕ RIPv2 ѝ ̆ ѝ 224.0.0.9ȂRIP 30 
У Ȃ 180 
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¸ ‍→ ̂ ̃ 

¸ RIP Ѭ̂ ̃ 

¸ Ὧ ╟ ̂ ̃ 

¸ RIP ̂ ̃ 

¸ RIP ̂ ̃ 

¸ RIP ⁸̂ ̃ 

¸ ὯұԈЮў ̆ ȇIP “ Ὧ” Ȉ Ȃ 

¸ RIP ᶕ  

¸ VLSMs ̂ RIPv2̃ 

… RIP  

RIP ̆ Ἴ … RIP ̆ Ѭб RIP
Ὧ Ȃ 

… RIP ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# router rip … RIP  

Ruijie(config-router)# network network-number ѬὯ  

 

& 说明： 

Network ԇ Ѭ Ὧ ч ̔ 

1̃RIP Ὧ ᶕ ̕ 

2̃RIP Ὧ ᶕ Ȃ 

 

RIP  

RIP ѝ ̆ RIP ᶕ ּ ̆‡

̆Ԉᵳ RIP ‾ ᶕ Ȃ 

RIP ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(conf-router)# neighbor ip-address RIP  
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ԇ ᴳ ̆ Ԉ ⁸ ἵ RIP ̆ ⁸У

э ̆ ѐ

passive-interface ԇȂὯұ ᶕ ⁸ Ὧ ̆ ȇIP “
Ὧ” Ȉѐ “ ” Ȃ 

 

& 说明： 

FRȁX.25 ̆ ҩ Broadcast Ὧ ̆‡

neighborȂNeighbor ԇ ᴐ ᴇ ῏ ЭȂ 

 

‍→  

IP Э̆ ̆

‍→ ⁸Ԉ ὁ Ȃ ‍→ Ԉ Ҿ ᶕ

ӱ ҃⁮ Ҿ ᶕ   ̆ ѝִעҩ э Ѯ ᶕ

Ӈ Ȃ 

ұ ̂ ѐ ȁX.25 ̃̆ ‍→ ‍

҃а⁮ὤ ᶕ Ȃ ᾳЮ̆ Ὧ ‍→Ȃ У

э ҩ IP ̆҂ ‍→ Ȃ 

Ὧ ‍→̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# no ip split-horizon Ὧ ‍→ 

Ruijie(config-if)# ip split-horizon ‍→ 

ѝ ѝ ‍→Ȃ 

Ѭ RIP  

ӊ RIP 1 2̆RIPv2 Ԉ ȁ ȁ ȁ

CIDR VLSMsȂὲѐ ȁVLSMs ȇIP “ Ὧ”
ȈȂ 

ᾳЮ̆ ӊ Ԉ RIPv1 RIPv2 ת̆ꜛ RIPv1
ꜛȂ Ԉ ̆ RIPv1 ꜛ̆҂ Ԉ

RIPv2 ꜛȂ 

֒ ꜛ̆ ѐ ԈЮ

ԇ̔ 
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ԇ ᴐ  

Ruijie(config-router)# version {1 | 2} Ѭ RIP  

ԈЭ ԇᴳ ֒ ᾳЮ ꜛ̆ Ԉ

э ѝȂ 

э ꜛ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip send version 1 RIPv1 ꜛ 

Ruijie(config-if)# ip rip send version 2 RIPv2 ꜛ 

Ruijie(config-if)# ip rip send version 1 2 RIPv1 RIPv2
ꜛ 

э ꜛ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-if)# ip rip receive version 1 RIPv1 ꜛ 

Ruijie(config-if)# ip rip receive version 2 RIPv2 ꜛ 

Ruijie(config-if)# ip rip receive version 1 2 RIPv1 RIPv2
ꜛ 

 

Ὧ ╟  

RIP ╟ ̆ ̆ ╟

ȂRIPv2 ᾳЮ ╟ ̆RIPv1 а ╖ Ȃ 

RIPv2 ╟ ╖ ̆ ҩ ל Ȃ

̆ ѐ а⁮ꜛ ᾃ ̆ Ԉ

Ȃ 

ֶ ̆ў ԈЮ ̔ 

¸ RIP ̆ ֶ ⁮ִἼ ̕ 

¸ RIP ̆֗ᴉ ̆῏ ҩ Ȃ 

⁮έᴇ ̆ а ⁮ ̆

Ὧ ╟ ╖ Ȃ 

╟ ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# no auto-summary Ὧ ╟  
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Ruijie(config-router)# auto-summary ╟  

Ὧ ╟ ̆ Ԉ ̆ э Ю

̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
Ruijie(config-if)# ip summary-address rip 
ip-address ip-network-mask  

Ruijie(config-if)# no ip summary-address rip
ip-address ip-network-mask  

 

RIP  

RIPv1 а ̆ RIPv2 ̆ Ԉ

Ȃ 

ѕ Ѭҩ ᴳ ̆ ѕ ̆ ᴳ ҩ

ѕ̆҂аֶ ѝ Ȃ 

ӊ ч RIP ̔ MD5 Ȃ ѝ

Ȃ 

RIP ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
Ruijie(config-if)# ip rip authentication  
key-chain key-chain-name 

ѕ̆ RIP
 

Ruijie(config-if)# ip rip authentication mode  
{text | md5} 

RIP  
̔ MD5 

ѕ ̆ ȇIP “ Ὧ” Ȉѐ “
” Ȃ 

RIP  

RIP ᵏҩ ╖ ̆ Ԉ έᴇ ᾳ ̆ᴳ RIP
Ȃ Ԉ ԈЮ ̔ 

̔Ԉ ̆ Ѭҩ ̕ 

̔Ԉ ̆ Ѭҩ ѐ ѝ ̕ 

̔Ԉ ̆ ̆   ̕ 

ԈЭ ̆ ֶ╗ Ԉ Ȃ

RIP ̆ RIP ѐ ԈЮ ԇ̔ 
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ԇ ᴐ  
Ruijie(config-router)# timers basic update 
invalid flush  RIP  

ᾳЮ̆ ѝ 30 ̆ ѝ 180 ̆ ѝ 120 Ȃ 

 

& 说明： 

У Э ̆RIP ḣУ У Ȃ 

 

RIP  

ᾳЮ̆RIP ֶ ̆ ̆

RIP ֶх Ȃ″ ̆ ″ IP б IP
ᾃȂ IP ̆ аֶ Ȃ 

̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# no validate-update-source Ὧ  

Ruijie(config-router)# validate-update-source ╟  

 

RIP ⁸ 

Ҿ ᾳЮ̆ RIP ᴐ ̆ Ө ҃ RIP ̆

а RIP ̆ Ԉ ╟ ̕ э

̆‡ Ԉᴳ ԇ RIP ⁸Ȃ 

ѝ ╟ ̆ RIP ѐ ԈЮ ԇ̔ 

ԇ ᴐ  
Ruijie(config-router)# passive-interface {default | 
interface-type interface-num} ╟  

Ruijie(config-router)#no passive-interface {default
| interface-type interface-num} ╟  

 

& 说明： 

╟ ⁮ RIP ̆а ת̕ ⁮ RIP̂ ̃

ֶ̆ ̆ ѝ Ҿ ҩ ᾳȂ 
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ἵ RIP ̆ ѐ ԈЮ ԇ 

ԇ ᴐ  

Ruijie(config-if)# no ip rip receive enable RIP

Ruijie(config-if)# ip rip receive enable ἵ RIP

ἵ RIP ̆ ѐ ԈЮ ԇ 

ԇ 
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1  RIP ‍→ ᴿ  

⁮ԈЮ ̔ 

1̃ RIP ̕ 

2̃ RouterBȁRouterC ҵ ⁮ ̕3̃RouterE
⁮ 192.168.12.0/24 Ȃ 

¸ έᴇ  

ᴿ ѐ̆ѝҩ ⁮ ̆RouterA RouterD У Ὧ ‍→

╖ Ȃ ‡ RouterA аֶ RouterB RouterC̆RouterD ҂

аֶ 192.168.12.0 RouterEȂԈЮѝ έᴇ Ȃ 

A ̔ 

# Ԉ  
interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

#  
interface Serial1/0 

ip address 192.168.123.1 255.255.255.0 
encapsulation frame-relay 

no ip split-horizon 

# RIP  
router rip 
version 2 

network 192.168.12.0 
network 192.168.123.0 

B ̔ 

# Ԉ  
interface FastEthernet0/0 

ip address 172.16.20.1 255.255.255.0 

#  
interface Serial1/0 
ip address 192.168.123.2 255.255.255.0 

encapsulation frame-relay 

# RIP  
router rip 
version 2 

network 172.16.0.0 
network 192.168.123.0 

no auto-summary 

C  



RIP  

RIP
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2  RIP ᴿ  

Router A RIP ꜛ ѝ Keyă ѝ KeyaȁKeyb
RIP ꜛ̕Router B RIP ꜛ ѝ Keyb̆ ѝ Keyaȁ

Keyb RIP ꜛȂ 

¸ έᴇ  

A ̔ 

# ѕ  
key chain ripkey 

key 1 
key-string keya 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

key 2 
key-string keyb 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

# Ԉ  
interface FastEthernet0/0 
ip address 192.168.12.1 255.255.255.0 

ip rip authentication mode md5 
ip rip authentication key-chain ripkey 

# RIP  
router rip 

version 2 
network 192.168.12.0 

B : 

# ѕ  
key chain ripkey 

key 1 
key-string keyb 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 00:00:00 Dec 5 2000  
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key 2 
key-string keya 

accept-lifetime 00:00:00 Dec 3 2000 infinite 
send-lifetime 00:00:00 Dec 4 2000 infinite 

# Ԉ  
interface FastEthernet0/0 

ip address 192.168.12.2 255.255.255.0 
ip rip authentication mode md5 

ip rip authentication key-chain ripkey 

# RIP  
router rip 
version 2 

network 192.168.12.0 

RIP ᴿ  

¸  

Ь ὤ Э̆ зὤ RIP Ȃ IP ‍

3Ȃ 

 

3  RIP ᴿ  

RIP ̆ ԈЮ ̔ 

1̃ Router A Ԉ ⁮ Router C ̕ 

2̃ Router C а⁮ Router A Ȃ 

¸ έᴇ  

ѝҩ ԈЭ ̆ A RIP Ȃ 

A ̔ 
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# Ԉ  
interface FastEthernet0/0 

ip address 192.168.12.1 255.255.255.0 

#  
interface Loopback0 
ip address 192.168.10.1 255.255.255.0 

# RIP  
router rip 

version 2 
network 192.168.12.0 

network 192.168.10.0 
passive-interface FastEthernet0/0 

neighbor 192.168.12.2 

B ̔ 

# Ԉ  
interface FastEthernet0/0 
ip address 192.168.12.2 255.255.255.0 

#  
interface Loopback0 

ip address 192.168.20.1 255.255.255.0 

# RIP  
router rip 

version 2 
network 192.168.12.0 

network 192.168.20.0 

C ̔ 

# Ԉ  
interface FastEthernet0/0 

ip address 192.168.12.3 255.255.255.0 

#  
interface Loopback0 

ip address 192.168.30.1 255.255.255.0 

# RIP  
router rip 
version 2 

network 192.168.12.0 
network 192.168.30.0 

 



Ὧ  

http://www.ruijie.com.cn 

Ὧ  

IP  

 

̆ᴳ ꜛ ּ ⁮

Ȃ а ⁮УҾ ̆ ֶ ︠‍ Ȃ

Ԉ ‎ ꜛ Ȃ 

̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip route [vrf vrf_name] network  
mask {ip-address | interface-type interface-number 
[ip-address] } [distance]  [tag tag]  [permanent] 
[weight weight] 

 

Ruijie(config)# no ip route network mask ‮  

Ruijie(config)# ip static route-limit number ḣ 

Ruijie(config)# no ip static route-limit 
ḣ 

ᴿ ̆ ľ╟ ᴿ Ŀ Ȃ 

‮ ╟ᴐ̆ ӊ Ѩᶑ Ȃת ᴔ Ԉ ╟

⁮ Ԇ ̆ ̆ꜛ

ᾃ ȂԈЮѝ ӊ

̔ 

 ḣ 

 0 

 1 

OSPF  110 

RIP  120 

а  255 

̆ Ԉ RIPȁOSPF ╟ ̆а
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ѐ ҩ ‍ Ȃ Ҿ Ѯ Ԉ Ԉ ╟

̆ ұ ѐ ѝ ̆ӱ ҩᴐѝ

Ȃ Ѭҩ ת̆ ѐ

Network ԇ Ѭ ̆╟ аֶ ̆ ‍

ԇȂ 

Уэ ұľdownĿ ̆ ὤ ӱ ѐ

Ȃ ̆ ӊ а⁮ ЮУ ̆ ҂

ֶӱ ѐ Ȃ 

VRF ╗⁮ VRFѐ̆ ҩ  ת̆  

VRF VRF а ̆ аֶ ╗ ╖̆ VRF̆‡ ╗

⁮ὤ ѐȂ 

ѝ 1̆ Ԉᴳ show ip route weight ԇ

Ȃ weight ұ WCMP╖ ̆ ⁮

̆Ӈ ֶ ḣ‍ ̆weight



Ὧ  

http://www.ruijie.com.cn 

 

& 说明： 

default-network ӊ ԈЮ ֒ а

ת̆ ѐ ⁮ Ȃ 

֒Ю̆RIP ҂ Ԉּ ת̆ RIP ּ Уэ

╕ ̆ ̆ ὲ ⁮ҩ 0.0.0.0/0
Ȃ 

 

̆а ╟ ҃⁮ ӊ ̆

show ip route ԇ ̆ ѐ ľgateway of last resortĿֶ Ὧ

ᶕ ȂУэ ֶ ѝḀ ת̆

ѝľgateway of last resortĿȂ 

֓  

╖ ̆ Ԉ ֓ ⁸̆ ֓

а ⁮ У Ȃ У ֓ ̆ У

У ̆‡ ҩ ╖ Ȃ 

֓ ̆ ὤ ѐ ԈЮ ԇ̆ ԇ no ѝ

֓  

ԇ ᴐ  

maximum-paths [number] ֓ (1-32) 

 

‍  

‍  

ѝҩ э ̆ ӊ ᵏҩ ᶕ ӱУэ

‍ ⁮ Уэ ╖ Ȃ ᴔ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍ ⁮

OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

ԈЮ ‟ ҩ ‍ ֗╘‟ ̆ ֗╘‍ѝ э ‍̔ 

1. Ѭ ‍ ̆Уэ Ԉ ̆

‟̆ ҩ₥ ̆   ̕ 
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2. Ѭ э רּ ‡ ֒̕ 

3. Ѭ רּ ‡ ̆ ᴐ̕ 

4. ѐ Ȃ б“ Ὧ” ת̆ а

̆ὲ match б set ԇ а Ȃ 

Ѭ ‍ ̆ ὤ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# route-map route-map-name  
[permit | deny] sequence 

Ѭ  
sequence ̔0-65535 

Ruijie(config)# no route-map  
route-map-name {[permit | deny] sequence} ‮  

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set
ԇȂ match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ

ᴐȂ 

Ѭ ‡ רּ ֒̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-route-map)# match interface     
interface-type interface-number 

רּ ЮУ  
interface-type̔ 
AggregateportȁDialerȁ 
GigabitEthernet ȁ

Loopbackȁ 
MultilinkȁNullȁTunnelȁ 
Virtual-pppȁ 
Virtual-templateȁVlan 

Ruijie(config-route-map)# match ip address  
Access-list-number […access-list-number] 

רּ ‟ ѐ  
Access-list-number ̔
1-199ȁ1300-2699 

Ruijie(config-route-map)# match ip next-hop   
access-list-number […access-list-number] 

רּ ‟ ѐ ЮУ

 
access-list-number ̔1-199

Ruijie(config-route-map)# match ip 
route-source access-list-number 
[…access-list-number] 

רּ ‟ ѐ

 

Ruijie(config-route-map)# match metric 
Metric 

רּ ḣ 
Metric ̔0ĺ4294967295 

Ruijie(config-route-map)# match route-type 
{local | internal | external [level-1 
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  ⁸̆ᴳ ⁮ ȁ ̆

ᶕ֗ ȁ Ȃ Ҕ̆ ֶ

̆ ⁞ ᶕ н╘ ̆ ︠‍

Ȃ 

⁸  

ѝҩ ὲ ╟ ⁮ 1 ᶕ ̆ᴔ Ԉ

⁸̆ ⁸ Ȃ 

⁸ ̆ ѐ ԈЮ ԇ: 

ԇ ᴐ  

Ruijie(config-router)# distribute-list   
{[access-list-number | access-list-name]  
prefix prefix-list-name [gateway 
prefix-list-name] | gateway 
prefix-list-name} out  
[interface-type interface-number] 

‟ ‡̆ἵ

Ҿ ‍   Ȃ 
prefix̂
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⁸ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config-router)# distribute-list   
{[access-list-number | access-list-name] | prefix  
prefix-list-name [gateway prefix-list-name] 
| gateway prefix-list-name} in [interface-type  
interface-number] 

‟ ‡̆ἵ

‍

Ȃ 
prefix̔ Ὧ

₥ ‟ ̕

₥ ‟ ip 
prefix-list Ȃ 
gateway̔ᴳ ₥ ‟

‍

Ȃ 
Ruijie(config-router)# no distribute-list 
{[access-list-number | name] | prefix  
prefix-list-name [gateway prefix-list-name] |  
gateway prefix-list-name } in [interface-type  
interface-number] 

⁸  

ᴿ 

‍ ᴿ  

¸  

У ̆ RIP бὲ Ӈ ᶕ ̆ 3 ̆

ἵ RIP ‍ 172.16.1.0/24ȁ192.168.1.0/24 ч Ȃ 

¸ έᴇ  

҂ ѐ ᴿ ̆ ‍ ‟ Ȃ

ԈЮ ѐ ‍ ḣ̆ ѝ ‍ ѝ

̆RIP ֶ ╟‍ ḣȂRIP ѐ бὯ ╟

̆ ѝ ‟ ѐἵ 172.16.1.0/24 ̆RIP
̆ Ἴ ̆ з а  172.16.0.0/16
Ȃ 

Ruijie(config)# ip route 172.16.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.1.0 255.255.255.0 172.200.1.2 
Ruijie(config)# ip route 192.168.2.0 255.255.255.0 172.200.1.4 
! 

Ruijie(config)# router rip 
Ruijie(config-router)# version 2 
Ruijie(config-router)# redistribute static 
Ruijie(config-router)# network 192.168.34.0 
Ruijie(config-router)# distribute-list 10 out static 
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Ruijie(config-router)# no auto-summary 
! 

Ruijie(config)# access-list 10 permit 192.168.1.0 
Ruijie(config)# access-list 10 permit 172.16.1.0 

RIP&OSPF ‍ ᴿ  

¸  

Ь ̆ 1Ȃ A ұOSPF ̆ C ұRIP
̆ B чэ Ȃ A 192.168.10.0/24ȁ

192.168.100.1/32 ч ̆ C 200.168.3.0/24ȁ200.168.30.0/24
Ȃ 

 

1  RIP&OSPF ‍ ᴿ  

OSPF ‍ RIP ѐ ̆ ѝ Type-1̕RIP ‍ OSPF
ѐ 192.168.10.0/24 У ̆ з ḣ ѝ 3Ȃ 

¸ έᴇ  

Ѯ ‍ ̆ Ԉ ‍ ‟ ת⁸̆

а а ̆‍ ‟ ṁа⁮ ̆

⁸Ȃ ‍ ‟ ᵏҩ ⁸╖ ת̆ ҂ ̆У ᾳ

Ю Ԉа а ̆ᴳ Ȃע ᴿ

Ȃ 

A ̔ 

Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.10.1 255.255.255.0 
Ruijie(config)# interface loopback 1 
Ruijie(config-if)# ip address 192.168.100.1 255.255.255.0 
Ruijie(config-if)# no ip directed-broadcast 
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! 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.12.55 255.255.255.0 
! 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 192.168.10.0 0.0.0.255 area 0 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 
Ruijie(config-router)# network 192.168.100.0 0.0.0.255 area 0 

B ̔ 

Ruijie(config)# interface gigabitEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.5 255.255.255.0 
! 

Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 200.168.23.2 255.255.255.0 

# OSPF̆ ‍  

Ruijie(config)# router ospf  
Ruijie(config-router)# redistribute 
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A ⁮ OSPF : 
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ұ ⁸  

⁸ 

 

LAN ѐ ȁ ꜛ ̆ ֶ ּ

ΰ ╗Ȃ ᾳ ԏ Ѯѝ LAN Ȃ

ӊ Ȃ 

ԏ Ԉ‍⁞ ȁ ⁸Ȃ ⁮

ȁ ꜛ ḣ ̆ ἵ

ḣ ̆   ḣ ‍ х ̆ ⁮ ̆ӱ

ὁ ὡ LAN ѐ Ȃ 

⁸ 

Ю̆ ᴳ Ю ԇ ⁸̔   

ԇ ᴐ  

Ruijie(config-if)# storm-control 
{broadcast | multicast | unicast} 
[{ level percent | pps packets |  
rate-bps] 

broadcast ⁸╖

 
multicast 
⁸╖  

level percent̔ Ԉ ‍

 20 ⁸ѝ 20%
Ȃ 

pps packet̔Ԉ ѝ ᴁ

packets per second̆ ἵ

Ȃ 
Rate-bps̔Ԉ bit ѝ ᴁ ̆

Kbits per second, ἵ ︢

Ȃ 

Ԉ Ю ԇ no storm-control broadcast ,no 
storm-control multicast , no storm-control unicast Ὧ

⁸╖ Ȃ 

Ю ᴿ GigabitEthernet 0/1 Э ⁸╖ ̆ з ἵ  
ѝ 4MȂ 
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Ruijie# configure terminal 
Ruijie(config)# interface GigabitEthernet 0/1 
Ruijie(config-if)# storm-control multicast 4096 
Ruijie(config-if)# end 

 

~ 注意： 

ᾳЮ S̆32 ⁸╖ Ὧ ̆

⁸╖ ̆ ⁸ ḣѝ ‍ѮУȂ 

ұ level ⁸̆ ῆḣ ⁸

ḣ̆а ᴐ ḣ Ȃ 

Өᴳ ⁸╖ ̆ storm-control broadcast̆ ⁸

̆ ḣѝ ‍ѮУȂ 

 

⁸ᴳ  

⁸ᴳ ̔  

ԇ ᴐ  

Ruijie# show storm-control 
[interface-id]  ⁸ᶕ Ȃ 

Ю ᴿ ѝ Gi0/3 ⁸╖ ᴳ ̔ 

Ruijie# show storm-control gigabitEthernet 0/3 
Interface  Broadcast Control  Multicast Control  Unicast 
Control action 

GigabitEthernet 0/3 Disabled  Disabled   Disabled    none 

҂ ԈУ ⁸╖ ᴳ ̔ 
Ruijie# show storm-control  
Interface  Broadcast Control  Multicast Control  Unicast 

Control Action 
--------- ------------------ ------------------ ------- 

------- ------ 
GigabitEthernet 0/1   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/2   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/3   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/4   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/5   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/6   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/7   Disabled   Disabled   Disabled   none 

GigabitEthernet 0/8   Disabled   Disabled   Disabled   none 



ұ ⁸  

http://www.ruijie.com.cn 

GigabitEthernet 0/9   Disabled   Disabled   Disabled   none 
GigabitEthernet 0/10  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/11  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/12  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/13  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/14  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/15  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/16  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/17  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/18  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/19  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/20  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/21  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/22  Disabled   Disabled   Disabled   none 

GigabitEthernet 0/23  Disabled   Disabled   Disabled   none 
GigabitEthernet 0/24  Disabled   Disabled   Disabled   none 

Protected Port 
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ԇ ᴐ  

Ruijie(config-if)# switchport protected ѝᶑ  

Ԉ ԇ no switchport protected ԇ Уэ ѝ

ᶑ Ȃ 

Ю ᴿ ҩ ᴉ Gigabitethernet 0/3 ѝᶑ  

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
Ruijie(config)# interface gigabitethernet 0/3 
Ruijie(config-if)# switchport protected 
Ruijie(config-if)# end 

Protected Port  

ԇ ᴐ  

Ruijie(config-if)# show interfaces 
 switchport Ӈ  

Ԉ ԇ show interfaces switchport ᶑ i 218.82f
-0.000e(c 1 Tf
-0.60e�w4n ie(confisg)# 
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Ԉᴳ Ю ΰ ╗ Э ὤ ̔ 

¸ ᴳ Ю ԇ ὤ Ȃ 

¸ ╟ ҃ ̆ Ҿ ╟ ҃⁮ Э ὤ

̆ ⁮ ⁮ э Ȃ ̆ ╟ ҃ ὤ аֶ IP
̆ Уэ Э̆ ҩ IP ὤ ̆‡ а ᾋ
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¸ Уэ ὤ Уэ Access Port 

802.1x ╖ ὤ╖ ҵ ᴳ Ȃ802.1x ╖ ὤ╖

Ԉᶑ ᴳ ̆ᴳ ὲУ Ԉ ⁮ ⁸ ὡ Ȃ 

IP+MAC Ө IP ὤ б ACLs Ὥӎ ֒ ̆

Уэ ὤ Э ҩ ACLs̆‡ Э IP+MAC Ө

IP ὤ э ֶ῏ Ȃ 

Уэ ὤ Э ὤ ᶑ У ̆ Уэ Э ὤ ѫ

ὤ ҩ IP ὤ ̆ ѫ а IP ὤ Ȃ Уэ

ὤ ꜛ ч ὤ ̆‡а IP ὤ (
IP ὤ ִἼ )Ȃ 

ὤ ᴿ  

Ю̆ ᴳ Ю ԇ ὤ ᴿ ̔  

ԇ ᴐ  
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Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security maximum 8 
Ruijie(config-if)# switchport port-security violation protect 
Ruijie(config-if)# end 

 

& 说明： 

1. ὤ Э ҩӨ Ip Ip+Mac ὤ ̆ ҃

Mac ⁮   ὤ э ̆ аֶӊ ᴿҮ֒Ȃ 

2. ᴿӊ   trap log ᶕ Ȃ 

3. ү ὤ ᴿӊ ⁮ 1 ᾃȂ 

 

 

~ 注意： 

ұ ὤ ̂ ҩὤ ὤ з ὤ ᴿ ȁ

ҩ ὤ ̃̆ ҩ ὤ̆з ὤ ѝӨ MAC ̆‡

ὤ ̆ ᴿ ̆ ὤ аֶ х ̆ ̆а ὤ

Ю Ө MAC ὤȂ 

 

ὤ Э ὤ  

Ю̆ ᴳ Ю ԇѝ ὤ ╗ ὤ ̔  

ԇ ᴐ  

Ruijie(config-if)# switchport 
port-security mac-address mac-address 
[ip-address ip-address] 

Э ὤ Ȃ 
ip-address( )̔ ѝ э

ὤ IP Ȃ  

Ю̆ Ԉᴳ ԇ no switchport port-security mac-address 
mac-address ‮ ὤ Ȃ 

Ю ᴿ ҩ ᴉѝ gigabitethernet 0/3 Уэ ὤ ̔

00d0.f800.073c̆ ѝὲ Уэ IP ̔192.168.12.202Ȃ 

Ruijie# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# interface gigabitethernet 0/3 
Ruijie(config-if)# switchport mode access 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security mac-address 
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00d0.f800.073c  ip-address 192.168.12.202 
Ruijie(config-if)# end 

ὤ ע  

ԈѝУэ Э ὤ ע Ȃ э╖ ̆

ὤ э ̆ ̆ Ԉ ╟ ╗ ‮ Э ὤ

Ȃ 

Ю̆ ᴳ Ю ԇ ὤ ע ̔ 

 

 

ԇ ᴐ  

Ruijie(config-if)#switchport 
port-security aging{static | time 
time } 

static̔╗Э эὯ ̆ ע

ұ ὤ ╟

҃ ̆ ‡ ұ ╟ ҃

Ȃ 
Time ̔ э Э ὤ ע

̆ 0̇1440̆ ᴁ ‍ Ȃ

ѝ 0̆‡ ╖ע Э Ὧ

Ȃ ע ̆҂

Уэ ѝУэ ὤ ̆

Θ
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ԇ ᴐ  

Ruijie#show port-security 
interface [interface-id]  ὤ ᶕ Ȃ 

Ruijie#show port-security 
address ὤ ᶕ Ȃ 

Ruijie# show port-security 
address [interface-id]  э Э ὤ ᶕ  

Ruijie# show port-security  
ὤ ᶕ ̆ꜛ

ὤ ̆ ₥ ὤ Ԉ ᴿ

Ȃ 

Ю ᴿ ҩ Gigabitethernet 0/3 Э ὤ ̔ 

Ruijie# show port-security interface gigabitethernet 0/3 
Interface : Gi0/3 
Port Security: Enabled  

Port status : down 
Violation mode:Shutdown 

Maximum MAC Addresses:8 
Total MAC Addresses:0 

Configured MAC Addresses:0 
Aging time : 8 mins 

SecureStatic address aging : Enabled 

Ю ᴿ ҩ ѐ ὤ  

Ruijie# show port-security address 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 
----------------------------------------- ------------------ 

1  00d0.f800.073c   192.168.12.202    Configured   Gi0/3     8 
1  00d0.f800.3cc9   192.168.12.5      Configured   Gi0/1     7 

҂ Ԉ Уэ Э ὤ ̆Ю ᴿ ҩ gigabitstethernet 
0/3 Э ὤ   

Ruijie# show port-security address interface gigabitethernet 
0/3 
Vlan Mac Address IP Address Type Port Remaining Age(mins) 
---- --------------- ---------- ------ ------------------ 

1    00d0.f800.073c  192.168.12.202 Configured Gi0/3     8 

Ю ᴿ ὤ ᶕ  

Ruijie# show port-security 
Secure Port MaxSecureAddr(count) CurrentAddr(count) Security 
Action 

----------  ------------------  -----------------  ------- 
Gi0/1        128                     1                  Restrict 

Gi0/2        128                     0                  Restrict 
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Gi0/3        8                        1                  Protect 

 

ARP-CHECK 

 

ARP ̂ARP-CHECK̃ ұὤ Э MAC+IP ὤ╖ ̆

ᴿ DHCP Snoopinğ ὤ ὤ Ȃ х

ARP ARP̆ ᶕ ᾐἹ Ὧ IP̂ ╘

̃̆ ҔȂ 

ARP-CHECK Ь ̔ ̆Ὧ ╟ ̆ ѝ ╟ Ȃ 

Ю̆ Э ὤ ARP Ȃ Э

̆‡ э arp х Ȃ 

Ὧ Ю̆а Э ARP Ȃ 

╟ Ю̆ Э ᾳЮ̆а ARP ̕

ᾳЮ̆ ARP Ȃ 

ARP ⁸̔ 

1. ὤ ARP ֶᴳ IP ὤ

῏ У Ȃ 

2. ὤ ARP ὤ а Ȃ

ᴳԈ₥ ὤ ̆ Ԉ Ὧ ̆ᾋ ὤ Ȃ

ARP ᴳ ҩ ̆ ὲ Ὥӎ ֒ Ȃ

֒ а ̆   ‍ ὤ ARP а Ȃ 

3. MAC+IP ὤ ̆ ARP  Check  Cpŭ CPU
,ֶ ᴂ CPU Ȃ 

ARP-CHECK 

ӱ Ю ARP-CHECK 

ԇ ᴐ  

Ruijie# configure t ὡ  

Ruijie(config)#interface interface-id ὡ  

Ruijie(config-if)# arp-check arp  
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Ruijie(config-if)# no arp-check Ὧ arp  

Ruijie(config-if)# arp-check auto  
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802.1X  
 

ұAAA ╘ Ὧᾃ Ȃ802.1x ұ ⁸

̆ ὲ ᵏ б ╖ Ȃ 

ꜛ Юᾃ ̔ 

¸  

¸ 802.1x 

¸ 802.1x ₥ ḣ 

¸ 802.1x ὲ Ү  

 

& 说明： 

Ὧ CLI ԇ ᴳ ᶕ ̆ ȇ ̄
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ч ̔ ̂controlled Port̃
̂uncontrolled Port̃Ȃ

̕ ᵳ Ԉ Ȃ ԏ

Э̆ᵳ Ԉ ⁸̕ ў

╘ ̆Ԉᵳᶑ ╘ б Ȃ 

¸ ╘   

╘ ѝ RADIUS ╘ ̆ ѐб ̆ѝ ᵏ

╘Ȃ ╘ ᶑ ҩ ̆Ԉ ᶕ ̆У ╘ Ԉ

ᵏ ╘̆ Ԉ ѐ Ȃ ╘

ӱ Ȃ Ὠ 802.1x ὤ

ὸ ῆ Radius Server̆ MicroSoft win2000 Server Radius Server 
Linux Ю Free Radius ServerȂ 

ѐ Ӈҵ 

Ѯ EAPOL Ӈ ᶕ ̆ ╘

RADIUS Ӈ ᶕ ̆ Ȃ
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 4 

̔ 

¸ ̔ 

1. 802.1x̆ 802.1x ֒̂windowXp ̆

Star-supplicant ὲӹ IEEE802.1x ῆ ֒̃Ȃ 

2. ὡ ּ IEEE 802.1x (EAPOL) 

3. 802.1x̂ ̃ 

4. У ̂ ̃ ῆ RADIUS ╘ ᴐѝ ╘  

¸ ̔ 

1. б Radius Server Э ̆ ̆Ԉᵳ

б ╘ ̆Ԉ ᴳ Э  

2. б ὡ ѝ ̆Ԉ ὡ ⁸̆

Ȃ 

¸ ̔ 

1. ұ ̆ ̆Ю ̆ ̆

̆ а Ȃ 

2. ѐұ Radius Server Э̆

Э̆ᵳұ  

3. ὡ Ԉᴳ ֓ ̂ EAPOL ּ̃ 

4. а ὡ  
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802.1X 

ԏ ԈЮ ᴉ 802.1x 

¸ 802.1x  

¸ 802.1x Ү  

¸ б RADIUS SERVER Ѯ  

¸ 802.1X Ὧ 

¸ /Ὧ Уэ  

¸  

¸ /Ὧ  supplicant ╖ Ὧ 

¸ QUIET  

¸ ּ  

¸  

¸  

¸ Server-timeout 

¸ ў╟ 802.1x  

¸ 802.1x  

¸ IP  

¸ ᶕ  

¸ Ю ў ‟  

¸  

¸  

¸ ֙ ╘  

¸  

¸ б IP  

¸ ұ  

¸ VLAN ╟ ⁸ Ὧ 

¸ Ԇ ╘  

¸  

¸ EAPOL TAG Ὧ 
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802.1x  

Ю ‟  802.1x УҾ ḣ 

ᾃ  ḣ 

Authentication Ὧ  DISABLE 

Accounting Ὧ  DISABLE 

╘ (Radius Server) 
* ╘ IP (ServerIp) 
* UDP  
* (Key) 

* ḣ 
*1812 
* ḣ 

╘ (Accounting Server) 
* ╘ IP  
* UDP  

* ḣ 
*1813 

 ̂ ᵳ

̃ 

re-authentication Ὧ  

reauth_period 3600  

ἵ ᾋ  10  

ּ  3  

ּ  3  

 3 ̆ ᾃ ⁮

ᵳ ѝ  

╘  5 ̆ ᾃ ⁮ ╘

̆ᵳ ѝ  

Ю ў ‟  ḣ 

 

802.1X Ү  

¸ 802.1x ӊ ̆ ԈЮ Ȃ 

¸ 802.1x Ԉ ү Ю Ԉ Ь Ю Ȃ 

¸ Ἴ ╘ IP ̆radiuṡserver Ԉ ᴐȂ 

¸ ὤ аἵ 1X Ȃ 

¸ Aggregate Port аἵ 1X Ȃ 

¸ Ӈ Уэ ҩ 1x ╖ ̆ ֶ 1x ⁮

cpuȂ 



802.1X
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¸ б Radius Server  

802.1X Ὧ 

802.1x ̆ ֶў╟ Э ў ̆

ў аἵ Ȃ 

Ю̆ Ю 1x ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 
radius-server host ip-address [auth-port port ] 
[acct-port port] RADIUS ╘  

Radius-server key string RADIUS Key 

aaa authentication dot1x auth group radius dot1x ‟

dot1x authentication auth dot1x ‟

end  ⁮  

write ᶑ  

show running-config  

 

~ 注意： 

ұ AAA ╘ Ὧ ᾳЮ̆҂ ԇaaa domain enable ̆

dot1x authentication ԇ ‟ аֶ ᴳ ̆ ᴳ

‟ Ȃέᴇ ľ ұ AAA ╘ĿȂ 

 

ԈЮᴿ 802.1x ̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key starnet 
Ruijie(config)# aaa authentication dot1x authen group radius 
Ruijie(config)# dot1x authentication authen 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa authentication dot1x authen group radius 
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! 
username ruijie password 0 starnet 

! 
radius-server host 192.168.217.64   

radius-server key 7 072d172e071c2211 
! 

! 
! 

dot1x authentication authen 
! 

interface VLAN 1 
ip address 192.168.217.222 255.255.255.0 

no shutdown 
! 

! 
line con 0 

line vty 0 4 
!          

end 

802.1x RADIUS ̆Ἴ Radius Server IP ̆ ᶑ

б Radius Server
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ᴳ ԇ no dot1x port-control ԇὯ ╖ ȂԈЮᴿ

Ԉ 1/1 ѝ Ḍ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface f 1/1 
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config)# end 
 

ѝ Ḁ̆ ἵ EAP ̆ CPU ҂

ᾃȂ 

 

~ 注意： 

cpu а ⁮֗ᴉ EAP ̆ Ԉ Ӈ ѝ

vlan̆б vlan ‍ Ȃ 

 

 

802.1x ў╟ ̆ Ԉ аֶ ὲ

ӹ ᾐ ̆ Ԉ ̆ᴳ ῆ Ȃ ҩ Ԉ

Ὧ̆ ԏ Ԉ Ѭ Ȃ 3600 Ȃ

Ю̆ έᴇ ̆ᴳѮ

У Ȃ 

Ю̆ Ю /Ὧ ̆ з Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x re-authentication ╖  

dot1x timeout re-authperiod seconds  

End  ⁮  

Write ᶑ  

show dot1x dot1x  

ᴳ no dot1x re-authentication ԇὯ ╖ ̆ᴳ no dot1x 
timeout re-authperiod ԇ ѝ ḣȂ 

ԈЮᴿ ╖ ̆ ѝ 1000 ̔ 

Ruijie# configure terminal 
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Ruijie(config)# dot1x re-authentication 
Ruijie(config)# dot1x timeout re-authperiod 1000 
Ruijie(config)# end 
Ruijie# show dot1x 
802.1X Status:        Disabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Disabled 

̆ Ȃ έᴇ Ȃ 

/Ὧ  supplicant ╖ Ὧ 

supplicant ӊ ᴐѝ 802.1x ̆ ҂ᴳ

ҩὲ УҾ802.1x ( ҩWindowsXP 802.1x 
╖ )̆‡ ֶᴳ Ȃ 

Ԉ ╖ ̆ supplicant   802.1x ̆

ᶑ supplicant а ὲ 802.1x Ȃ ᾳЮ̆ ╖

Ὧ Ȃ 

Ю̆ Ю ȁὯ ╖ ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x private-supplicant-only ╖  
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Ruijie(config)# dot1x private-supplicant-only 
Ruijie(config)# end 
Ruijie# show dot1x 
802.1X Status:        enable 

Authentication Mode:  eap-md5 
Total User Number:    0(exclude dynamic user) 

Authed User Number:   0(exclude dynamic user) 
Dynamic User Number:  0 

Re-authen Enabled:    enable 
Re-authen Period:     2 sec 

Quiet Timer Period:   10 sec 
Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 
Server Timeout:       5 sec 

Re-authen Max:        3 times 
Maximum Request:      3 times 

Private supplicant only:   enable 
Client Online Probe:  disable 

Eapol Tag Enable:     disable 
Authorization Mode:   disable 

ᴳ no dot1x private-supplicant-only ԇὯ ╖ Ȃ 

QUIET  

̆ У ̆ ἵ ᾋ ȂQuiet Period 
ᵳ ἵ ᾋ Ȃ ḣ ᴐ ὁ  Ȃ

Quiet Period ѝ 10 ̆ 

ԏ Ԉ Quiet Period ᴳ Ԉ ᾋ Ȃ 

Ю̆ Ю Quiet Period ḣ 

ԇ ᴐ  

configure terminal  ὡὤ � EEEñH
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ᴳ no dot1x max-req ԇ ּ ѝ ḣȂԈЮᴿ

ּ ѝ 5 ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x max-req 5 
Ruijie(config)# end 

 

̆ ֶ ᾋ б Ȃ

Ѯ ̆ ѝ э ̆ Ȃ

3 ̆ ԏ Ԉ эḣȂ 

Ю̆ Ю ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x reauth-max count  

end  ⁮  

write ᶑ  

show dot1x dot1x  

ᴳ no dot1x reauth-max ԇ ѝ ḣȂԈЮᴿ

ѝ 3 ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x reauth-max 3 
Ruijie(config)# end 
Ruijie# 

Server-timeout 

ḣ Radius Server ̆ ᾃ̆ ⁮

Radius Server ̆ ѝ Ȃ 

Ю̆ Ю Server-timeoutȁ ѝ ḣ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x timeout server-timeout seconds  
╘ ̆ᴳ

ԇ no ὲ ѝ

ḣ 

end  ⁮  
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write ᶑ  

show dot1x dot1x  
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dot1x auto-req ў╟ ╖ Ȃ ╖

ᾳЮ Ὧ  

end  ⁮  

write ᶑ  

show dot1x dot1x  

ᴳ ԇ no ԈὯ ╖ ̆ ╖ ᾳЮ̆

ᴐ ̆ ў╟ ̆ Ԉ ў╟

̆ эḣ Ȃ 

ὡ ̆ ԈЮ ̔ 
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group acct-use 
Ruijie(config)# dot1x accounting acct-list 
Ruijie(config)# end 
Ruijie# write memory 
Ruijie# show running-config 

 

~ 注意： 

1) б Radius Server б  

2) AAA ₥ Ю  

3) 802.1X  

4) 802.1x ╖ Ю Ὧ  

5) Ὧ Radius Server  

6) ұ AAA ╘ Ὧ ᾳЮ̆҂ ԇ aaa domain enable    
̆dot1x accounting ԇ ‟ аֶ ᴳ ̆ ᴳ

‟ Ȃέᴇ ľ ұ AAA ╘ĿȂ 

 

ԏ ╖  ̆ NAS Э ҩ ꜛ ̆NAS 
Radius Server ꜛ̆Radius Server Э Ԉ
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ԈЮ ѝ ӊ ╖ ̔ 

ѝҩ ᵳ ὲӹ ̆ 802.1x ╖ ῆ

Э ҩ ̂ ὤ ұ ῆѮЭ̆ ֗ᴉ б IEEE 802.1x аὸ

̃Ȃ 

IP  

802.1x̆ Ԉ ⁸ ᴳ IPȂ
IP IP Ȃ IP ̔

DISABLE ȁ DHCP SERVER ȁ RADIUS SERVER  ȁ

SUPPLICANT ȂЮ ‍⁞Ӯ ᴐ ̔ 

DISABLE ̂ ̃̔ Ю̆ а IP ṁ ⁸̆

ᵳ Ԉᴳ Ȃ 

DHCP SERVER ̔ IP DHCP SERVER ̆

DHCP SERVER ‍ IP IP̆ ұ DHCP Ԉᴳ DHCP 
relay option82 802.1X ѝ IP ‍ Ȃὴ Ю̔ 

 

5 

DHCP Client IP ̆έ dhcp relay option82
SAM ╘ Э ̆ option82 ұ DHCP ̆

option82 ľvid + Ŀ ȂDHCP Server option82 а

‍ Ȃ 

Ю DHCP Relay option82 ̆ DHCP relay
╖ ̆ option82 ̆ DHCP Relay ԇ Ȃ 
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RADIUS SERVER ̔ IP RADIUS SERVER Ȃ

RADIUS SERVER IP Ȃ 

SUPPLICANT  ̔ IP ѝ SUPPLICANT PC IPȂ
̆ IP ̆а IPȂ 

Ю ̔ 

¸ DISABLE ̔ а IP Ȃ ᵳ Ԉ

Ȃ 

¸ DHCP SERVER ̔ PC DHCP IP ̆

DHCP RELAY DHCP SERVER̆ ̆

DHCP SERVER ‍ IP Ȃ 

¸ RADIUS SERVER ̔ PC ᴳ IP̆RADIUS SERVER 
ҩ< ĺIP> Ὧ ̆ RADIUS Framed-IP-Address 
̆ IP Ȃ 

¸ SUPPLICANT ̔ PC ᴳ IP̆SUPPLICANT ᶕ

̆ IP Ȃ 

 

 

 

~ 注意： 

‎ ֶ ὤ Ю ̆ Ԉ ᴳ ₥

Ȃ 

 

Ю̆ Ю IP ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA ╖  

aaa authorization ip-auth-mode {disabled |  
dhcp-server | radius-server | supplicant } IP  

end  ⁮  
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r 
Ruijie(config)# end 
Ruijie# show running-config 
! 

aaa new-model 
! 

aaa authorization ip-auth-mode radius-server 
! 

Ruijie# write memory 

ᶕ  

802.1x̆ Ԉ Radius Server Reply-Message ̆

╖ ̆ ᶕ Ԉ   802.1x 
Star-Supplicant Э   ̆ᵳұ УҾᶕ Ȃ 

У ̆ аֶ ̆ ὁҩ

Ȃ 

ᶕ HTMLֶ̆ ╟ ѐ http://XXX.XXX.XX 
̆ᵳұ ᶕ Ȃ 

ᶕ ̔ 

1) Radius Server ̆ Reply Message ᾃ  

2) r-supplicant ̂ Ὠ ὁ ̃̆ὲ

а⁮ᶕ аת ᴳ  

3)  

Ю ў ‟  

ѝҩ 802.1x ὤ ̆ ԏ а IEEE 802.1x Э ҩ ̆

Ԉ э ў ‟ Ȃ Уэ Ю ў ‟ ѝ

̆‡֗ᴉ ̕ ў ‟ аѝ ̆ ѫ ‟ ѐ ў ἵ

Ȃἵ ў MAC Ȃ 

╗ У Ю ў ȁ‮ У Ю ў  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auth-address-table address mac-addr 
interface interface ў ‟  

end  ⁮  

write ᶑ  
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show running-config  

 

~ 注意： 

ў ‟ ѝ ̆ ἵ ֗ᴉў Ȃ 

 

 

ѝҩ ᵳ ̆ ӊ Ԉ а ᵏа ╘̆ ̔

ᵏ а Ȃ Ҿᶕ ѐұ Radius Server Э̆ а

Ȃ 

ұ Radius ῆ Ȃ ԏ Ѭ

ּ ᶕ Ȃ 

Ѭ Ю̔ 

 

 6 

ұ ḣ Ю̔ 

 

 7 

ᴁ̔kbps 

ұ ѝ 10M ḣ Ю̔
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 8 

Ѭ ԈЭ ̆ ѝ
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Authentication Mode:  CHAP 
Authed User Number:   0 

Re-authen Enabled:    Disabled 
Re-authen Period:     3600 sec 

Quiet Timer Period:   10 sec 
Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 
Server Timeout:       5 sec 

Re-authen Max:        3 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

֙ ╘  

ұ 802.1x ̆ Ԉ ֙ ╘ Ȃ ў ╘

Ѯ ̆ ╟ ‟ ╘ ЮУэ ╘ Ӈ Ȃ 

Ю̆ Ю ֙ ╘ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model aaa Ὧ 

aaa group server radius gs-name ╘  

server sever ╘  

server server-backup ֙ ╘  

end  ⁮  

write ᶑ  

show dot1x  

ԈЮᴿ 192.168.4.12 ѝ ֙ ╘ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie# aaa new-model 
Ruijie(config)# aaa group server radius auth-ll 
Ruijie(config-gs-radius)# server 192.168.4.1 
Ruijie(config-gs-radius)# server 192.168.4.12 
Ruijie(config-gs-radius)# end 
Ruijie# 
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ᵏҩ SNMP ╖ Ȃ Ԉ

SNMP ᶕ ̆ Ԉ ⁸ᴳУэ Ю Ȃ ⁸Ю

ᾋ ᴳ Ȃ 

╖ Ȃ 

б IP  

Ὠ ᵏ ̆Ԉ Radius Server ̆ Ԉ

б IP У Ȃ э Ԉ ‍ IP ̆ ‡ а

╖Ȃ 

╖ ̆ Ὠ ᵏ ֒̆

Radius ServerȂ 

ұ  

ҩ ᵏ ̆ э ὡУэ

Ю̆ Ԉ ᵏ ╖ Ȃ 

╖ ת̆ Radius server Ȃ 

802.1X ╟ VLAN ╟  

╟ VLAN ╟ ╖ RADIUS ╘ Э Юּ

VLAN ̆RADIUS ╘ Ѭ RADIUS ЮּVLANᶕ Ȃ

ὡ ⁮ RADIUs ѐ Юּ vlan ᶕ ̆

╟ ╗ὡ⁮Юּ VLAN ѐȂ 

show dot1x summary ԇ ὡ ὡ

VLANȂ show dot1x user id ԇ RADIUS ╘ Юּ VLAN ᶕ

Ȃ 

ӊ RADIUS RADIUS ῆ ч Ю

ּ VLAN ᶕ Ȃ 

RADIUS ╘ ᴳ Юּ VLAN ᶕ ̆ ╘

26 RADIUS ῆ ѐ̆ IDѝ︠Ὡ ⁸ 0x00001311̆
ᾳЮ ѝ 4Ȃ ԇ radius attribute 4 vendor-type type

ὡ Э Юּ vlan Ȃ ԇ ľ

RADIUSĿȂ 
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Ὧ AAA έᴇ ľ AAAĿ Ȃ 

2̆ RADIUS ╘ Ὧᶕ  

ԇ ᴐ  

configure terminal  ὡὤ  

radius-server host host-ip RADIUS ╘ IP  

radius-server key text 
ὡ б RADIUS

╘ Ѯ ᶕ ᴳ Ὥӎ

 

Ὧ AAA έᴇ ľ AAAĿ Ȃ 

3̆ ‟  

ԇ ᴐ  

configure terminal  ὡὤ  

aaa authentication dot1x list1 group 
radius 

AAA dot1x ‟
list1 

aaa accounting network list2 start-stop 
group radius AAA ‟ list2 

Ὧ AAA έᴇ ľ AAAĿ Ȃ 

4̆ 802.1X AAA ╘ ‟  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x authentication list1 
Ἴ dot1x

‟ list1 
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interface interface_id ὡ  

dot1x dynamic-vlan enable VLAN ╟ ╖  

 

~ 注意： 

ὡ VLAN ╟ ╖ ̆ ὡ

RADIUS ѐ Юּ VLAN  
 

7̆ ╟ VLAN ╟ ᶕ  

Ԉ Ю‟ ԇ ╟ VLAN ╟ Ὧᶕ  

ԇ ᴐ  

show dot1x user id session_id ֶ ѝ session_id Ὧᶕ

̆ꜛ ╟ VLAN ╟ ᶕ Ȃ 

show dot1x summary ὡ VLAN 

Ὧ Ү ľ 802.1X ὲӹ Ү Ŀ Ȃ 

Ԇ ╘  

Ԇ ╘ Ԉ ᾋ Э ̆ ὤ

чэ Ȃ ᵏԆ ╘ ╖ Ȃ 

╖ а ֗ᴉ ̆ RADIUS ╘ Ȃ

ұ Radius ῆ ̆ ԏ Ѭ

ּ ᶕ Ȃ ԏ Ѭ У Ȃ 

Ԇ ╘ ╖ Ѭ Vendor Type ѝ 0x20̆ ╖ Ѭ Vendor 
Type ѝ 0x21Ȃ 

Attribute-Specific ѝ э Ѭ ̆ Ѭҩ ᴳ Ԇ ╘

Э Э ѝ ╟ᴐ. 0x0000 ̆а , 
0x0001 Ȃ 

Ԇ ╘ Э ̆ Юᶕ ̔ 
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 9 

Э ̆ Юᶕ ̔ 

 

 10 

 

ѝҩᶑ ῆ ̆ У ⁸ ᾃ

Ȃ ῆ ѐ ⁸ ת̆ ῆ ѐ

RADIUS ╘ б̆ ῆ ֶ

RADIUS 



802.1X  

http://www.ruijiecom.cn 

IntervalȂ 

Ю̆ ԏ Ԉ ԈЮ ╖ : 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x client-probe enable ╖  

dot1x probe-timer interval interval Hello Interval 

dot1x probe-timer alive interval Alive Interval 

end  ⁮  

write ᶑ  

show dot1x  

 

EAPOL TAG Ὧ 

IEEE 802.1x EAPOL а ╗ VLAN TAĞת ұ ̆

ԏ ᵏҩ Ὧ̆ Ὧ ̆ Trunk Port  

‡   TAGȂ 

ὴ 802.1x ̆ ľὴ

ĿȂ 

Ю̆ ԏ Ԉ ԈЮ EAPOL TAG ὯȂ 

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x eapol-tag EAPOL TAG ╖

Ȃ ╖ Ὧ  

end  ⁮  

write ᶑ  

show dot1x  

Ԉ no dot1x eapol-tag ԇ Ὧ ╖ Ȃ 

ұ  

802.1x ⁸ ᾳЮ ұ MAC ⁸ ̆

ᴳ ̆ ұὲӹ У ᴳ ̆ ұ

⁸ У Уэ ̆
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ἵ  

Ԉ ⁸ Ȃ

ұMAC ̆ ḣ ̆

⁮ ḣ ̆ ̕ ұ ̆ ḣ

ἵ ╟ ̆ ╟ ⁮ ḣ ̆

аֶἵ ╟ Ȃ 

ἵ ̆ӱ ̆ ԈЮ Ȃ 

ԇ ᴐ  

configure terminal  ὡὤ  

interface <interface-id> ὡ  

dot1x port-control auto ╖  

dot1x default-user-limit <1-4000> ἵ

 

End  ⁮  

Write ᶑ  

show dot1x port-control 802.1X  
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¸ ₥  

¸ ‟  

¸ ᶕ  

¸ 1X  

Radius Ὧ  

show radius server ԇ Radius Server Ὧ ̆ show aaa 
user Ὧᶕ  

Ruijie# sh radius server 
Server IP:        192.168.5.11 
Accounting Port:  1813 

Authen  Port:     1812 
Server State:     Ready 

₥  

Ὠ 802.1X Ԉ ч ₥ ̆У ₥ ̆ү

Ȃ ₥ ₥ ̂ ╖̃̕

̆ Ȃ 

Ю̆ ₥ ̆ 1x ̆ꜛ ₥

ᴳ show dot1xȂ 

ԈЮᴿ 802.1x ̔ 

Ruijie# show dot1x 
802.1X Status:        Disabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Disabled 
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‟  

Ὠ 802.1x̆ ╖ ҩ ̆ Ԉ Ҿ Э Ҿў

Ԉ Ȃ ў ‟ ╖ ̆ Ԉ ₥ Ȃ 

Ю̆ Ю ᴐ ў ‟  

ԇ ᴐ  

configure terminal  ὡὤ  

dot1x auth-address-table address mac-addr 
interface interface ў ‟  

end  ⁮  

write ᶑ  

show dot1x auth-address-table ў ‟  

ᴳ no dot1x auth-address-table address ԇ‮ ў ‟ Ȃ

ԈЮᴿ ў ‟ ̔ 

Ruijie# show dot1x auth-address-table  
interface:g3/1 
----------------------------------- 

mac addr: 00D0.F800.0001 

ᶕ  

Ԉ ₥ ̆ᵳұ Ȃ 

Ю̆ Ю ᴐ ᶕ  

ԇ ᴐ  

show dot1x summary ᶕ  

ԈЮᴿ ᶕ ̔ 

Ruijie# show dot1x summary 
ID   MAC        Interface  VLAN  Auth-State  Backend-State 

Port-Status 
---- ----------- --------- ----  ----------  ------------   

----------- 
1   00d0f8000001 Gi3/1      1   Authenticated  IDLE         

Authed 
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1x  

Ю̆ Ю ᴐ 1x  

ԇ ᴐ  

show dot1x probe-timer  1x  

ԈЮᴿ 1x : 

Ruijie# show dot1x probe-timer 
Hello Interval: 20 Seconds 
Hello Alive: 250 Seconds  

Ruijie# 

802.1x ὲ Ү  

1. ⁸ ֗ᴉ IP ̆ 10000 э Ȃ 

2. 1X ACL  

IP Ю̆ Уэ 802.1x ╖ ̆ Уэ

ACL Ὧ ⁮ Уэ Ȃ‡ ACL MAC Э Ȃ҂ ̆

MAC ѝ MAC ֶ ACL ̆ὲ MAC
х ̆ACL MAC Э ⁸Ȃ 

̆ MAC ѝ 00d0.f800.0001 ̆ ‡ MAC ѝ

00d0.f800.0001 ԈӇ Ȃ ᾋὯ ACL̆‡ ACL Ҿ

Ӈ Э У Ȃ MAC ѝ ICMP Ȃ 

IP Ю̆ а Э ACL̆ ѝ ACL ִἼ

̆ IP+MAC аֶ Ȃ э чэ ̔ 

1̔ mac: 00d0.f800.0001 ip: 192.168.65.100 

2̔ mac: 00d0.f800.0002 ip: 192.168.65.101 

Э Уэ ACL̆ Ю̔ 

ip access-list extended ip_acl: 

deny icmp any any 

ѝҩἵ ̆з ICMP Ȃת ACL ִἼ

IP + MAC ̆ ACL У ACE deny any any̆
Ԉ ҂ Ȃ 

IP_acl ╗У permit any any̆‡ ֗ ᶢ IP 
Ӱ Ԉ ת̆ а⁮ IP + MAC УУ Ȃ Ԉ а ᴳ IP 

 ̅ ACL  
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AAA  

⁸ ⁸ Ҿӝ Ԉ ╘ Ԉ Э Ԉ Ҿ

╘ Ȃ ֙ ȁ ̂AAÃ ⁸ У ў ὤ ⁸Ȃ 

AAA  

AAA Authentication Authorization and Accountinĝ ȁ ̃ ̆

ᵏҩ ȁ ╖ У ̆ ӊ

ᴳ AAAȂ 

AAA Ԉ ᵏԈЮ ╘̔ 

¸ ̔ ̆ ᴳ RADIUS ȁTACACS+
Local̂ ̃ Ȃ ֙ ἵ ╘Ѯ₥ ὲ ֙

⁞ У Ȃ 

¸ ̔ ᴳ Ҿ ╘ȂAAA ѬУ ‟

̆ Ҿ ҩ ᴐȂ Ҿ Ԉ

Э̆҂ Ԉ ὤ ╘ ЭȂ 

¸ ̔ ᴳ ᾳȂ AAA ̆ ᵳ

Ԉ ὤ ╘ ᴳ ᾳȂ э

Ԉ ̆ ὤ ╘ Э̆ Ҿ Ԉ ж ֒

‍ ̆ӱ ᴳ ᾳ ȁ ȁ Ȃ 

  

& 说明： 

‍ӊ AAA Ө ᵏ ╖ Ȃ ӊ ̆ Ԉ

Ὠ ӝ ӝ ⁮Ȃ 

 

AAA ў ⁸ ̆ ӊ ҂ ᵏҩ AAA Ѯ

⁸ ̆ ֙ ȁ ֙ Ȃа Ѯ ұ ԏ

ᵏ ᶑ аУ ̆AAA ᵏ ⁞ ὤᶑ Ȃ 

ᴳ AAA ԈЮִ ̔ 

¸ ⁸  

¸ Ἱ  

¸ ῆע  

¸ э  
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AAA  

AAA Ԉ э ̂ ̃ э ╘ ╟ ֙ ȁ Ԉ

Ȃ … ‟ Ѭ ֙ ȁ ȁ ̆ Ҿ ‟

ұ ╘ Ȃ 

‟  

ұ ȁ Ԉᴳ а ὤ ̆ ᴳ ‟

ѬУэᴳ а ȁ ₥ Ȃ ‟ Ԉ

ѬУэ э ὤ ̆ Ԉ ᶑ Уэ ̆ Ȃ

ӊ ᴳ ‟ ѐ‟  Уэ ̆ ̆‡ ӊ ̆

ᶕ ‟ Ȃ ‟ ╖ ᶕ̆‡ 

 

~ 注意： 

₥ᴢ ᾳ ̆ ӊ ֶ ᴢ Ȃᴿ

֙ ѐ̆ ҩ ̆‡ ֙ ̆аᾋ ӹ 

 

 

1 AAA  

ᴮ ҩУэὴ AAA ̆ ꜛ ḋ ὤ ╘ ̔R1 R2
RADIUS ╘ Ȃ 

Ḯ ѬҩУэ ‟ ̆ ‟ ѐ̆R1 Ἴ ֙

ᶕ ̆ R2̆ ╘ ᴮ Ȃ Уэ PC
ὡ ̆ ╘ Ἴ R1 ֙ ᶕ ̆Ḯ

ҩR1 R1 ACCEPT ̆

ῆ Ȃ R1 REJECT ̆‡ ̆
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Ȃ R1 ̆ ╘ ᴐ TIMEOUT̆ R2
֙ ᶕ Ȃ э ֶУ ᴍЮ ѐ Ю ̆ ⁮

֙ ȁ ѐ Ȃ TIMEOUT̆‡ ̆

Ȃ 

 

~ 注意： 

REJECT а ұ TIMEOUT ȂREJECT а ֙

ѐꜛ ῆ̆ӱ ֙ ̆ ȂTIMEOUT ‡

ὤ ╘ ֙ ᴐ ̆ ⁮Уэ TIMEOUT ̆AAA
֙ ‟ ѐ Ѭ ЮУэ ֙ ֙ Ȃ 

 

  

& 说明： 

ѐ б̆ AAA ὤ ╘ Ὧ ȁ ̆ Ԉ RADIUS ѝᴿ̆

б TACACS+ Ὧ ᾃ ľ TACACS+ĿȂ 

 

AAA  

Ἴ ᾱ ὤ ᾱ ̆ з ה ѐ ὤ

̆ Ȃ ԏ ̆ ᾳЮ̆

ᴳ AAA ᶑ ὤȂ 

AAA  

ҩAAA ᴐ ̆ AAA ҩȂ Э

AAA Ю̔ 

1) AAĂᴳ ὤ ԇ aaa new-modelȂ 

2) ᾱ ᴳ ὤ ╘ ̆ ὤ ̆ RADIUSȂ 

3) Ѭ ֙ ‟ ̆ᴳ aaa authentication ԇȂ 

4) ̆ ‟ ұ Ȃ 

 

~ 注意： 

‟ ̆ ᴳ ‟ ̆‡ᴳ

֙ ‟ ֙ Ȃ 
̆ аῆ ᴳ ֙ ‟ ̆‡ ‟ Ȃ 
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ұ ѐᴳ ԇ ̆ ὤ ԇ ѐ Ὧ Ȃ 

AAA 

ᴳ AAA ὤ ̆ Ἴ AAAȂ 

AAĂ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

aaa new-model  

  AAA
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Ѭ AAA ‟  

AAA ֙ ̆ Ἴ ѬУэ ֙ ‟ ̆ э

ᴳ Ѭ‟ Ȃ ‟ Ѭҩ ֙ Ȃ ұ

Ѭ ֙ ̆ ֶ Ȃ ‟ У ᴿ

Ȃ ᴳ ‟ Ȃ 

‟ Ө Ѭ ᵑ ȁ ұ ֙ У ‟ ὤ Ȃ

‟ ᴳ Уэ э ұ ֙ ὤ ̆ ᶑ У

ᾳЮ̆ Ԉᴳ ֙ ֙ Ȃ ӊ ᴳ У

֙̆ ̆ ‟ ѐ ЮУ Ȃ э У

Ю ̆ ⁮б‟  ֙ ╖ ᶕ ‟ Ȃ

‟ ╖ ᶕ̆‡ ֙ Ȃ 

 

~ 注意： 

₥У ᾳЮ̆ ӊ ֶ ЮУ Ȃ

֙ ѐ̆ ҩ ̆‡ ֙ ̆аᾋ ὲӹ

֙ Ȃ 
 

‟ ѡᴿ 

ὴ AAA ѐ̆ ꜛ 2 э ╘ ̔R1 R2 RADIUS ╘ Ȃ

Ḯ Уэ ὤ ᾱ ̆NAS Уэ ֙

Telnet ֙ ̔ Ἴᴳ R1 ̆ ̆‡ᴳ

R2 ̕ R1ȁR2 ̆‡ ֙ ╘

̆ ԈЭ ֙ ‟ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal ὡὤ  

aaa authentication login default group 
radius local 

Уэ ֙ ‟

̆ὲѐľdefaultĿ ‟

Ȃ э ‟ ѐꜛ

̆ ԏ

‟ Ѯ Ȃѝ

‟ Ȃ 

‟ Ө ұУэ Login ̆ … Уэ

‟ ̆ ұ ȂЮ ᴿ ҩ ᴉ ֙

‟ Ө ұ 2̔ 

ԇ ᴐ  
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configure terminal ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login test group radius 
local 

ὤ Ю̆ ѬҩУ

э ѝľtestĿ ‟ Ȃ 

line vty 2 ὡ 2  

login authentication test line Ю̆ ѝ

ľtestĿ ‟ ұ Ȃ

PC Telnet (NAS)̆NAS Ἴ R1 ֙ ᶕ

̆Ḯ ҩ R1 ֙ ̆R1 NAS  Уэ ACCEPT ̆

ῆ Ȃ R1 REJECT
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AAA ֙  

AAA ֙ ̆  

 aaa new-modeln 
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line vty line-num ὡ AAA ֙

Ȃ 

login authentication {default | list-name}  ‟ Ȃ 

Ὧ list-name … ֙ ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ

Ȃѝҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ

ѐ none ѝ Уэ Ȃ 

ᴿ ̆ Юᴿѐ̆ ᴳ RADIUS ╘ (TIMEOUT)̆Ӱ ֙

̔aaa authentication login default group radius none 

 

~ 注意： 

ұὯ none ᴳ ֗ᴉ ὤ ╘ ᾳЮ

֙ ̆ ԈӨ ᴐѝ ֙ Ȃ ԏ ̔У ᾳЮ̆а ᴳ

none ֙ ̆ ᾳЮ̆ ᶕ֗ ̆ з

ᴐаἵ ұ ̆ Ԉ ὤ ╘ ᾳ

Ю̆ none ᴐѝ У ֙ ̆ none ₥╗Э

֙ Ȃ 

 

Ὧ   

local  ᴳ ֙  

none а ֙  

group radius ᴳ RADIUS ╘ ֙

group tacacs+ ᴳ TACACS+ ╘ ֙

 
Э ‟ ҩ ӊ AAA Login Ȃ 

ᴳ Login  

ᴳ Login ̆ Ἴ ̆ ӊ

ұ ֙ ̆ ֙ ̆ ὤ Ю̆

έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

username name [password  password] ̆ ԇ 
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end  ⁮  

show running-config  

Ѭ Login ‟ ‟ ̆ ᴳ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login {default | 
list-name} local Ѭᴳ  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  

login authentication {default | list-name} ‟  

end  ⁮  

show running-config  

 

ᴳ RADIUS Login  

RADIUS ╘ Login ̆ Ἴ RADIUS ╘ Ȃ

RADIUS ╘ ̆ ὤ Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

radius-server host ip-address [auth-port 
port] [acct-port port] RADIUS ╘  

end  ⁮  

show radius server RADIUS ╘  

RADIUS ╘ ̆ RADIUS ֙ Ԉ₥̆ ᶑб

RADIUS ὤ ╘ Ѯ ╖ ҩ ᶕ̆ Ὧ RADIUS ╘ ᶕ

̆ ľ RADIUSĿȂ 

Ԉ ұ RADIUS ╘ ‟ ҩ̆ ὤ Ю ԈЮ

ԇ̔ 

ԇ ᴐ  
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configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authentication login {default | 
list-name} group radius Ѭᴳ RADIUS  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  

login authentication {default | list-name} ‟  

end  ⁮  

show running-config  

 

AAA Enable  

έᴇӮ ᴉ ӊ AAA Enable ̔ 

ᾳЮ̆ Telnet ╘ (NAS)̆
ҩ ֙ Ԉ ̆ Ԉ ὡ ԇ ̂CLĨ̆ ֶ ҫУэ‫

CLI ԇ ̂0~15 ̃Ȃа ⁞̆ Ԉ ԇ а ̆ Ԉᴳ

show privilege ԇ ₥ ⁞ȂὯұ ᾃ ̆ ľᴳ ԇ

ĿȂ 

⁮ ԇ ̆ ұ‫ ᴂ̆а Ҿ ԇ̆‡ Ԉᴳ

enable ԇ Ȃѝҩ ̆ Ḁ̆

֙ ̆ Enable Ȃ 

AAA Enable ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa authentication enable default 
method1 [method2...] 

ѬУэ Enable ‟

̆ Ԉ ̆

ᴿ RADIUSȂ 

Enable ‟ ὤ ѬУэ̆ а Ѭ ‟ ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ֙ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ

Ȃѝҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ

ѐ none ѝ Уэ Ȃ 

Enable Ԉ ╟ Ȃ ̆ Ю enable ԇ
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Ḁ̆ ‎ ⁞ ₥ ⁞ ̆‡ֶ Ȃ ‎ ⁞

ұ ұ ₥ ⁞̆‡ ‎ ̆а Ȃ 

 

~ 注意： 

ὡ CLI Ḁ ҩ Login ֙ ̂none ̃̆ ₥

ᴳ Ȃ ̆ Enable Ḁ̆ аᾋ ὡ ̆ ᴳ

б Login ̆ ὡ ԇ бѮּר Ȃ 

ὡCLI Ḁ Login ̆ Login Ḁᴳ ҩnone
̆ аֶ ᶕ Ȃ ̆ Enable ̆ ֶ ὡ

Ȃ э ᶕ аֶ ̆ Enable ὡȂ 

 

УҾ ̆ Ԉ ὤ ⁞Ȃ ̆ ѐ̆ ҩ ὤ

╖ ̆ ὤ ⁞Ȃ ╘

ὤ ⁞ ‡̆ ⁞Ȃ ⁞ ұ ұ ‎

⁞̆‡ Enable ╖̆ ‎ ⁮ ⁞̕ ⁞ ұ

‎ ⁞̆‡ Enable ̆ ᶕ ̆

╘ а ὤ ⁞̆‡а ⁞̆ Ԉ‎ ⁮ ⁞Ȃ 

 

~ 注意： 

₥ ὤ ⁞ RADIUS ̆ ч

̆ ὲӹ ‡а Ȃ 

 

ᴳ Enable  

ᴳ Enable ̆ Ԉ ̆ѝ

⁞Ȃ ‡̆ ⁞ѝ 1 Ȃ ᴳ Enable
֙ ̆ Ἴ ̆ ѝ ⁞̆ ὤ

Ю̆ έᴇ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

username name [password  password] ̆ ԇ 

username name [privilege level] ѝ ⁞̂ ̃

end  ⁮  
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PPP ᴳ AAA  

PPP ᵏ ⁮ Э ꜛ У Ȃ

ᾳЮ̆ ISDN NAŜ ╘ ̃̆У

ҩ ̆ ╟PPP ̆ѝҩ ̆PPP
ѐ ֙ Ȃ 

έᴇӮ ᴉ ӊ AAA PPP ̆ AAA PPP
̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa authentication ppp {default | 
list-name} method1 [method2...] 

ѬУэ PPP ‟ ̆

Ԉ ̆ ₥

RADIUS TACACS+
Ԉ̆ ᴳ

Ȃ 

interface interface-type interface-number ὡ AAA ֙

ISDN Ȃ 

ppp authentication {chap | pap} {default | 
list-name} 

֙ ‟ ұ

ISDN Ȃ 

PPP έᴇ ľPPPȁMP Ŀѐ Ὧ Ȃ 

 

802.1x ᴳ AAA  

IEEE802.1x̂Port-Based Network Access Control̃ Уэ ұ

⁸ ῆ̆ѝ LAN ᵏ ὤ ὡ̆ ᵏУ ⁮

Ȃ 

έᴇӮ ᴉ ӊ 802.1x ̆ 802.1x
̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa authentication dot1x {default | 
list-name} method1 [method2...] 

ѬУэ IEEE802.1x
‟ ̆ Ԉ

̆ ₥ RADIUS
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Ԉ̆ ᴳ

Ȃ 

dot1x authentication list-name 802.1x ‟ Ȃ 

IEEE802.1x έᴇ ľ802.1x Ŀѐ Ὧ Ȃ 

 

ᴿ 

Ю ᴿ ᴉ ̆ᴳ ľRADIUS+ ֙Ŀ Ȃ 

Ruijie(config)# aaa new-model 
Ruijie(config)# username Ruijie password starnet 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authentication login test group radius local 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
! 

aaa authentication login test group radius local   
username Ruijie password 0 starnet 

! 
radius-server host 192.168.217.64   

radius-server key 7 093b100133 
! 

line con 0 
line vty 0 

login authentication test 
line vty 1 4 

! 
! 

Э ᴿ ѐ̆ ╘ ᴳ RADIUS ╘ ̂IP ѝ 192.168.217.64̃
̆ RADIUS ╘ ̆‡ᴳ ֙

Ȃ 
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line vty 0 4 
login authentication test 

! 
! 

Э ᴿ ѐ̆ ╘ ᴳ RADIUS ╘ ̂IP ѝ 192.168.217.64̃
̆ RADIUS ╘ ̆‡ᴳ ֙

Ȃ ԏᴳ tty 1-4 ᴐѝ ╘ᴳ ̆а ̆ ὲӹ tty
vty Ȃ 

 

 

AAA ᴳ ᴳ ╘ ⁸Ȃ AAA ╘

Ԉ ̆ ╘ ѐ ֒ᶕ ֶ

Ȃ Ԉ ̆ ᴳ ֒ѐἵ ╘ έ

Ȃ 

 

ӊ ₥ ԈЮ AAA ̔ 

¸ Exec  
¸ Command̂ ԇ̃  
¸ Network̂ ̃  
 

ὲѐ Exec ⁮ NAS Э CLI ̆ ҫ

⁞̂‍ѝ 0~15 ̃̕ ԇ ⁮ NAS Э CLI
Ԉ ̆ έᴇ ԇ ̕ ҫ Э ֶ

ᴳ ╘Ȃ 

  

& 说明： 

ԇ ╖ ₥Ө TACACS+ ̆έᴇᾃ ľ TACACS+ĿȂ 

 

 

ῆ ᴐ 

AAA Ԉ₥̆ Ю ֗╘̔ 

¸ AAA ╘ȂὯұ ᴉ AAA ╘̆ ľAAA ĿȂ 
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¸ ̂ ̃ AAA Ȃ У Ѯ ת̆ Ҿ

ᾳЮ̆ ҂ Ԉ ȂὯұ AAA ᶕ ̆ ľ

ĿȂ 

¸ ̂ ̃ ὤ Ȃ ᴳ ὤ ̆ ὤ

Ȃ ӊ Network Ө RADIUS Ĕxec RADIUS
TACACS+ ̆Ὧұ RADIUS ᶕ ̆ ľ RADIUSĿ̆ Ὧұ

TACACS+ ᶕ ̆ ľ TACACS+ĿȂ 

¸ ̂ ̃ ᴳ ̆‡ ᴳ username ԇ Ѭ

Ȃ 

‟  

AAA ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 
aaa authorization exec {default | list-name} 
method1 [method2|…] Ѭ AAA Exec  

aaa authorization network{default | list-name} 
method1 [method2|…] 

Ѭ AAA Network
 

 

AAA Exec  

ӊ ⁮ ╘ ̂NAS̃ ̆ ҫὲ ԇ

̆ Exec Ȃᴇ ѝ ⁮ NAS CLI ̂ᴿ Telnet̃̆
έ ⁞̂ ╖ ̆ Ԉᴳ show privilege ԇ Ȃ̃ 

а ᾱ ᴳ Exec ̆ ᴳ aaa authorization exec ԇ

ѬУэ э Exec ‟ ̆ ұ Exec
ԈҩȂ 

AAA Exec ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa authorization exec {default | 
list-name} method1 [method2...] 

ѬУэ ‟ ̆

Ѭ э ‟ ̆

ԇȂ 

line vty line-num ὡ AAA Exec
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Ȃ 

authorization exec {default | list-name}  ‟ Ȃ 

Ὧ list-name … ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥
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username name [privilege level] ѝ ⁞̂ ̃ 

end  ⁮  

show running-config  

Ѭ Exec ‟ ‟ ̆ ᴳ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authorization exec {default | 
list-name} local Ѭᴳ  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  

authorization exec {default | list-name} ‟  

end  ⁮  

show running-config  

 

ᴳ RADIUS Exec  

RADIUS ╘ Exec ̆ Ἴ RADIUS ╘ ̆ Ὧ

RADIUS ╘ ᶕ ̆ ľ RADIUSĿȂ 

RADIUS ╘ ̆ Ԉ ұ RADIUS ╘ ‟ ҩ̆ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 

aaa authorization exec {default | 
list-name} group radius Ѭᴳ RADIUS  

end  ⁮  

show aaa method-list  ‟  

configure terminal  ὡὤ  

line vty line-num ὡ  
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authorization exec {default | list-name} ‟  

end  ⁮  

show running-config  

 

Exec ᴿ 

Юᴿ ᴉ Exec Ȃ ԏ VTY  0~4 Э Login
̆ з Exec Ȃὲѐ Login ̆Exec Ἴ

RADIUSȁ Ԉ Ȃ RADIUS ╘ ѝ

192.168.217.64̆Ὥӎ ѝ test̕ ѝ ruijiĕ ԇѝ ruijiĕ ⁞

6 Ȃ Ю̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# username ruijie password ruijie 
Ruijie(config)# username ruijie privilege 6 
Ruijie(config)# aaa authentication login mlist1 local 
Ruijie(config)# aaa authorization exec mlist2 group radius local 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication mlist1 
Ruijie(config-line)# authorization exec mlist2 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 
! 

aaa authorization exec mlist2 group radius local 
aaa authentication login mlist1 local 

! 
username ruijie password ruijie 
username ruijie privilege 6 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

! 
line con 0 

line vty 0 4 
 authorization exec mlist2 

 login authentication mlist1 
! 

end 
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AAA Network  

ӊ ꜛ PPPȁSLIP Network̂ ̃ ̆ Ҿ

Network ̆ Ԉ ȁ ȁ ╘ ȂNetwork
Ө RADIUS ̆ ╘ Ю ᶕ RADIUS

̆ а ̆ ╘ Ю ᶕ а Ȃ 

 

~ 注意： 

₥ а 802.1X AAA ̆802.1X ԇ έ̆ᴇ

ľ802.1X ĿȂ 

 

AAA Network ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa authorization network {default | 
list-name} method1 [method2...] 

ѬУэ ‟ ̆
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aaa authorization network {default | 
list-name} group radius Ѭᴳ RADIUS Ȃ

 

Network ᴿ 

Юᴿ ᴉ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa authorization network test group radius none 
Ruijie(config)# end 
Ruijie# show running-config 
aaa new-model 

! 
aaa authorization network test group radius none   

! 
radius-server host 192.168.217.64 

radius-server key 7 093b100133 
! 

 

 

AAA ╖ ᴳ ╘ Ȃ ╖ Ԉ ̆

╘ Ԉ ᾳ ὤ ╘ Ȃ

Ԉᴳ УҾ‍ ֒ Ҿ ‍ ̆ ╟ ȁ

Ԉ ╖ Ȃ 

 

ӊ ₥ ԈЮ ̔ 

¸ Exec  
¸ Command̂ ԇ̃  
¸ Network̂ ̃  
 

ὲѐ Exec ⁮ NAS Э ԇ ̂CLĨ̆ ὡ

  ‍⁞ ̕ ԇ ⁮ NAS Э CLI Ԉ ̆

ὲέᴇ ԇ̕ б Э ֶ Ὧ ᶕ Ȃ 

  
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& 说明： 

ԇ ╖ ₥Ө TACACS+ ̆έᴇᾃ ľ TACACS+ĿȂ 

 

ῆ ᴐ 

AAA Ԉ₥̆ ԈЮ֗╘̔ 

¸ AAA ὤ ╘ȂὯұ ᴉ AAA ᶕ ̆ ľAAA ĿȂ 

¸ Ѭ ὤ Ȃ ̆ ὤ Ȃ ӊ Network
Ө RADIUS ὤ ̕Exec RADIUS TACACS+ ̕

Command Ө TACACS+ ȂὯұ RADIUS ᶕ ̆ ľ

RADIUSĿ̆  Ὧұ TACACS+ ᶕ ̆ ľ TACACS+ĿȂ 

¸ ̂ ̃ AAA Ȃ Ҿ Ѯ ̂ᴿ

Exec ̃̆ὲӹ ᾳЮ̆ ҂ Ԉ ȂὯұ AAA ᶕ

̆ ľ ĿȂ 

 

AAA Exec  

Exec ұ ⁮ NAS ̆ Ԉ ὲ ὡ   CLI ᶕ

Ȃ ὡ⁮ NAS CLI ֶ̆ ὤ ╘ Уэ

̂Start̃ᶕ ̆   CLI ֶ̆ ╘ Уэ ̂Stop̃
ᶕ Ȃ 

 

~ 注意： 

⁮ NAS ҩ Login ̆ ֶ Exec Ȃ

Login ̆ Ḁ ҩ none ̆‡аֶ Exec Ȃ

Уэ ̆ ὡ Start ̆   ҂ аֶ

Stop Ȃ 

 

 

AAA Exec ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 
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aaa accounting exec 
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show running-config  

 

Exec ᴿ 

Юᴿ ᴉ Exec Ȃ ԏ VTY  0~4 Э Login
̆ з Exec Ȃὲѐ Login ̆Exec

RADIUSȂ RADIUS ╘ ѝ 192.168.217.64̆Ὥӎ ѝ testȂ
ѝ ruijiĕ ԇѝ ruijieȂ Ю̔ 

Ruijie# config 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# .6 0 Td
(aus-server hosuec 2.4 0 Td
( ))Tj
/TT3 1 r8 0 Td
(test)Tj./C2_0 1 
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AAA Network  

Network̂ ̃ ᵏҩὯұ ֶ ᶕ ̆ꜛ э

ȁIP ȁ ȂNetwork ₥ RADIUS Ȃ 

 

& 说明: 

RADIUS ᶕ а RADIUS ὤ ╘ Ȃע ѐ ᾃ

ֶ ұ ӊ а Ҿ  Ȃע
 

AAA Network ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAAȂ 

aaa accounting network {default | 
list-name} start-stop method1 [method2...] 

ѬУэ ‟ ̆

Ѭ э ‟ ̆

ԇȂ 

Ὧ list-name … ‟ ̆ Ԉ ֗ᴉ ѕ̕Ὧ

method ȂӨ ₥ ERROR̂ ̃̆ ᴳ

ὲӹ ̕ ₥ FAIL( )̆‡аᴳ ὲӹ

Ȃѝҩᴳ ╖ ̆ ᴳ ̆ Ԉ ԇ

ѐ none ѝ Уэ Ȃ 

ᴳ RADIUS Network  

RADIUS ╘ Network ̆ Ἴ RADIUS ╘ ̆ Ὧ

RADIUS ╘ ᶕ ̆ ľ RADIUSĿȂ 

RADIUS ╘ ̆ Ԉ ұ RADIUS ╘ ‟ ҩ̆ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

aaa new-model AAA Ὧ 
aaa accounting network {default | 
list-name} start-stop group radius Ѭᴳ RADIUS Ȃ
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Network ᴿ 

ԈЮ ᴳ RADIUS Network Уэᴿ ̔ 

Ruijie# config 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.217.64 
Ruijie(config)# radius-server key test 
Ruijie(config)# aaa accounting network acct start-stop group 
radius 
Ruijie(config)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
aaa accounting network acct start-stop group radius 

! 
username Ruijie password 0 starnet 

username Ruijie privilege 6 
! 

radius-server host 192.168.217.64 
radius-server key 7 093b100133 

 

AAA  

₥ ᶕ ̆ Ю ԇ̔ 

ԇ ᴐ  

show aaa user { id | all } ₥ AAA ᶕ  

 
 

VRF AAA  

Virtual Private Networks (VPNs)ѝ ᵏҩУ ὤ ISP ЭὭ

ӎ ȂУэ VPN Ὥӎ Ȃ У⁮ э ⁮

╘ ᵏ ̆VPN ҂ VPN routing/forwarding (VRF) tablĕAAA Ԉ

ѝ э Ѭ ╘ VRFȂ 

AAA VRF̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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ұ AAA ╘ 

z 

ұ AAA ╘ Ὧᾃ ̆ ꜛ Юᾃ ̔ 

¸  
¸ ұ AAA ╘ ֗╘ 
¸ ұ AAA ╘ Ү  

 

~ 注意： 

₥ ұ AAA ╘̆Ө ұ IEEE802.1x ╘ ĬEEE802.1x
έᴇ ľ802.1x Ŀѐ Ὧ Ȃ 

 

 

 

& 说明: 

ӊ ԈЮΰ  
1. userid@domain-name 
2. domain-name\userid 
3. userid.domain-name 
4. userid 

ұ 4 а domain-name ̂ ԈЭ 4 u̔serid̃̆ ѝὲ

ѝ default̆ ѝ Ȃ 
 

Ю̆ У NAŜNetwork Access Switch̃ ѝа ѐ ᵏ

AAA ╘̆ ѐ ̂ᴿ ȁ ╘ ȁ ̃

а ̆ ԏּש‍ ̆ ѝ э ꜛ 
 
R�¹�Þ¸Ò* RADIUS̃ ᾃ Ȃ 
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& 说明: 

Э ֗ᴉУэ ̆ ᴳ AAA ╘ 
 

ԈЮ ὴ э ̔ 

 

                     2 ὴ э  

ұ AAA ╘  

Ю ұ AAA ╘̔ 

1. AAA ╘ 

2. Ѭ AAA ╘ ‟  

3. ұ AAA ╘ 

4. …  

5.  

6.  

 

& 说明: 

32 э Ȃ 

 

AAA 

ԇ ᴐ  
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configure terminal  ὡὤ  

aaa new-model AAA ╘ 
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ԇ ᴐ  

configure terminal  ὡὤ  

aaa domain domain-name … ѝ domain-name
̆ ὡ  

 

& 说明: 

 ұ AAA ╘ 64 э ̆аּש‍ ᾗȂ
 

 

Ю̆ѝ ̆ Ὧ AAA ╘ ‟ ̔ 

ԇ ᴐ  

authentication dot1x {default | list-name} Ю̆

‟  

accounting network {default | list-name} Ю̆

‟  

authorization network {default | list-name} Ю̆

‟  

̔ 

ԇ ᴐ  

state {block | active} Ю̆

ѐ ᶕ ̔ 

ԇ ᴐ  

username-format {without-domain | 
with-domain} 

Ю̆ NAS б

╘ Ӈҵ ѐ

ᶕ  

̔ 


Q

�¸

 

�0

*ü
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& 说明: 

1. Ю̆ AAA ╘ ‟ ̆ Ҿ ‟ ὡ



mailto:��ʱֻ������a1@ruij
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RADIUS  

RADIUS  

RADIUS ╘(Remote Authentication Dial-In User Service) 
̆ У ‍ / ╘ ̆бAAA

֙ ̆ Ȃ RGOS ѐ̆RADIUS 
╘ ̂NAS Э̃̆ ѐ RADIUS ╘   ֙ ̆

ѐ ╘ ꜛ ҩ ֙ ╘ᶕ Ȃ 

ұ RADIUS У ὤ ̆ UNIXȁWINDOWS 2000
RADIUS ╘ ᴐѝУэ ֒ ̆ RADIUS ₥ ὤ

╘ Ȃ 

RADIUS Ю̔ 

¸ ὡ Ȃ 

¸ ╗ ⁮ RADIUS ╘ Ȃ 

¸ RADIUS Ю ѮУ̔ 

¸ ACCEPT̔ ֙ Ȃ 

¸ REJECT̔ ֙ ̆ ὡ Ȃ 

¸ ̘ RADIUS



RADIUS
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23 login privilige 42 

24 limit to user number 50 

ID ̔ 

ID ╖  TYPE 
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ԈЮ έᴇ ᴿ̔ 

Ruijie# show radius vendor-specific  
id    vendor-specific      type-value 
----- -------------------- ---------- 

1     max down-rate        76         
2     qos                  77         

3     user ip              3          
4     vlan id              4          

5     version to client    5          
6     net ip               6          

7     user name            7          
8     password             8          

9     file-diractory       9          
10    file-count           10         

11    file-name-0          11         
12    file-name-1          12         

13    file-name-2          13         
14    file-name-3          14         

15    file-name-4          15         
16    max up-rate          75         

17    version to server    17         
18    flux-max-high32      18         

19    flux-max-low32       19         
20    proxy-avoid          20         

21    dailup-avoid         21         
22    ip privilige         22         

23    login privilige      42         
24    limit to user number 50         

Ruijie# configure  
Ruijie(config)# radius attribute 24 vendor-type 67 
Ruijie(config)# show radius vendor-specific  
id    vendor-specific      type-value 

----- -------------------- ---------- 
1     max down-rate        76         

2     qos                  77         
3     user ip              3          

4     vlan id              4          
5     version to client    5          

6     net ip               6          
7     user name            7          

8     password             8          
9     file-diractory       9          

10    file-count           10         
11    file-name-0          11         

12    file-name-1          12         
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13    file-name-2          13         
14    file-name-3          14         

15    file-name-4          15         
16    max up-rate          75         

17    version to server    17         
18    flux-max-high32      18         

19    flux-max-low32       19         
20    proxy-avoid          20         

21    dailup-avoid         21         
22    ip privilige         22         

23    login privilige      42         
24    limit to user number 50         

Ruijie(config)#  
Ruijie(config)# 

RADIUS 

RADIUS̆ ԈЮ ԇ̔ 

ԇ ᴐ  

debug radius event RADIUS Ὧ̆  
RADIUS ᶕ Ȃ 

 

RADIUS ᴿ 

ὴ RADIUS ѐ̆RADIUS ╘ ֙ ̆ ѝ

╖ ̆ ᴳ ╘ ᾳȂ 

 

& 说明： 

RADIUS ╘ Ԉ Windows 2000/2003 Server̂ IAS ȁ̃UNIX ֒,
҂ Ԉ УҾ ж ╘ ֒Ȃ 

 

ԈЮ RADIUS έᴇ ᴿ̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# radius-server host 192.168.12.219  
auth-port 1645 acct-port 1646 

Ruijie(config)# radius-server key aaa 
Ruijie(config)# aaa authentication login test group radius 
Ruijie(config)# end 
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Ruijie# show radius server 
Server IP:        192.168.12.219 

Accounting Port: 1646 
Authen  Port:     1645 

Server State:     Ready 

Ruijie# configure terminal 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication test 
Ruijie(config-line)# end 
Ruijie# show running-config 
! 
aaa new-model 

! 
! 

aaa authentication login test group radius 
! 

username ruijie password 0 starnet 
! 

radius-server host 192.168.12.219 auth-port 1645 acct-port 1646 
! 

line con 0 
line vty 0 

login authentication test 
line vty 1 4 

!
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TACACS+ 

TACACS+  

TACACS+̂ TACACŜ RFC 1492 Terminal Access Controller Access Control 
System̃̃ Э ҩ╖ ὤ Ȃў Client-Server б

TACACS ╘ ᶕ AAA ╖ ̆ ұ ȁ

̆ ᴳ TACACS+ ╘ ₥̆ Ἴ TACACS+ ╘ Ὧ

ᾃ Ȃ 

TACACS+ ȁ ‍ ̆ ԏ Ԉᴳ У ╘ ̆

ᴳ У ╘ ̆ Ԉᴳ Ь ╘ ̆

╘ Ԉ ᶕ ̆ Ԉ ȁ Ȃ 

TACACS+ Ю̔ 

 

 1 

¸ Major Version ― ў  TACACS+ Ȃ  

¸ Minor Version ―  TACACS+ Ȃ 

¸ Packet Type ˄
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TACACS+  

TACACS+ ὴ ѝ ⁸̆ ̂ᴿ Telnet
̃̆ ̂ᴿ Ӈ ̃ᴐѝ TACACS+ ̆

TACACS+ ╘ ̆ ⁮ Ѯ Ԉ ⁮

Э ᴐȂ 2 ̔ 

 

2 

Ю Ԉ ȁ TACACS+ ѐ Ӈ

ҵ̔ 
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 3 

э ѐ Ӈҵ Ԉ‍ѝЬэ ‍̔ 

1. ꜛ ̔ 

1̃ Ȃ 

2̃ TACACS+ ⁮ Ѯ ̆
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3̃ TACACS+ ╘ ̆ Ȃ 

4̃ TACACS+ ⁮ ̆ Ȃ 

5̃ ὡ ᶕ Ȃ 

6̃ TACACS+ ⁮ ̆ TACACS+ ╘ ̆ὲ

ѐꜛ ҩ Ȃ 

7̃ TACACS+ ╘ ̆ Ȃ 

8̃ TACACS+ ⁮ ̆ Ȃ 

9̃ ὡ ᶕ Ȃ 

10̃ TACACS+ ⁮ ̆ TACACS+ ╘

̆ὲѐꜛ ҩ Ȃ 

11̃ TACACS+ ╘ ̆ Ȃ 

2. ̔ 

1̃ TACACS+ TACACS+ ╘ Ȃ 

2̃ TACACS+ ╘ ̆ Ȃ 

3̃ TACACS+ ⁮ ╖ ̆   Ȃ 

3. ̆ ̆ ̔ 

1̃ TACACS+ TACACS+ ╘ Ȃ 

2̃ TACACS+ ╘ ̆ ⁮Ȃ 

3̃  Ȃ 

4̃ TACACS+ TACACS+ ╘ Ȃ 

5̃ TACACS+ ╘ ̆ ⁮Ȃ 

TACACS+ ֗╘ 

Э TACACS+̆ Ἴ ԈЮ֗╘̔ 

¸ ᴳ aaa new-mode ԇ AAAȂ ᴳ TACACS+₥ Ἴ AAĂ
Ὧұ ľᴳ
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‟ ȂὯұᴳ aaa authorization ԇ Ѭ ‟ ᶕ ̆ ľ

ĿȂ 

¸ ̆ᴳ aaa accounting ԇ Ѭᴳ TACACS+ ‟

ȂὯұᴳ aaa accounting ԇ Ѭ ‟ ᶕ ̆ ľ

ĿȂ 

¸ Э Ѭ ‟ ̆ ‡ᴳ ‟ Ȃ 
 
έᴇ TACACS+ ̆ ԈЮ ̔ 

TACACS+ ╘ ў
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ѝ TACACS+ ╘ ҩὭӎ ̆‡ ╘ ̆ὤ

TACACS+Ὥӎ Ȃ 

 

ὤ TACACS+Ὥӎ  

ὤ TACACS+Ὥӎ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

tacacs-server key string 

TACACS+ ╘

Ὥӎ ̆ ў

Ὥӎ ̆‡

ᴳ ὤ Ȃ 

 

~ 注意： 

TACACS+̆ Ὥӎ Ȃ з Э Ὥӎ TACACS+
╘ Э Ὥӎ У Ȃ 

 

AAA ╘  

Э AAA ╘ ̆ Ԉ ᵏУэ ╘ ў ‍

ἵ̆ ᴳ ╘ Уэ ̆ ὲ Уэ ╘ѐ

̂ᴿ ұ Login Ȃ̃ 

э ╘ Ԉꜛ э ╘ ̆ ╘ ў ╗ὡ Ἴ ̆

╘ ў ‟ Ȃ э ╘ ╗ὡ⁮ ╘ ̆‡Ἴ╗ὡ ₥ ̆ ╗

ὡ ╘ ᴐѝ₥Уэ ╘ ̆ ₥Уэ ╘ Ḁ̆ Ю

Уэ ╘ Ȃ 

AAA ╘ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

tacacs-server host ip-address  [port 
integer] [timeout integer] [key string]  

TACACS+ ╘ ў ̆

₥ Ŀ TACACS+ ╘

ў Ŀ Ȃ 
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aaa group server {radius | tacacs+} 
group-name 

Ѭ AAA ╘ ̆ ѝѮ

Уэ ȂУэ ╘ ѐ

̂RADIUS TACACS+ Ȃ̃ 
ԇ ὡ AAA ╘

Ȃ 
̔ TACACS+ ╘

tacacs+ Ȃ 

server ip-address 

╘ ѐ ╗ TACACS+
╘ ў ̆ э Ԉ

╗ э ╘ ў Ȃ 
̔ ╗ὡ⁮ ╘

э ╘ ў ̆ ҮἼ

tacacs-server host ԇ ѬȂ 

ip vrf forwarding vrf-name 
̂ ̃ TACACS+ ╘

ᴳ vrf ( VRF
ԇ) 

 

TACACS+  

ҩ TACACS+ ╘ Ὥӎ Ѯ ̆ ѝ TACACS+ Ѭ ұ

‟ ̆ TACACS+ Ȃ ѝ TACACS+ AAA ᴐ ̆

aaa authentication ԇ TACACS+ Ѭѝ ᴳ Ȃ

TACACS+ Login Enable Ȃ 

Login̂ ̃ ⁮ NAS ֙ Ȃ Login
ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ Ȃ 

aaa authentication login {default | 
list-name} group  {tacacs+ | 
group-name} 

Login TACACS+
Ȃ 

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Login Ȃ 

login authentication {default | list-name} Login ‟

ЭȂ 

 
ұ ⁮ ̆ ὡ ԇ ̂CLĨ Ḁֶ̆ ҫ

Уэ‫

̆ѝҩ ̆ ֙ ̆ ѝ Enable Ȃ

Enable ԈЮ ԇ̔ 

ԇ ᴐ  
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configure terminal  ὡὤ Ȃ 

aaa authentication enable default 
group  {tacacs+ | group-name}  

Enable TACACS+
Ȃ 

 

TACACS+  

ҩ TACACS+
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no aaa authorization config-commands

̂ ̃ ᾳЮ̆

Ю ԇ

Command ̆
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aaa accounting commands level 
{default | list-name} start-stop group 
{tacacs+ | group-name} 

Exec TACACS+
Ȃ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ

line [aux | console | tty | vty] line-number 
[ending-line-number] 

ὡ line ̆ Ҿ

Exec Ȃ 

accounting commands level {default | 
list-name} 

Exec ‟

ЭȂ 
¸ level̔ ԇ

⁞Ȃ 0 ⁮ 15Ȃ

 

TACACS+  

Э TACACS+ ̆ѝ ᶑ TACACS+ ╘ Ȃ

TACACS+ ̆ ԈЮ ԇ̔ 

ԇ ᴐ  

configure terminal  ὡὤ  

tacacs-server timeout seconds 

ּ Ԉ₥

̂ ḣѝ 5 ̃̆ ў

̆‡

ᴳ ὤ Ȃ 

Ip tacacs source-interface interface tacacs+ ⁮ ╘

ᴳ IP̆ ѝа  

 

ᴳ TACACS+ ȁ ȁ ᴿ 

ὴ TACACS+ ѐ̆TACACS+ ╘ ֙ ȁ

̆Ю ‍⁞ Login ȁEnable ȁExec Command ̆

ᴉ ᴳ TACACS+ ȁ Ȃ 

Login ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
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Ruijie(config)# tacacs-server key aaa 

3. ᴳ tacacs+ ̔ 

Ruijie(config)# aaa authentication login test group tacacs+ 

4. Э :  

Ruijie(config)# line vty 0 4  
Ruijie(config-line)# login authentication test 

ԈЭ ҩ login tacacs+ ̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 
aaa authentication login test group tacacs+ 

! 
tacacs-server host 192.168.12.219 

tacacs-server key aaa 
! 

line con 0 
line vty 0 4 

login authentication test 
! 

Enable ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server host 192.168.12.218 
Ruijie(config)# tacacs-server host 192.168.12.217 
Ruijie(config)# tacacs-server key aaa 

3. tacacs+ server group ᴳ ╘ ‟ ѐУ ‍ ╘ ̔ 

Ruijie(config)#aaa group server tacacs+ tacgroup1 
Ruijie(config-gs-tacacs)#server 192.168.12.219 
Ruijie(config-gs-tacacs)#server 192.168.12.218 

4. ᴳ tacgroup1 ̔ 

Ruijie(config)# aaa authentication enable default group 
tacgroup1 
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ԈЭ ҩ enable ‍ tacacs+ ╘ ̆ ЮȂ 

Ruijie#show running-config 
! 
aaa new-model 

! 
! 

aaa group server tacacs+ tacgroup1 
server 192.168.12.219 

server 192.168.12.218 
!  

aaa authentication enable default group tacgroup1 
! 

! 
tacacs-server host 192.168.12.219 

tacacs-server host 192.168.12.218 
tacacs-server host 192.168.12.217 

tacacs-server key aaa 
! 

line con 0 
line vty 0 4 

! 

Exec ᴳ TACACS+ ᴿ̔  

1. Ἴ aaa̔ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 

2. tacacs+ server ᶕ ̔ 

Ruijie(config)# tacacs-server host 192.168.12.219  
Ruijie(config)# tacacs-server key aaa 

3. ᴳ tacacs+ ̔ 

Ruijie(config)# aaa authorization exec test group tacacs+ 

4. Э :  

Ruijie(config)# line vty 0 4  
Ruijie(config-line)#authorization exec test 

ԈЭ ҩ ᴳ tacacs+̆ ЮȂ 

Ruijie#show running-config 
! 

aaa new-model 
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!
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SSH ╘ 

SSH Ӯ 

SSH Secure Shell ᾗ ȂSSH ᵏ ╖ ұУэנ Telnet
̆б Telnet а ұ ּ ╗ Ȃ Уэа

ᶑ ὤ ⁮ ̆SSH Ԉ ᵏ ὤ ᶕ ᶑ

╖ ̆Ԉᶑ а  IP ȁ  Ȃ 

SSH  

 SSH1 SSH2 

 RSA RSAȁDSA 

Ӈ  ұ RSA Ὠ ╗

Ӈ Ȃ 

KEX_DH_GEX_SHA1 
KEX_DH_GRP1_SHA1 
KEX_DH_GRP14_SHA1 

╗  DESȁ3DESȁBlowfish DES ȁ 3DES ȁ AES-128 ȁ

AES-192ȁAES-256 

 ұ ԇ ұ ԇ  

 а  MD5 ȁ SHA1 ȁ SHA1-96 ȁ
MD5-96 

 NONÊ ̃ NONÊ ̃ 

 

SSH   

 

~ 注暂᐀ ǋ∃ᣕ   Td
<677 T5
326
/C2_0 1 Tf
0 Tc 2 Tr 2.3 0 Td
. 0.D5>Tj
/T176C584
-0.-3 Td8MD5-94 3 Td0AES-1886132.42 343.160.06 3/C2_1f
2f
210 M Tcj 4 82. re
7.64 m4 0.48 re
7.64 l4 82. r 
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Ὧ SSH Server 

Ὧ SSH Server̆ ὤ Ю̆ no enable service ssh-server
ԇ̆ᴳ SSH Server ѝ DISABLEȂ 

ԇ  

configure terminal ὡ  

no enable service ssh-server Ὧ SSH Server 

 

SSH server  

ᾳЮ̆SSH Server ὸ 1 2Ȃᴳ ԈЮ ԇ SSH ᴳ Ȃ 

ԇ  

configure terminal ὡ  

ip ssh version {1 | 2} SSH  

no ip ssh version SSH ѝ ̆

SSHv1 б SSHv2̕ 

 

SSH  

ᾳЮ̆SSH Server ѝ 120 ̆Ȃᴳ ԈЮ ԇ

SSH Ȃ 

ԇ  

configure terminal ὡ  

ip ssh time-out time SSH ̂

1-120sec̃ 

no ip ssh time-out 
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ԇ  

configure terminal ὡ  

ip ssh authentication-retries retry times SSH 
̂ 0-5̃ 

no ip ssh authentication-retries SSH
ѝ 3 ̕ 

̔Э ԇέᴇ [SSH ԇ ᾊ]Ȃ 

ᴳ SSH  

Ԉᴳ SSH ̆₥ SSH Server ╖ ̆ ᾳ

Ю Ὧ ╖ Ȃ ұ Windows Telnet ֒а SSH̆ ᴳ

Ь ֒̆ ₥ὸ ꜛ ̔Putty̆ Linux̆
SecureCRTȂЮ Ԉ ֒ SecureCRT ѝᴿӮ SSH ̆

Ю ̔ 

 

 1 

1 ᴳ 2 ̆ Protocol SSH2̆Hostname 
ў IP ̆ ѝ 192.168.5.245̆ ѝ 22 SSH 

̆Username ѝ ̆ ̆ аֶ ᴐ ̆

Authentication ѝ ̆ ԏ Ȃᴳ

Telnet У Ȃ 

  OK̆ ὡ  ԈЮ ̔ 
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̆ᴳ ╘ ╟ᴐ ╘

̆ ╟ Ҿ Ф Ȃ 

ҩ ╘ У‎ ╟ᴐѮ ̆ ὤ ֶᾋ

ᴐ ὤ ̆ ὤ ̆ ὤ

ֶ ὤ ‟ ⁸̆

Ȃ 

ὤ  

ṁѝ ὤ ᾱ У ‍̆ ὤ ӱ ὤ Э

̆ з ̆ ⁸Ȃ 

GSN ὤ  

ὤ Ὧ 

ᾳЮ̆ GSN ὤ Ὧ Ὧ  
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[no] security
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interface interface ὡ  

[no] security address-bind enable  

 
 

~ 说明： 

ὤ GSN ╖ з ╖ ᴐ Ȃ

ᴳ ╖ ̆ Ὧ 802.1x IP ╖ ̆ ‡ֶ

ὤ Ȃ 
 

GSN  

smp server 

Ԉ ԈЮ smp sverver ᾃ  

ԇ  

show smp-server smp server 

ᴿ ̔ 

Ruijie# show smp-server  
SMP-Server IP:192.168.217.220 

security event interval 

Ԉ ԈЮ policy-map ᾃ  

ԇ  

show security event interval ὤҮּ֒  

ᴿ ̔ 

Ruijie# show security event interval  
Event sending interval(Seconds):5 
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GSN ᴳ Ὧ Ү  

GSN  

ұ GSN ⁮ ֒̆ ֒ ̆ Ԉ GSN
ұ ӊ а а ̆ ұ GSN ᴳ

֒ ὲӹ ̆ Ԉ Ὧ╖ ̂ ARP
╖ ̃ ҂ֶ῏ ̆GSN ҂ ῏ Ȃѝҩ

╟ ̆ GSN ⁸ ╒̆ Ԉ GSN а

ὲӹ ֒ ╖ Ȃ 

б GSN ᴳ ᾰ УҾ╖  

ұ GSN ̆GSN бЮ УҾ╖ ᴳ Э ᾰ ̆

╗Ԉ ̆ ὁ   ╖ Ȃ 

1) GSN а б 1x ip Ὥ Ȃ 

2) GSN а ὤὭ Ȃ 

3) GSN а AP Э ̆ ҩ а ╗ὡ AP ̆

ҩ GSN ╗ὡ AP ֶ ╖  

̆ Уэ ҩ ╗ὡAP Ἴ‮ Э

Ȃ 

GSN ᴳ ὲӹ Ү  

ұ GSN ֒ ̆ Ԉ ұЮ УҾ

ֶ GSN ᴳ ̔ 

ὤ IP+MAC ̔ ҩ эὤ IP+MAC ̆ ҩ э MAC
̆ GSN MAC ̆ Ḁ ұὤ IP+MAC

̆ӱ GSN Ȃ 

ACL̔ ACL ᾃ б GSN Ю   ᾰ ҂ֶ GSN ╖

̆ GSN а ACLȂ 
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MACC), B ѐ ֶ ARP (IPA, MACC). ̆ A B Ѯ ᶕ

ҩ C Ѯ ᶕ̆ AȁB У Ȃ C Ἱ ҩѐ

ӝ ̆ ṁ ᶢ ̆ У Ȃ

ѐ ӝ  Ȃ 

ҩ DAI ARP   

DAI ᶑҩ ARP ֶ Ȃ ў ԈЮΰэ ̔ 

¸ DAI ╖ VLAN ᶕ֗ Э ᴃ ARP
 

¸ ṁ У Ὧ Ѯ₥̆ DHCP ̆ ᴃ ARP
Ȃ 

¸ Ȃ 

¸ ṁ ̆ Ȃ 

ARP ᵑ DHCP snooping binding ̆έᴇ

ȇDHCP snooping ȈȂ 

ᶕ֗ ὤ 

ұ Э Уэ ᶕ֗ ̆ ARP ᴐ  ̆ӱ ᶕ֗

⁮ DAI ̆ ѝ ARP ̕ ӱ ᶕ֗

⁮ ARP ̆ ш DAI Ȃ 

Уэὴ ѐ̆ ⁮ ү ѝ ᶕ֗

̆ ⁮ў ү ѝ ᶕ֗ Ȃ 

̔ Уэү ᶕ֗ ֶ ⁮ ᶕȂ 

έᴇ ԇ ip arp inspection trust, show ip arp inspection interfaceȂ 

⁸ ARP  

ұ DAI ̆ У CPU ̆ Ԉ ARP
̆ ⁸ ARP ̆ Ԉ ὁ DAI ╖ ӊ

╘  Ȃ ᾳЮ̆ ᶕ֗ ARP э 15Ȃᶕ֗

а ⁸Ȃ Ԉ ү Ю ip arp inspection limit-rate
⁸Ȃ 

έᴇ ԇ ip arp inspection limit-rateȂshow ip arp inspection interface 
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DAI 

DAI Уэ ұ ARP ὤ ̆ Ѯ У ‟

ᴳ ARP ⁮ ּ ╗ Ȃ 

ᴳ DAI Ὧ╖ ̆ ԈЮ ֗╘̔ 

¸ VLAN DAI ╖ ̂ ̃ 

¸ ᶕ֗ ̂ ̃ 

¸ ARP ̂ ̃ 

¸ DHCP snooping database Ὧ ̂ ̃ 

 

VLAN DAI ╖  

ᾳЮ̆ VLAN DAI ╖ Ὧ Ȃ 

ҩVLAN vid DAI ╖ ̆vlan-id = vid ARP ֶ

DAI Ὧ ὤ ̂аֶ ARP ̃Ȃ 

Ԉ show ip arp inspection vlan VLAN ҩ DAI
╖  

VLAN DAI ╖ ̆ ѐ ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# ip arp inspection 
vlan 
vlan-id 

VLAN vlan-id DAI ╖

Ὧ 

Ruijie(config)# no ip arp 
inspection vlan [vlan-id] 

Ὧ VLAN vlan-id DAI ╖

Ὧ 
vlan-id Ὧ VLAN DAI
╖  

 

ᶕ֗  

ԇ ү ̆з ү ѝУэ SVI Ȃ 

ᾳЮ̆ ү а ᶕ֗ Ȃ 

ᶕ֗ ̆ARP У ̆ ‡ֶ̆ᴳ DHCP 
snooping ᶕ ₥ ARP  

ᶕ֗ ̆ ѐ ԈЮ ԇ̔ 
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Ὧ arp  

 

ү Ӈ Э̆ ᾳЮ arp vlan ᾃ ̆

Ὧ arp ᵏҩ ֶȂ 

Ὧ arp A arp Ὧ mac ̆ ұ

У vlan B ҂ֶ ⁮ arp ̆ B Ԉ arp ̆

ip ѝ Ὧ ip̆ mac ѝ mac Ȃ A ⁮ arp
̆ ֶ ѝ B Ὧ̆ A ѐ Ὧ

B̆ A Э ҩ̆ arp Ȃ 

ԏ Ԉ ү Ӈ Э Ὧ arp Ὧ arp Ȃ

Ὧ arp ̆ Ԉ Э arp ip ԏ Ὧ

ip̆ ̆‡ х ̆ ⁮ arp Ȃ Ӈ

Э Ю Ὧ ARP ̆ὲ pc а Ḯᾐ Ὧ arp
Ȃ 

Ὧ arp  

Ὧ arp  

֗ᴉ Ὧ Ȃ 

Ὧ arp   

Ὧ arp ̔  

ԇ ᴐ  

Ruijie(config-if)#anti-arp-spoofing 
ip ip-address 

Ю Ὧarp ̆ Ὧ ip
ѝ ipȂ 

ᴔ Ԉ Ю ԇ no anti-arp-spoofing  ip ip-address
Ὧ arp Ȃ 
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~ 注意： 

Э Эа Ὧ arp Ȃ 

Ὧ arp arp check ̆ipv6 acl а ᾋᴳ ̆ ѮӉ Ȃ 

 

Ὧ arp ᶕ  

Ӈ Ὧ arp ᶕ ̔ 

ԇ ᴐ  

Ruijie #show anti-arp-spoofing  Ю Ὧ arp ᶕ
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⁸‟  

 

ᴐѝ ӊ ὤ ᾱ У ‍̆ᴳ ⁸‟ ᵏ

╖ Ȃ ӊ ₥ ԈЮ ‟ ̔ 

¸ ῆ IP ⁸‟  

¸ IP ⁸‟  

¸ MAC ⁸‟  

¸ MAC ⁸‟  

¸ Expert ⁸‟  

Ԉ έᴇ ᾳ а ⁸‟ ⁸Ȃ 

⁸‟ Ӯ 

ACLs ὤ ѝ ὡ ⁸‟ (Access Control Lists)̆҂ ѝ ‟ ̂Access 
Lists̃̆ ᶋ ѝ ̆ ѐ Ѯѝꜛ ȂACLs ѬУҾ ‡

Э ⁸̔ἵ х Ȃ ὲᴳ ̆

Ԉ‍ѝ ὤ ACLs QoS ACLsȂ 

Ԉ ⁸ ѐ ̆ ⁸ ᴳ ᴳ

Ȃ ὤ ACLs ὲ ‍ ̆ ӱ

ὡ   ̆ רּ ֒(Conditions)ᾱ ἵ ὲ

(Permit) х (Deny)Ȃ 

̆ ὤ ACLs ұ ⁸ Ҿ ἵ ӱ ̆Qos
Ҿ ִἼ ‍ Ȃ 

ACLs У ‟ ̆ ԏ Ѯѝ ὡ ⁸‟ (Access Control 
Entry̔ACE)Ȃ э ὡ ⁸‟ ҩ רּ ֒ ѝȂ 

‟ ‡ Ԉ ȁ ȁЭ ̆ שּ ᶕ

Ȃ 

ѝӣѫ ‟  

‟ ̆ў ԈЮУҾ̔ 

¸ ⁸ ̔ ⁸ ᶕ ӣѫ ̆ ӣѫ ⁮

ᶕ Ȃ 
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¸ ⁸ ̔ѝҩ ᶑ ὤ̆ Ѭ ‡̆ Ԉ ⁸ УҾ

╘̂  WWW ֒ ╘̆ὲӹ ╘ TELNET ‡ ̃̆
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⁸‟ ш ѐ ̆ӱ У

̆У Уэ ꜛ ѐ э ֒″ רּ ̆ ѫ

̆аᾋ Ȃ  

ὡ/   ACLȁ ‡ 

ὡ ACL ⁮ ̆ б ὡ ACL У

ACE ּר ̕   ACL ῆ ӱ Уэ   ̆ б

  ACL У ACE רּ Ȃ 

⁸ а ‡ ̆ ‡ ̆҂ ὲѐΰ Ȃ

ACĔ ACE Ѭ (Permit Deny)ȂACL 
ACE Ԉ Ҿ Ԉ ̆ Ҿ ꜛ ̔ 

¸ ү (Layer 2 Fields)̔ 

¸ 48 ᴁ MAC ( 48 ᴁ) 

¸ 48 ᴁ MAC ( 48 ᴁ) 

¸ 16 ᴁ ү  

Ь (Layer 3 Fields)̔ 

¸ IP ( Ԉ ὤ IP ḣ̆ Ѭ ѬУ

) 

¸ IP ( Ԉ ὤ IP ḣ̆ Ѭ

ѬУ ) 

¸  

(Layer 4 Fields)̔ 

¸ Ԉ Уэ TCP ȁ  

¸ Ԉ Уэ UDP ȁ  

У ACE ̆ ѐ Ҿ Ԉ

⁞ȁ‍ Ȃ ̆ У

IP ȁ‍ ACE 
̆ IP UDP ˿

ACE 
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2  ACE̔permit tcp host 192.168.12.2 any eq telnet ‍  

 

& 说明： 

Ԉ Ь (Layer 3 Field) (Layer 4 Field)
̆҂ Ԉ эү (Layer 2 Field) ת̆ ῆб ACL

а ү Ь ȁү ȁү Ь ȁ Ȃ ᴳ

ү ȁЬ ȁ ̆ Ԉ Expert ⁸‟ ̂Expert 
ACLs̃Ȃ 

 

IP ‟  

Э ‟ ̆ ѝ ‟ Уэ У ̆

Ԉᵳ ᾃ У э ‟ ȂЮ ‟ ҩ Ԉᴳ

‟ Ԉ Ԉᴳ ‟ Ȃ 

 

 ACL
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б רּ‡ ᾱ ‍ Ȃ 

‟ ꜛ ῆ ‟ ‟ ̆ ‟ ѐ Ѭ ὴ ‡ў

ԈЮ̔ 

¸  

¸  

¸ Э  

שּ ¸  

ῆ IP ‟ ̍ ѝ 1 - 99̆1300 - 1999 ў̃ IP
‍ ̆ IP ‟ ̍ ѝ 100 – 199̆2000 - 2699̃ᴳ ԈЭ

‍ Ȃὲӹ ‟ ὯԆ

‍ Ȃ 

ұ У ‟ ̆ Ԉᴳ ‟ Ѭ ‡̆
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Ruijie (config-xxx-nacl)# [sn] { permit | 
deny } {src src-wildcard | host src | any } 
[time-range tm-rng-name]  

ѝ ACL ╗ ,έᴇᾃ

ԇ  

Ruijie(config-xxx-nacl)# exit 
Ruijie(config)# interface interface 

  ⁸‟ ̆

‟  

Ruijie(config-if)# ip access-group 
id { in | out } ‟  

 

& 说明： 

У ḣACL ̆ ү Ԉ ḣACL ̆ Ԉ

ִἼ ( ACE ִἼ ѐ)Ȃ 
 

IP ‟  

‟ ̆ ԈЮ ԇ̔ 

Ruijie# show access-lists [ id | name ] 

ԇ Ԉ ‟  

IP ‟ ᴿ 

¸  

ч Switch A Switch B̆ 1-3̔ 
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3  ‟ ᴿ 

Switch B Э ‟ ̆ ԈЮ ὤ╖ ̔ 

¸ 192.168.12.0/24 ў Э UNIX ў

TELNET ╘̆ PING ╘Ȃ 

¸ Switch B ⁸ Эа 192.168.202.0/24 ў ╘Ȃ 

&  说明： 

ԈЭ ᴿ ̆ע ἵ ‍ ẏ Э ў ѐ

ў ̆аἵ Э ѐ ў Ȃ 

 

¸  

Switch B ̔ 

Ruijie(config)# interface GigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.12.1 255.255.255.0 
Ruijie(config-if)# exit 
Ruijie(config)# interface GigabitEthernet 0/2 
Ruijie(config-if)# ip address 2.2.2.2 255.255.255.0 
Ruijie(config-if)# ip access-group 101 in 
Ruijie(config-if)# ip access-group 101 out 
 

̆ Уэ ѝ 101 ‟  

Ruijie(config)# access-list 101 permit tcp 192.168.12.0 
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Ruijie(config)# interface GigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.202.1 255.255.255.0 
Ruijie(config)# interface GigabitEthernet 0/2 
Ruijie(config-if)# ip address 2.2.2.1 255.255.255.0 

MAC ‟  

Э MAC ‟ ̆ ‟ Уэ У

̆Ԉᵳ ᾃ У э ‟ ȂЮ ‟  Ԉᴳ

MAC ‟ Ȃ 

  

MAC ‟  700-799 

 

MAC ‟  

… MAC ‟ ̆ Ѭ ‡ Ԉ ұ ‍ ̆ ″ ‍

б רּ‡ ᾱ ‍ Ȃ 

MAC ‟ ѐ Ѭ ὴ ‡ў ԈЮ̔ 

¸ MAC  

¸ MAC  

¸ Ԉ  

 שּ ¸

MAC ‟ ̂ 700 -799̃ў MAC
‍ , ҂ Ԉ Ԉ רּ Ȃ  

ұ У MAC ‟ ̆ Ԉᴳ ‟ Ѭ

‡̆ὲѐ Уэ ̆Ԉᵳ Ҿ ⁮ Уэ

‟ Ȃ 

MAC ‟  

MAC ‟ ꜛ ԈЮч ̔ 

1. Ѭ MAC ‟  

2. ‟ ұ  

MAC ‟ ̆ ԈЮч ̔ 

У  ὤ Ю ԈЮ ԇ̔ 
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Ԉ ̆ Ԉ Э ‟ 101, Ԉ Э    

Ruijie> enable 
Ruijie# configure terminal 
Ruijie(config)# mac access-list extended mac-list 
Ruijie(config-mac-nacl)# deny host 0013.2049.8272 any ipx 
Ruijie(config-mac-nacl)# permit any any  
Ruijie(config-mac-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# mac access-group mac-list in 
Ruijie(config-if)# end 
Ruijie# show access-lists  
mac access-list extended mac-list 
deny host 0013.2049.8272 any ipx 
permit any any 

Ruijie# 

&  说明： 

‟ permit any any а а ̆ ѝ ‟ У

‡ Ȃ 

S3250 ‟ӊ Э̆permit any any Ԉа Ȃ 

 

Expert ‟  

Э Expert ‟ ̆ ‟ Уэ У

̆Ԉᵳ ᾃ У э ‟ ȂЮ ‟  Expert ‟

Ȃ 
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&  说明：  

У ḣACL ̕ ү Ԉ ḣACL ̆

ִἼ ѐ̆ Ԉ ִἼ ( ԇѐ[sn] )Ȃ 

s3250 ӊ Ip acl Ԉ“eq” tcp,udp 4 רּ
 

Expert ‟  

‟ ̆ ԈЮ ԇ̔ 

Ruijie # show access-lists [id | name] 

Ԉ Expert ‟  

Expert ‟ ᴿ 

Expert ‟ ̆ ԈЮ ὤ╖ ̔ 

¸ VLAN20 0013.2049.8272 ў Giga 0/1 Ȃ 

¸ ὲӹ а  

Ruijie> enable 
Ruijie# config terminal 
Ruijie(config)# expert access-list extended expert-list 
Ruijie(config-exp-nacl)# permit ip vid 20 any host 
0013.2049.8272 any any 
Ruijie(config-exp-nacl)# deny any any any any 
Ruijie(config-exp-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# expert access-group expert-list in 
Ruijie(config-if)# end 
Ruijie# show access-lists  
expert access-list extended expert-list 
petmit ip vid 20 any host 0013.2049.8272 any any 
deny any any 

Ruijie# 

 

‟ ACL80 

ACL80 ҂ Ѭ ‟ ̆ Ѭ רּ ₥ 80 э ̆
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Ȃ У ‟ ̆ACL80 Ԉ ₥ 80 э ѐ

16 э ̂bit̃ᴁ רּ Ȃ 

 

& 说明： 

֗ 16 э аꜛ ԈЮ ̔ 

SMAC, DMAC,SIP, DIP,ETYPE,PROTOCOL,L4_SPORT, L4_DPORT,VID. 

ҩ רּ Э ҂ Ԉ רּ 16 э Ȃ 

 

ұ֗ Уэ 16 ̆ Ԉ bit б ḣ а Ȃ

҂ ̆ ἵ ԏ 16 э ֗ Уэ ḣѝ 0 1Ȃ ֗

ᴉУэ ̆ чэ ̔ ‡ ̆ү ᴁ

УУ Ȃ ‡ ḣ̆ ‡ѐ

̂1 רּ ‡ ᴁ̆0 аּר ̃̆ Ԉ

רּ э ̆ ѐ ѝ ѝ 1Ȃ
ᴁ ѝ 0̆ ‡ѐ ᴁ ӣѫ̆ аֶּר Ȃ 

ᴿ ̔ 

Ruijie(config)# expert access-list advanced name 
Ruijie(config-exp-dacl)# permit 00d0f8123456 ffffffffffff 0 
Ruijie(config-exp-dacl)# deny 00d0f8654321 ffffffffffff 6 

Ѭ ⁸‟ Ѭ ү ₥ 80 э ѐ ֗

רּ ̆ ᴐ  Ȃ ᴳ Ѭ ⁸‟

ү ὡ ҩ ȂЮ ѝү ₥ 64 э
̂ э Ԇ Уэ 16 ⁸ ̆ чэ Ԇ Уэ ̃Ȃ 

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD 

DD DD EE FF GG HH HH HH II II JJ KK LL LL MM MM 

NN NN OO PP QQ QQ RR RR RR RR SS SS SS SS TT TT 

UU UU VV VV VV VV WW WW WW WW XY ZZ aa aa bb bb 

Э ѐ̆ э Ѭ Ḷ ḣ Ю ̔ 

 Ѭ Ḷ Ѭ Ḷ

A MAC 0 O TTL  34 

B MAC 6 P  35 

C VLAN tag  12 Q IP  36 

D  16 R ip  38 

E DSAP( ╘

)  18 S ip  42 
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Ruijie# configure terminal 
Ruijie(config)# 

3)  ὡ ACL  

Ruijie(config)# ip access-list extended test-tcp-flag 
Ruijie(config-ext-nacl)# 

4) ╗ ACL  

Ruijie(config-ext-nacl)# permit tcp any any match-all rst  

5) ╗ deny  

Ruijie(config-ext-nacl)# deny tcp any any match-all fin     

6) ╗‮ ̆ 

7) end 

Ruijie(config-ext-nacl)# end 

8)   

Ruijie# show  access-list test-tcp-flag 
ip access-lists extended test-tcp-flag 

10 permit tcp any any match-all rst 
20 deny tcp any any match-all fin 

ִἼ ACL  

ѝҩᴇ ACE ִἼ ̆ э ACL ‟   ῆ̆Ԉ ACL ‟ Ю

ACE ̆ - ̆έᴇ Ю̔ 

¸ ACE ѐԈ ‟̕ 

¸ Ԉ ̆ а Ԉ₥У ACE ѝ Ԉ Ȃ 

¸ ACE Ԉ ὡ̆ ᶑ ҩ чэ ACE Ѯ

ὡ ACEȂ 

¸ ACL ‟ Ȃ 

ᵏ ip access-list resequence {acl-id| acl-name} sn-start sn-inc ԇ̆ Ὧ

ԇ ԇ Ȃ 

ԈЭ ԇ̆ᵳ ACL list Ю ace ‟̆ ѝ tst_acl ACL Ю

ace ѝ̔ 

‫  

ace1: 10 

ace2: 20 
ace3: 30 
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ip access-list resequence tst_acl 100 3, ACE Ю 

Ruijie(config)# ip access-list resequence tst_acl 100 3 
ace1: 100 
ace2: 103 

ace3: 106 

а ὡ sn-num ╗ ace4 ̆ Ю 

Ruijie(config-std-nacl)# permit ȂȂȂ 
ace1: 100 

ace2: 103 
ace3: 106 

ace4: 109 

ὡ seq-num = 105 ╗ ace5 ̆ Ю 

Ruijie(config-std-nacl)# 105 permit ȂȂȂ 
ace1: 100 
ace2: 103 

ace5: 105 
ace3: 106 

ace4: 109 

ѝҩ 4 ѐ ִἼ ╗ ace Ȃ 

‮ ACE 

Ruijie(config-std-nacl)# no 106 
ace1: 100 
ace2: 103 

ace5: 105 
ace4: 109 

Э ҂ Ԉ ᵳ ACE ‮ Ȃ 

ұ שּ ACL  

Ԉᴳ ACL ұ ̆ ACL Уэ Ҿ ᾃ Ȃ

ѝҩ ⁮ э ̆ Ἴ Уэ Time-RangeȂ 

Time-Range 
ѝҩ ⁪ȂȂ
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Ruijie(config)# time-range time-range-n
ame 

Уэ Ѭ ѕᴐ

ѝ Уэ 

Ruijie(config-time-range)# absolute [sta
rt time date] end time date 

שּ ( )̆ 
έᴇ time range

 

Ruijie(config-time-range)# periodic day-
of-the-week time to [day-of-the-week] ti
me 

( )̆ 
έᴇ time range

 

Ruijie# show time-range  

Ruijie# copy running-config startup-co
nfig ᶑ  

Ruijie(config)# ip access-list extended 
101 ὡ ACL  

Ruijie(config-ext-nacl)# permit ip any 
any time-range time-range-name ּש ACE 

 

 

& 说明： 

Time Range ѝ 1̇32 э ̆а ꜛ  

שּ Уэ а ̆ ұ Time Range Ө

э שּ ᾃ  

Ԉ Уэ э Ȃ ѝ э Time Range
ҩУэ שּ ̆‡ שּ ᾃ  

 

Ю ᴿ Ԉ שּ ACL ѝᴿ̆ ᴉ ᴐ ᾃ HTTP 
̔ 

Ruijie(config)# time-range no-http 
Ruijie(config-time-range)# periodic weekdays 8:00 to 18:00 
Ruijie(config)# end 
Ruijie(config)# ip access-list extended limit-udp 
Ruijie(config-ext-nacl)# deny tcp any any eq www time-range 
no-http 
Ruijie(config-ext-nacl)# exit 
Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip access-group no-http in 
Ruijie(config)# end 

Ю ѝ Time Range ᴿ: 

Ruijie# show time-range 

time-range entry: no-http(inactive) 
periodic Weekdays 8:00 to 18:00 
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time-range entry: no-udp 
periodic Tuesday 15:30 to 16:30 

ὤ  

ὤ ACL ⁮ὤ ̆ ACL У ὤ ̆ ὤ ҂ Уэ

⁸ ̆У ACL ұ ұ portmap ̆ ὤ Ԉ ұὤ

̆ бУ ACL а ᴇ ִἼ Э̆ ὤ ִἼ

ὤ( ὤЮ IP/IP+MAC ) 8̆02.1X ὤ ACL ̆ ὡӇ

רּ Эҩ ὤ ACL ἵ ҩ̆ а ᾋ 802.1X̆
ὤ ACL ὤ ֒̕ аּר ὤ ACL ̆ ѫᾋ

רּ ὤȁ802.1X ὤ ACL ֒̆ ὤ ὤ ұ

̆ э ѝᴿ Ȃ 

      

& 说明： 

1. ὤ ꜛ permit deny Ȃ 

2. ὤ ὤ ᴿ а  

3. ὤ ִἼ ұὤ ὤ  

4. IP ᾳЮ̆ 802.1x ѐᴳ ὤ ֶ̆ ἵ

э ѝ῏ ̆э IP ᾳЮУ Ȃ 

5. ��&
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ұ Ю ҩ ὤ ̆ Ἴ ὤ ̆ᾋ ѝᴿ Ȃ 

ӱ ̆ Ԉ ԈЮ Ю ὤ  

ԇ ╖  

Ruijie# configure terminal ὡὤ Ȃ 

Ruijie(config)#interface idx ὡ  

Ruijie(config-if)#security access-group 1 Ю ὤ  

 

ұ Ю ҩᴿ ̆ Ἴ ᴿ ᾋ̆ ұ ὤ  

Ю ᴿ Ԉ ὤ ѝᴿ̔ 

4 ѝ ὤ ̆ IP+MAC 

Ruijie(config)#interface FastEthernet 0/4 
Ruijie(config-if)#switchport port-security 
Ruijie(config-if)#switchport port-security mac-address 
0000.0000.0011 ip-address 192.168.6.3 

IP ѝ 192.168.6.3 з MAC ѝ 0000.0000.0011 ӱ

4 Э ὡӇ ̆ ѫ IPX ̙ ԏ Ԉ

Уэ ὤ ̆ἵ IPX ̆ Ю 

Ruijie #configure 
Ruijie (config)#expert access-list extended safe_channel 
Ruijie (config-exp-nacl)#permit ipx any any 
Ruijie (config-exp-nacl)#exit 
Ruijie (config)#security global access-group safe_channel 

҂ Ԉ У ұ  

Ruijie #configure 
Ruijie (config-if)#expert access-list extended safe_channel 
Ruijie (config-exp-nacl)#permit ipx any any 
Ruijie (config-exp-nacl)#exit 
Ruijie(config)#interface FastEthernet 0/4 
Ruijie (config-if)#security access-group safe_channel 

ὤ Ю Ю̆ ὤ “safe_channel”̆ 4
IPX ҩȂ 
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ѡᴿ 

TCP  

TCP Flag ACL ╖ Ȃ 

 

ѝҩ У Эᶑ A ὤ̆ ἵ  A ў Bў

TCP ᶕ ת̆ аἵ B ў ⁮  A TCP ᶕ

Ȃ 

 

 

4 

Э ̆ Ь Ӈ чэ ̆ AбӇ G3/1 ̆

B бӇ G3/2 Ȃ 

‍  

B ў ⁮  A TCP ᶕ ̆ ӱ B
Ӈ G3/2 TCP Ȃ‍ TCP

̆TCP ‫ TCP SYN ᴁз ACK ᴁѝ 0Ȃ
̆ ԏ Ԉ ⁸‟ Match-all ̆ G3/2 ὡ

̆ TCP SYN ᴁ 1 з ACK ᴁѝ 0 ̆

A B Ȃ 

 

1) Ѭ ⁸‟  
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# ὡӇ  

Ruijie# configure terminal 

# Ю… ‟ ACL101 

Ruijie(config)# ip access-list extended 101 

# TCP Flag SYN=1̆зὲ ̂ꜛ ACK ᴁ̃ ᴁѝ0  

Ruijie(config-ext-nacl)# deny tcp any any match-all syn 

# ἵ ὲ IP  

Ruijie(config-ext-nacl)# permit ip any any 

2) ⁸‟ Э 

#   ⁸‟  

Ruijie(config-ext-nacl)# exit 

# ὡ ‟ G3/2 

Ruijie(config)# interface gigabitEthernet 3/2 

# ACL 101 ұ G3/2 ὡ ꜛ  

Ruijie(config-if)# ip access-group 101 in 

3) ‟  

# Ю̆ᴳ show ԇ ACL Ὧ  

Ruijie# show access-lists 101 

ip access-list extended 101 
10 deny tcp any any match-all syn  

20 permit ip any any 
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QOS  

QOS  

Internet ̆ӝԏ ұ Internet Эּ ᴇ ̆

У ̆ а ᴇ а ╘ ̆

‍ ̆ ּ̆ “ ╒ ѝ” ⁸̆

а ȂQOS Ȃ 

QOŜ Quality of Servicĕ ╘ ̃ ה ╘ ╒Ȃ

ѐ̆ѝҩ ╘ ̆ ὡ QOS ⁸̆ QOS ה ‍

╒Ȃ ԏ QOS̆ ‍ ѐѝ ȁ ╟ȁхꜛ

ᵏ ╘ ╒  Ȃה

QoS  

а QoS ╖ аέ ᵏּ ╘ ╒̆ Ӈ

̆ аᶑ У ֶ ⁮ Ȃ Ἱ

Ḁ̆ ⁮ҩ ̆ Ḁ̆

х Ȃ ṁ ᵏ ᴧ ╘̆ ѝ

╒ ̆ Ӈ ⁮ҩἹ‍ ‾ Ȃ 

QoS ╖ ̆ ᵏּ ╘Ȃ ⁞ ̆ Ԉ

ѝ ҫ э ⁞ ּ ִἼ ̆ ̆ ᴳ ᵏ

ִἼ ȁ ὁ ⁸ѝ Ҿ ᵏ ּ ╘Ȃ ҩ

QoS ̆ ╗ҩ ̆ ‍ ̆

╗ ‾ Ȃ 

QoS Ԉ IETF̂Internet Engineering Task Forcẽ DiffServ
̂Differentiated Servece Modẽ̆ ‍ ╘ ̃ ᴇ ѝ ȂDiffServ ᴇ

ѐ Уэּ ‚‍ а ⁞̆‍ ᶕ ꜛ ҩ IP 
ѐ̆ DiffServ ᴇ ᴳ ҩ IPv4 ѐ TOŜ Type Of Servicẽ Ipv6 
ѐ Traffic Class ₥ 6 э ‍ ᶕ Ȃ ‍ ᶕ

҂ Ԉ ЭȂУ ̆ ѐ ‍ ᶕ ̔ 

¸ 802.1Q Tag Control Information ѐ ₥ 3 э ̆ ꜛ ҩ

8 э ⁞ ִἼ ᶕ ̆ Ьэ ѝ User Priority bitsȂ 

¸ IPv4 ѐ TOS IPv6 ѐ Traffic Class ₥

3 э ̆ ᴐ IPprecedence value̕ IPv4 ѐ TOS 
IPv6 ѐ Traffic Class ₥ 6 э ̆ ᴐ Differentiated Services 
Code Point (DSCP) valueȂ 
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Ἴ ᶕ ִἼ Ȃ 

&  说明： 

Э Ь ῆ‡ ֶ ᴐ ұУэ ЭȂ ᾳЮ̆Э Ь

ῆ‡ 3ȁ2ȁ1 ִἼ ᴐ Ȃ Ἴ ACLs ̆ ᾳЮ̆

ῆ‡2ȁ1̆ э Ḁ̆ QoSᶕ֗ ̆‡

ῆ‡ 2 1 ӱ ѐ ӱ Э QoS ᶕ ̕ QoS ᶕ֗

Ὧ ̆ ѫ Ҿ ҫ DSCP ḣ 0Ȃ 

 ұ IP ̆ Ԉ ԈЮῆ‡ ̔ 

¸ ᶕ֗ ѝ Trust ip-precedencĕ‡ ӱ IP Ip 
precedence ̂3 э ̃   ̆ Ἱ⁮   CoS ̂3 э Ȃ̃ 

¸ ᶕ֗ ѝ Trust cos̆‡ CoS ̂3 э ̃

  Ip Precedence ̂3 э ̃Ȃ ч ᾰͅУ ү

ѐаꜛ User Priority bits̆ ѫ Ԉ ὡ CoS ḣ

CoS ḣȂ У ү ѐꜛ User Priority bits̆‡ ӱ

ѐ CoS ḣȂ 

¸ Ὧ Policy-map ѐᴳ ҩ ұ Ip access-list (Extended) ACLs
̆ ѫ Э̆ IP ȁ IP ȁProtocol
ȁԈ TCP/UDP רּ Ὧ ACLs̆Ԉ

DSCP ḣȂ ̆ Ὧ ҩ э Policy-map̆ת ѝὲ

DSCP ḣ̆‡ ₥ ‡ 1ȁ2 ִἼ Ȃ 

IP ῆ‡У ̆ԈЭΰ ῆ‡ Ԉ ᴐ ұУэ ЭȂ

ᾳЮ̆Э ῆ‡ 3ȁ2ȁ1 ִἼ ᴐ Ȃ 

ὯЭ ⁮ CoS-to-DSCP mapȁIP-precedence-to-DSCP map
Ȃ 

Policing 

Policing ̆ ‍ ̆ ұ ‍

ּ ȂPolicing ╟ᴐ ѐ Уэ ̆  

ҩᴐ ұ Police ἵ ⁸ ̆ ѫ ֶ ṁ ̆

х ̆ ҫ DSCP ḣȂ 

QoS ѐ̆Policing ╟ᴐ Ȃ Policing ╟ᴐ̆ ѫ

‍ ѐ DSCP ḣ аֶᴐ֗ᴉᶢ ̆ ҂аֶ

Marking ╟ᴐѮ₥ х Ȃ 
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Marking 

Marking ̆ Classifying Policing ╟ᴐ Ѯ ̆ѝҩ ᶑ ‍

DSCP ḣ ּ Э ЮУ ̆ Marking ╟ᴐ ѝ

ᾗὡ QoS ᶕ ̆ Ԉᴳ QoS ACLs QoS ᶕ ̆҂ Ԉᴳ

Trust ᶑ ѐ QoS ᶕ ̆ᴿ ̆ Trust DSCP ӱ ᶑ IP 
DSCP ᶕ Ȃ 

Queueing 

Queueing ‟̆ ѐ э   ‟ѐ̆

а   ‟ а ּ ╘ Ȃ 

Уэ Э 8 э   ‟̆ Э DSCP-to-CoS Map 
Cos-to-Queue Map ч DSCP ḣ ע   ‟ ̆Ԉᵳ

  ‟Ȃ 

Scheduling 

Scheduling ̆ѝ QoS Уэ Ȃ ⁮ а

  ‟ЭѮ ̆ WRR ὲ 8 э ‟ѐ Ȃ 

Ԉ WRR ḣ э   ‟   Ḁ

э ,ӱ ּ Ȃ DRR ḣ

э   ‟   Ḁ ,ӱ ּ

Ȃ 

QOS  

QOS  

QoS Ѯ₥̆ QoS Ὧ ΰ ᶕ ̆ Ю̔ 

¸ Уэ Ὧ 1 э Policy-map 

¸ Уэ Policy-map Ԉ э Class-map 

¸ Уэ Class-map Ὧ 1 э ACL̆ ACL ACE έ

 

¸ Уэ ЭὯ ACE э ӱľ ὤ ACLĿ ⁸ 

ᾳЮ̆QoS 
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╖ Ȃ Ὧ QoS ╖ ̆ Ԉ Policy 
Map ̆ ᶕ֗ ѝ Off ȂԈЮѝ QOS ̔ 

CoS ḣ 0 

‟э  8 

‟  WRR 

QueueWeight 1:1:1:1:1:1:1:1 

WRR Weight Range 1:15 

ᶕ֗  No Trust 

Cos ḣ⁮ ‟  

CoS ḣ 0 1 2 3 4 5 6 7 

‟ 1 2 3 4 5 6 7 8 

CoS to DSCP  

CoS ḣ 0 1 2 3 4 5 6 7 

DSCP ḣ 0 8 16 24 32 40 48 56 

IP-Precedence to DSCP  

IP-Precedence 0 1 2 3 4 5 6 7 

DSCP 0 8 16 24 32 40 48 56 

DSCP to CoS  

DSCP 0 8 16 24 32 40 48 56 
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ԈЮ ԇ interface GigabitEthernet 0/4 ᶕ֗ ѝ DSCP̔ 

Ruijie(config)# interface gigabitEthernet 0/4 
Ruijie(config-if)# mls qos trust dscp  
Ruijie(config-if)# end 
Ruijie# show mls qos interface g0/4 
Interface: GigabitEthernet 0/4 

Attached input  policy-map:  
Default COS: trust dscp 

Default COS: 0 
Ruijie# 

CoS ḣ 

Ԉ Ю Уэ CoS ḣ 

ᾳЮ̆ CoS ḣѝ 0 

ԇ  

configure terminal ὡ  

interface interface ὡ  

mls qos cos default-cos 
CoS ḣ , 

default-cos

ᾳ 58×�ÈP 

ᾳЮ̆ḣ 
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ԇ  

configure terminal ὡ  
ip access-list extended {id | name} 
… 
ip access-list standard {id | name} 
… 
mac access-list extended {id | name} 
… 
expert access-list extended {id | name} 
… 
ipv6 access-list extended name 
… 
access-list id […] 

… ACL 
ACL  

[no] class-map class-map-name 

… ὡ class map
,class-map-name

… class map  
no  ‮ Уэ

class map 

[no] match access-group {acl-num | 
acl-name } 

רּ ACL, acl-name 
ѝ … ACL ̆

acl-num ѝ … ACL 
id̆no ‮ רּ  

ᴿ ̆ԈЮ … ҩУэ ѝ Class1 Class-map̆ Ὧ Уэ

ACL:acl_1Ȃ э Class-map ‍ ѝ 80 TCP  

Ruijie(config)# ip access-list extended acl_1 
Ruijie(config-ext-nacl)# permit tcp any any eq 80 
Ruijie(config-ext-nacl)# exit 
Ruijie(config)# class-map class1 
Ruijie(config-cmap)# match access-group acl_1 
Ruijie(config-cmap)# end 

Policy Maps 

Ԉ Ю … Policy Maps 

ԇ 
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[no] class class-map-name 

… ὡ ‍ ̆

class-map-name … class 
map  
no  ‮ ‍  

[no]set ip dscp new-dscp 

ѝ ѐ IP  ip 
dscp ḣ̕ ұ IP ̆ а

ᴐ ̕ 
new-dscp DSCP ḣ̆

ḣ ᵑӊ а а  

police rate-bps burst-byte 
[exceed-action {drop | dscp 
dscp-value}] 
no police 

⁸ ѝ

‍ ╟ᴐ̆rate-bps
⁸ (kbps)̆burst-byte

⁸ḣ(Kbyte)̆drop х

‍ ̆dscp dscp-value ᾗ

‍ DSCP ḣ̆

dscp-value ḣ ᵑӊ а а

 

 

&  说明： 

УэPolicy Maps ⁮ э Э̆‡ὲѐ police
э Ὥӎ Ȃ ⁮Уэ Policy Mapsѐ police ̆

Уэ УὯ Policy Mapŝ Policy Maps бὲ

аУ ̆ὲὯ Class Ԉ ὲ У ̃Ȃ 

 

ᴿ ̆ԈЮ … ҩУэ ѝ Policy1 Policy-map̆

Policy-map Ὧ Gigabitethernet 1/1 

Ruijie(config)# policy-map policy1 
Ruijie(config-pmap)# class class1 
Ruijie(config-pmap-c)# set ip dscp 48 
Ruijie(config-pmap-c)# exit 
Ruijie(config-pmap)# exit 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport mode trunk 
Ruijie(config-if)# mls qos trust cos 
Ruijie(config-if)# service-policy input policy1 

Policy Maps 

Ԉ Ю Policy Maps ⁮ Э 
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ԇ  

configure terminal ὡ  

interface interface ὡ  

[no] service-policy input 
policy-map-name 

… Policy Map ⁮

Э̕policy-map-name …

policy map ̆input ѝ
ὡ  

 

  ‟  

Ԉѝ   ‟ ̔WRR̆SP̆RR DRR̆ ᾳЮ̆

  ‟ ѝ WRR̂ ‟ ) 

Ԉ ԈЮ ִἼ ‟ , QOS
Ȃ 

ԇ  

configure terminal ὡ  

mls qos scheduler {sp | rr | wrr | drr | wfq} 

ִἼ ‟ ̆

sp  ѝ ִἼ ̆rr
ѝ ̆wrr ѝ

̆drr ѝ
 

no mls qos scheduler ѝ wrr  

 

 

&  说明： 

S3250 ‟ӊ а DRR  

S3250 ‟ӊ Э̆ WRR ̆ᶢ ҩ   ‟ ̆

    ⁸ ѝ ұ 128Kbps ḣȂ ѫ ֶ   ᴿ

‍ Ȃ 

 

ᴿ ̆ԈЮ   SP̔ 

Ruijie# configure terminal  
Ruijie(config)# mls qos scheduler sp 
Ruijie(config)# end   
Ruijie# show mls qos scheduler  
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Global Multi-Layer Switching scheduling 
Strict Priority 

Ruijie# 

   

Ԉ ԈЮ    

ԇ  
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7   8 
Ruijie(config)# 

Cos-Map 

Ԉ Cos-Map   ὡ э   ‟̆Cos-Map
QOS  

ԇ  

configure terminal ὡ  
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CoS-to-DSCP Map 

CoS-to-DSCP Map ұ CoS ḣ ⁮ᾃ DSCP ḣ, Ԉ ԈЮ

CoS-to-DSCP Map  ,CoS-to-DSCP Map
QOS  

ԇ  

configure terminal ὡ  

mls qos map cos-dscp dscp1...dscp8 
no mls qos map cos-dscp 

ᶢ CoS-to-DSCP Map 
,dscp1...dscp8 ұ CoS 

ḣ 0͘7 DSCP ḣ,DSCP 
ḣ ᵑӊ а а  

ᴿ Ю ̔ 

Ruijie# configure terminal 
Ruijie(config)# mls qos map cos-dscp 56 48 46 40 34 32 26 24 
Ruijie(config)# end 
Ruijie# show mls qos maps cos-dscp 
cos dscp 
--- ---- 

0   56 
1   48 

2   46 
3   40 

4   34 
5   32 

6   26 
7   24 

DSCP-to-CoS Map 

DSCP-to-CoS ұ ᾃ DSCP ḣ ⁮ CoS ḣ̆Ԉᵳѝ

  ‟ 

DSCP-to-CoS Map QOS , Ԉ ԈЮ

DSCP-to-CoS Map : 

ԇ  

configure terminal ὡ  
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QOS  

class-map 

Ԉ ԈЮ class-map ᾃ  

ԇ  

show class-map [class-name] class map ᴇ ᾃ  

ᴿ ̔ 
Ruijie# show class-map  
Class Map cc 

Match access-group 1 
Ruijie# 

policy-map 

Ԉ ԈЮ Policy-map ᾃ  

ԇ  

show policy-map [policy-name  
[class class-name]] 

QoS policy map̆ 
policy-name ѝ policy map
̆ class class-name

policy map class 
mapȂ 

ᴿ ̔ 

Ruijie# show policy-map  
Policy Map pp 

Class cc 
Ruijie# 

mls qos interface 

Ԉ ԈЮ qos ᶕ  

ԇ  

show mls qos interface [interface 
| policers] 

QoS ᶕ , 
Policers
Policy map 
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ᴿ ̔ 

Ruijie# show mls qos interface gigabitEthernet 0/4 
Interface: GigabitEthernet 0/4 
Attached input  policy-map: pp 

Default COS: trust dscp 
Default COS: 6 

Ruijie#show mls qos interface policers  
Interface: GigabitEthernet 0/4 

Attached input  policy-map: pp 
Ruijie# 

mls qos queueing 

Ԉ ԈЮ qos ‟ᶕ  

ԇ  

show mls qos queueing 
QoS ‟ᶕ ,  

CoS-to-queue map̆ 
wrr weight drr weight;  

ѡᴿ Ю̔ 

Ruijie# show mls qos queueing  
Cos-queue map: 

cos qid 
--- --- 

0   1 
1   2 

2   1 
3   4 

4   1 
5   1 

6   1 
7   1 

wrr bandwidth weights: 
qid weights 

--- ------- 
0   1 

1   2 
2   3 

3   4 
4   5 

5   6 
6   7 
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7   8 
 

mls qos scheduler 

Ԉ ԈЮ G!5B
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8   1        9   1       10   1       11   1        
12   1       13   1       14   1       15   1        

16   2       17   2       18   2       19   2        
20   2       21   2       22   2       23   2        

24   3       25   3       26   3       27   3        
28   3       29   3       30   3       31   3        

32   6       33   4       34   4       35   4        
36   4       37   4       38   4       39   4        

40   5       41   5       42   5       43   5        
44   5       45   5       46   5       47   5        

48   6       49   6       50   6       51   6        
52   6       53   6       54   6       55   6        

56   6       57   7       58   7       59   7        
60   7       61   7       62   7       63   7        

Ruijie# show mls qos maps ip-prec-dscp  
ip-precedence dscp 

------------- ---- 
0      56 

1      48 
2      46 

3      40 
4      34 

5      32 
6      26 

7      24 
 

mls qos rate-limit 

Ԉ ԈЮ ⁸ᶕ  

ԇ  
show mls qos rate-limit [interface 
interface] [ ] ⁸ 

Ruijie# show mls qos rate-limit 
Interface: GigabitEthernet 0/4 
rate limit input bps = 100 burst = 100 

show policy-map interface 

Ԉ ԈЮ policymap  
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ԇ  

show policy-map interface interface [ ] policymap  

Ruijie# show policy-map interface f0/1 
FastEthernet 0/1  input (tc policy): pp 

Class cc 

set ip dscp 22 
mark count 0 

&  说明： 

Ӈ ₥а mark count  
 

QOS ᴿ 

ұ‍  
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& 说明： 

ԈЮ ‟ ҩб QOS ACL Ὧ ԇ 

 

# ὡὤ  

Ruijie#configure  
Enter configuration commands, one per line.  End with CNTL/Z. 

# Ѭ ѝ salary_acl ῆ ACL 

Ruijie(config)#ip access-list standard salary_acl 

# Ѭ ‡̆ἵ ╘  

Ruijie(config-std-nacl)#permit host 192.168.217.223 

# ⁮ὤ  

Ruijie(config-std-nacl)#exit 

#… ѝ salaryclass class map̆ ὡ class-map  

Ruijie(config)#class-map salaryclass 

# Ѭּר ‡ 

Ruijie(config-cmap)#match access-group salary_acl 

# ⁮ὤ  

Ruijie(config-cmap)#exit 

#… ѝ salarypolicy ̆ ὡ policy-map  

Ruijie(config)#policy-map salarypolicy 

# ‍ ‡ѝ salaryclass 

Ruijie(config-pmap)#class salaryclass 

# ⁸ ╘ а 512Kbps̆ ⁸ḣѝ

32 Kbytĕ з   ṁх Ȃ 

Ruijie(config-pmap-c)#police 512 32  exceed-action drop  

# ⁮ class-map  

Ruijie(config-pmap-c)#exit 

# ⁮ὤ  
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Ruijie(config-pmap)#exit 

# ὡ G0/2  

Ruijie(config)#interface gigabitEthernet 0/2 

# salarypolicy G0/2 ὡ  

Ruijie(config-if)#service-policy input salarypolicy 

# ⁮  

Ruijie(config-if)#end 

# Ю show ԇ  

Ruijie#show mls qos interface policers  
Interface: GigabitEthernet 0/2 

Attached input  policy-map: salarypolicy 
Ruijie#show policy-map salarypolicy 

 Policy Map salarypolicy 
    Class salaryclass 

      police 512 32 exceed-action drop 

Ruijie#show class-map salaryclass 
 Class Map salaryclass 
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RLDP  

RLDP  

RLDP 

RLDP ὤ Rapid Link Detection Protocol̆ ў Уэ ұ

Ԉ Ȃ 

У Ԉ ⁸ ‾ ̆ ╟

Ȃת ⁸ У ̆ УҾ ᾳЮ

ѝ ᵏ ᶕ ̆ Ἵ ЭἽ ̆ ұἽ

̆ Э linkup ת̆ ү

Ȃᾋ ч Ԉ Ѯ Уэѐ ̆ ұ ּ

ѐ ̆ Ҿѐ   ̆ Ȃ 

‾ RLDP Ԉ ᵳ  Ԉ ̆ꜛ

ȁ ȁ Ȃ 

RLDP ‾ ч Ӈ RLDP ̆ Ю ̔ 

 

1 

RLDP Ѭҩч ̔ (Probe) (Echo).RLDP ֶ

э ҩ RLDP з linkup Probe ̆

̆ ҂ ҂ Probe Ȃ

У Э ̆ ѫУэ ⁮

Ԉ Ȃ ‡ Ȃ 

 

 

 



RLDP  
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3  

̂ ұ

Ἵ Ȃ̃ Э ̆RLDP э
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~ 注意： 

¸ RLDP ұӇ (ꜛ AP) Ȃ 

¸ RLDP untagȂ 

¸ RLDP ѐ block ╖ STP ҵ Ȃ҂

ҩ ѝ blcok̆‡ Ὧ stp̆ ‡ ұ STP ⁞

̆ ֶ  STP ἵ ת̆ RLDP block ᾳȂ 

 

ὤ RLDP 

ὤ RLDP ̆ RLDP Ȃ 

ὤ Ю̆ Ю RLDP̔ 

ԇ ᴐ  

Ruijie(config)# rldp enable ὤ RLDP ╖ ὯȂ  

Ruijie(config)# end ⁮ Ȃ 

Ὧ ὤ RLDP̆ ᴳ ԇ no Ȃ 

RLDP 

RLDP ұ ̆ Ҿ RLDPȂ
RLDP ̆ Ԉ Ȃ

ꜛ ̔unidirection-detect̂ ̃ȁbidirection-detect̂
̃ȁloop-detect̂ ̃Ȃ ꜛ ̔warninĝ ̃ȁblock

̂Ὧ ҃ ̃ȁshutdown-port̂ ᴿ̃ȁshutdown-svîὯ

svĩȂ 

Ю̆ Ю RLDP ╖ ̔ 

ԇ ᴐ  

Ruijie(config)# interface interface-id  ὡ  

Ruijie(config-if)# rldp port  
{unidirection-detect | bidirection-detect  
| loop-detect } 
{warning | shutdown-svi | shutdown-port 
| block} 

RLDP̆
Ȃ
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Ruijie(config-if)# end  

Ὧ RLDP̆ ᴳ ԇ no УὯ Ȃ 

ԈЮᴿ GigabitEthernet 0/5 Э RLDP э

̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitEthernet 0/5 
Ruijie(config-if)# rldp port unidirection-detect shutdown-svi 
Ruijie(config-if)# rldp port bidirection-detect warning 
Ruijie(config-if)# rldp port loop-detect block  
Ruijie(config-if)# end 
Ruijie# show rldp interface gigabitEthernet 0/5 
port state      : normal 
local bridge    : 00d0.f822.33ac 

neighbor bridge : 0000.0000.0000 
neighbor port   : 

unidirection detect information: 
action : shutdown svi 

state  :  normal 
bidirection detect information : 

action : warnning 
state  :  normal 

loop detect  information     : 
action : block 

state  :  normal 

ΰэ ̔ 

¸ а shutdown-svi ̆

а Ȃ 

¸ Ю а RLDP ̆ ‡

ṁ  Ȃ  

¸ aggregate portЭ ҩ block з ҩ ̆‡

₥а aggregate port Ὧ ̆ ‡

ֶ аУ Ȃ 

¸ RLDP   ̆‡ֶ   ᶕ Ȃ Ԉ log╖

Ҿ ᶕ ⁮ log ╘ ̆ log ⁞ ᶑ Ԉ 3 Ȃ 

¸ ֒ ⁸̆ Ҿӊ ұ block Ӱ ֶ cpu,
ѝ block ̆   block ̆Ӱֶ

cpu, ⁮ ̆ Ԉ

shutdown-port Ȃ 
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Ю̆ Ю RLDP ̔ 
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------------------------------------------------ 
interface GigabitEthernet 0/1 

port state:normal 
neighbor bridge : 00d0.f800.41b0 

neighbor port   : GigabitEthernet 0/2 
unidirection detect information: 

action : shutdown svi 
state  : normal 

interface GigabitEthernet 0/24 
port state:error 

neighbor bridge : 0000.0000.0000 
neighbor port   :  

bidirection detect information : 
action : warnning 

state  : error 

ӱЭ ᶕ Ԉ ⁮̆ GigabitEthernet 0/1 ҩ ̆ з ₥

⁮ ̆ ѝ (normal)Ȃ GigabitEthernet 0/24 ҩ

̆ з ⁮ҩ Ȃ 

RLDP  

Юᴳ Ю ԇ RLDP ᶕ ̔ 

ԇ ᴐ  

Ruijie# show rldp interface interface-id  interface-id rldp
ᶕ Ȃ 

ԈЮᴿ ᴳ show rldp interface GigabitEthernet 0/1 ԇ fas0/1
rldp ᶕ ̔ 

Ruijie# show rldp int GigabitEthernet 0/1 
port state      :error 
local bridge    : 00d0.f8a6.0134 

neighbor bridge : 00d0.f822.57b0 
neighbor port   : GigabitEthernet 0/1 

unidirection detect information: 
action: shutdown svi 

state :  normal 
bidirection detect information : 

action : warnning 
state :  normal 

loop detect  information    : 
action: shutdown svi 

state :  error 
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ӱЭ ᶕ Ԉ ⁮̆ GigabitEthernet 0/1 ҩЬ ̔

ȁ ȁ , ‍⁞ѝὯ sviȁӊ

ᶕ ȁὯ svĭὲѐ ҩ ̆ᴳ ₥ ѝ

error̆ ̆ svi ҂ shutdownȂ 
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D B ֶ ᶕ ̆ Ȃ 

B   CPU ̆ ꜛа ̆ ⁮

̆ ֶ Ȃ A ⁮ ̆

̆ ὲ ̆аֶ У Ȃ Ю ү ὡ CȁD
⁮ ̆ ֶ ὲ ̆ ṁ У ̆ӱ

ᶑ ᶑ Ȃ 

TPP  

TPP ꜛ ὤ ╖ ╖ Ȃὤ ╖ ұᴳ

╖ ̆ ᾳЮ̆ὤ ╖ ᴳ ̆ ֶ

ᾰͅ ӊ ᾳ Ȃа аֶ

ᾳȂ ╖ ұᴳ ╖ ̆ ╖ ᴳ

̆ Ὧ ᾰͅ

̆ Ȃ ᾳЮ̆ ╖ Ὧ

Ȃ 

 

& 说明： 

╖ ұ ̆з ᴳ ╖

Ȃ ̆ TPP ╖ ̆ cpu topology-limit ԇ cup ‾

ḣ̆ cpu ‾ ḣ ̆ ֶӊ Ȃ

ԏ ḣ Уэѐ ḶЭ ᴁ ̆ 50-70, TPP ѝ

ῆ ᾳ ″ Ȃ ḣ ᴂ̆‡ ‎ Ḁ

ұ TPP а‎ ̆ ḣ ̆‡ ⁮ ӊ TPP
̆ TPP ╖ Ȃ 

 

ὤ  

ὤ ╖ ᴳ Ȃᴳ ԇ no ὤ Ȃ 

ԇ Ю̔ 

ԇ ᴐ  

Ruijie> enable ὡ ԇ  

Ruijie# config terminal ὡὤ  

Ruijie(config)# topology guard ᴳ ὤ  

Ruijie(config)# end ԇ  
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ᴳ no topology guard ὤ ╖  

 

ԇ Ю̔ 

ԇ ᴐ  

Ruijie> enable ὡ ԇ  



TPP  
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 2 

ѐ AȁB ѝЬ ̆CȁD E ѝү ὡ Ȃ 

Ь AȁB ү ὡ CȁD E MSTP̆ ч Ь

VRRP Ȃ ╖ ᴳ MSTP VRRP ╗ ̆ ὁ

а Ȃ 

ұЬ AȁB ᴳ ὤ ╖ ̆ ᴳ э

╖ Ȃ ұ ү ὡ CȁD E ᴳ ὤ ╖ Ȃ 

TPP ᶕ  

ԏ ᵏ TPP Ὧᶕ Ю̔ 

TPP  

TTP  

Юᴳ Ю ԇ TTP ̔ 

ԇ ᴐ  

Ruijie# show tpp  TPP Ȃ 

Ruijie #show tpp 
tpp state         : enable 
tpp local bridge  : 00d0.f822.35ad 

----------------------------------- 



֒  
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֒  

 

֒ Уэ ╠ ẏ Э ֒ᶕ ̆Ӈ

ᵏҩѕ Flash ᴐѝ ╠ ẏ ̆ ұ ẏ Ӈ ᴐ

֒̆Ԉ УҾӇ ֒Ȃ 

֒ ѕ Flash Э Ԉ ᶑ ̆ э ֒ Уэ ֒

֒ ᶕ Ȃ ẏ ᾗ ᾋ ὲӹ ᴐ ̆ ֒

╟ Ԉ ̆Ԉ ⁮ ᵏ ֒ ᴐ̆ э

̆ а⁮̆ѝҩἹ‍ ‾ ̆ ֒ ᵏҩ

╖ Ԉ ᶕ Ȃ 

֒  

ԏ ӱԈЮΰэ ᴉ ֒ ̔ 

¸ ‎  

¸ ⁸ ֒ 

¸ ᾃ  

ע ¸  

¸ …  

¸ ╟ ֒ 

¸ ₥ ᴐ  

¸ ‮ ֒ 

¸ ‮  

֒  

ԇὯ ᾗа ̆ ֒ ᾗ ̆ ֒ ѝ 4096Ȃ 

֒ Ԉ ᶕ а ᴐ 

 
 
 
 
 
 



֒  
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~ 注意： 

flash ẏ Э̆ ֒ ᴳ а 128M ̕

‡̆ ֶ ῏ ╟ ̆ ̆ Ю ֒ ԇ

dir ֶ Ȃ ̆ ֒ ᴳ ̆ ╟ У

Ҿ ֒Ȃ 
 

‎  

ӱ ₥ ‎ὡ⁮ Ȃ  

Ю̆ Ю ᴳ ԇ̔ 

ԇ ᴐ  



֒  
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ᾃ  

₥ ᴐ Ю Ю ᶕ ̔ 

ԇ ᴐ  



֒  
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ԇ ᴐ  

Ruijie# rename flash: old_filename flash: 
new_filename 

ѝ old_filename ֒

ѝ new_filename
֒ Ȃ  

 

₥ ᴐ  

Ю̆ Ю Ԉ ₥ ᴐ ᶕ ̔ 

ԇ ᴐ  

Ruijie# pwd ₥ ᴐ ᶕ  

 

‮ ֒ 

Ю̆ Ю Ѩ‮ Уэ ֒ ╖ ̔ 

ԇ ᴐ  

uijie# �Äne6_filename 
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ѐ̆ ע UPȁDOWN ̆ УҾҮ֒

⁮ ȁ Ȃ ӊ ᵏУ ⁸̆ ע

Ү֒ ̆ ╟ ̂ ̃̆ Ҿ Ԉ Ὧ

̂ ⁸ ȁVTY ̃Э Ὧ Ӯ̂ᾃ ᾰּשȁFLASH̃Э

⁮ Э У ╘ Э̆ᵏ ‍ ᾳ ᴁ Ȃ ѝҩ

ᵳ ̆ Ҿ Ԉ Э ̆

ᶕ ִἼ ‍ Ȃ 

 

ӊ Ю̔ 
<priority> seq no: timestamp sysname 
%ModuleName-severity-MNEMONIC: description 
ᵑ ̔<ִἼ >    -ш -ᶕ ᾗ̔ᶕ ᾃ  
ִἼ ḣ̗ ḣ̄8̅ш  
ᴿ ̔ 
<189> 226:Mar  5 02:09:10 S3250 %SYS-5-CONFIG_I: Configured from console 

by console 

 

~ 注意： 

а ִἼ ִ̆Ἴ  

Syslog Server ѐȂ 

 

 

Ὧ 

Ὧ ᾳЮ ̆ Ὧ Ὧ̆ аֶ

ᶕ ̆аֶ ᶕ Syslog ╘ ̆҂аֶ ᶕ

Ὧ Ӯ̂ᾃ ᾰּשȁFLASH̃ЭȂ 
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Ὧ Ὧ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging on Ὧ 

Ruijie(config)# no logging on Ὧ Ὧ 

 

~ 注意： 

У ᾳЮ̆а Ὧ Ὧ̆ ᶕ ̆‡ Ԉ а

ᶕ ⁞ ῏ ᶕ Ȃ 

 

ᶕ  

ὯԈ ̆ ᶕ аӨ Ԉ ⁸ Э ̆҂ Ԉ а

Ȃ 

а ̆ ὤ Ю ԈЮ

ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging buffered 
[buffer-size | level] ⁮ᾃ ᾰּש 

Ruijie# termninal monitor ἵ ᶕ VTY Э 

Ruijie(config)# logging host ᶕ Э Syslog 
Sever 

Ruijie(config)# logging file 
flash:filename [max-file-size] [level] ᶕ ⁮ FLASH Э 

Logging Buffere̔ ᶕ ⁮ᾃ ᾰּשȂ ᾃ ᾰּש ᴳ ̆

ᾃ ᾰּש Ԉ ̆ ᶕ Ȃ ᾃ ᾰּשѐ

ᶕ ̆ ԇ show logging Ȃ ᾃ ᾰּשѐ

ᶕ ̆ ԇ clear logging Ȃ 

Termninal Monitor̔ἵ ᶕ ₥ VTY( Telnet )Э Ȃ 
Logging Host̔ ᶕ Syslog Server ̆ ӊ  ἵ

5 э Syslog ServerȂ ᶕ ‍ Syslog ServerȂ 
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ᶕ Ὧ  

ᾳЮ̆ ᶕ а Ȃ ᶕ ╗Э ̆ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  
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ԇ ᴐ  

Ruijie(config)# logging console 
level  

ἵ ⁸ Э ᶕ

⁞ 

Ruijie(config)# logging monitor  
level 

ἵ VTY ( telnet )
Э ᶕ ⁞ 

Ruijie(config)# logging buffered 
[buffer-size | level] 

ἵ ᾃ ᾰּש ᶕ

⁞ 

Ruijie(config)# logging file 
flash:filename [max-file-size] [level] 

ἵ FLASH Э

ᶕ ⁞ 

Ruijie(config)# logging trap level  ἵ Syslog Server
ᶕ ⁞ 

ӊ ᶕ ‍ѝԈЮ 8 э ⁞̔ 

Ὧ    

Emergencies 0 ᾰͅ а  

Alerts 1  

Critical 2 ᾳ 

Errors 3 ᶕ  

warnings  4 ᶕ  

Notifications 5 ̆а Ὧ ᶕ  

informational 6 ᶕ  

Debugging 7 ᶕ  

ḣ ̆ ⁞ ̆ 0 ⁞ ᶕ ⁞ ᶕ Ȃ 

ἵ ᶕ ⁞Ԉ ̆ ұ ᴂұ ḣ ⁞

ᶕ ἵ Ȃ ԇ logging console 6 Ԉ ̆ ⁞ѝ 6
ұ 6 ᶕ ⁸ ЭȂ 

⁸ ἵ ᶕ ⁞ѝ 7Ȃ 

VTY ἵ ᶕ ⁞ѝ 7Ȃ 

Syslog Server ᶕ ⁞ѝ 6Ȃ 

ἵ ᾃ ᾰּש ᶕ ⁞ѝ 7Ȃ 

ἵ FLASH ѐ ᶕ ⁞ѝ 6Ȃ 

Ԉ ԇ show logging ἵ а Э ᶕ

⁞Ȃ 
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ᶕ ḣ 

ḣ Syslog Server ִἼ У ‍̆ ӊ ᶕ

Ȃ 

ᶕ ḣ̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging facility  
facility-type ᶕ ḣ 

Ruijie(config)# no logging facility 
facility-type ᶕ ḣѝ ḣȂ 

Ю ḣ Ѭ̔ 

Numerical Code            Facility 
           0             kernel messages 
           1             user-level messages 
           2             mail system 
           3             system daemons 
           4             security/authorization messages  
           5             messages generated internally by syslogd 
           6             line printer subsystem 
           7             network news subsystem 
           8             UUCP subsystem 
           9             clock daemon   
          10             security/authorization messages  
          11             FTP daemon 
          12             NTP subsystem 
          13             log audit   
          14             log alert  
          15             clock daemon   
          16             local use 0  (local0) 
          17             local use 1  (local1) 
          18             local use 2  (local2) 
          19             local use 3  (local3) 
          20             local use 4  (local4) 
          21             local use 5  (local5) 
          22             local use 6  (local6)        
          23             local use 7  (local7) 

ӊ ḣѝ 23Ȃ 
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ᾳЮ̆ Syslog Server ѝ ̆

Ԉ ԇ Ȃ 

Ԉ Log IP ̆҂ Ԉ Log Ȃ 

̆ ὤ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging source 
interface interface-type  
interface-number 

ᶕ  

Ruijie(config)# logging source ip 
A.B.C.D ip  

 

LOG ᶕ  

ᾳЮ̆ б  ̆Ԉ ԇ̆ а   LOG ᶕ Ȃ

  /   LOG ᶕ ̆   ԇ LOG ᶕ Ȃ ὤ

Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie(config)# logging userinfo /   LOG ᶕ ̕ 

Ruijie(config)# logging userinfo 
command-log 

ԇ ̆ LOG ᶕ

 
 

 

ѝҩ ᶕ ̆ Ю ԈЮ ԇ̔ 

ԇ ᴐ  

Ruijie# show logging ᾃ ᾰּשѐ ̆Ԉ

Ὧ ᶕ  

Ruijie# show logging count ѐ ᶕ ᾳ 

Ruijie# clear logging ᾃ ᾰּשѐ  

Ruijie# more flash:filename  FLASH ѐ ֒ 
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~ 注意： 

show logging count ԇ  ᶕ ѐ̆ ̆ ᶕ У

  Ȃ 

 

ѡᴿ 

ԈЮ Уэ ╖ Уэὴ ᴿ ̔ 

Ruijie(config)# interface gigabitEthernet 0/1 
Ruijie(config-if)# ip address 192.168.200.42 255.255.255.0 
Ruijie(config-if)# exit 

Ruijie(config)# service sequence-numbers           // ‟  

Ruijie(config)# service timestamps debug datetime   // debug
ᶕ ̆  

Ruijie(config)# service timestamps log datetime  // log ᶕ

̆  
Ruijie(config)# logging 192.168.200.2    // syslog server  
Ruijie(config)# logging trap debugging        // ⁞ ᶕ

syslog server 
Ruijie(config)# end 
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POE  

 

POÊ Power Over Ethernet̃̆ Ю PD ̂IP Phoneȁ
WLAN APȁNetwork Camera ̃ ᵏ 45V~-57V ̆ Ю PD

ᵏ Ȃ  

ᴐѝᵏ PSÊPower Sourcing Equipment̃ ̆ 3/5
̂1ȁ3ȁ2ȁ6̃ ּ ̆ ᵏ ѝ 100mȂ  

POE Ӈ э Ԉ э ᵏ ᾳ ̆

ԇ Ȃ 

POE ᶑ ̆ Ӈ ᾃ 80 ̆Ӈ ᶑ ̆Ὧ

POE ᵏ ╖ ̕ Ӈ ᾃ ᴂұ 60 ̆Ӈ

POE ᵏ ╖ Ȃ 

 

~ 注意： 

S3250 ‟ѐӨ S3250P POE Ȃ 
 

POE  

ꜛ ԈЮᾃ  

¸ ᵏ  

¸ ᴳ /Ὧ ᵏ  

¸ POE ἵ  

¸ POE ἵ  

¸ Ӈ ╖  

¸ ᵚ  

¸ /  

ᵏ  

POE Ӈ Ԉ ╟ ⁮ ῆ PD ̆



POE  
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ῆ PD ᵏ Ȃ  

Ԉ ԇ ᴳ Ὧ ᵏ ȁ ᵏ ╖

ȁ POE ἵ ȁ POE ἵ ȁ Ӈ

ᵏ ȁ ᵚ Ȃ  

1-1 ᵏ  

  ᾳ  

ᴳ /Ὧ ᵏ  ұὯ  ̇ 

ᵏ ╖  15.4  ̇ 

POE ἵ

 45 ֫ ̇ 

POE ἵ

 57 ֫ ̇ 

Ӈ ᵏ  ╟ — 

POE
Ӈ   

ᵚ  AC ̇ 

PD  POE
 ̇ ̇ 

 

ᴳ /Ὧ ᵏ  

Ԉ ᴳ Ὧ ᵏ Ȃ Ԉ 
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Ruijie(config-if)# poe enable 
Ruijie(config-if)# no poe enable 
Ruijie(config-if)# end 
Ruijie# 

 

POE ἵ  

₥̆ POE Ӈ Ԉ   ἵ ḣѝ 45VȂ
Ԉ   ἵ ̆ 45 ֫~47

֫Ȃ   ᴂұ ἵ ḣ ̆ ֶ ╟Ὧ

ᵏ Ȃ 

Ԉᴳ Ю ԇ ᵏ ἵ Ȃ ὤ Ю Ю‟

Ȃ 
1-3 POE ἵ  

ԇ  

configure ὡ  

poe-power lower lower | 
no poe-power lower 

POE ἵ / ἵ

ѝ ḣ 

end ⁮  

show run ₥  

copy running-config  
startup-config ᶑ ⁮ ֒ 

ᾳЮ̆  ╖ ѝ 45 ֫Ȃ 

ᴿ ̆  ╖ ѝ 46 ֫ 

Ruijie# 

Ruijie# configure 
Ruijie(config)# poe-power lower 46 
Ruijie(config)# end 
Ruijie# 

POE ἵ  

POE Ӈ Ԉ   ἵ ḣѝȂ Ԉ

  ἵ ̆ 55 ֫~57



POE



POE  
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Ԉ Ȃ 

1-5 ᵚ  

ԇ  

configure ὡ  

poe disconnect-mode  
{ac | dc} | no poe 
disconnect-mode 

ᵚ / ᵚ ѝ ḣ 

end ⁮  

show run ₥  

copy running-config 
startup-config ᶑ ⁮ ֒ 

ᾳЮ̆ ᵚ ѝ AC Ȃ 

ᴿ ̆ ᵚ ѝ DC 

Ruijie# 

Ruijie# configure 
Ruijie(config)# poe-disconnect-mode dc 
Ruijie(config-if)# end 
Ruijie# 

/ ᵏ  

POE ֶ Ԉ э POE ̆

ᶕ ᶑ Ю ̆Ԉᵏ Ȃ Ԉ Ю show ԇ

Ȃ 

ԇ  

show poe interfaces 
gigabitEthernet  [interface-id] ᵏ  

show poe interfaces POE ̂ ᵑ POE
ᵏ 24 э ̃ ᵏ  

show poe powersupply э POE ᵏ  

show running-config interface  
[interface-id]  ₥ . 

ᴿ ̔ gigabitethernet 0/2 ᵏ ̔ 

Interface                 : Gi0/2 
Port Power Enabled      : ENABLE 

Port connect status     : ON 
Port Max Power           : 15.4 W 
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Port Current Power      : 15.4 W 
Port Peak Power          : 15.4 W 

Port current icut       : 12 mA 
Port trouble cause      : normal 

Port Pd Class            : 1 
Port voltage             : 48 V 

̔Port trouble cause Ю ̆έᴇᾃ Ю̔ 

Port trouble cause  

normal ᵏ ̂ ȁ̃AC/DC ⁮

( )ȁDisablê ̃ 

overload during start-up ᵏ ̆ (
) 

port off due to overload event PD ( ) 

short circuit event PD ( ) 

voltage is out of established 
bounds     Ὧ ( ) 

temperature rise too high ᶑ Ὧ ( ) 

power overload ╖ Ὧ ( ) 

ԈЮᴿ ѝ э POE ᵏ ̔ 

Ruijie# show poe powersupply  
PSE Total Power :1200.0 W 
PSE Total Power Consumption : 0 W 

PSE Available Power : 1200.0 W 
PSE Peak Value : 0 W 

PSE Min Allow Voltage : 45 V 
PSE Max Allow Voltage : 57 V 

PSE Disconnect Sense Mode : ac 

S7600P-48GT ᵏ ѝ PSĔԈЮᴿ ѝ S7600 ӊ POE
ᵏ ̔ 

External Power Mangement: auto  
External PSE Total Power: 1200.0 W  

External PSE Total Power Consumption : 0 W   
External PSE Total Remain Power Consumption : 1200.0 W 

External PSE Peak Value : 0 W 
External PSE Min Allow Voltage : 45V 

External PSE Max Allow Voltage : 57V 
External PSE SYS Voltage: 48 V 

External PSE Disconnect Sense Mode : ac 
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У ѐ Ȃ Ԉᴳ

Ӈ У У ̆έ ԈЮִ ̔ 

Ȃ ѐ ╗ ⁮

̆ Ԉ ╗ ῏ ̆ а Ἴ₥

̆ӱ ᶑ ҩ Ȃ 

ᵳ ᴐȂ Э У ̆ ѐ Уэ ̆ὲ

Уэ IP ̆῏ IP ᵳ Ȃ 

֒  

У ̆ Ӈ ᵏ

֒ ᵏ ̔ 

̔ж ᵏ ̆ᴂ ̕ᴳ

ж ̆ ҵ ⁮ Ȃ 

̔ ᵏ ̆ ̕ᴳ а ж

̆ Ȃ 

̔ ᵏ ᴂ̆ ̕ᴳ а ж

̆ ᴂ Ȃ 
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Ю ̔ 

 ḣ 

  

ִἼ  1 

 SWITCH 

 

ᴉ  

ѐ ў ִἼ ѡ  ִ̆Ἴ ḣ ѝ

ў ̆ ִἼ ḣУ Ḁ̆‡ MAC ѡ̆MAC
ѝў Ȃ ִἼ Ȃ 

Ѯ ̆ ў ѕ ̆ Ԉ

Ѯ₥Ἴ У ў ̆ Ю ὲִἼ ᶢ ѝ ִἼ ̆ᶑ ὲ

ѐѝў Ȃ ִἼ ӱᴂ⁮ ѝ 1-10̆  ѝ 1̆
ִἼ Ȃ ╟ show member ԇ ᶕ ѐ̆

Ԉ MAC ᶕ ѐ Ԉ ‟ Ȃ 

ӱ ̋⁮ N ᵑ Э ‡

Ԉ ᵳ Ȃ 

 

~ 注意： 

ѐ ў ѕ ̆ Ԉ Ѯ₥ Ἴ У ў

̆ ὲִἼ Ю ѝ ̆ ̆ ᶑ ѐ

ѝў Ȃ 
 

ִἼ  

ὤ Ю, ᴳ Ю ԇ :  

 

 



 

http://www.ruijie.com.cn 



 

http://www.ruijie.com.cn 

ԇ  

Ruijie# show version devices ᶕ  

Ruijie# show version slots ᶕ  

Ruijie# show version ᶕ  

Ruijie# show member [member] ᶕ  
member: ḣ 1-MAX,  

ᴿ: ᶕ  

Ruijie#show version devices  

Device  Slots  Description 
------  -----  -------------------- 

1        3       RG-S5750-24GT/12SFP 
2        3       RG-S5750-48GT/4SFP 

3        3       RG-S5750-24GT/12SFP 
4        3       RG-S5750-24GT/12SFP 

5        3       RG-S5750-24GT/12SFP 
6        3       RG-S5750-24GT/12SFP 

7        3       RG-S5750-24GT/12SFP 
8        3       RG-S5750-48GT/4SFP 

Ruijie#show version slots  

Device  Slot  Ports  Max Ports  Module 

------  ----  -----  -----  -------------------- 
1         0      24      24     M5750-24GT/12SFP_Static_Module  

1         1      1      1        M5700_STACK_IB4X  
1         2      0      1                                             

2         0      48     48      M5750-48GT/4SFP_Static_Module   
2        1      1      1            M5700_STACK_IB4X             

2        2      1      1            M5700_STACK_IB4X             
3        0       24     24       M5750-24GT/12SFP_Static_Module  

3        1      1      1            M5700_STACK_IB4X               
3        2      1      1            M5700_STACK_IB4X                

4        0     24        24      M5750-24GT/12SFP_Static_Module  
4        1      1      1            M5700_STACK_IB4X               

4        2      1      1            M5700_STACK_IB4X              
5        0      24   24          M5750-24GT/12SFP_Static_Module  

5        1      1      1            M5700_STACK_IB4X               
5        2      1      1            M5700_STACK_IB4X              

6        0      24     24        M5750-24GT/12SFP_Static_Module  
6        1      1      1            M5700_STACK_IB4X              

6        2      0      1                                               
7        0      24     24        M5750-24GT/12SFP_Static_Module  

7        1      1      1            M5700_STACK_IB4X                
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7        2      1      1            M5700_STACK_IB4X               
8        0      48     48          M5750-48GT/4SFP_Static_Module  

8        1      1      1            M5700_STACK_IB4X               
8        2      1      1            M5700_STACK_IB4X               

Ruijie#show version 

System description : Red-Giant 10G Routing  

Switch(RG-S5750-24GT/12SFP) By Ruijie Network 
System start time        : 2007-4-23 17:39:11 

System hardware version : 1.0 
System software version : RGOS 10.1.00(2), Release(12889) 

System BOOT version      : 10.1.11330 
System CTRL version      : 10.1.11330 

System Serial Number     : 1234942570002 
Device information: 

Device-1 
Hardware version : 1.0 

Software version : RGOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570002 

Device-2 
Hardware version : 1.0 

Software version : RGOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570001 

Device-3 
Hardware version : 1.0 

Software version : RGOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570003 

Device-4 
Hardware version : 1.0 

Software version : RGOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570004 

Device-5 
Hardware version : 1.0 

Software version : RGOS 10.1.00(2), Release(12889) 
BOOT version      : 10.1.11330 

CTRL version      : 10.1.11330 
Serial Number     : 1234942570005 

Device-6 
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Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570006 
Device-7 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570007 
Device-8 

Hardware version : 1.0 
Software version : RGOS 10.1.00(2), Release(12889) 

BOOT version      : 10.1.11330 
CTRL version      : 10.1.11330 

Serial Number     : 1234942570008 

Ruijie#show member 

Member      Mac Address      Priority Software Version        
Hardware           Version   Description 

------      -------------   ------------------------    
--------------------------- 

1         00d0.f810.3323  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

2         00d0.f822.33aa  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

3         00d0.f822.33ae  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

4         00d0.f822.33b0  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

5         00d0.f822.33b2  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

6         00d0.f824.23b4  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 

7         00d0.f833.44b4  1         RGOS 10.1.00(2),  
Release(12889)   1.0        SWITCH 

8         00d0.f855.33ae  1         RGOS 10.1.00(2),  
Release(12889)   1.0         SWITCH 
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