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Quick Connect ﬂ
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:admin

firewall web admin
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Ifconfig Bl P, m ]

Welcome to test Administration Console

[Ifconfig Command Result Show ]

LAN1 Link encap:FEthernet HWaddr 00:0C:29:7B:FE:8E
inet ¢ddr 172.16. 4. 221 Bcast:172. 16. 255, 255 Ha:k 255, 255.

ot 11 .../ ;0 an ﬂﬁf‘f‘L.;._ .
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Netstat b LN

Welcome to test Administration Console

[Netstat Command Result Show ]

Active Internet connections (servers and estahlished)
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Syslog(all) ] F nJ

R R e T e F o ot

Prev  Next m Prev Bl M Next . Quit 3 ps |
Ju

Route F LN

[Route Command Result Show ]

default via 172. 16. 161. 2 dev WANI

172.16.0.0/16 dev WAN1 proto kernel =cope link =rc 17Z.16.9. 899

192, 168. 80.0/24 via 192, 168.90.1 dev LAN3

192, 168. 90, 0/24 dev LAN3I proto kernel scope link src 192 168.90 3
eSS GRE 024 dev LANTFTOT0 kerfeimsmisonoes ink—=2="rr=d/ 1683 1121d

T

Prev  Next m Prev B M Next . Quit 3 ps |
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Welcome to test Administration Conscole
[Main Menu]
lanagement IF Address
System Update
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[Management IP Address]
Ifname : LANI
IP Address And Netmask: 172.16.4. 221}
Note:Press Tab To Switch Port,Press Enter to Edit.
Tab m IP Esc . Al
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1.3.7 route

route

add 3

del 3

[HOSTNAME@root]route

[HOSTNAME@root]routeOn

3y n

[HOSTNAME@root]route add 192.168.10.2 gw 192.168.1.1
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[HOSTNAME@root]ping 172.16.161.2 -c 2
PING 172.16.161.2 (172.16.161.2): 56 data bytes
64 bytes from 172.16.161.2: seq=0 ttl=64 time=2.127 ms

64 bytes from 172.16.161.2: seq=1 ttl=64 time=2.174 ms

---172.16.161.2 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss

round-trip min/avg/max = 2.127/2.150/2.174 ms

[HOSTNAME@root]ping 172.16.161.2 -s 1000 -c 2
PING 172.16.161.2 (172.16.161.2): 1000 data bytes
1008 bytes from 172.16.161.2: seq=0 ttl=64 time=2.886 ms

1008 bytes from 172.16.161.2: seq=1 ttlI=64 time=2.823 ms

---172.16.161.2 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss

round-trip min/avg/max = 2.823/2.854/2.886 ms

1.3.9

1. A m Save Configuration
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1.3.10 reboot

reboot m ¢m BIm r

1. A miJ Reboot™ |

Welcome to test Administration Console

Main Menu]

System Status

Serial Number

Version Information

Work Mode

Management IP Address
System Update

Download Debug information
Add Route Tahle

FHeset Factory Default

Save Configuration

Reset WebUI Password & Management Policy

Debu

2. Debug moj reboot" |

[HOSTHAMERroot]
[HOSTNAMERroot]
[HOSTNEMERroot] reboot]]

1.3.11 web

1. a m]J y Reset WebUI Passwordn
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Welcome to test Administration Console

(Main Menu]

Svstem Status
Serial Number
Verzion Information

[Reset WebUI Password & Management Policy]

Are you sure(Y-yes,N-no): |

MNote:Press Y/N Then Press Enter To Confirm

2. n T web m A T debug m AJ ¢
[HOSTNAME@root]cp /home/config/default/user.conf /usr/local/lighttpd/
[HOSTNAME@root]cp /home/config/default/user.conf /home/config/current

[HOSTNAME@root] service lighttpd restart
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1.3.12

1. a miJ Reset Factory Default" |

Welcome to test Administration Console

Main Menu]

System Status

Serial Number

Version Information

Work Mode

Management IP Address
System Update

Download Debug information
Add Route Tahle

Save Configurati

Welcome to RE-UACE000 Administration Conscle

[Reset Factory Default]

Ih:e Vou sure ]'“.F'EF_T.__EIJLHT-EFLfaﬂﬂfj_{FJFﬂ,rﬁimﬂﬂ'Iin...w--

1.3.13 Web

Web 5 m 6 T : |

IP+ m O 10m ™ 10m

1 F PC IP
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[HOSTNAME@root]vi /usr/local/lighttpd/webuser.conf

” &1 Quick Connect [_] Profiles |

n“ip“:“l'?E.lﬁ.lll.lEE“, "name”:"admin”, "pasawd”:"11", "time™:1413457793, "fail coun &3
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Welcome to test Administration Console

[5ystem Update]

System Firmwaren
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335/335.ha.rpmnew
335/335.pasawd
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Cancel Uszer Hame:
Fort

Authentication

/ admin/Login*PWD

Welcome to test Administration Console

Main Menu]

Syvstem Status
Serial Number

Version Information
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Debuzi

‘PWD ername: admin Password: sssskssssafl] | 000

cd /usr/download

NACFirmware.bin.new 3 ¥y bl Ty
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NACFirmware.bin.old I a Tyu il w ¢

m
NACFirmware.bin.new O NACFirmware.bin.newl
NACFirmware.bin.old O NACFirmware.bin.new
jmnyo

[HOSTNAME@rootlmv ~ NACFirmware.bin.new NACFirmware.bin.newl
[HOSTNAME@rootlmv  NACFirmware.bin.old NACFirmware.bin.new

Al

[HOSTNAMERroot]1s

HAC-URL-LIB.kin I NACFirmware.bin.newl I

A =2 R EE RN LR L. WS L EIWOLE . D LI e Wi wad? oo 305
. o — ! W EEEN R L2 s T i Wil W = TR S oy, t i, OO e, s
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[HOSTNAME@root]cd /root
[HOSTNAME@root]ace_upsys U jc @ % An m m spuid

[HOSTNAME@root]exit u 3c
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ﬁilcume to test Administration Console — 1
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Welcome to test Administration Console

[System Update]

system Firmware
URL Database
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wWelcome to test Administration Console
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System Upgrade
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100% 2126 KB 2126 KB/s 00:00:01 0 Errors235.bin...
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more information.

Oct 23 19:48:40 (none) daemon.err openvpn[11466]: Options error:
Unrecognized option or missing parameter(s) in client.conf:43: remote
(2.2.2)

2.4

_____________________ I
tus System Sta
ber Serial Num
formation Version In
Work Mode

IF Address Management
ate System Upd
Table Add Route
ory Default Reset Fact
guration Save Confi
I Password & Management Policy Eeset Wehl

Reboot
Debug
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3.2

3.2.1

v 3 DEC Y 3m 802.1 b4 e m
N oM Jb® oo y m
e 3 i m m 1 3
U 1t Oa U m u 1 U € B
m i mky YU U
3.2.2
1 y
Welcome to test Administration Console
_____ Mar— ar a .
System Status
} Crrinl Wemlooe
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Fy 3 Y y 3., . ™ /b ip route
i 3 m b (1-100 W n
Lo, v m m’ m 3. n ., . 320
m J A J A
A mTiJ Add Route Table

Welcome to test Administration Console

Main Menu]

Svstem Statns

Add Route Table

it Eezet Fzotory Zefza.

T & Mznzgenent Follioy




=
FAIEJSE RG-UAC
TELLUHEE LU LESL AUNLIILS LL AL LUl WAL LE
[Add Route Table]
Weeee Phoeca. A 11 - .

TR Taiw. s ove s A2 Bougy Drmmse Te- oo oano
New Route Address
Netmask
Gateway e,

Esc , 1 a
o j m route |
[HOSTNAME@root]route
[HOSTNAME@root]routeOn
1
[HOS&NAME@root]route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 172.16.161.2 255.255.255.255 UGH 0 0 0 Bridgel
0.0.0.0 172.16.161.2 0.0.0.0 UG 0 0 0 Bridgel
10.8.0.0 0.0.0.0 255.255.255.0 U 0 0 0 tun0
1T N n N Brddaeal

1721/ .00 0N nn o

7855 255 N N
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route add 0.0.0.0 mask 0.0.0.0 192.168.12.1

[HOSTNAME@root]route add 192.168.10.2 gw 192.168.1.1

[HOSTNAME@root]route add -net 192.168.10.0 netmask 255.255.255.0 gw 192.168.1.1

[HOSTNAME@root]route add default gw 172.16.161.2

[HOSTNAME@root]route del 192.168.10.2 gw 192.168.1.1

[HOSTNAME@root]route del -net 192.168.10.0 netmask 255.255.255.0 gw 192.168.1.1

[HOSTNAME@root]route del default gw 172.16.161.2
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5.1 DNS
DNSOes 2 DNS 3° m
DNS 3~ m .. 3" DNS
A /b DNS Ipn web - DNS
m =] -~

5.2 DNS

5.2.1 DNS

y DNsSM 3"

vi /etc/resolv.conf

2m echo nameserver A.B.C.D
522 DNS
" DNSM 3° v m y DNShH 37
1 vi /etc/resolv.conf T
2 ip name-server backup A.B.C.D nH DNS 3~

no ip name-server backup

B DNS 3"
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6 A3

# echo "nameeserver 202.118.3.2" >> / etc/resolv.conf
# echo "nameeserver 202.118.3.3" >>/ etc/resolv.conf

F

# cat / etc/resolv.conf

nameserver 202.118.3.2

nameserver 202.118.3.3

5.4
5.4.1

1 DNS

DNS Y

DNS 3~ m § DNS 3~

b4

DNS 3" . . 3y DNS 3"
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6.1 Console/SSH

UAC a4 17 m & Ju o A3 linuxin Qm m b ¢ . "

v o O A3 linuxn Q am p’ m n 500G n Q 100G»

X J 400G n Qm

' A & m UAC i m | 0 m 3 Jb m m
3 m WEB 3 m 3 m c 4008111000
6.1.1
fdisk Ok L HC nQ

[HOSTNAME@root]fdisk -I

Disk /dev/hda: 4034 MB, 4034838528 bytes / m CF
128 heads, 63 sectors/track, 977 cylinders

Units = cylinders of 8064 * 512 = 4128768 bytes

Device Boot Start End Blocks Id System
/dev/hdal 1 977 3939232+ 83 Linux
Disk /dev/sda: 500.1 GB, 500107862016 bytes/ 500G

255 heads, 63 sectors/track, 60801 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System
/dev/sdal
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6.1.2

1. Em e ) € 3
[HOSTNAME@root]service appmonitor stop

Stopping appmonitor..[ OK ]

[HOSTNAME@root]service mysql stop
Shutting down MySQL...[ OK ]

[HOSTNAME@root]service Collector stop
Stopping Collector..[ OK ]

[HOSTNAME@root]service Scheduler stop
Stopping Scheduler..[] OK ]

2.

[HOSTNAME@rootJumount /mnt u c

[HOSTNAME@root]df u c

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/root 2014032 1017128 894596 53% /

tmpfs 1682084 0 1682084 0% /dev/shm
tmpfs 1682084 4 1682080 0% /tmp

1 j'b 1
[X@rootlumount /mnt

umount: can't umount /mnt: Device or resource busy

fuser -m /mnt n €
kill -9 ID ¥
[X@root]fuser -m /mnt
16284 1503 897 895 734 340 303 122/ ID 13z m b ID Oee
[X@root]kill -9 16284 1503 897 895 734 340 303 122
[X@rootlumount /mnt

6.1.3
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b4 Juin Q/

nQ

[HOSTNAME@root]fdisk /dev/sda1l

The number of cylinders for this disk is set to 19457.

There is nothing wrong with that, but this is larger than 1024,

and could in certain setups cause problems with:

1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other OSs

(e.g., DOS FDISK, OS/2 FDISK)
Command (m for help): m/m O | 1 m AJN e i

Command Action

a toggle a bootable flag

b edit bsd disklabel

c toggle the dos compatibility flag
d delete a partition /3 n Q

list known partition types

add a new partition / nQ

create a new empty DOS partition table /6 DOSn Q
print the partition table

quit without saving changes

create a new empty Sun disklabel

change a partition's system id

change display/entry units

verify the partition table

write table to disk and exit/H 1 Q

X $ < ¢+ v aoT O >

extra functionality (experts only)

Command (m for help): o
Building a new DOS disklabel. Changes will remain in memory only,
until you decide to write them. After that the previous content

won't be recoverable.

The number of cylinders for this disk is set to 19457.
There is nothing wrong with that, but this is larger than 1024,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other OSs

(e.g., DOS FDISK, OS/2 FDISK)

Command (m for help): n
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Command action

e extended
p primary partition (1-4)
p/ T p nnQ
Partition number (1-4): 1
First cylinder (1-19457, default 1): Using default value 1u A m e
Last cylinder or +size or +sizeM or +sizeK (1-19457, default 19457): Using default value 19457

A m_ I|C

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table
SCSI device sda: 312581808 512-byte hdwr sectors (160042 MB)
sda: Write Protect is off
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I

admin@1TZ. 16, 161. 2 requires a password.

Pleaze enter a password now.
Cancel

i

Username: Iadnun

Password: I**x***x*

[T Save password

admin firewall web admin

Welcome to te=t Administratinn Conznle

admin Login*PWD

A TO 1, j fdisk OI( H » df m
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Lyt I'\l.i"‘LI"'II:L'\I"_'I‘UP‘:I micn g

[HOSTNAME 2@superman]
[HOSTNAME2@superman]fdisk -1

Disk /dev/hda: 2065 MB, 2065932288 bytes
64 heads, 62 sectors/track, 1016 cylinders
Units = cylinders of 3968 * 512 = 2031616 bytes

Device Boot start End Blocks Id System
Jdev/hdal 1 1016 2015713 83 Linux

Disk /dev/sda: 320.0 GBE, 320072933376 bytes
455 heads, 63 sectors/track, 38913 cylinders
Units = cylinders of 16065 * 512 = B225280 bytes
Device Boot start End Blocks Id System
dev/sdal 1 38913 312568641 83 Linux
[HoSTNAMEZ@superman] ]
mnlJ A y
daf j a
4000 0 0
[HOSTNAME2@superman]
[HOSTNAN .77 =asupernian|dr

=¥ T oma@d TSy sten iR TUCK> "' 05ed AvaTTa0 18”05 es T MOGNCea T U
,dev/root 1983984 1079896 8023g%y 279,/
tmpfs 1026036 (U (S

nj a/b m Ui Yy ym
LIIU.JIIH.F"LI"’II:L'\I"_'I‘UPCI micn g
[HOSTNAME 2@superman]

[HOSTNAME2@superman]fdisk -1

Disk /dev/hda: 2065 MB, 2065932288 bytes
64 heads, 62 sectors/track, 1016 cylinders
Units = cylinders of 3968 * 512 = 2031616 bytes

Device Boot start End Blocks Id System
Jdev/hdal 1 1016 2015713 83 Linux

Disk /dev/sda: 320.0 GBE, 320072933376 bytes
455 heads, 63 sectors/track, 38913 cylinders
Units = cylinders of 16065 * 512 = B225280 bytes
Device Boot start End Blocks Id System
dev/sdal 1 38913 312568641 83 Linux

[HoSTNAMEZ@superman] ]
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# date -R

Thu, 23 Oct 2014 20:02:31 +0800

B QO 57 Q( CSTM, Q)

Q ||J

=

zonel=GMT-12:00

2 zone2=GMT-11:00 A

3 zone3=GMT
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42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

zone42=GMT+03:00

zone43=GMT+03:30

zone44=GMT+04:00

zone45=GMT+04:00

zone46=GMT+04:30

zone47=GMT+05:00

zone48=GMT+05:00

zone49=GMT+05:30

zone50=GMT+05:45

zone51=GMT+06:00

zone52=GMT+06:00

zone53=GMT+06:00

zone54=GMT+06:30 K

zone55=GMT+07:00

zone56=GMT+07:00

zone57=GMT+08:00

zone58=GMT+08:00

zone59=GMT+08:00

zone60=GMT+08:00

zone61=GMT+08:00

zone62=GMT+09:00

zone63=GMT+09:00

zone64=GMT+09:00

5
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65

66

67

68

69

70

71

72

73

74

zone65=GMT+09:30

zone66=GMT+09:30

zone67=GMT+10:00

zone68=GMT+10:00

zone69=GMT+10:00

zone70=GMT+10:00

zone71=GMT+10:00

zone72=GMT+11:00

zone73=GMT+12:00

zone74=GMT+12:00

3H

y h

X
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bl

# date 2010 04 02 10 20 50

02010 4 2 | 10 20w 50

7.2

7.2.1 tcpdump
tcpdump i m j O
tcpdump [ -adefInNOpqgStvx ] [ -c 1[-F V¥ ]
[-i 1[-r ¥ 1[-ssnaplen]
[-T 1w ¥ 11 ]
1. tcpdump e
-a
-d F i seblh D 3
-dd F i m»C 3
-ddd F i mw Y 3
-e 3 3 a f
-f ! Internet, . /b 3
-| & 3 0 |
-n Jb
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m’u’ ip N b

m tcpdump ® K

e

ttl
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7 ip
tcpdump-iLAN1-vnnip
8 ip 172.16.1.122

tcpdump-iLAN1-vnnsrchost172.16.1.122
9 ip 172.16.1.122

tcpdump-iLAN1-vnndsthost172.16.1.122

10 22
tcpdump-iLAN1-vnnsrcport22
11 ip 172.16.1.253K ip 22
tcpdump-iLAN1-vnnsrchost172.16.1.253anddstport22
12 ip 172.16.1.122 22
tcpdump-iLAN1-vnnsrchost172.16.1.122orport22
13 ip 17216.1.122K b 22
tcpdump-iLAN1-vnnsrchost172.16.1.122andnotport22
14 ip 172.16.1.2K 2m ip 172.16.1.65K 80
tcpdump-iLAN1-vnn\(srchost172.16.1.2anddstport22\)or\(srchost172.16.1.65anddstport80\)
15 ip 172.16.1.59K 2m ip 172.16.1.68K 80
tcpdump-iLAN1-vnnsrchost172.16.1.59anddstport22orsrchost172.16.1.68anddstport80
16 y tmp/fill  § Um 100 3 3
tcpdumpOiLAN1-vnn-w/tmp/fil1-c100
17 | /tmp/fill 7 tcp
tcpdumpOiLAN1-vnn-r/tmp/filltcp

18 ) /tmp/fill W 172.16.1.58




# !g RG-UAC

tcpdumpOiLAN1-vnn-r/tmp/fillhost172.16.1.58

71.2.2

Cm‘meuw Rermote Hosteemmme—n—————

e — A o

B Yozt-Hame: [ete-te1 s —
y -~ Uzer Hame: \admin
F ([ i ]
i Sl T, N
FETRenTi Zatiim ﬁ'fz-fi_:!._e S;ié'fti__flg'sﬁl-:

- =
. oA '-C'.:..t'.;-:i _.J__ Blot conprats ‘_ cgpenn Bt rn se St T M

% 3 A3 ¥ 1 m




@

firewall web admin m T

3 OK 01 3 m
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|| Fle Edt View Window Help

H ek s e alsn % e

H &) Quick Connect (] Profiles

Welcome to test Administration Conscle

[Main Menu]
i . -
f*.:-;';fﬁg_ ., v acus
VULE SSIOMNE X B & |
ir mau_dsE - TR . !
dete [|‘
whex
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om m o m ctrl (ol /b

2" CJ E
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7.2.3

# reboot




